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"ab View
| Alarms || Condibons || History || Cirouits _m_h\nr:ny || Maintenance |

General
Ietaroak
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Protection .
Reset

i 7
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Edit TACACS+ Server Entry X
MNode Address: 10.64.106.24
Shared Secret: CISC0O123
Authentication Port: | 49|
| OK || Cancel
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< Name: TACACSNODE-156 |

Drescription:

Hetwork Device Groups

Location Al Locations Select

Device Type Al Device Types Select

IP Address Authentication Options

@ Single IP Address () IPSubnets ) IP Range(s) - TACACS+
o 1B 1064106156 Shared Secrat CISCO123 Hidg
[ single Connect Device

15 Legacy TACACS+ Single Connect Support
 TACACS+ Dratt Compliant Single Connect Support
- RADIUS | ]

SharedSecret|  Show |
Conpon 1700 |

|| Enable Kewsrap
KeyEncptionkey |

Message Authenticator Code ker:|

KeyinputFormat  ASCI 2 HEMADEGCIMAL
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Users and ldentity Stores

o Mae: i Status: Enabled = @
Descriplion:

o Idersty Groug: &l Groups: [ otect |
Email Addréss:

Acoount Disable

"] Digabie Azcount i Date Exceeds: 2015Hee 21 5 Gy Mmim-dd)
["] Dizable sccount afer 1 succensive falied atlempts

Applicable ondy for Indemial Uisers o shore password as hash,
] Enable Passwaed Hagh AurhEnGEHION tEeE CHAPMESTHAP will N0l work i (hes opiion (8 erabled.

Wehiles disabling the hash, Encure Fiat nasswon |s reconfigured USing Change Dasswan ogin.

1| Pasewars Never ExpiedDisatien. CruraTibes user account blocking in wpiredidisatied
Password Information Enabh Passwird bfomation
Pasewedd must Pasewornd miust
# Conkain 4 - 32 characters * Condain 4- 128 charachers
o Password Type: Intamal sers Seled] [Enabli Password:
Password: ——— confirm i
i Password
o Confim Patsword.
(] change paseword om nextlogin
User foemation
Subma

4. logble pdosle wg)sud shell B zje guluo) IJgwsluws:




L 22 puwess Idlpesl (pu 0 s 3):
0 Jpuwwesde IJluwenls.
puvuede IJuoslus 71,

2 Josds) Idpuwese.
3 Jdeuweere ldpopss.

w- e wlogble gwed pEo06 B Jozs wwele IJgpdle Juwpes 98w 1JgesJ.

e,
| Y UWYUITRS P ELE

¢ Policy Elements

shell Profiles



Privilege Level
Default Privilege: Static - Value 2 -

Maximum Privilege: NotinUse -
Shell Attributes

Access Control List NotinUse «

Auto Command: NotinUse «

Mo Callback verify:  MNotinUse =

No Escape: Notin Use «
Mo Hang Up: MNotin Use «
Timeout: MNotin Use -
Idle Time: MNotin Use «
Callback Line: MotinUse -

Callback Rotary: MotinUse -

£ = Required fields
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Palicy Elemerts = Aighorization and Permissions = Device Administration = Shell Profiles = Create

| General | Common Tasks | Custom Attributes ]
Commaon Tasks Attributes

Aftribute Reguirement Value

| Assigned Privilege Level Mandatory

anually Entered

Aftribute Reguirement Value

»

idletirme Mandatory

m

("AddA 1][ Edity || Replacen [ Delete || BulkEdit

Aftribute:

Requirement Mandatory
Attribute ;

Value: e
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#_ Access Policies
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Cisco Secure ACS -
@ https://10.201.229.210/acsadmin/Policylnputiction.do

General
MName: Rule-4 Status: Enabled + O
The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.
Conditions
Protocal: match - Tacacs
NDG:Device Type: in ~ All Device Types
Results

Semvice: Default Device Admin -
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#._ Access Policies

Alutharization
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Cisco Secure ACS - Mozilla

@ https://10.201.229.210/acsadmin/Policylnputéction.do

General
Name: Rule-3 Status: Enabled + 0

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.

Conditions
1 1dentity Group: ~ -ANY-
Y "] NDG:Location: “ANY-

[ NDG:Device Type: In « All Device Types

[] Time And Date:  -ANY

Results

Shell Profile: TACACS-NODE-156
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