od9su p9go Cisco ulywasle pol> 96
TACACS+

Slhgizall

doisoll

V| o Uliol|
o lnial|

do 2 Ziuwnl | o bgSall
oMapdl
a9>Laoll

Lo aolo]

duw >0 aSlo|
WiVl alo

ilo ol ologles

dosall

pxs, ¥ .UNIX _le dheis pi s3I +TACACS plaiwl @95Lasll CisCo azgo (195 &S sitwall 138 29,
.Cisco Secure ACS UNIX ol Windows J L, ,9¢iall CiSco 40 0¥ ACS &lue >ac +TACACS

Cisco J19 0 logean a2 plg Cisco Systems i p0 1,990 IS Sl +TACACS ol Jaiv SOlay| oo
Systems

+TACACS" e el xie 6,9giall +TACACS J dslxoll goll hlaol o pasdl Lle jgiell dliSay o4l

oo 2ol sl iy Lols JSuin Cisco Lwogi Y .ci iVl e cha) Jiasall el o e "ilro
Lo +TACACS

oo alell 2oy olewall Slgid JMS (o cluill Cisco o (ACS) oYl Jswsll (5 aSzill o35 i,
20> Windows i il plai) Cisco o oIl 9LloYl sgixall jauns o .pllell elxil gua> 9 Cisco
Jyxo o2 piy Microsoft Windows Juiid| pllay, Josi Joc daxo e Jsiwadl el dojMI o lgSoll

dxa.all 6,51 o9 .lauws cuinll Cisco Secure ACS pol s Las 5 plasiuwl Cisco o 0Vl ACS Jgl>
b Ll agaid (Jaad ¢olzuall eMasll) CiSCO o el il wlla) duws I

Cisco Secure J logs 90 6a0) (=i Hlasl e Jaaxll lagi o doas asc go CCO Llu> J| glixy tdla>No
Windows J ACS

.11.3.3 ,lao)l (Cisco IOS® Software golw Jass azgo e aiiwall 138 9 azgall 1655 uglai pi
+TACACS 0 Yy, dcgozall +TACACS o>Vl lylasYly T.12.0.5 jlasYl Cisco 10S goliy pasiuwy
Jo>l Jewws AAA J TACACS+ enable J ol a9Vl Jg3aJl Jimuws AAA aSskas Jio olyle jelai Ui

.TACACS+ enable acgaxoll ol a9Vl

azgall olyl Jo> alolSUl &logleall ¢po 350 Lle Jguaxll Cisco 10S Software zol 89 g>1,



http://www.cisco.com/en/US/products/sw/secursw/ps4911/index.html
http://www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html
http://www.cisco.com/en/US/ordering/or13/or8/order_customer_help_how_to_order_listing.html
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/ordering/or13/or8/order_customer_help_how_to_order_listing.html
http://www.cisco.com/cgi-bin/tablebuild.pl/acs-win-eval
http://www.cisco.com/cgi-bin/tablebuild.pl/acs-win-eval
http://www.cisco.com/univercd/cc/td/doc/product/software/index.htm

dawlwV olllasoll

O llloioll
Aol [ag) dols ollloio a>g5 Y

a1 iwoll & bgSoll

sl20Y1 Cisco 108 zoli 49 11.3.3 oYl Cisco 108 ol I siwmall 13D (3 63)ls)l o losleall s
oYl ollaoYly T.12.0.5

8362Vl go> ol .aols dlaso Ly S 539290l 8562V Lo Aitall 13D 5 63,1l o logleall elis] o
Y Jaizall Lglll clagd o ST (6 ilo liSais olS 13] .(Liolyidl) poman oSy Ainuall 13D 9 doriuwall
ol

obMaodl

Ol oMawvl Jo> wlegleall o 10 Je Jaaxl dusill Cisco vl oWMawl g1,

a9>5Lanll

:a Wl olglasdl Jasl

et el Ol 1 JsSuis pall Jois, UNIX p3l3 le Loy (+TACACS+ (TAC o) Jioms o 2SG .1
Y 5l Cisco p315 jo, 98 03131 jo, OIS clow azgall ©liyeSs Jasi ol vy oy Job +cisco TAC JI
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tac_plus_executable -P -C test_file
Jsigll pi— 9l Jio Jlw) sy ol wx Y oSJ9 638W1 JawY o aill file LVl olgixe s 29
acly wlilS o ozl acly file_LisY ohluall o 383 cellas] Iud cils 13] { o aoly Las e
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o oloYl dcgozo Jid configure terminal isly enable g9 Js5l.a2gall [lc +TAC (65 e, .3
Jiis pac 199 lao Il (9 azgall o il S8 pac 0id LoVl dcluwo
:.TAC_PLUS_EXECUTABLE

Turn on TAC+. aaa new nodel enabl e password whatever !--- These are lists of ---!
authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are
names of lists, and the methods !--- listed on the same lines are the methods !--- in the
order to be tried. As used here, 1f !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
.is in each list

|

aaa authentication login |innmethod tacacs+ enable

aaa aut hentication login vtynethod tacacs+ enable

aaa aut hentication |ogin connethod tacacs+ enable

!

Point the router to the server, where #.#.#.# !--- 1s the server IP address. ! ---1!
tacacs-server host #. #.# # line con 0 password whatever !--- No time-out to prevent being
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locked out !--- during debugging. exec-timeout O O |ogin authentication conmethod line 1 8
| ogin authentication |innethod nodem | nQut transport input all rxspeed 38400 txspeed 38400
flowcontrol hardware line vty 0 4 password whatever !--- No time-out to prevent being
locked out !--- during debugging. exec-timeout O O |ogin authentication vtynethod
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ellas VI aeuai Hhoiw] go.#TAC JWS 0 @8sLaall I (Telnet (VTY Loasiws e o5 ol ux .
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(adm n' (password fromtest file'
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For enable mode, 1list 'default' looks to TAC+ !--- then enable password if TAC+ does ---!
not run. aaa authentication enable default tacacs+ enable
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(aut henuser' (username fromtest _file'
(admi n' (password fromtest _file'

lede 55 9,0 dalS azgall Loy (Sl Ri0g S35 Loaie

(cisco' (Senable$ password from test_file
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(aut henuser' (username fromtest_file
(admi n' (password fromtest_file

55090 dalS a>gall Ul (Saill g9 J5x loxic

(cisco' ( Senable$ password from test_file
28 .3 I oy lllally dylxiwYly cu> dlu,l ais bo - +TAC Jels 5 éu> a>gally poldl LI,
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9 oYl azgo (§ T JBol sie (umo Seime Lo (umo a2g0 (S 6,901l olgVI e jsiall oSy 6,1,
138 ;LioVl Segime e eSi boaic a>gall

Cisco CSCdi82030 (o clasVl auxuasi B 20 ubis piy 5> 6ju0S pSull 62>9 Asio ua.:g.o.: Slo| pi o
awas bl adlois] Julss) Laol,adl JSuiy BlaYl 48 Sl 69 ddio Lauesi 1sSy -(Lasd ¢alauall eVasll)
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LoVl 2o 9 cuiubo (ladd gy Jzuw) id CSCdi82030 4, cisco ol 6,00 8

aut hori zati on exec defaul t| WORD
0n9S5 pielygimall Lo 91 olsimall graz e +TAC JY5 (o soloVl Jio3d) azgall (oS5 ¢ Sou 1
IS o 4ol9V] gua> Jiosiy pois Ld . psldl e ol JSU Layeaill slac] cuoasial] gaaz) 13D azgoll
s Sl o3l Y8 Mass esl3l IS 13] SJg +TAC
aaa authorization conmands 1 default tacacs+ none
aaa aut horization conmands 15 default tacacs+ none

L. paciiuwsl] 8 ,24) authenuser olasiwl a>gall (5 Telnet aol n Jo=y, +TAC o315 Jasis elisl .2
b le 1ol pasiaall 138 98, ol wxy dtest_file (9 plawd] = duol 18V doazll 4, AuthUser oY
i Jioss J2ii9 cuslwl enable oyazs zluuall (8 laiy clss.slbgll guax

term nal nonitor
debug aaa authorization

Show s ol asis pasiiuuall lig) Sy V. J2di dalS9 Jasime go 1255 zluuall (8 Telnet Jsu, .3
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ayliodl Jd JSLise sl gamaiy p8 .(U> JI Loy o lllally cobbiwVlg >
9 lede susill o5 Ll paciwoll olhle AL p8d (el oY pasiue (eSS L8 e i cuS 13] .4

‘a>g0ll ATAC 0515 Jasiv Ola,l a8 #HHH o Yo, axllo IP glgic dg>9 giogs 099 test file
P bpd e l9iC ag=>9 RO9: 099

+aaa aut horization exec default tacacs

HH#H# telnet a0l Jlw,)l pis .6l j9,0)l dolS9 c88all paiuall 9,20 go ax>gall JI Telnet

39 @dgall I pasiamall Jlasl 6,:89 3gaidll ollas

dawlo @Slo|

Syl | ol duwlxoll @5Lo

i o) Lo duwlxall pis ¥ 9 .var/log/tac.log/ = duvlxall alo - test_file (9 duvlxall walo JI g 0l
(11.0 ,laoYl as, Cisco 10S Software goliu o jlauol Jasinis a>g0ll ooy ol dlay ) azgall 9 LeingSs

razgoll 9 duwlxall a1
+aaa accounting exec default start-stop tacacs
+aaa accounting connection default start-stop tacacs
+aaa accounting network default start-stop tacacs
+aaa accounting systemdefault start-stop tacacs

asséill plaziwl 68 Uil JRI.oblaoYl sass (9 ol JS) duwlxall, AAA duwlxo pois Y tda>Mo
I5] (.Cisco CSCdi44140 o cllasVl aumuas 20 g>1)) .dulxall walo 9 ,LSHl Jusy ol JSI

9 F(1.3)11.2 ,110YI Cisco 10S aoli ] colil Joxall 1id plasiw] led ais 6500 paias cuiS
Lio] liSoud [1997 umisw 24 0 licl CA(6.3)11.1 9 AAO1(6.3)11.1 9 (6.3)11.1 9 (1.2)11.2

g lall wilo I Jais (3l oYY s el e LoVl 13D 35l ool e +TAC Jasis olsi .2

tail -f /var/log/tac.log
ooVl o3) 131 .3 I Log ca>gall o0 Telnet JB55l9 caio 29,319 azgall JI Josal iy a8 o3
:azgall le J3508

term nal nonitor
debug aaa accounti ng

)iVl walo

------- (cut here) - - - - - - -

Set up accounting file if enabling accounting on NAS #
accounting file = /var/log/tac. | og

: Enabl e password setup for everyone #
} $user = $enable
"login = cleartext "cisco

{

:Goup listings nust be first #

} group = adnin

Users in group 'admn' have cleartext password #
"login = cleartext "admn
"expires = "Dec 31 1999

{

} group = operators

Users in group 'operators' have cleartext password #
"login = cleartext "operator
"expires = "Dec 31 1999
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{

} group = transients

Users in group 'transient' have cleartext password #
"login = cleartext "transient
"expires = "Dec 31 1999

{

.This user is a nmenber of group 'admin' & uses that group's password to log in #
. The $enabl e$ password is used to enter enable node. The user can performall commands #
} user = authenuser
default service = permt
nenber = admin

{

:This user is limtted in all owed conmands when aaa aut horization is enabled #
} user = tel net
"login = cleartext "tel net
} cmd = tel net

*, permt

{

} cmd = | ogout

*, permt

{

{
} user = transient #
menber = transients #
} service = exec #

When transient logs on to the NAS, he's imediately #
zipped to another site #

"#.#.#.# autocnd = "tel net #
{ #
{ #

"This user is a nenber of group 'operators #
uses that group's password to log in & #
} user = authenuser
nmenber = operators
Since this user does not have 'default service = permit' when conmand #
aut hori zati on through TACACS+ is on at the router, this user's comuands #
care limted to #
} cmd = show
permt ver

permt ip

{

} cmd = traceroute
*. permt

{

} cmd = | ogout

*. permt

{

{

- - - - (end cut here) - - - -
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