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:Current configuration

!

version 12.0

service timestanps debug uptine
service timestanps | og uptine

no service password-encryption
1

host nane koal a




|

aaa new node

|

These three lines of the configuration !--- are ---!
specific to Cisco IOS Software Release 12.0.5.T and
later. !--- See the Commands for Other Cisco IOS
Releases section for commands !--- for other Cisco IOS
releases. | aaa authentication login default local group
+tacacs
+aaa authentication ppp default if-needed group tacacs
+aaa authorization network default group tacacs
enabl e secret 5 $1$MmZQBg6XdsgVvnnYj Ea. |l 7v. Pij 1
enabl e password ww

|

usernane john password 0 doe

|

i p subnet-zero

|

cns event-service server

|

interface EthernetO

i p address 10.31.1.5 255.255.255.0

no i p directed-broadcast

no nop enabl ed

|

interface Serial0

ip address 11.11.11.11 255.255.255.0

no i p directed-broadcast

no i p nroute-cache

no fair-queue

|

interface Seriall

ip address 12.12.12.12 255.255.255.0

no i p directed-broadcast

|

i nterface Asyncl

i p unnunbered EthernetO

no i p directed-broadcast

encapsul ati on ppp

no i p route-cache

no i p nroute-cache

async node dedi cat ed

peer default ip address pool mypoo

fair-queue 64 16 0

no cdp enabl e

ppp aut hentication chap

|

ip local pool nypool 1.1.1.1 1.1.1.5

ip classless

iproute 0.0.0.0 0.0.0.0 10.31.1.1

ip route 9.9.9.0 255.255.255.0 11.11.11.12

ip route 15.15.15.0 255.255.255.0 12.12.12.13

no ip http server

|

Access list 101 is defined on the NAS. access-list ---!
101 permit icmp 1.1.1.0 0.0.0.255 9.9.9.0 0.0.0.255
access-list 101 permit tcp 1.1.1.0 0.0.0.255 15.15.15.0
0.0.0.255

dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

|

Specify TACACS+ server host and key. tacacs-server ---!
host 172.18.124.111

tacacs-server key cisco




|

line con O

transport input none

line 1

nodem | nQut
transport input al

stopbits 1

speed 115200

flowcontrol hardware

line 2 16

line aux O

line vty 0 4

password ww
|

end

3V Cisco 10S olylasY ol
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aaa authentication login default tacacs+ |oca
aaa aut hentication ppp default if-needed tacacs+ |oca
+aaa aut horization network default tacacs

Cisco ;0 T.11.3.3 _i> 11.1 ,120Y1 |OS ol

+aaa authentication |login default tacacs
+aaa authentication ppp default if-needed tacacs
+aaa authorization network tacacs

20 +TACACS - ool 50

} user = chaprtr

chap = cleartext chaprtr

} service = ppp protocol =ip
i nacl =101

{

{

+Cisco Secure UNIX - TACACS - psBI ,,055

rtp-berry# ./ViewProfile -p 9900 -u chaprtr
User Profile Information

Yuser = chaprtr

profile_id = 182

set server current-failed-logins = 1
profile_cycle = 2

} service=ppp

} protocol =l cp

{

} protocol =ip

set inacl =101

{

{



"password = chap "chaprtr

{
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koal a#show debug

:CGeneral ©S

TACACS access control debugging is on
AAA Aut henti cation debugging is on

AAA Aut hori zation debugging is on

koal a#show ip access-lists

Extended | P access list 101

1.0 0.0.0.255 9.9.9.0 0.0.0.255 log (2 nmtches
0.0.0.255 15.15.15.0 0.0.0.255 log (11 matches
#koal a

4d05h: Asl AAA/ AUTHOR/ FSM (0): LCP succeeds trivially

4d05h: 9%.1 NK- 3- UPDOMWN: | nterface Asyncl, changed state to up

4d05h: AAA: parse name=Asyncl idb type=10 tty=1

4d05h: AAA: nanme=Asyncl fl ags=0x11 type=4 shel f=0 sl ot=0

adapt er=0 port=1 channel =0

' 4d05h: AAA/ MEMORY: create_user (0x54F934) user='chaprtr

ruser="" port="Asyncl' rem addr="'async' authen_type=CHAP

servi ce=PPP priv=1

"' =4d05h: AAA/ AUTHEN START (1203050692): port='Asyncl' |ist

acti on=LOG N servi ce=PPP

4d05h: AAA/ AUTHEN START (1203050692): using "default" 1ist

4d05h: AAA/ AUTHEN (1203050692): status = UNKNOWN

(+4d05h: AAA/ AUTHEN START (1203050692): Met hod=t acacs+ (tacacs

4d05h: TAC+: send AUTHEN START packet ver=193 id=1203050692

. 4d05h: TAC+: Using default tacacs server-group "tacacs+" |ist

4d05h: TAC+: Opening TCP/IP to 172.18.124.111/49 tineout=5

4d05h: TAC+: Opened TCP/I P handl e 0x538778 to 172.18.124.111/49
4d05h: TAC+: 172.18.124.111 (1203050692) AUTHEN START/ LOGd N CHAP queued
4d05h: TAC+: (1203050692) AUTHEN START/ LOG N CHAP processed

4d05h: TAC+: ver=192 i d=1203050692 received AUTHEN status = CGETPASS
4d05h: TAC+: C osing TCP/I P 0x538778 connection to 172.18.124.111/49
4d05h: TAC+: Opening TCP/IP to 172.18.124.111/49 tineout=5

4d05h: TAC+: Opened TCP/I P handl e 0x538BBC to 172.18.124.111/49
4d05h: TAC+: Opened 172.18.124.111 index=1

4d05h: AAA: parse name=Asyncl idb type=-1 tty=-1

4d05h: AAA: name=Asyncl fl ags=0x11 type=4 shel f=0 sl ot=0 adapter=0
port=1 channel =0

"' =4d05h: AAA/ MEMORY: create_user (Ox19FCF8) user='chaprtr' ruser
port="Asyncl' rem addr="async' authen_type=CHAP servi ce=PPP priv=1
4d05h: TAC+: revO inbound chap for id=1203050692 using i d=2966879003
4d05h: TAC+: 172.18.124.111 (2966879003) AUTHEN START/ SENDPASS/ CHAP queued
4d05h: TAC+: (2966879003) AUTHEN START/ SENDPASS/ CHAP processed

4d05h: TAC+: ver=192 i d=2966879003 recei ved AUTHEN status = PASS
4d05h: TAC+: revO inbound chap SENDPASS st at us=PASS for id=1203050692
4d05h: TAC+: revO inbound chap MD5 compare OK

"' =4d05h: AAA/ MEMORY: free_user (O0x19FCF8) user='chaprtr' ruser
port="Asyncl' rem addr="async' authen_type=CHAP servi ce=PPP priv=1
4d05h: TAC+: C osing TCP/I P 0x538BBC connection to 172.18.124.111/49
4d05h: AAA/ AUTHEN (1203050692): status = PASS

4d05h: Asl1l AAA/ AUTHOR/ LCP: Aut horize LCP

4d05h: Asl AAA/ AUTHOR/ LCP (3002156107): Port='"Asyncl' list="" service=NET
' 4d05h: AAA/ AUTHOR/ LCP: Asl1 (3002156107) user='chaprtr

4d05h: Asl AAA/ AUTHOR/ LCP (3002156107): send AV servi ce=ppp

4d05h: Asl1l AAA/ AUTHOR/ LCP (3002156107): send AV protocol =l cp

"4d05h: Asl AAA/ AUTHOR/ LCP (3002156107): found list "default

(+4d05h: As1l AAA/ AUTHOR/ LCP (3002156107): Met hod=t acacs+ (tacacs
4d05h: AAA/ AUTHOR/ TAC+: (3002156107): user=chaprtr

4d05h: AAA/ AUTHOR/ TAC+: (3002156107): send AV servi ce=ppp

4d05h: AAA/ AUTHOR/ TAC+: (3002156107): send AV protocol =l cp

+4d05h: TAC+: using previously set server 172.18.124.111 from group tacacs
4d05h: TAC+: Opening TCP/IP to 172.18.124.111/49 tineout=5

4d05h: TAC+: Opened TCP/I P handl e 0x539000 to 172.18.124.111/49

(permt ic
(permt tcp 1

m 1.
.11,



4d05h: TAC+: Opened 172.18.124.111 index=1
4d05h: TAC+: 172.18.124.111 (3002156107) AUTHOR/ START queued
4d05h: TAC+: (3002156107) AUTHOR/ START processed
4d05h: TAC+: (3002156107): received author response status = PASS_ADD
4d05h: TAC+: C osing TCP/I P 0x539000 connection to 172.18.124.111/49
4d05h: Asl AAA/ AUTHOR (3002156107): Post authorization status = PASS_ADD
?4d05h: Asl AAA/ AUTHOR/ FSM (0): Can we start | PCP
4d05h: Asl AAA/ AUTHOR/ FSM (1577158668): Port='"Asyncl' list="" service=NET
' 4d05h: AAA/ AUTHOR/ FSM  Asl1 (1577158668) user='chaprtr
4d05h: Asl AAA/ AUTHOR/ FSM (1577158668): send AV servi ce=ppp
4d05h: Asl AAA/ AUTHOR/ FSM (1577158668): send AV protocol =ip
"4d05h: Asl AAA/ AUTHOR/ FSM (1577158668): found |ist "default
(+4d05h: As1l AAA/ AUTHOR/ FSM (1577158668): Met hod=t acacs+ (tacacs
4d05h: AAA/ AUTHOR/ TAC+: (1577158668): user=chaprtr
4d05h: AAA/ AUTHOR/ TAC+: (1577158668): send AV servi ce=ppp
4d05h: AAA/ AUTHOR/ TAC+: (1577158668): send AV protocol =ip
+4d05h: TAC+: using previously set server 172.18.124.111 from group tacacs
4d05h: TAC+: Opening TCP/IP to 172.18.124.111/49 tineout=5
4d05h: TAC+: Opened TCP/I P handl e 0x539444 to 172.18.124.111/49
4d05h: TAC+: Opened 172.18.124.111 index=1
4d05h: TAC+: 172.18.124.111 (1577158668) AUTHOR/ START queued
4d05h: TAC+: (1577158668) AUTHOR/ START processed
4d05h: TAC+: (1577158668): received author response status = PASS_ADD
4d05h: TAC+: C osing TCP/I P 0x539444 connection to 172.18.124.111/49
4d05h: Asl1l AAA/ AUTHOR (1577158668): Post authorization status = PASS_ADD
4d05h: Asl AAA/ AUTHOR/ FSM We can start | PCP
, 4d05h: 9%.| NEPROTO 5- UPDOMN:  Li ne protocol on Interface Asyncl
changed state to up
4d05h: As1l AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 0.0.0.0
4d05h: Asl AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp
4d05h: Asl AAA/ AUTHOR/ | PCP: Processing AV protocol =ip
4d05h: Asl AAA/ AUTHOR/ | PCP: Processing AV inacl =101
4d05h: Asl AAA/ AUTHOR/ | PCP: Aut hori zation succeeded
4d05h: As1l AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0
4d05h: Asl AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 1.1.1.2
4d05h: Asl AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp
4d05h: Asl AAA/ AUTHOR/ | PCP: Processing AV protocol =ip
Apply ACL 101 in the inbound direction. 4d405h: Asl AAA/AUTHOR/IPCP: Processing AV ---!
inacl=101
4d05h: Asl AAA/ AUTHOR/ | PCP: Aut hori zation succeeded
4d05h: As1l AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 1.1.1.2
4d05h: Asl AAA/ AUTHOR/ | PCP: Start. Her address 1.1.1.2, we want 1.1.1.2
"' =4d05h: Asl AAA/ AUTHOR/ | PCP (1659098608): Port='Asyncl' |i st
servi ce=NET
' 4d05h: AAA/ AUTHOR/ | PCP: Asl (1659098608) user='chaprtr
4d05h: Asl1l AAA/ AUTHOR/ | PCP (1659098608): send AV servi ce=ppp
4d05h: Asl1l AAA/ AUTHOR/ | PCP (1659098608): send AV protocol =ip
4d05h: Asl AAA/ AUTHOR/ | PCP (1659098608): send AV addr*1.1.1.2
"4d05h: Asl AAA/ AUTHOR/ | PCP (1659098608): found list "default
(+4d05h: As1l AAA/ AUTHOR/ | PCP (1659098608): Method=t acacs+ (tacacs
4d05h: AAA/ AUTHOR/ TAC+: (1659098608): user=chaprtr
4d05h: AAA/ AUTHOR/ TAC+: (1659098608): send AV servi ce=ppp
4d05h: AAA/ AUTHOR/ TAC+: (1659098608): send AV protocol =ip
4d05h: AAA/ AUTHOR/ TAC+: (1659098608): send AV addr*1.1.1.2
4d05h: TAC+: using previously set server 172.18.124.111 from
+group tacacs
4d05h: TAC+: Opening TCP/IP to 172.18.124.111/49 tineout=5
4d05h: TAC+: Opened TCP/I P handl e 0x538BBC to 172.18.124.111/49
4d05h: TAC+: Opened 172.18.124.111 index=1
4d05h: TAC+: 172.18.124.111 (1659098608) AUTHOR/ START queued
4d05h: TAC+: (1659098608) AUTHOR/ START processed
4d05h: TAC+: (1659098608): received author response status = PASS_REPL
4d05h: TAC+: C osing TCP/I P 0x538BBC connection to 172.18.124.111/49
4d05h: Asl AAA/ AUTHOR (1659098608): Post authorization status = PASS_REPL



4d05h: Asl AAA/ AUTHOR/ I PCP: Reject 1.1.1.2, using 1.1.1.2
4d05h: Asl AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp

4d05h: Asl AAA/ AUTHOR/ | PCP: Processing AV protocol =ip

4d05h: Asl AAA/ AUTHOR/ | PCP: Processing AV inacl =101

4d05h: Asl1l AAA/ AUTHOR/ | PCP: Processing AV addr*1.1.1.2

4d05h: Asl AAA AUTHOR/ | PCP: Aut hori zation succeeded

4d05h: As1l AAA/ AUTHOR/ | PCP: Done. Her address 1.1.1.2, we want 1.1.1.2
<- 4d05h: %SEC- 6- 1 PACCESSLOGDP: list 101 permitted icnp 1.1.1.2
packets 3 ,(0/0) 9.9.9.9

koal a#show ip access-lists

Extended I P access list 101

(permt icnp 1.1.1.0 0.0.0.255 9.9.9.0 0.0.0.255 log (5 mat ches
(permt tcp 1.1.1.0 0.0.0.255 15.15.15.0 0.0.0.255 log (11 natches
#koal a

I | 25199 2o
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ip route 9.9.9.0 255.255.255.0 11.11.11.12
ip route 15.15.15.0 255.255.255.0 12.12.12.13

106 aungill Bag ol o JawY ollusll pas GsSy 13D (ueSdl zigas 9

a>g0ll (85

:Current configuration

!

version 12.0

service tinmestanps debug uptine
service timestanps | og uptine
no service password-encryption
!

host nane koal a

!

aaa new node
|

These three lines of the configuration !--- are ---!
specific to Cisco IOS Software Release 12.0.5.T and
later. !--- See the Commands for Other I0S Releases

section for !--- commands for other Cisco IOS Software
releases. | aaa authentication login default group

tacacs+ none

+aaa authentication ppp default if-needed group tacacs
+aaa authorization network default group tacacs
enabl e secret 5 $1$mMmZQBg6XdsgVnnYj Ea. | 7v. Pij 1
enabl e password ww

!

usernane john password 0 doe

!

i p subnet-zero

!

cns event-service server

!

interface EthernetO

i p address 10.31.1.5 255.255.255.0

no ip directed-broadcast

no nop enabl ed
!




interface SerialO
ip address 11.11.11.11 255.255.255.0
no i p directed-broadcast
no i p nroute-cache
no fair-queue

|
interface Seriall
i p address 12.12.12.12 255.255.255.0
no i p directed-broadcast

|
i nterface Asyncl
i p unnunbered EthernetO
no i p directed-broadcast
encapsul ati on ppp
no i p route-cache
no i p nroute-cache
async node dedi cat ed

peer default ip address pool mypoo
fair-queue 64 16 0
no cdp enabl e
ppp aut hentication chap
|
ip local pool nypool 1.1.1.1 1.1.1.5
ip classless
iproute 0.0.0.0 0.0.0.0 10.31.1.1
ip route 172.17.192.0 255.255.255.0 10.31.1.1
ip route 172.18.124.0 255.255.255.0 10.31.1.1
ip route 172.18.125.0 255.255.255.0 10.31.1.1
no ip http server
|
dialer-list 1 protocol ip permt
dialer-list 1 protocol ipx permt
|
tacacs-server host 172.18.124.111
tacacs-server key cisco
|
line con O
transport input none
line 1
aut osel ect during-1ogin
aut osel ect ppp
nodem | nQut

transport input al
stopbits 1
speed 115200
fl owcontrol hardware
line 2 16
line aux O
line vty 0 4
password ww
|
end

3V Cisco 10S olylasY ol
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aaa authentication login default tacacs+ |oca
aaa aut hentication ppp default if-needed tacacs+ |oca
+aaa aut horization network default tacacs

Cisco oo T.11.3.3 > 11.3 110 10S 2ol

+aaa authentication login default tacacs
+aaa authentication ppp default if-needed tacacs
+aaa aut horization network tacacs

oo +TACACS - o3l ,:6Ss

} user = chaprtr

chap = cleartext chaprtr

} service = ppp protocol =ip

"route#1 = "9.9.9.9 255,255, 255, 255 11. 11. 11. 12

"route#2 = "15.15.15.15 255. 255. 255, 255 12.12.12. 13

"route#3 = "15.15.15.16 255.255. 255. 255 12.12.12. 13

"inacl#1 = "permt icnp 1.1.1.0 0.0.0.255 9.9.9.0 0.0.0. 255
"inacl#2 = "permt tcp 1.1.1.0 0.0.0.255 15.15.15.0 0.0.0. 255

{
{

+Cisco Secure UNIX - TACACS - o>l 5655

rtp-berry# ./ViewProfile -p 9900 -u chaprtr

User Profile Information

tuser = chaprtr

profile_id = 183

set server current-failed-logins = 1
profile_cycle = 4

} service=ppp

} protocol =l cp

{

} protocol =ip

set route#1="9.9.9.9 255.255. 255. 255 11. 11. 11. 12
set route#2="15.15.15.15 255. 255. 255. 255 12.12.12. 13
"set route#3="15.15.15.16 255.255.255. 255 12.12.12.13

"set inacl#1="permt icnp 1.1.1.0 0.0.0.255 9.9.9.0 0.0.0. 255
set inacl#2="pernit tcp 1.1.1.0 0.0.0.255 15.15.15.0 0.0.0. 255

{
{

"password = chap "chaprtr

{
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rout e#1=9.9.9.9 255,255, 255. 255 11.11.11.12

rout e#2=15. 15. 15. 15 255. 255. 255. 255 12.12.12. 13

rout e#3=15. 15. 15. 16 255. 255. 255. 255 12.12.12. 13

i nacl #1l=permt icnp 1.1.1.0 0.0.0.255 9.9.9.0 0.0.0. 255

i nacl #2=permt tcp 1.1.1.0 0.0.0.255 15.15.15.0 0.0.0. 255
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}

login = cleartext cisco

chap = cl eartext

chaprtr service = ppp

protocol =ip

}

"route#l = "9.9.9.9 255,255, 255,255 11.11.11.12

"route#2 = "15.15.15. 15 255. 255. 255. 255 12.12.12.13
"route#3 = "15.15.15. 16 255. 255. 255.255 12.12.12.13
"inacl#1 = "permt icnp 1.1.1.0 0.0.0.255 9.9.9.0 0.0.0.255
"inacl#2 = "permt tcp 1.1.1.0 0.0.0.255 15.15.15.0 0.0.0. 255

{
{



#koal a
Mar 1 01:22:39.963: Asl LCP: | CONFREQ [Closed] id O len 23*

(Mar 1 01:22:39.967: Asl LCP: ACCM 0x00000000 (0x020600000000*

(Mar 1 01:22:39.971: Asl LCP: Magi cNunber 0x000034BD (0x0506000034BD*
(Mar 1 01:22:39.971: Asl LCP: PFC (0x0702*

(Mar 1 01:22:39.975: Asl LCP: ACFC (0x0802*

(Mar 1 01:22:39.975: Asl LCP: Cal | back 6 (0x0DO306*

Mar 1 01:22:39.979: Asl LCP: Lower |ayer not up, Fast Starting*

Mar 1 01:22:39.983: Asl PPP: Treating connection as a dedicated |ine*

[Mar 1 01:22:39.983: Asl PPP: Phase is ESTABLI SH NG Active Open [0 sess, 0 |oad*
Mar 1 01:22:39.987: Asl AAAN AUTHOR/ FSM (0): LCP succeeds trivially*

Mar 1 01:22:39.991: Asl LCP: O CONFREQ [Cl osed] id 30 I en 25*

(Mar 1 01:22:39.995: Asl LCP: ACCM 0x000A0000 (0x0206000A0000*

(Mar 1 01:22:39.999: Asl LCP: Aut hProt o CHAP (0x0305C22305*

(Mar 1 01:22:40.003: Asl LCP: Magi cNunber OxEO69F1B8 (0x0506E069F1B8*
(Mar 1 01:22:40.003: Asl LCP: PFC (0x0702*

(Mar 1 01:22:40.007: Asl LCP: ACFC (0x0802*

Mar 1 01:22:40.011: Asl LCP: O CONFREJ [REQsent] id O len 7*

(Mar 1 01:22:40.011: Asl LCP: Cal | back 6 (0x0DO306*

LI NK- 3- UPDOMWN: I nterface Asyncl, changed state to up% :01:22: 40
Mar 1 01:22:40.139: Asl LCP: | CONFACK [ REQsent] id 30 len 25*

(Mar 1 01:22:40.143: Asl LCFP: ACCM 0x000A0000 (0x0206000A0000*

(Mar 1 01:22:40.143: Asl LCP: Aut hProt o CHAP (0x0305C22305*

(Mar 1 01:22:40.147: Asl LCP: Magi cNunber OxEO069F1B8 (0x0506E069F1B8*
(Mar 1 01:22:40.151: Asl LCP: PFC (0x0702*

(Mar 1 01:22:40.151: Asl LCP: ACFC (0x0802*

Mar 1 01:22:40.155: Asl LCP: | CONFREQ [ACKrcvd] id 1 |len 20*

(Mar 1 01:22:40.159: Asl LCFP: ACCM 0x00000000 (0x020600000000*

(Mar 1 01:22:40.163: Asl LCP: Magi cNunber 0x000034BD (0x0506000034BD*
(Mar 1 01:22:40.163: Asl LCP: PFC (0x0702*

(Mar 1 01:22:40.167: Asl LCP: ACFC (0x0802*

Mar 1 01:22:40.171: Asl LCP: O CONFACK [ACKrcvd] id 1 |len 20*

(Mar 1 01:22:40.171: Asl LCP: ACCM 0x00000000 (0x020600000000*

(Mar 1 01:22:40.175: Asl LCP: Magi cNunber 0x000034BD (0x0506000034BD*
(Mar 1 01:22:40.179: Asl LCP: PFC (0x0702*

(Mar 1 01:22:40.179: Asl LCP: ACFC (0x0802*

Mar 1 01:22:40.183: Asl LCP: State is Open*

Mar 1 01:22:40.183: Asl PPP: Phase is AUTHENTI CATING by this end*
[sess, 1 load 0]

"Mar 1 01:22:40.187: Asl CHAP: O CHALLENGE id 10 Ien 26 from "koal a*

Mar 1 01:22:40.295: Asl LCP: | IDENTIFY [Open] id 2 len 18 nmgic*
0x000034BD MSRASV4. 00
Mar 1 01:22:40.307: Asl LCP: | IDENTIFY [Open] id 3 len 21 nmgic*

0x000034BD MSRAS- 1- ZEKI E

“Mar 1 01:22:40.315: Asl CHAP: | RESPONSE id 10 len 28 from "chaprtr*
Mar 1 01:22:40.323: AAA: parse name=Asyncl idb type=10 tty=1*

Mar 1 01:22:40.323: AAA: nane=Asyncl flags=0x11 type=4 shel f=0 sl ot =0*
adapt er=0 port=1 channel =0

"Mar 1 01:22:40.327: AAA/ MEMORY: create_user (0x4ED58C) user='chaprtr*

ruser= port="Asyncl' rem addr="async' authen_type=CHAP servi ce=PPP
priv=1

"Mar 1 01:22:40.331: AAA/ AUTHEN START (2439833946): port="Asyncl*
list="" action=LOG N servi ce=PPP

Mar 1 01:22:40.335: AAA/ AUTHEN START (2439833946): using "default" list*

Mar 1 01:22:40.339: AAA/ AUTHEN (2439833946): status = UNKNOM¥

(+Mar 1 01:22:40.339: AAA/ AUTHEN START (2439833946): Met hod=t acacs+ (tacacs*
Mar 1 01: 22:40. 343: TAC+: send AUTHEN START packet ver=193 i d=2439833946*
.Mar 1 01:22:40.347: TAC+: Using default tacacs server-group "tacacs+" list*
Mar 1 01:22:40.347: TAC+: Opening TCP/IP to 172.18.124.111/49 ti neout =5*

Mar 1 01:22:40.359: TAC+: Opened TCP/ 1P handl e Ox4EDDF8 to 172.18.124. 111/ 49*
(Mar 1 01:22:40.367: TAC+: 172.18.124.111 (2439833946*

AUTHEN START/ LOG N CHAP queued

Mar 1 01:22:40.667: TAC+: (2439833946) AUTHEN START/ LOd N/ CHAP processed*
Mar 1 01:22:40.671: TAC+: ver=192 id=2439833946 recei ved AUTHEN*



status = GETPASS

Mar 1 01:22:40.675: TAC+: Cosing TCP/|I P Ox4EDDF8 connection to*
172.18.124. 111/ 49

Mar 1 01:22:40.679: TAC+: Opening TCP/IP to 172.18.124.111/49 ti neout =5*
Mar 1 01:22:40.695: TAC+: Opened TCP/IP handl e OXx4EE23C to 172.18.124. 111/ 49*
Mar 1 01:22:40.695: TAC+: Opened 172.18.124.111 i ndex=1*

Mar 1 01:22:40.699: AAA: parse name=Asyncl idb type=-1 tty=-1*

Mar 1 01:22:40.703: AAA: nane=Asyncl flags=0x11 type=4 shel f=0 sl ot =0*
adapt er=0 port=1 channel =0

"Mar 1 01:22:40.707: AAA/ MEMORY: create_user (O0x4EC300) user='chaprtr*
ruser="" port="Asyncl' rem addr='async' authen_type=CHAP servi ce=PPP priv=1
Mar 1 01:22:40.711: TAC+: revO inbound chap for id=2439833946 usi ng*

i d=1730351499

(Mar 1 01:22:40.715: TAC+: 172.18.124.111 (1730351499*

AUTHEN START/ SENDPASS/ CHAP queued

Mar 1 01:22:40.915: TAC+: (1730351499) AUTHEN START/ SENDPASS/ CHAP processed*
Mar 1 01:22:40.919: TAC+: ver=192 id=1730351499 recei ved AUTHEN*

status = PASS

Mar 1 01:22:40.923: TAC+: rev0 inbound chap SENDPASS st at us=PASS*

for id=2439833946

Mar 1 01:22:40.927: TAC+: rev0 inbound chap MD5 conpare OK*

"Mar 1 01:22:40.927: AAA/ MEMORY: free_user (Ox4EC300) user='chaprtr*
ruser=""' port="Asyncl' rem addr="'async' authen_type=CHAP servi ce=PPP

priv=1

Mar 1 01:22:40.935: TAC+: Cosing TCP/I P Ox4EE23C connection to*
172.18.124. 111/ 49

Mar 1 01:22:40.939: AAA/ AUTHEN (2439833946): status = PASS*

Mar 1 01:22:40.943: Asl AAA/ AUTHOR/ LCP: Aut horize LCP*

"Mar 1 01:22:40.947: Asl AAA/ AUTHOR/ LCP (4250537500): Port='"Asyncl*
list="" service=NET

"Mar 1 01:22:40.947: AAA/ AUTHOR/ LCP: Asl (4250537500) user='chaprtr*

Mar 1 01:22:40.951: Asl AAA/ AUTHOR/ LCP (4250537500): send AV servi ce=ppp*
Mar 1 01:22:40.955: Asl AAA AUTHOR/ LCP (4250537500): send AV protocol =l cp*
"Mar 1 01:22:40.955: Asl AAA/ AUTHOR/ LCP (4250537500): found list "defaul t*
c(Mar 1 01:22:40.959: Asl AAA/ AUTHOR/ LCP (4250537500*

(+Met hod=t acacs+ (tacacs

Mar 1 01:22:40.963: AAA/ AUTHOR/ TAC+: (4250537500): user=chaprtr*

Mar 1 01:22:40.963: AAA AUTHOR/ TAC+: (4250537500): send AV servi ce=ppp*
Mar 1 01:22:40.967: AAA/ AUTHOR/ TAC+: (4250537500): send AV protocol =l cp*
Mar 1 01:22:40.971: TAC+: using previously set server 172.18.124.111*

+f rom group tacacs

Mar 1 01:22:40.971: TAC+: Opening TCP/IP to 172.18.124.111/49 ti neout =5*
Mar 1 01:22:40.987: TAC+: Opened TCP/IP handl e Ox4EE680 to 172.18.124. 111/ 49*
Mar 1 01:22:40.991: TAC+: Opened 172.18.124.111 i ndex=1*

Mar 1 01:22:40.999: TAC+: 172.18.124.111 (4250537500) AUTHOR/ START queued*
Mar 1 01:22:41.195: TAC+: (4250537500) AUTHOR/ START processed*

Mar 1 01:22:41.199: TAC+: (4250537500): received author response*

status = PASS_ADD

Mar 1 01:22:41.203: TAC+: Cosing TCP/|I P Ox4EE680 connection to*
172.18.124. 111/ 49

Mar 1 01:22:41.207: Asl AAA AUTHOR (4250537500): Post authorization*
status = PASS_ADD

Mar 1 01:22:41.215: Asl CHAP: O SUCCESS id 10 len 4*

[Mar 1 01:22:41.219: Asl PPP: Phase is UP [0 sess, 0 |oad*

?Mar 1 01:22:41.223: Asl AAA/ AUTHOR/ FSM (0): Can we start |PCP*

"Mar 1 01:22:41.223: Asl AAA/ AUTHOR/ FSM (2403262371): Port='"Asyncl*
list="" service=NET

"Mar 1 01:22:41.227: AAA AUTHOR/ FSM Asl1 (2403262371) user='chaprtr*

Mar 1 01:22:41.231: Asl AAA/ AUTHOR/ FSM (2403262371): send AV servi ce=ppp*
Mar 1 01:22:41.231: Asl AAA/ AUTHOR/ FSM (2403262371): send AV protocol =i p*
"Mar 1 01:22:41.235: Asl AAA/ AUTHOR/ FSM (2403262371): found list "defaul t*
c(Mar 1 01:22:41.239: Asl AAA/ AUTHOR/ FSM (2403262371*

(+Met hod=t acacs+ (tacacs

Mar 1 01:22:41.239: AAA/ AUTHOR/ TAC+: (2403262371): user=chaprtr*



Mar 1 01:22:41.243: AAA AUTHOR/ TAC+: (2403262371): send AV service=ppp*
Mar 1 01:22:41.243: AAA AUTHOR/ TAC+: (2403262371): send AV protocol =i p*
Mar 1 01:22:41.247: TAC+: using previously set server 172.18.124.111*

+f rom group tacacs

Mar 1 01:22:41.251: TAC+: Opening TCP/IP to 172.18.124.111/49 ti neout =5*
Mar 1 01:22:41.263: TAC+: Opened TCP/IP handl e OX4EEACA t o*

172.18.124. 111/ 49

Mar 1 01:22:41.267: TAC+: Opened 172.18.124.111 i ndex=1*

Mar 1 01:22:41.275: TAC+: 172.18.124.111 (2403262371) AUTHOR/ START queued*
Mar 1 01:22:41.323: Asl CCP: | CONFREQ [Not negotiated] id 4 len 12*

(Mar 1 01:22:41.327: Asl CCP: QU (0x0002*
Mar 1 01:22:41.327: Asl CCP: M5- PPC supported bits 0x00007080*
(0x120600007080)

Mar 1 01:22:41.335: Asl LCP: O PROTREJ [Open] id 31 len 18 protocol CCP*
(0x80FD010400000002120600007080)
Mar 1 01:22:41.339: Asl IPCP: | CONFREQ [C osed] id 5 I en 40*

Mar 1 01:22:41.343: Asl | PCP: ConpressType VJ 15 slots ConpressSl ot D*
(0x0206002D0OF01)

(Mar 1 01:22:41.347: Asl | PCP: Address 0.0.0.0 (0x030600000000*

(Mar 1 01:22:41.351: Asl | PCP: Pri maryDNS 0.0.0.0 (0x810600000000*
(Mar 1 01:22:41.355: Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000*
(Mar 1 01:22:41.359: Asl | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000*
(Mar 1 01:22:41.363: Asl | PCP: SecondaryW NS 0.0.0.0 (0x840600000000*

Mar 1 01:22:41.607: TAC+: (2403262371) AUTHOR/ START processed*

Mar 1 01:22:41.623: TAC+: (2403262371): received author response*

status = PASS_ADD

Mar 1 01:22:41.627: TAC+: Cosing TCP/ I P OX4EEACA connection to*
172.18.124. 111/ 49

Mar 1 01:22:41.635: Asl AAA AUTHOR (2403262371): Post authorization*
status = PASS_ADD

Mar 1 01:22:41.647: Asl AAAN AUTHOR/ FSM We can start | PCP*

Mar 1 01:22:41.651: Asl IPCP: O CONFREQ [Closed] id 7 len 10*

(Mar 1 01:22:41.655: Asl | PCP: Address 10.31.1.5 (0x03060A1F0105*
?Mar 1 01:22:41.659: Asl AAA/ AUTHOR/ FSM (0): Can we start CDPCP*

"Mar 1 01:22:41.663: Asl AAA/ AUTHOR/ FSM (840307497): Port="Asyncl*
list="" service=NET

"Mar 1 01:22:41.667: AAA/ AUTHOR/ FSM Asl (840307497) user='chaprtr*

Mar 1 01:22:41.671: Asl AAA AUTHOR/ FSM (840307497): send AV service=ppp*
Mar 1 01:22:41.671: Asl AAA/ AUTHOR/ FSM (840307497): send AV protocol =cdp*
"Mar 1 01:22:41.675: Asl AAA/ AUTHOR/ FSM (840307497): found |ist "default*
+Mar 1 01:22:41.675: Asl AAA/ AUTHOR/ FSM (840307497): Met hod=t acacs*
(+tacacs)

Mar 1 01:22:41.679: AAA AUTHOR/ TAC+: (840307497): user=chaprtr*

Mar 1 01:22:41.683: AAA/ AUTHOR/ TAC+: (840307497): send AV servi ce=ppp*
Mar 1 01:22:41.683: AAA AUTHOR/ TAC+: (840307497): send AV protocol =cdp*
Mar 1 01:22:41.687: TAC+: using previously set server 172.18.124.111*

+f rom group tacacs

Mar 1 01:22:41.691: TAC+: Opening TCP/IP to 172.18.124.111/49 ti neout =5*
Mar 1 01:22:41.703: TAC+: Opened TCP/IP handl e OXx4EE23C t o*

172.18.124. 111/ 49

Mar 1 01:22:41.707: TAC+: Opened 172.18.124.111 i ndex=1*

Mar 1 01:22:41.715: TAC+: 172.18.124.111 (840307497) AUTHOR/ START queued*
Mar 1 01:22:41.759: Asl IPCP: | CONFACK [ REQsent] id 7 len 10*

(Mar 1 01:22:41.763: Asl | PCP: Address 10.31.1.5 (0x03060A1F0105*

Mar 1 01:22:41.915: TAC+: (840307497) AUTHOR/ START processed*

Mar 1 01:22:41.923: TAC+: (840307497): received aut hor response*

status = FAIL

Mar 1 01:22:41.927: TAC+: Cosing TCP/I P Ox4EE23C connection to*
172.18.124. 111/ 49

Mar 1 01:22:41.931: Asl AAA/ AUTHOR (840307497): Post authorization*
status = FAIL

Mar 1 01:22:41.935: Asl AAAN AUTHOR/ FSM We cannot start CDPCP*

Mar 1 01:22:41.935: Asl CDPCP:. State is O osed*

, LI NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Asyncl%:01:22: 42



changed state to up

,Mar 1 01:22:42.359: Asl PPP: Cutbound cdp packet dropped*
[CDPCP is Closed [starting negotiations

Mar 1 01:22:42.359: Asl CDPCP:. State is C osed*

,Mar 1 01:22:42.499: Asl PPP: Cutbound cdp packet dropped*
[CDPCP is Closed [starting negotiations

Mar 1 01:22:42.503: Asl CDPCP:. State is C osed*

,Mar 1 01:22:42.639: Asl PPP: Cutbound cdp packet dropped*
[CDPCP is Closed [starting negotiations

Mar 1 01:22:42.643: Asl CDPCP. State is C osed*

,Mar 1 01:22:42.795: Asl PPP: Cutbound cdp packet dropped*
[CDPCP is Closed [starting negotiations

Mar 1 01:22:42.799: Asl CDPCP:. State is C osed*

Mar 1 01:22:43.147: Asl CDPCP: TIMEeout: State C osed*

Mar 1 01:22:43.151: Asl CDPCP:. State is Listen*

Mar 1 01:22:43.155: Asl IPCP: | CONFREQ [ACKrcvd] id 5 |l en 40*

Mar 1 01:22:43.159: Asl | PCP: ConpressType VJ 15 sl ot s*

(ConpressSl ot D (0x0206002D0OF01

(Mar 1 01:22:43.163: Asl | PCP: Address 0.0.0.0 (0x030600000000*

(Mar 1 01:22:43.167: Asl | PCP: Pri maryDNS 0.0.0.0 (0x810600000000*
(Mar 1 01:22:43.171: Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000*
(Mar 1 01:22:43.171: Asl | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000*
(Mar 1 01:22:43.175: Asl | PCP: SecondaryW NS 0.0.0.0 (0x840600000000*

,Mar 1 01:22:43.179: Asl AAAN AUTHOR/ | PCP: Start. Her address 0.0.0.0*

we want 0.0.0.0

Mar 1 01:22:43.183: Asl AAA/ AUTHOR/ | PCP: Processing AV service=ppp*
Mar 1 01:22:43.187: Asl AAA/ AUTHOR/ | PCP: Processing AV protocol =i p*
The NAS received the route statements and ACLs !--- from the ACS device. *Mar 1 ---!

=01:22:43.187: Asl AAA/AUTHOR/IPCP: Processing AV routeil

11.11.11.12 255.255.255.255 9.9.9.9

=Mar 1 01:22:43.191: Asl AAA/AUTHOR/IPCP: Processing AV route#2*

12.12.12.13 255.255.255.255 15.15.15.15

=Mar 1 01:22:43.195: Asl AAA/AUTHOR/IPCP: Processing AV route#3*

12.12.12.13 255.255.255.255 15.15.15.16

=Mar 1 01:22:43.199: Asl AAA/AUTHOR/IPCP: Processing AV inacl#l*

permit icmp 1.1.1.0 0.0.0.255 9.9.9.0 0.0.0.255

=Mar 1 01:22:43.199: Asl AAA/AUTHOR/IPCP: Processing AV inacl#2*

permit tcp 1.1.1.0 0.0.0.255 15.15.15.0 0.0.0.255

Mar 1 01:22:43.203: Asl AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded*

,Mar 1 01:22:43.207: Asl AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0*

we want 0.0.0.0

Mar 1 01:22:43.211: Asl | PCP: Pool returned 1.1.1.1*

Mar 1 01:22:43.215: Asl I PCP: O CONFREJ [ACKrcvd] id 5 len 28*

Mar 1 01:22:43.219: Asl | PCP: ConpressType VJ 15 sl ot s*

(ConpressSl ot D (0x0206002D0F01

(Mar 1 01:22:43.223: Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000*
(Mar 1 01:22:43.227: Asl | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000*
(Mar 1 01:22:43.231: Asl | PCP: SecondaryW NS 0.0.0.0 (0x840600000000*
Mar 1 01:22:43.339: Asl IPCP: | CONFREQ [ACKrcvd] id 6 len 16*

(Mar 1 01:22:43.343: Asl | PCP: Address 0.0.0.0 (0x030600000000*

(Mar 1 01:22:43.347: Asl | PCP: Pri maryDNS 0.0.0.0 (0x810600000000*

,Mar 1 01:22:43.351: Asl AAAN AUTHOR/ I PCP: Start. Her address 0.0.0.0*
we want 1.1.1.1

Mar 1 01:22:43.355: Asl AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp*
Mar 1 01:22:43.355: Asl AAA/ AUTHOR/ | PCP: Processing AV protocol =i p*
The NAS applies the route statements and ACLs. *Mar 1 01:22:43.359: Asl AAA/AUTHOR/IPCP: ---!
=Processing AV route#l

11.11.11.12 255.255.255.255 9.9.9.9

=Mar 1 01:22:43.363: Asl AAA/AUTHOR/IPCP: Processing AV route#2*
12.12.12.13 255.255.255.255 15.15.15.15

=Mar 1 01:22:43.363: Asl AAA/AUTHOR/IPCP: Processing AV route#3*
12.12.12.13 255.255.255.255 15.15.15.16

=Mar 1 01:22:43.367: Asl AAA/AUTHOR/IPCP: Processing AV inacl#l*
permit icmp 1.1.1.0 0.0.0.255 9.9.9.0 0.0.0.255



(+Mar

=Mar 1 01:22:43.371: Asl AAA/AUTHOR/IPCP
Mar 1 01:22:
,Mar 1 01:22:43.
Mar 1 0O1:
(Mar 1 01:22:

1 01:22:43. 391:
Mar 1 0O1:

(Mar 1 01:22:

1 01:22:43.507:

, Mar

43.387: Asl | PCP:
Asl | PCP:
22:43.499: Asl | PCP: |
43.503: Asl | PCP:
Asl | PCP:

( Mar

( Mar

' Mar

' Mar

Mar

Mar
Mar

" Mar

1 01:22:43.535: Asl AAA/ AUTHOR/ | PCP (2646570182):

1 01:22:43.519: Asl AAA/ AUTHOR/ | PCP (2646570182):

: Processing AV inacl#2*
permit tcp 1.1.1.0 0.0.0.255 15.15.15.0 0.0.0.255

Her

43.375: Asl AAA/ AUTHOR/ | PCP: Aut horization succeeded*

375: Asl AAA/ AUTHOR/ | PCP: Done. address 0.0.0. 0*

we want 1.1.1.1

22:43.383: Asl | PCP: O CONFNAK [ ACKrcvd] i
Address 1.1.1.1 (0x030601010101*
PrimaryDNS 172. 18.125. 3 (0x8106AC127D03*
CONFREQ [ ACKrcvd] i
Address 1.1.1.1 (0x030601010101*
PrimaryDNS 172. 18.125. 3 (0x8106AC127D03*
1 01:22:43.511: Asl AAA/ AUTHOR/ I PCP: Start.

Her

d 6 len 16*

d 7 len 16*

address 1.1.1.1*

we want 1.1.1.1

list=

Port =" Asyncl*

servi ce=NET

1 01:22:43.519: AAA/ AUTHOR/ | PCP: Asl (2646570182) user='chaprtr*
1 01:22:43.523: Asl AAA/ AUTHOR/ | PCP (2646570182):
1 01:22:43.523: Asl AAA/ AUTHOR/ | PCP (2646570182):

1 01:22:43.527: Asl AAA/ AUTHOR/ | PCP (2646570182):
1 01:22:43.531: Asl AAA/ AUTHOR/ | PCP (2646570182):

send AV servi ce=ppp*
send AV protocol =i p*
send AV addr*1.1.1.1*
found |ist

"defaul t*

Met hod=t acacs+ (tacacs*

user=chaprtr*
send AV servi ce=ppp*
send AV protocol =i p*
send AV addr*1.1.1.1*
172.18. 124. 111 fron¥

+group tacacs

Mar 1 01:22:43.539: AAA/ AUTHOR/ TAC+: (2646570182):
Mar 1 01:22:43.539: AAA/ AUTHOR/ TAC+: (2646570182):
Mar 1 01:22:43.543: AAA/ AUTHOR/ TAC+: (2646570182):
Mar 1 01:22:43.543: AAA/ AUTHOR/ TAC+: (2646570182):
Mar 1 01:22:43.547: TAC+: using previously set server
Mar 1 01:22:43.551: TAC+: Opening TCP/IP to 172.18.124.111/49 ti neout =5*
Mar 1 01:22:43.563: TAC+: Opened TCP/ 1P handl e OXx4EE23C to 172.18.124. 111/ 49*
Mar 1 01:22:43.567: TAC+: Opened 172.18.124.111 i ndex=1*
Mar 1 01:22:43.575: TAC+:

Mar
1 01: 22:43.887: TAC+:

1 01: 22:43. 875: TAC+:
Mar (2646570182) :

Mar 1 01:22:43.891: TAC+:

Mar
Mar 1 01:22:43.911: Asl AAA/ AUTHOR/ | PCP: Rej ect
Mar 1 01:22:43.915:
Mar 1 01:22:43.919:

=Mar 1 01:22:43.923:

11.11.11.12

=Mar 1 01:22:43.923:
12.12.12.13 255

=Mar 1 01:22:43.927:
12.12.12.13 255

=Mar

1 01:22:43.931:

permit icnp 1.1.1.0 0.0

=Mar 1 01:22:43

1 01:22:43.899: Asl AAA/ AUTHOR (2646570182):

AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:

.935: Asl AAA AUTHOR/ | PCP:

st at us

172.18.124. 111 (2646570182) AUTHOR/ START queued*
(2646570182) AUTHOR/ START processed*
recei ved aut hor response*

PASS_REPL

Cl osing TCP/ | P OX4EE23C connection to*

172.18.124. 111/ 49

Post
st at us
1.1.1.1, usi

Processi ng
255. 255. 255

Processi ng
. 255. 255. 255
Processi ng
. 255. 255. 255
Processi ng
.0.255 9.9.9.
Processi ng

permit tcp 1.1.1.0 0.0.0.255 15.15. 15.

Mar 1 O1:
Mar 1
,Mar 1 01:
Mar

(Mar 1 01:22:43.951: Asl | PCP:

Mar 1 01:22:43.955: Asl | PCP:

Mar

Mar 1 01:22:44.483: Asl | PCP: |

Her

aut hori zati on*

PASS_REPL
ng 1.1.1.1%

As1l AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp*
As1l AAA/ AUTHOR/ | PCP: Processing AV protocol =i p*
AAA/ AUTHOR/ | PCP:

AV rout e#l*
255 9.9.9.9
AV rout e#2*
15.15.15. 15
AV rout e#3*
15.15.15. 16
AV i nacl #1*
0 0.0.0.255
AV i nacl #2*
0 0.0.0.255

22:43.939: Asl AAA/ AUTHOR/ | PCP: Processing AV addr*1.1.1.1*
01: 22: 43.939: Asl AAA/ AUTHOR/ | PCP: Aut hori zation succeeded*

22:43.943: Asl AAA/ AUTHOR/ | PCP: Done. address 1.1.1.1*

we want 1.1.1.1

1 01:22:43.947: Asl | PCP: O CONFACK [ ACKrcvd] i
Address 1.1.1.1 (0x030601010101*

d 7 len 16*

Pri maryDNS 172. 18. 125. 3*
(0x8106AC127D03)

nstall route

1 01:22:43.959: Asl IPCP: State is Open*

to 1.1.1.1*
#koal a
#koal a
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