odgsy ASA: vowse yuolsé SSL 1U) 9,686
9ISyl

lJpzogsle

1 lJedasy olowegsle ASDM
2. l_oub pg ASACLI
3. 0 wepse OpenSSL Iy ole CSR

loile ivolss SSL g.).s CA
ol SSL Certificate Generate GoDaddy CA




SueWd o3l IJp oy wowse gvol>se SSL ) 8es6 Jzoo ¢lhzss 09899 wol eds ASA Jlwoldle
SSLVPN w>9u gpsd 9AnyConnect.

peJ9ple luwlpussd

Cuwegsp yuolé GoDaddy B o3l lJpold. wewss JJ gbos eJs lple pos) Izoss IUlple 1JpgsJs
(ASDM) 90l sglsJo pu 9lzos b, 1Jigle,.

IJecbdole IJlgul jusé
lJpolbdolo

sobdo o3l ldpguows 1suesd Ids eoee puo28 Ehes £9298 wo (CA) Joywesd Iduielss.
ouwed lpods wlisgs CA pu gole ghesé eds uwesd IJpeld JI Uz o, Baltimore 9 Cisco 9
Entrust 9 Geotrust 9 G 9 Microsoft 9 RSA 9 Thawte g VeriSign.

ISud ldusec 0z 88 pu i, ASA Jrso 99w Iduwlgs gldolysg 9ldpeulb 96 1Ujpeusd Iduoeses. pe
P2l 96 [J ol S90S cluvedsle ehe wi9e9dd 59 Idubeds (NTP) Jejlews Idsde eds
ASA. st 2 o lz06 wlo, 1ol sle Cisco ASA I gloé Series General
Operations CLI. IJIumIJ 9.1 ldovuosd IUgbsle Idos szw logldel Jlgsh 1dsde sldelysg
wuvdd Lozse eds ASA.

lJpdyule |dpuuegspd
St pd 03l 98,556 ASA 5500-X v $rJuo woprsd Loses 9.4.1 9 ASDM Lowses 7.4(1).

e louvle IJeedsple 1ol B o3l lJpuueos pu 1Ul2056 10092958 B wsisé pepdss ¢luos.
wlo gpse lJlzojé UPuUCJ'@PEz WO odl IJ,ouuoo{yodg..ﬂso PPUNIT (;Igéo)lu'o@). Bl Jlpo
wwodod 8 ldogsgsd Bulds po Wopd Jdules) Idpzoed JIs ).

lJodosy

SAUPS w95999J SSL Llu $98, e SSL JJgpsd Uivolss ¢he JUgpsd Jlole puol> s
IJgl>e. I w9uos Cisco Lluwogsle uiolss 09588 Slosl vuvow lewpld lu s89p Ideuvatse
CodISU pUCEILP EU ES) B> JsEd B Uohs pu ghe pghbe. ould lsual Ligle
Jdpuweeseso Jluverles [Js weds) lelo g0 louoldo wldwslus Ilpws. s9uos wluwwesle
CAs lJologs Jgod ¢hess 09898 wol Jluosh yuobsle SSL |Js ASA Josl 1Jg,uo.

39,6 zslo oo pu by wlde gJs ASA cup wuvdd iuuluu§ et lJgbsle IJoldsé:


/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/basic_hostname_pw.html#pgfId-1297455
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/basic_hostname_pw.html#pgfId-1297455
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/basic_hostname_pw.html#pgfId-1297455
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/basic_hostname_pw.html#pgfId-1297455
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/basic_hostname_pw.html#pgfId-1297455

Generate
CSR

SSL ! 5SL

Certificate Certificate
Renewal ~ Generation

Certificate
Installation
on ASA

louile CSR
s8> lugle CSR 1Jgb9s IJigJs B 39,6 216 s Luolss 5856 X.509.

wee luuble 5oz plose 2abiess IJesdse Ihdes Jdeozus Idosuolss (ECDSA)
IJgluolldele(s9uoe ldedz 8 11J9,8 wsu luveesle RSA g ECDSA) swp lugble bde wadse
¢luo (CSR).

CSR o Huwlds vouuwsd PKCS10 wewss eds Idpdalz IUgle 9pedsple [Jogss 1UElLo0

ldpuosd 1Uss syuwd IUbde. wuuwsdle wslole PKI sz couwsdle [dvol>s
IJpe s lJpbouds eJs ASA g Cisco 10S®,

% pJ|an|QZ
1.0lee eoze Idpuos8 Jper 6 2ee soz Idpdlose Idepbdse. Sl puess
CANldpwogruoe voddsyd yi}) SJ9u 1Ups IUbos Jeep zese IJuvoble 1Jos op louulgol
w9luwbé gpodle CAldulugs Jlgolisol 09 2048 Cw.
2. Jl s56p0 ASA 2lJsl pblese 4096 Lo (pe)d wuoese IJigble oo Cisco CSCut53512)
Jpuol> 96 Elbpe SSL. 908 3JJc V| IKEVZ $ogp luwwgsle uoble ¢lbp 4096 o eds
puuole ASA 5580 9 5585 9 5500-X 9z>ol.
3. lgwogsp luue DNS IJ¢lLo o ASA B 28J FQDN IJ¢luo o CSR Jeug weisle
IJuboble g8y 1de9e9d wol slewsly BSeuo Iduiolss 1deds>.


http://www.cisco.com/c/ar_ae/support/docs/security/vpn-client/116039-pki-data-formats-00.html
http://www.cisco.com/c/ar_ae/support/docs/security/vpn-client/116039-pki-data-formats-00.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut53512

ould elle by Jluuule CSR.
s IJodssy wluwegsle ASDM

s IJodssy wluwegsle ASA CLI
* luwegsle OpenSSL Jluuile CSR

1. Idodysy vlywwgsle ASDM

1. luw®d |Js Configuration > Remote Access VPN > Certificate Management. 9lg<) Identity Certificates.
2. 1u9,-Add

[l

Add Identity Certificate

Trustpoint Mame: S5L-Trustpoint

(") Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase:

5

File to Import From: Browse
i@ Add a new identity certificate:
Key Pair: :{Dehult—F‘.SA—Key:: - [ Show. .. ] [ Mew...

Certificate Subject DN: | CN=MainASA

|| Generate self-signed certificate

Art as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

’ Add Certificate H Cancel H Help

3. 8p wwpdss lywpe TrustPoint Ws 2 8d I>¢ld luwpe TrustPoint.
4. 1659, 999 IJj)Add anew identity certificatez ) 1>.S.
5. Jdeuesd eds sz Idplose: 1ud) S dNew.




i I

[ Add Key Pair (23w

kKey Type: @ RSA ECDSA

Mame: Use default key pair name

@ Enter new key pair name: | 55L-Keypair

Size: 2098 L v
Usage: @ General purpose Spedial
Generate Mow | | Cancel | | Help

6. I2e) w9 IJpdule - RSA Iy ECDSA. (Lze 1Js ledzd 1 Jop 1JIodIle.)
7. !QL§J 99,9 |.:JJ'JEnter new key pair nameg ) bs. w9 gJs luwpe j9z lJpdlose .Jle)lua lJog ).
8. 12w Key Size. I3 General Purposefor Usage pog RSA.
9. lu@,.GenerateNow Swp luuvle j9z Idplose.
10. Jog)rs guglu DN Jpso9e Iduiolss: 1o seect 998 Iduwpele 1Ups)ze WO 03l 1Uzx9d 95,0
wodgsyol:

Attribute Description

CM FODN (Full Qualified Domain Name) that will be used for
connections to your firewall. For example, webvpn.cisco.com

ou Department Name

C Company Name (Avoid using Special Characters)

C Country Code (2 Letter Code without Punctuation)

St State (Must be spelled out completely. For example, Narth
Carolina)

L City

EA Email Address

JQ;’J}@Q oo |JL§§p‘ i'ao) OSpo6 pU l'JuSItSrc’o |.JroQuu).J6 |.Juur05‘ e |>E_.J |Jk§g§|06£ Op
o9y 993 luolds.



~ y

(E] Certificate Subject DN

o

Attl'lbutE I'-"alUE
DN Attribute to be Added Eﬂmmﬂn N:me [itigl}) ;pn.rema';easa.c.:.m
| 1 ompany Mame ompany Inc
Attribute: |- Select Attribute — - Add == pany pany
- : Country (C) s

Value: State (5t) California
Cocaton ()

[ Ok ][ Cancel H Help ]

S pllebs: sobdo weus p9ros IIb)ld IJeldes wuopso wwpele pesos Gud [uosl)
o136 0956. Vs 2lJo £3p IJolIs pu Idwele IJplbdyws: lze 1Jpsss JJeuesd eds
ol osd.

1. 08> U196 1JBse 1dpoluved 1o, V90K Sboy pywe 1desl Iuolds Lvolss 0956 pg
|J_ssol>6Subject DN field populated.
12. b 9b 96 po9>p.

© a1

@ Advanced Options @

Enrollment mode parameters and SCEF challenge password are not available for self-signed certificates.

 Certificate Parameters || Enrollment Mode | SCEP Challenge Password

FODM: vpn.remoteasa.com
E-miail:
IF Address:

[ Indude serial number of the device

l Ok, H Cancel H Help l

13. WSFQDNIJz 9J: i.)é_J FQDN IJ3s swp luvogsleo JJouesd IJs 1Jzol) po lJloe,uw.
luW9,).0K

14. o, edlps wpdsou CA Vs gsh pded 1JBs9> IJiwluu§6 el Jlspdo voose
lJuvoble IJos w90 gdles CA lJlo eJs ASA Jioble CA L uvdd lBe,)luss. sz pded



IJ8s95> Il uwluwsé ol I31 Il p9,09¢ 1Juivol>é 09 CA 9ldes IJIBuos Jepd puwlle
lJuwoble Idusesesd lJos wogopy 030 Iubolyé. 9 oldgle weass gsh welyj o3l

15. luBH0K« &p 1) 99 9Add Certificate. £, 0 ploldwé Jedlb CSR |Js pdwd gds IUzols IJpeds.

-

Identity Certificate Request

Save CSR to File: | C:\Users\adminiDesktop\S5L-C5R

[

To complete the enrolliment process, please save the PKCS10 enrollment
request (CSR) and send it to the CA.

You will then need to install the certificate that is returned from the CA by
dicking the Install button in the Identity Certificates panel.

| OK

| | Cancel

Help

-

16. 109 )Browse, i'ao_, IJedly 1J3s wys> 9l CSR Wsor &p lpgdlb 1dpdwd Llpwsls txt.

) pdlebbs: gus b 1JpdWd Llpwsh ixte spdu Vog bdo PKCS#10 9g, 00
cluwesle ez vueue (ped Notepad).

2. 1Jedsss wlguessle ASA CLI

s ASDM: swp lugile TrustPoint oJ@lissl gos logule CSR i_9 £ wowsw Jvols CA. W
9lzos ulo, IJIgle, (CLI). szw louule TrustPoint 9.l

<#froot>

! Generates 2048 bit RSA key pair with label SSL-Keypair.

MainASA(config)#

crypto key generate rsa | abel SSL-Keypair

nodul us 2048

INFO: The name for the keys are: SSL-Keypair
Keypair generation process begin. Please wait...

| Define trustpoint with attributes to be used on the SSL certificate

MainASA(config)#
crypto ca trustpoint SSL-Trustpoint

MainASA(config-ca-trustpoint)#



enrol I ment termnal
MainASA(config-ca-trustpoint)#
fgdn (renoteasavpn.url)
MainASA(config-ca-trustpoint)#

subj ect - name CN=(asa. renot evpn. url), O=Conpany | nc, C=US
St=Cal i forni a, L=San Jose

MainASA(config-ca-trustpoint)#
keypai r SSL-Keypair
MainASA(config-ca-trustpoint)#

exit

| Initiates certificate signing request. This is the request to be submitted via Web or
Email to the third party vendor.

MainASA(config)#

crypto ca enroll SSL-Trustpoint

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate is
used for VPN authentication this may cause connection problems.

Would you 1like to continue with this enrollment? [yes/no]:
yes

% Start certificate enrollment ..
% The subject name in the certificate is: subject-name CN=

(renot easavpn. url)

0=Company Inc,C=US,St=California,L=San Jose

% The fully-qualified domain name in the certificate will be:

(renot easavpn. url)

% Include the device serial number in the subject name? [yes/no]:

no

Display Certificate Request to terminal? [yes/no]:
yes

Certificate Request:

MIIDDjCCAfYCAQAWgYkxETAPBgNVBACTCFNhbiBKb3NTMRMWEQYDVQQIEwpDYWxp
Zm9ybm1hMQswCQYDVQQGEwIVUzEUMBIGALUEChMLQ29tcGFueSBIbmMxGjAYBgNV
BAMTEXZwb1i5yZW1vdGVhc2EuY29tMSAwHgYJKoZIhvcNAQkCFhF2cG4ucmVtb3R1
YXNhLmNvbTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKG62NhbIktTK
UR3Q4TmksyuRMgINrb9kXpvA6H200PuBfQvSF4rVnSwKOmu3c8nweEvYcdVWV6BZz
BhjXeovTVil7FINTceaUTGikeIdXC+mwliE7eRsynS/d4mzMWImrvrsDNzpAW/EM
SzTca+BvqF7X2r3LU8Vsv60i8yThco9Fz7bwWvRWVt0O3NDDbyo1C9b/VgXMuBitcc



rzfUbVnm7VZDOf43j r9EXgUwXxcQidWEABTFrXrtYpFgBo9aqImRp2YABQLieP4cY
3rBtgRjLcF+S9TVHG5m4v7v755meV4YqsZIXvytI0zVBihemVxaGAloDwfkoYSFi
4CzXbFvdG6kCAWEAAQA/MDOGCSqGSIb3DQEIDjEWMC4wDgYDVROPAQH/BAQDAgWg
MBWGA1UdEQQVMBOCEXZwb1i 5yZW1vdGVhc2EuY29tMAOGCSqGSIb3DQEBBQUAA4IB
AQBZuQzUXGEBO1x1yuPKOZkRz8bPnwIqLTfxZhagmuyEhrN7N4+aQnCHj850]ane
4ztZDiCCoWTerBS4RSkKEHEspu9oohjCYuNnp5ga91SPrZNEjTWwOeRn+gKbId2]
jE6Qy4vdPCexavMLYVQxCny+gVkzPN/sFRk3EcCTTVq6Dxxaebplijmiga7gCph52
YkHXnFnellLQd41BgoL1Cr9+hx74XsTHGBmI1ls/9T50AX26Ym+B21 /i /DP5BktIUA
8GvIY1l/ypj9K049fP5ap8alOqvLtYYcCcfwrCt+00jOrZ1YyJb3dFuMNRedAX37t
DuHNT2EYNpYk3jVklwI53/5w3

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]:

no

I Displays the PKCS#10 enrollment request to the terminal. Copy this from the terminal
to a text file to submit to the third party CA.

3. lguegsp OpenSSL Jluule CSR

S e OpenSSLopenssi configld e Juwew [duwelo Idos guvsop luvegsleol W lugile
CSR. ¢95s 030 IJgpdss IUs lugule CSR 9pclz Eluo.

N ossyr clds po o Ipdelz Igluo 1Uss sep logblio Jl op pusldes pe ls Gigoo o)
Jive suoy wuwdled [Juiolss.

1. olds po wowse 0penSSL eds Iduble 1J3s sop wuvgsd 030 IJgpdss edso.
CAJogwes Jpgweispes Mac OSX 9 GNU/LINUX: swp wowse o3l wuvdd lbolyss.
2. 1Jowssd IJs >Jdsd 9bsus.

eJs Windows: wvdd 18 )lgos: sop wowse IUbsle 1Jpuulgssé B cropensdivin. Boe
p9zo 19lp) Vs 03l 1JesSe.

e Mac OSX/Linux: [8ez oldss 1dpplos 1Jbb,0.56 B 1UsJsd 1dpbdse Jlouils CSR.

3. luuble pdd ©dgsy OpenSSL Llwedsle pzi) vuos wlduwele 1Uees6 . wpg)d I SUp:
lzb IJpdwd gds osiso openssl.enf Ws 1Jp9de 1dp3Idy) W IUgbys I wledo (1B Joo
IJluosl, 0.9.8h slJluosble IJizse. Blo 1dpdwd sdguopenss cig)
<#root>

[req]

default_bits = 2048

default_keyfile = privatekey.key
distinguished_name = req_distinguished_name
req_extensions = req_ext

[ req_di stingui shed_nane]

commonName = Common Name (eg, YOUR name)



commonName_default = (asa.remotevpn.url)

countryName = Country Name (2 Tetter code)
countryName_default = US

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = California

locaTlityName = Locality Name (eg, city)
TocalityName_default = San Jose

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Company Inc

[reqg_ext]

subjectAltName = @alt_names

[al t _nanes]

DNS.1 = *.remoteasa.com

- 8p logile CSR slJpldelz 1Jgluo wluvesle o3l 1Uie):

openssl req -new -nodes -out CSR.csr -config openssl.cnf

<tfroot>

# Sample CSR Generation:

openssl req -new -nodes -out CSR csr -config openssl.cnf

Generate a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Common Name (eg, YOUR name) [(asa.remotevpn.url)]:

Country Name (2 Tetter code) [US]:

State or Province Name (full name) [California]l:

Locality Name (eg, city) [San Jose]:

Organization Name (eg, company) [Company Inc]:

buwld CSR 1Jpz 99 |Js 9> CA JJzod IUghzss. 9wpzse luedl Idubolsé: $999) Idpsze



lJpeuo39 ywolsd [Jogsé 9 wolss IJpyze IUpuod8 Jovwswel gds 1deze IJpues8.
louvle Juol>é SSL gJs CA

lJglogs IJoldsé os 1Jeuo9d eds 0.9&:,58 CSR pu CA. 599, Idprze IJpuos8 el ol>o 0950
0030 wopS) PEM we loilyel gasel I bol>e PKCS12 pg 2506 Uiolss CA.

Il e lousle CSR ghz ASA (el po ¢JIJ OpenSSL s s CA wldwo). By Liolss 09,56 PEM
lJos op eypsjol wluwegsle Idpdolz IJgluo 9 ibole CA o9y pe98,0 JpdBle pudods.
leJz.8 (L) $99, IUgbsle 1UJps Jogese 00 IUgoluo, pel B pdd PKCS12 glzs (.p12 i
.pfx) .

Vs o3l Idpwows sup luvwgsle IJesze 1dpuos 8 GoDaddy Jeeld Jluesly guoble 1Jegss [Js
ASA. sctdud oso IJgpdisé B wlises IJpoze 1dewesd Iiasolél selisd 1deze e
weulss §od ldeclogs.

euld eJs SSL Certificate Generate g Js GoDaddy CA

w&> Iduisle 50528 1lgsls IJlsdis eu Uiel>s SSL luw$d IJs zuwle GoDaddy sig,ue uoble
SSL. szv o odyy ould Guolss z3856. 1§ yManage JJpulogs.

‘ !' S5L CERTIFICATES

Br | AN Ao =
Areoiinly & Expirstion dabe
it opeons | [CS0
[eplarging 1-1 of 1 acoonts ity pow page: & LY BN 1001 Bl Bl

Misesd] Bl with your 851 Cortiieates? Vish GeDaddy Suppon
Naad Mors S50 Certificaten? luy AdSscnal Plans

903 w3 3Jd sede Lo I2s Ju9ds) CSR Jel 09 p9 oz B 030 IJuo9,6.
loveoubl |Jds CSRIUss wp bgldoc sz CA luwe Idpezld 1U3s yusop luosh Idyielsé |Jsoe.

Sedd pu lu 03l sblug FQDN IJgl o o ASA.



Choose website

(O Select a domain hosted with us

@ Provide a certificate signing request (CSR)
Certificate Signing Request (CSR) Learn maore

APIOKO48fPSapBalOgvLty Y o CofwrCi+OojOrZ 1 YyvJo3dFuMN Red AX 3T
DuHNIZEYMNpYkVi 1wIS3/5w3
-~---END CERTIFICATE REQUEST-----

Domain Mame (based on CSH):
vpn.remoteasa.com

Domain ownership

We'll send an email with a unique code to your address on file. Follow its instructions to
verify you have website or DNS control over the selected domain. More info

AND
We can send domain ownership instructional emails to one or both of the following:

Contacts listed in the domain's public WHOIS database record
Emaill addresses: admin@[domain], administrator@[domain], hostmaster@|damain],
postmaster@[domain], and webmaster@[domain)

Hide advanced options

Signature Algorithm Learm more
GoDaddy SHA-2 j

| agree to the terms and conditions of the Subscriber Agreement.

S pdlebé: wuwegsp GoDaddy gpgbbe CAs IUig s ¢915ps6 wodse [Juvolss SHA-2 Ig
SHA256 Jg9l, 5056 wadse Iduiolss IJIBe,luoss. sagp ASA g9l,5056 w9dse SHA-2
IJos owl po 8.2(5) [luesble ol Gud 8.3]198.4(1) [lueshle el wes 8.3] wes 3Jd (pe,d
ouoese IJigble oo Cisco CSCti30937). i3, 91,5056 w9 dse SHAT 3l wp luuegsle
luosly 1830 o0 8.2(5) 19 8.4(1).


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti30937

cpzr buwld IUbdo: seedd GoDaddy eo IUbde $ud luosly IUuiolss.
o83 1Ueedd po Loes bdo Iuolss: s@9e GoDaddy Ul sl [Jusolss [Us IJpuwle.

98pIJu wed 3JY wujsd Iduvole Jdoewse eds ASA. |y Download 99§ IJoWz6 JJpolugs.

Certificates  Repository  Help ~  Report EV Abusa

All > vpn.remoteasa.com

Standand S5L CorSicain

Certificate Management Oplions Display your SSL Certificate

security saal
Design your seal, copy the code,
0 a and pashe it in your sie loober,
Color
Dewenkond Rirveis Manage Light j

Langrage

Certificate Detals Engieh g

Status DT
Prigvs

i Rk El i

Encryplion Strength Gy SA-2 Coda

Vilidity Period PR - TrE01A sty T
etk iy R Y

Ssrial Murrisos SEept AR B OT DA0S o FTIP  ThletA e,
Crel 10 cogry

I other Juog 1Ughbe 980 wouisd 2ies Zip JJuolss.

Certificates  Repository Help v  Report EV Abuse

vpn.remoteasa.com > Download Certificate

Standard SSL Certificate

To secure your site that's hosted elsewhere, download the Zip file that matches your hosting server
type. Then, install all of the certificates in the Zip file on your hosting server, including any intermediate
certificates that might be needed for older browsers or servers.

First time installing a certificate? View Installation Instructions for the selected server,

Server type
Select ... >

Select ...

Apache
Exchange
ns Cancel

Mac 08 X
Tomcat




ST pJS Zip gds Uelss 1Joasé spzpsele uuduwds uioble GoDaddy CA gJs owsisé
POy Crt pu S odsu. luedd IJs coose yuolss SSL Jowusw ode IJgvoble gds ASA.

oousw ywolxs SSL gJs ASA

SpdU wouse uolss SSL gJs ASA Lluwegsle ASDM iy CLI Lo, s@osy:

1 lgwosb desze 1deuesd subelss 1Josss wubdd puduod Bs wuuwsdle PEM.
2.19 9p wluwos)l pdwd PKCS12 (Baseb4 1Jp,pj J CLI) s sop wzpse yvolds 1Jogso:
9uwols CA. gldpdule IUglue Vs pJd PKCS12.

~ pdlzbo: 31 Uy Idpyze 1Jpuo38 S99 uvduwdo gvoble CA V¥ e vovwse ol
CA IJsvsbo IJwg,s6 Wb Vs Idoywduvd 1Joypes gds TrustPoint IJeuweés e
Jluuile CSR. spdu wouse Jvolé Ideyze Idpuosd 1dzs) sls yvoble pze puosd
Iuwsbs g5 Vs vllb 1Jo8s 1z s26.

1.1 oouse guobé 1Jogss vouuwsd PEM Cluwegsle ASDM

oo, tbsle lJoouse 1Jpdse6 10 1Jeze 1dpuo38 98, Liolss 0956 (PEM) )06
LoUuds) (.pem. .cer. .crt) 92006 Juol>s CA.

1. luw8J |Js Configuration > Remote Access VPN > Certificate Management. 912w, Juoble lJesze 1dpu09.
2. )p8) Jwold PEM O p2)) wuos suuwe 9duod uvolss 1desze IJpuosd Idlgwluwss 64
lJos s99,0l Llisg IUb,yu IJelde Bs 2dd IJuue.



.1 Install Certificate @

Trustpoint Mame: S5L-Trustpoint

(7) Paste certificate in PEM format:

() Use SCEP:

SCEP URL: http://

Retry Period: 1 minutes
Retry Count: ] (Use 0 to indicate unlimited retries)
| More Options... |
Install Certificate | | Cancel | | Help |

3. 1lu9) eds wouso IJgvolé.

4. 1y ©d |Jsconfiguration > Remote Access VPN > Certificate Management. 9lg ey Juoble [Jo9sé.

5. 225 gwolxs 1Jogss IJus we luglgol puwedl. lu@,).Install

6. | ol o ool V998 J) |Jgsbinstal from afile Radio gwgwly Juolsé 0956 PEM IJpe, 056 3 ooz
w0l36 PEM 1Jp,056 O pza) 0u2 9089 wouwe 9Juod uiolss 0956 basebd |Up§s06 pu
09> IJby IJelde vs e8d IJuue.



7.

10.
11.

Configuration > Remote Access VPN > Certificate Management > Identity Certificates

[vpn.remoteasa...

Issued To Izsued By Expiry Date Asszociated Trustpoints Usage Public Key Type

Not Available S5L-Trustpoint

Add

| Unown || mr—m———

Export

Install

Install Identity certificate 5™
Find:| Identity Certificate
Certifi i@ Install from a file: |C:\Users\adminiDesktop\Cert Doc\25cd 73298407
5e () Paste the certificate data in base-64 format:
Re
Public C4
Get yg
promo|
Using Install Certificate l [ Cancel ] [ Help ]
ASDM Id

trust, Entrust offers Cisco customers a spedial

The Cisco ASDM Identity Certificate Wizard assists you in creating a self-signed certificate that is required for launching ASDM through launcher,

| 9)-Add Certificate

[ Launch ASDM Identity Certificate Wizard ]

"

. Information

Certificate import succeeded.

[

. loe’d |JscConfiguration > Remote Access VPN > Advanced > SSL Settings.
cogw gvoblo 2 IJslzoes IJos swp luvwgsleol Jluole gduwle gpod WebVPN. W o3l

lJpolde sop luweesle 1Uslzos 1UEzss.

o). Edit

WO 1J@lispes 1Jpuuwsdo wygsue &p i'acu lJuwolré ldpwws grsul.




Configuration > Remote Access VPN > Advanced > S5L Settings |

Server Mame Indication (SNI)
Domain Certificate Add
[F Select SSL Certificate 23] Edit
Specify enrolled trustpoints to be used for 55L authentication and VPN load balancing on the outside Delets
interface. To enroll a trustpoint, go to Device Management > Certificate Management = Identity
Certificates.
Interface: outside —
Primary Enrolled Certificate: i55L—Trustpoint:m=vpn.remoteasa.com, ou=Domain Con... w
Load Balancing Enrolled Certificate: i— MNone -- -
Certificates
Spedify which cer QK ] [ Cancel l [ Help pn interfaces not
associated with a
Interface Primary Certificate Load Balancing Certificate Edit
inside

m

Fallback Certificate: —Mone — -

Forced Certification Authentication Timeout: 2| minutes 4

1

12. 1u9,.0K
13. 10@-Apply Swp luwedsle Iduuolds 1Jzrs6 1Jlo Jzese eduvle god WebVPN lIJos sop
luolgol gds 1Uglzos 1Jpeass.

1-2 oouse Uvolé PEM og 9lzoé Lulo, 1UI9le,

<#root>
MainASA(config)#

crypto ca authenticate SSL-Trust point

Enter the base 64 encoded CA certificate.
End with the word"quit'on a Tine by itself

————— BEGIN CERTIFICATE----- MIIEADCCAuigAwIBAgIBADANBgkghkiG9wOBAQUFADBjMQswCQYDVQQGEwIVUzEh MB8GALUECh

1"l - Installing Next-level SubCA in the PKI hierarchy

11l - Create a separate trustpoint to install the next subCA certificate (if present)
in the hierarchy leading up to the Root CA (including the Root CA certificate)



MainASA(config)#crypto ca trustpoint SSL-Trustpoint-1
MainASA(config-ca-trustpoint)#enrollment terminal
MainASA(config-ca-trustpoint)#exit

MainASA(config)#

MainASA(config)# crypto ca authenticate SSL-Trustpoint-1
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIEfTCCA2WgAwWIBAgIDG+cVMAOGCSqGSIb3DQEBCWUAMGMXxCzAIBgNVBAYTATVT
MSEwHwYDVQQKExhUaGUgR28gRGFkZHkgR3JvdXAsIETuYy4xMTAVBgNVBASTKEdv
IERhZGR5IENSYXNzIDIgQ2VydGlmaWNhdG1vbiBBdXRob3JpdHkwHhcNMTQWMTAX
MDcwMDAwWh cNMz EWNTMwMD cwMDAwWW j CBgzELMAKGA1UEBhMCVVMXEDAOBgNVBAQT
BOFyaXpvbmExEzARBgNVBACTCINjb3R0c2RhbGUXxGjAYBgNVBAOTEUdVRGFkZHku
Y29tLCBIbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSb290IENTcnRpZmTjYXRTIEFL
dGhvcm10eSAtIEcyMIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAV3F1
CPHEWTT3G8kYo/eASVjpIoMTpsUgQwE7hPHmhUmfJ+r2hBtOoLTbcJjHMgGXxBT4H
Tu70+k8VvWTA1565ZVmvigAf88xZ1gD1Re+X5NbZ0TgmNghPktj+pA4P60r6KFWp/
3gvDthkUBcrqw6gE1DtGfDIN8wWBmMIsiNaW02jBEYt90yHGCOOPoCjM7T3UYH3go+
6118yHz7sCtTpJJiaVET1BWEaARIGMLKTDT1iPfrDgBmg4pxRyp6V0etp6eMA05zvGI
gPtLXcwy7IViQyUOATYNnAZGOO3AqP26x6]yIAX2f1PnbU21gnb8s51iruF9G/M7E
GwM8CetIMVXxpRrPgRWIDAQAB04IBFzCCARMWDWYDVROTAQH/BAUWAWEB/zAOBgNV
HQ8BAf8EBAMCAQYwWHQYDVROOBBYEFDqahQcQZyi27/a9BUFUIMGU2g/eMB8GA1Ud
IwQYMBaAFNLESNKR1EwRcbNhyz2h/t20atTjMDQGCCsGAQUFBwWEBBCgw]jAkBggr
BgEFBQcwAYYYaHROcDovL297jc3AuzZ29kYWRkeS5jb20vMDIGATIUdHWQrMCkw]6A1
0oCOGIWhOdHAGLY9jcmwuZ29kYWRkeS5jb20vZ2Ryb290LmNybDBGBgNVHSAEPZzA9
MDsGBFUdIAAwMzAXxBggrBgEFBQcCARYTaHROCHM6LY93jZXJ0cy5nb2RhZGR5LmNY
bS9yZXBvc210b3]5LzANBgkqghkiGOwOBAQs FAAOCAQEAWQtTvZKGEacke+1bMc8d
H2xwxbhuvk679r6XUOEwf7o0oXGKUwuN+M/f7QnaF25UcjCIYdQkMiGVnOQoWCcWg
0JekxSOTP7QYpgEGRIHjp2kntFo1fzq3Ms3dhP8qOCkzpNlnsoX+oYggHFCIyNwq
9kIDNOzmiN/VryTyscPfzLXs4J1etOTUIDyUGAzZHHFIYSaRt4bNYC8nY7NmuHDKO
KHAN4v6mF56ED71XcLNa6R+gh10773z/aQvgSMO3kwvICITErFOUZzdsyqUvMQg3
gm5vjLyb41ddJIGv15echK1lsrDdMZvNhkREg5L4wn3qkKQmw4TRFZHCYQFHTjDCm
rw==

INFO: Certificate has the following attributes:
Fingerprint: 81528b89 el65204a 75ad85e8 c388cd68
Do you accept this certificate? [yes/no]: yes

Trustpoint 'SSL-Trustpoint-1' is a subordinate CA and holds a non self-signed certificate.
Trustpoint CA certificate accepted.

% Certificate successfully imported
BGL-G-17-ASA5500-8(config)#

1"l - Simlarly create additional trustpoints (of the name "SSL-Trustpoint-n",
where n is nunber thats increnented for every level in the PKI hierarchy) to
import the CA certificates leading up to the Root CA certificate

1"l - Inporting identity certificate (inport it in the first trustpoint that was
created nanely "SSL-Trustpoint")

MainASA(config)#



crypto ca inport SSL-Trustpoint certificate

WARNING: The certificate enrollment is configured with an fqdn that differs from the system fqdn. If th

yes

% The fully-qualified domain name in the certificate will be:

(asa.renotevpn. url)

Enter the base 64 encoded certificate. End with the word "quit" on a line by itself
----BEGIN CERTIFICATE-----
MIIFRjCCBC6gAWIBAgIIJclzqYQHBgUWDQYJIKoZIhvcNAQELBQAwgbQxCzAJBgNV
BAYTATVTMRAWDgYDVQQIEwdBcm16b25hMRMWEQYDVQQHEWpPTY290dHNKYWx TMRow
GAYDVQQKEXFHbORhZGR5LmNvbSwgSW57LjEtMCsGALUECXxMkaHROcDovL2NTcnRz
LmdvZGFkZHkuY29tL311cG9zaXRvenkvMTMWMQYDVQQDEYpHbyBEYWRkeSBTZWN1
cmUgQ2VydGTmaWNhdGUgQXV0aG9yaXR5IC0gRzIwHhcNMTUwWNzIyMTIwNDM4WhcN
MTYwNzIyMTIwNDM4WjA/MSEwHWYDVQQLEXhEb21haW4gQ29udHIvbCBWYWxpZGFO
ZWQxGjAYBgNVBAMTEXZwbi5yZW1vdGVhc2EuY29tMIIBIjANBgkaghkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEArrY2Fv2S2Uq5HdDhOaSzK5Eyok2tv2Rem8DofbTQ+4F9
C9IXitWdLA06a7dzyfB4S9hx1VZXoHMGGNd6i INWLXSWUINx5pRMaKR4h1lcL6bDW
ITt5GzKdL937bMxYmau+uwM30kBb8QxLNNxr4G+oXtfavctTxWy/o6LzKWFyjOXP
tta9FZW07 cOMNVKiUL1vIWBcy4GK1xyvNIRtWebtVkMS5/i0vOReBTBfFxCI1YQAG
UWteulikWAGjlgqomZGnZgAFDWI4/hxjesG2BGMtwX5L108cbmbi/u/vnmZ5Xhigx
<snip>
CCsGAQUFBwWIBF1itodHRwO1i8vY2VydGTmaWNhdGVzLmdvZGFkZHkuY29tL311cG9z
aXRvecnkvMHYGCCsGAQUFBwWEBBGowaDAkBggrBgEFBQcwAYYYaHROcDovL29jc3Au
Z29kYWRkeS5jb20vMEAGCCsGAQUFBzAChjRodHRWO1 8vY2VydGTmaWNhdGVzLmdv
ZGFkZHkuY29tL311cG9zaXRvenkvZ2RpZzIuY3JOMB8GA1UdIWQYMBaAFEDCvSeO
zDSDMKIz1/tss/COLIDOMEYGA1UAEQQ/MD2CEXZwbi5yZW1lvdGVhc2EuY29tghV3
d3cudnBuLnJTbW90ZWFzYS5jb22CEXZwbi5yZW1vdGVhc2EuY29tMBOGA1UdDgQW
BBT7en7YS3PH+s4z+wTRTpHr2tSzejANBgkghkiGI9w0OBAQs FAAOCAQEAO9HSTLNX
2Y0rYdI6gS8n4imaSYgoNi/9INb6mote3I2LELGIOHYIm/zUCR5yVktra9azdrNUAN
1hjBJ7kKQScLC4sZLONdqGluTP5rbWROyikF5wSzgyMWd03kOR+vM8q6T57VRst5
69vzBUuJc5bSulIljyfPP19z11+B2eBwUFbVFXLnd9bTfiGImSmC+4V63TXFxt10q
xkGNys3GgYuCUy6yRP2cAUV1lc2tYtaxoCL8yo72YUDDgZ3a4Py01EvC1FOaUtgv
6QNEOYwmb JkyumdPUwko6wGOCOWLuUmzv5gHNnhi168HYSZ/4XI1p3B9Y8yfG5pwbn
7puhazH+xgQRdg==

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

! Apply the newly installed SSL certificate to the interface accepting SSL connections

MainASA(config)#

ssl trust-point SSL-Trustpoint outside

2-1 oousw yuwol>é PKCS12 pe ASDM

B lJeldle 1dos Jl sop Bsol lugiule CSR gJs ASA. pod 2lJs uolss g, wad I gus logble
Uols UC: sop odids uivolss 0956 pe IUpdule IUgluo Jeddle pudods Iy pJd PKCS12
9lz> pzee (P12 19 vuuwsy PFX). Jovose o3l IJuse pu Iduuobla: 1ded IUgbsle IJoldss.

1. 1o Givolss 1Jo9sé: wzpg Lolss CA sldpldalz IJgluo Bs pdd PKCS12 gles. 98, a2
() Wgbsle 1JJ1ps JJBsle w3Jd wluuagsle OpenSSL. I3l Jlue IUpze IUpuo38 &>



J9wol wldwed: Vluwdd Ids IJgbys IJoldss.
2. lyw9d |JsConfiguration > Remote Access VPN > Certificate Management, 91g &) Identity Certificates.
3. lu®,.Add
4. 25> lywp TrustPoint.
5. 1w, Jjy Import theidentity certificate from afilelJg.sL).
6. bed eulo IUp9) IJpuwespd Jlouvle pdd PKCS12. o oz 9235 pJud PKCS12. ¢
ewbo o9, [dyiolss.

¥

\E] Add Identity Certificate

Trustpoint Mame: S5L-Trustpoint-PECS12

i@ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase: [ssssssss

File to Import From: C:\Users\admin\Desktop\S5L-Cer Browse...

(") Add a new identity certificate:
Key Pair: <Default-RSA-Key = Show. .. Mew...
Certificate Subject DM:  [CH=MainASA Select. ..
Generate self-signed certificate

Art as local certificate authority and issue dynamic certificates to TLS-Proxy

Enable CA flag in basic constraints extension

’ Add Certificate H Cancel H Help

S & PR

5

=

7. 108, eJs luolo uolss.



@ Information

Certificate import succeeded.

8. luw9d lJsConfiguration > Remote Access VPN > Advanced: 9lg<) SSL Settings.

9. weo uoblod e, 1Jslzos lJos sop luwegsleol Jlwole zduwle gpd WebVPN. Bs o3l

lJpeold: sop luwegsle 1Uglgoes 1UEzss.
10. lu9,.Edit

1. Bs 1JBlisp6 1dpuuwsds wopsoo: lge, Iduuolé IJpswws pasal.

Configuration > Remote Access VPN > Advanced > 551 Settings

Server Name Indication (SMI)

Certi

=
as|

Domain Certificate

[ Select S5 Certificate

Specify enrolled trustpoints to be used for 551 authentication and VPN load balancing on the

=l

outside interface. To enroll a trustpoint, go to Device Management > Certificate Management >

Identity Certificates.
Interface: outside
Primary Enrolled Certificate: :SSL—Trus'q:uoint-PKCS 12, S5L-Trustpoint:cn=vpn.remot..

Load Balancing Enrolled Certificate: :— Mone -

[ 0K ” Cancel H Help ]

.

-

Add

Edit

Delete

cate will be used on interfaces not

outside ______________[55L-Trustpoint-PKC5 12, SSL-Trustpoint. .

Edit

12. 1uy9,.0K




13. 10@-Apply Swp luwedsle Idguolds 1Uzrs6 1Jlo Jzese eduvle god WebVPN IJos sop
luolgol gds 1Uglzoo 1Jpgass.

2-2 LouSe Uvolss PKCS12 pg 9lzos ulo, 191,

<#root>

MainASA(config)#
crypto ca trustpoint SSL-Trustpoint-PKCS12
MainASA(config-ca-trustpoint)#
enrol I ment termnal
MainASA(config-ca-trustpoint)#

exit

MainASA(config)#

crypto ca inport SSL-Trustpoint-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

————— BEGIN PKCS12-----
MIISNwIBAzCCEFfEGCSqGSIb3DQEHAQCCEeIEghHeMIIR2jCCEAYGCSqGSIb3DQEH
BqCCEccwghHDAgEAMIIRVAYJKoZIhvcNAQcBMBsGCiqGSIb3DQEMAQMWDQQIWO3D
hDt1i/uECAQGAghGQ9ospee/qtIbVZh2T8/Z+5dxRPBcStDTqyKy7g3+9ram5AZdG
Ce9n5UCckqT4WcTjs7XZtCrUrt/LkNbmGDVhwGBmYWi0S7npgalqOeoqiJRK+Yc7
LNOnbho6I5WfL56/]iceAMIXDLr/IqqlLg2QAApGdN+F5vANsSHse2GsAATewBDLt7
Jy+SKfoNvvIw9QvzCiUzMjYZBANmBAMCQ13H+YQTH1itT3vn2/iCD1zRSuXcqypEV
q5e3hei0075TE8TDLWMO3PMvwIZqi8yzWesjcTt1lKd4FoIBZpB70/v9LntoIUQY7
kIQM8fHb4ga8BYfbgRmGEMKkMmMO1STtbSv1vTaloWTmdQdTyCa+G5PkrryRsy3wwl
TkGFMhImmrnNADF7Hmzbys1VohQZ7h091VQY9krJogoXHjmQYxG9brf0oEwxSIDa
mGDhhESh+s/WuFSV9Z9kiTXpINZxpTASoWBQr rwmO5v8ZwbjbVNI7sVdbwpUl6d+
NNFGR7LTq08hpupeeInY9eJc2yYqeAXWXQ5kL0Zo6/gBEdGtEaZBgCFK91Z3b13A
xgxGifanWPnLYG611NKuNjTgbjhnEEYI2uZzUOgxn1Ka8zyXw+1zrKulscDbkAPZ
wKtw8K+p40zXVHhuANo6MDvfNRY1KQDtyK1linoPH5ksVSES5awkVam4+HTcqEUfa
16LMana+4QRgSetJhUOLtSMaQfRIGkha4JLg2t+]rCAPz20sART1TsBOjQBNg6YN]
0uB+gGk2G18Q5NTn6K1fzOXBFZLWEDBLsaBROSMANE7wWt00+4awGYqVdmIF11kf
XIRKAiQErlpZ6BVPuvsCNIxaaUHzufhYI2ZAckasKBZ0OT8/7YK3fnAaGoBCz4cHa
02EEQhq2aYb6YTvO+wtLEWGHzSbGZEM/u54XmsXAI7928LGIYdfWi509KyV+AclV
KzHgXZMM2BbUQCNCTF5]IMiW+r62k42FdahfaQb0Ov]sIe/IwkAKG7y6DIQFsOhwg
Z1PXiDbNr1k4e8L4gqupMKWg853PY+0Y22rLDC7buT1CKtixIYBCvbn7dAYsI4GQ
16xXhNu3+1ye0OHgbUQQCFTU/mBrA0Z0+bpKjWOCFgNBuYNZ6kUEdCI7GFLHIQqtM
K7YinFLoHwWTWbi3MsmqVv+Z4ttVWy7Xmiko02nMynJIMP6/CNV8OMxMKdC2gm+c1j
s4Q1KcAmFsQmNp/7SIP1wnv0c6IbUmC10520U/r8ftTzn8C7WL62W79cLK4HOr7]
sNsZn0z0J0Z/xdZT+cLTCtVevKIOQMK3vMsi0uy52FkuF3HnfrmBgDkbR7yZxELG
RCELOEDdbp8VPO+IhNTyz1q7975SscdxFSLOTvjnHGFWd14ndogN+bLhwbdPjQwV
T13W2NCI95tmHDLGgp3P00TS+RjdCEGGMg+9cpgBfFC1JocuTDIECUbIBY8QRUN1S
/ubyUagdzUKtlecfb9hMLP65ZNQ93VIw/NIKbIm7b4P/1Zp/T1FP5eq7LkQPAXE4/
bQ4mHcnwrs+JGFkN19B8hJImmGoowH3p4IEvwZy7CThB3Elejw5R4engmrgvHgpQe
B70dN10FLAHdo1G5BsHEXTuNEsEb40Q0pmKXidDB5B001b]sr748fZ6L/LGx8A13
<snip>
1jDaxyfQXY4zSyt1jSMWMtYA9hG5I79Sg7pnMELIEIXq1D00RGY8vgxTwiciKtLxp
LLOReDY31KRYvOOvWOgf+tE71ST/3TKZvh0sQ/BEOV3kHnw1dejMFH+dvyAA9Y1E
c80+tdafBFX4B/HP46E6heP6ZStOXATRW1/JF4T1jNVUNVOOVEVTR2FTyWpzZFY8A
GG5XPIA80WF6WKEPFHICN8scY+Vot8kXxG96hwt2Cm5NQ20nVzxUZQbpKsjs/2jC


]a94c6AfgxXy9z0+FTLDQwzxga7xC2krAN1
yHXR2KHN5YeRL+KDzu+u6dYoKAz+YAgwTW6KbeavALSuH4EYqcvg8hUEhp/ySiSc
RDhuygxEovIMGfES4FP5V521PyDhM3DgwhnOvuYUmYnX8EXURkay44iwwI5HhqYJ
TptWyYo8Bdr4WNwt5xqszGzYR6mmGeAIin7bDunsF1uBHWYF4dyK1z1tsdRNMYqQ
+W5g+QjVdrj1dwv/bMFOaqEjxeNWBRqjzcff3BxMnwvVxtggxFvRh+DZx1iJoiBG+
yx7x8np2AQ1rOMETSSxbnZzfnKZKVvBVMkIC6]smt2WEVTQvoFJ8em+nemOWgTi/
hHSBzjE7RhAucnHuifOCX0gvR1SDDqyCQbiduclQjXNOsvA8Fgbea9WEH5khOPv3
pbtsL4gsf12pv8diBQkVQgiZDi8Wb++7PR6ttiY65kVwrdsoNT1l/qq+xwW0d3tB4/
zoHILEMgTy9Sz7myWrB9EOOZ8BIjL1M80oMigEYrTDOc3KbyW1S9dd7QAxiuOBaX1l
818910ydvTBzmqgcjeSsFH4/1INHn5Vnf0ZnNpui4uhpOXBG+K2zJUIXm6dqlAHBTE
KQFsFZpNNyave0Kk81zQnLAPd70UU/Iksy0CGQozGBH+HSZzVp1RDjrrbC342rkBj
wnI+j+/1JdWBmHdIMZCfoMZFLSI9ZBqFirdiil/NRu6jh76TQor5TnNjxIyNREJC
FE5FZnMFvhM900LaiUZff8WwWCOfeRDMttLXblnuxPF1+TRk+LNTPLVptWgcxzfsr
IXrGiwjxybBB9oCOrACq8fGAtEs8WRxJyDH31jmn91i /G161 1mMCUF//LxAH2WQx8
Ld/qS50M21FCFfDQjxAjOK6DEN5pUebBv1EM5SOHXvyq5nxgUh4/y84CWakKjwOMQ
5tbbLMTnc7ALIJI9LXxZ97YiXSTyeM60BXBFx6Rpk1kDv0O5m1BghSpVQiMcQ20RIkh
UVVNbSHO19S3cb5wgxaWgAKBgb4h1luLGVbYWZf2mzLZ8U5U57 01 qoMBgNZbzTXp0O
EqQEFuatT11QvCRbcKS3xou4MAixcYUxKwEhbZA/6hd10XSBIwe7jKBVIM6EwWTiKab
UfoJCGTAT3sY681qrMPrbBt0eeWf1C02SdIMn+V/jvni17mxYFFUpruRq3rllLeqP
J5camfTtHwyL8N3Q/Zwp+zQeWZiLA8a/iAVu/hYLR1bpF2WCKOT0tIgkvVmrLVLz
mazZjbJeOft5cP/1RxbK1S6Gd5dFTEKDELS5 c6gWUX8RKZP6Q7iaE5hnGmQjm8Lj1]5sWOHI————— END PKCS12-----

INFO I nport PKCS12 operation conpleted successfully



11l Link the SSL trustpoint to the appropriate interface
MainASA(config)#

ssl trust-point SSL-Trustpoint-PKCS12 outside

IJozdd pu lduogs

Iwegsp 030 IJgbole JJoedd pu lJovuse Iulze Juolss 09,5 1Jzos 1Ugzss luwegsleol
JlouolJle SSLVPN.

e IJuvoble ldpowws gu, ASDM

1. |QoéJConfiguration > Remote Access VPN > CertificateManagement,!JsS <o iéo_) Identity Certificates.
2. olboy Giolss 1Jo9sé 1Juolsyé g0 poys 1db,d IJelde.

Configuration > Remote Access VPN > Certificate Management > Identity Certificates O
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
=Go Daddy 5... |12:04:38 UTC Jul ... |SSL-Trustpoint General Purp... [RSA (2048 bits) Show Details

Install

&ue Iduvoble IJpowws gu) Slzos b 1Jisle,

<#root>
MainASA(config)#

show crypto ca certificate

Certificate

Status: Available
Certificate Serial Number: 25cd73a984070605
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:
cn=(asa.remotevpn.url)
ou=Domain Control Validated



OCSP AIA:

URL: http://ocsp.godaddy.com/
CRL Distribution Points:

[1] http://crl.godaddy.com/gdig2s1-96.cri
Validity Date:

start date: 12:04:38 UTC Jul 22 2015

end date: 12:04:38 UTC Jul 22 2016
Associated Trustpoints:

SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 07
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:
[1] http://crl.godaddy.com/gdroot-g2.cril
Validity Date:
start date: 07:00:00 UTC May 3 2011
end date: 07:00:00 UTC May 3 2031
Associated Trustpoints:

SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 1lbe715
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
ou=Go Daddy Class 2 Certification Authority
o=The Go Daddy Group\, Inc.
c=US
Subject Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona



c=US
OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:
[1] http://crl1.godaddy.com/gdroot.cril
Validity Date:
start date: 07:00:00 UTC Jan 1 2014
end date: 07:00:00 UTC May 30 2031
Associated Trustpoints:

SSL- Trust poi nt-1

...(and the rest of the Sub CA certificates till the Root CA)

ozl pu wowse Idguolxse J WebVPN Ol wegslpe puvege)uo 9sw
2838 po luweisle WebVPN JJ iolss [z,

1. IJlouold wslzos WebVPN o gJld puvee o2 98w luweése https:// pg FQDN IJp ueés e
Jbdo [dgvolsé (eds uvesd IJpeld: hitps://(vpn.remoteasa.com)).

2. 108, 0d)l p392! eds lssus IUSB IJos wboy s 1o Iduwdds Ilseu pu Loszs
ouwesd 1Usged [Js WebVPN. szo o whbo, pedgple IJuiolss IJpows.

3.0lee Idpzwssle Jdopdd pu pbolo@eol Jduiolss 1duolsys pu Yod 93 [Jzes IJEhzss.



https://vpn.remoteasa.com).

Certificate @

General | Details | Certification Path

E Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to: vpn.remoteasa.com

Issued by: Go Daddy Secure Certificate Authority - G2 '

Valid from 7/ 22/ 2015 to 7/ 22/ 2016

Issuer Statement

oS> yuwolxé SSL gJs ASA

1. Op wlehs luusle CSR el gJs ASA. I Lluueésle OpenSSL s eJs 1Jpoze 1Jpuosd
o uwpele 1duolss 1J8ss06. 1Yed 1Jglosle 1Jpes36 B louule CSR.

2. ,uwd CSR eds CA99p wluyule Jbolds 0956 23536 vouuws 9 PEM (.pem. .cer. .crt) pg
Uols CA. 908s 2lJs Luolxs PKCS12. s9z3 lsuol pbele ¢luo zass.



Vs glde GoDaddy CA: spdy lgle odysy Idyiolss wluwegsle CSR s> we luuilye.

loewd |Js GoDaddyaccount 9lo ) 899 1>1,6 Lopw Uvolsle SSL.

& ) ssLCERTIFICATES

Search by domain

ar

Filter: Al Accounts
Expiration date

Accounts
22-07-2016 | options

vpn.remoteasa.com

Standard SSL
Displaying 1-1 of 1 accounts Results per page: | 5 m 10of1 m

Meed help with your SSL Certificates? Visit GoDaddy Support
Need More SSL Certificates? Buy Additional Plans

08 B398 &0 IWelJs Jluwe el Ipbose.

Certificates ~ Repository Help ~  Report EV Abuse

Certificates

All Statuses B Not Expired or Revoked B Action

All Certiicate Types B

‘n’ View status

vpn.remoteasa.com 1 Year Standard SSL Certificate Certificate issued 7222016

ludy eds bho Jlgble gsble Jlghs pdlose IJvolse.



Certificates  Repository Help ~  Report EV Abuse

All > vpn.remoteasa.com

Standard S5L Cartificate

Certificate Management Options

I

Certificate Details

Sdatus Catificale ssved
Domain narms WELINTION S, DO
Encryption Strength GoDaddy SHA-2
Validity Penod TR E - ARG
Earial Mumber 25ood: T3 a8 84070605

o330 1Jgs) lehs pdole Juolss slode 1J CSR gaso.

Certificates  Repository Help v  Report EV Abuse

vpn.remoteasa.com > Manage Certificate

Standard SSL Certificate

Use this page to submit your certificate changes for review all at once, not individually. We'll review them together so your changes happen faster.

Submitting any changes on this form will issue a new certificate and your current certificate will be revoked. You will have 72 hours to install the new certificate on your website.

Q Re-Key certificate Private key lost, compromised, or stolen? Time to re-key.
Certificate Signing Request (CSR) “ New Keys, please...
IQEWWHRWPNKMMN\'@J You can generate a Certificate Signing Request (CSR) by using a certificate signing tool specific to
NB0GsenQVuZaYzIHNIRIEU/3RzS ] your operating system. Your CSR containg a public key that matches the private key generated at
the same time.
Domain Name (based on CSR):
vpn.remoteasa.com
Save
ﬂ Change the site that your certificate If you want to switch your certificate from one site to another, do it
protects here.
© Change encryption algorithm and/or Upgrade your protection or change the company behind your cert.

certificate issuer



Ip wldeb gldpclogs lJs 1Jgbys IJoldss. suesy) GoDaddy iolss 3830 wuwaws |Js
CSRIJus wp w9ds)ol.

3. 8p vovwse lduvols 1Jzrs>6 gJs TrustPoint 23556 Jel 09 p9 oz BOS "wowse ol
SSL" s Yuwp ASA.

lJlwisdé 1dpod,),6
1. pl os 1B od b,ys586 Judd Uvoble [Jogsé pu ASA |Js ASA TS

ouodSy Iduvole pg Idpudlose |Us pdwd PKCS12.

Iowegse 03l 1Jle, Jouoss,) Iduvolsé guy CLI po ASA Il oJs:

<#root>
ASA(config)#

crypto ca export

pkcs12

wJd9sy ASDM:



-

Export certificate

Export to File: C:\sers\admin'\Desktop\SsL-Certificate | Browse...

Certificate Format:
@ PKCS12 Format (Certificate(s) + Private Key)

(") PEM Format (Certificate Only)

Configuration Encryption Passphrase

Encryption Passphrase: essesss

Confirm passphrase: ey

Export Certificate | | Cancel | | Help

Iowegse 03l 1Jle, Jlgwes,l IJyuelss gy CLI |Js ASA 1Joss:

<#root>
ASA(config)#

crypto ca inport

pkcs12

wd9sy ASDM:



i a

Add Identity Certificate =

Trustpoint Mame: S5L-Trustpoint-PKCS12

@ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase: |ssssssss

File to Import From: C:\Wsers\admin'Desktop\S5L-Cer'| | Browse...

Add a new identity certificate:

Key Pair: ZDefault-RSAKEY =
Certificate Subject DM:  |CHN=MainASA Select
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

/| Enable CA flag in basic constraints extension

Add Certificate | | Cancel | | Help

ol $pd0 1JGsle w39 £u ps36 "TUouws IdlzoslbsIJlunegls” gds ASDM Cluvesle
IJgbsle IJoldss:

1. wwed 1Usg9d IJs ASA g ) ASDM gl e Tools > Backup Configuration.
2. 9p wlple uwi leoslbs Jepse gpdsle IJodssy |y Gvoble 1Jogss W (b.
3. 8Js ASA IJo>W. [ wez ASDM glg e Tools > Restore Configuration.

2. JsV spJdud lugile Juoble SSL JJluwwgsle pg 9edle ASA IUEIL06 wpslius
2ed Iduveds [JEluos Idbloysé (VPN)S

ould b, 9 pugs3dé SpIdu luwweslpol Jlgsls ASAs Lluuwegsle Juolsle SSL Jousiss p9ljusd ged
VPN.

1. lgwegsp yolss louoldle p9esél/peldle pegsssé (UCC) glzré wewss eds FQDN psl506
IJiz0ld Juiwds DN 93 oo Givwdle ASA FQDN Il we wasd JJe9uo9e poduad (SAN).
ould IJes>ss pu ool Idpsl§wo 1Jpg 996 ped GoDaddy 9 Entrust 9 =Comodo 9&syol ldus
e pod 030 ldguoble. guspl wgol) 030 IUlb,s86: pu lJpop w3, [ ASA Ul s>gp 2lds!
louvle CSR pg 299J SAN pegs36. 909w 03l Vs 1oz sy cisco w9 id CSCso70867 .
WO oo IJzlJs ould gsbly Jlugule CSR


https://tools.cisco.com/bugsearch/bug/CSCso70867/?reffering_site=dumpcr

a. pu ¢JIJ 8lz0é Lwlo, IUisle, (CLI) Ig 1518 8less wslule 1Jpzsd (ASDM). g0s [huwlJ
IJewd9dess 1Jluluwess (CSR) 1ds 1dasze 1dpu$ (CA): Iuod Liwdle pub$s
lJogiso (SAN) IJpecgsss gds w9lws CA o wol.

b. Iuvegse OpenSSL Jluusle CSR soLopsu uvwdle pub@s IJogise (SAN)
lJewg336 WOs pJud openssl.cnf.

weed buwld CSR IJs CA gldvolss IJos wpe lugblael §p wluwes)ls bolss PEM oo |Js
ASA lJus Blpo wlugile CSR. 9o pz)s IJluwoled §p wouo38) Sluwws)ls 030 Idyiolsé
wouuwsd PKCS12 |Js 9zale ASA 1Jglos Lldig ole 1UTE s u.

2. |wegsle Guolss 258 wad. 030 bbys86 18 Tolul 90,906 s pdluwel Lubols IUleuolJle
!.Jrog@é. WO glds g3p 580 CA Juioble IUlooldle 1Jp9zséc swp lugule CSR el gJs CA
l9 wluwegsle OpenSSL zse sJ9y FQDN gds udd *.domain.com. ez Luwld CSR |Js
CA slduols Idos we lugulyel: §p wlgvos,ls guolxe PKCS12 |Js zese ASAs Ws uble
| Jpzpsgs.

3. iuuo'@,o Jwolxs pudLodo JIJ pu 9pdle 1wt iso ASA IJe 29 9Je9l506 zed FQDN. 903l
09 lJzJ IJiLéJ Veldss. spdu logile Idgvoble JYJ pu 923l Idoede B 1U9uo9d (ASA)
1J8)586 Jpl 09 p9 oz Os o3l ldpuwews. swp logile [dibelss 1Jgloé o VPN
LoadBalancing FQDN gJs ASA glzs 9swp wuodsyol 9luwes,lel Jvelse PKCS12 gds
ASAs IJig)s.

3. od Sew o l[duvoble oo ASA IJiuuluu._s IJs ASA IJelyss O 9z ASA
Joeglyj IJlg blJS

Jl oo gles JQL{ut lJuvobdle s395s! o ASA IJiquL)u§ IJs [Jelugs zse swp pjleus [dgvobsle
wSu ASA bldel o wpe g':d9§o oelyj lJweud 39 lJzlJs. 131 Jp Sp o lduveble gds golj
IJlgwoesh eds Idlesh IJlyds Jogly) IJwyvd: Wedsd ool IJle, write standby Jlzol)
|Jro_j|lo06.

4. 151 op luwogsle pdlosg ECDSAC od wigodw gpdss luuile Juolse SSLE

9lJwo,9 1d9es> Vs IJodysy o9 abgo logvle 39z Idpdlosz: zee sop lugile 59z pd|u§a
ECDSA w>Jl pu 39z pblose RSA. lol Llds IUgbsle Budse Jol os. sop &u2 1oy 9lzod
wb, I._Jlglroj (CLI) Jlugble pdlesz ECDSA oul:

<#root>
MainASA(config)#
cry key generate ecdsa | abel SSL-Keypair elliptic-curve 256

INFO: The name for the keys will be: SSL-Keypair
Keypair generation process begin. Please wait...

lweduuld IJlgble gl oJlzol



9l o) luwed il IJigble gl odlzol

Sew wzpSE 19lo, ouozse IUigble 030 gJs 9lzos Lwlb, 1Ulsle, B 2lJé WUl wouse Juolss
SSL:

debug crypto ca 255
debug crypto ca messages 255

debug crypto ca transactions 255

Jpouddle 1dublises

OISy Ubobd £5) p9899 wol pg Uel>s SSL Loldzs JJzos 1Ughess eds IUslzos 1Jghess eds
ASA 5g 9.4(1) 90l wgso.

lJed: wloyz 030 IdpuvdJs wdwol 05 [uwedsle j9z pdlose RSA pg Iduiolss. s |uoshle
ASA o5 9.4(1) 9pl wedoli swp wpdsu gpse U9l ECDSA 9 RSA Luvdd lWe,)luos 9swp
lowegsle 189s oubds, (816 pl sY9u wuvds) ECDSA) JJobdlao. I3l ga& 3Jd. 580 ASA
wwolxd 0996 sl wadl pu lduuolsé IJpuwewss s RSA IJos we wdgsuol gldsl. ould
sy Jugss) Iduwded gus wowse ol ldpuwewss |Js RSA gJs 9lzos 9owwgol pg
ouoese IJigble oo Cisco CSCuu02848.

IJl)le 1Jp9uos woi websd Juwd,)le ECDSA Llywadsle i_9|r0_) CLI lJoldsé:

ss1 cipher tlsvl.2 custom "AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:
DES-CBC3-SHA:DES-CBC-SHA:RC4-SHA:RC4-MD5"

Y wluwegsle ASDM: [yw9d |JsConfiguration > Remote Access VPN > Advanced: 9lgwSSL Settings. &g (9w e
Jouindes 23 1uosh IJeuinds, TLSVA2 536 oz luwetsle Iasdunds 1stun 00
AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:DES-CBC3-
SHA:DES-CBC-SHA:RC4-SHA:RC4-MD5

RYNIX

IJeJz 8 I: ECDSA Ig RSA

wg> ¢9hsess ECDSA giel pu wunds) Idpuzus Idosuolss (ECC) soucisp pelrds
Jdevzus Idosuolas Jlogble el gle wsupl cuvese ¢9l5ess RSA puog lousy pu
IJipwlowsle oldlualeds |Js £33 19 Jlousle IJpdale IJgle. 9031 sgus luo spdo wpdsd
OO PG9S I.,Jirol(, lJp99,) J RSA pg ECDSA: 9JJu wlgwwgsle pldlose Iuo&, S92 3JY
lJs vdsd sde lJzuwle 956156 igLélo lJlouold Jdesle ldos ouvegspe guoble ECDSA.

ASA IJpjs> pu ldpedyple IJod osdss.

w99, 19 s 96 1UElLos wo i


https://tools.cisco.com/bugsearch/bug/CSCuu02848/?reffering_site=dumpcr
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

lJedzd w: iuuot.),o OpenSSL Jluule Juol>é PKCS12 oo uolsé 0956 9 bol>é
CA. 9p0lz Eluo

1. w2l pu wouwse 0penSSL gds IJublp 1U3s swp wyvgsd o0do lJgpdss sdso.
lJouwws Jpuwogsps Mac OSX 9 GNU/LInUX: swpe oowse 03l wuvdd el uss.
2. 1Jowssd lJs >dsd uoldz.

eJs Windows: wvdJ I8¢l uos: sop wowse Idbsle IJewless bs C:\Opensshbin.
Bz p9zo 19le) B 03l lJpsde.

£Js Mac OSX/Linux: Ibep oludss Ideplos 1,056 B 1dsdsd Idpbdow Jlogile iolss
PKCS12.

3. Vs Iddsd IUp3dy) Vs 1Ugbes I wlo§o: Izl pdule IJpvelz IUElLo
(privateKey.key). 9 wol>é |Jogsé (certificate.crt) 9 volsé IJpyze lJpuo>9 1ded,) (CACert.crt).

Se wopz IdpBdolz 1JElue suiel>s 1Jesss suuduwds Luolss Iesze 1Upuead IUes) O
pJd PKCS12. bx¢d eulhs 0,9, Jeplss Luolss PKCS12.

strong> openss1 pkcsl2 -export -out certificate.pfx -inkey privateKey.key -in certificate.crt -cer

4. oz9sd uvolxé PKCS12 1Je9d>6 |Js Juolsé o056 Baseb4:
<tfroot>

openssl base64 -in certificate.pfx -out certificate.pl2

w83 39 Gp wluwasb Iduiolss IJas op loguliel W 1glbss 1UIss s Jluveisle pe SSL.

pedyple dlo LoJs

. Jisdss L) ol>é 48056 v, Microsoft Windows CA »s ASDM ASA



/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/aaa_certs.html
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/aaa_certs.html
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/aaa_certs.html
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



