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interface ethernet0 1l0baset
interface ethernetl 100full

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pi xfirewal |
domai n- nane ci sco. com
fixup protocol ftp 21
fixup protocol h323 h225 1720
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fixup protocol h323 ras 1718-1719
fixup protocol http 80
fixup protocol ils 389
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol sip 5060
fixup protocol sip udp 5060
fixup protocol skinny 2000
fixup protocol sntp 25
fixup protocol sqlnet 1521
nanes
Access control list (ACL) for interesting traffic ---!
to be encrypted and !--- to bypass the Network Address
Translation (NAT) process. access-list nonat permit ip
10.0.25.0 255.255.255.0 10.0.3.0 255.255.255.0
pager lines 24
| oggi ng on
| oggi ng timestanp
| oggi ng buffered debuggi ng
icnmp permt any inside
ntu outside 1500
ntu inside 1500
IP addresses on the interfaces. ip address outside ---!
172.18.124.96 255.255.255.0
ip address inside 10.0.25.254 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
pdm | oggi ng i nformational 100
pdm hi story enabl e
arp tineout 14400
gl obal (outside) 1 interface
Bypass of NAT for IPsec interesting inside network ---!
traffic. nat (inside) 0 access-list nonat
nat (inside) 1 0.0.0.0 0.0.0.0 0 O
Default gateway to the Internet. route outside ---!
0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout x|l ate 0:05:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00
ti meout h323 0:05:00 ngecp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa- server RADI US protocol radius
aaa-server LOCAL protocol |oca
http 10.0.0.0 255.0.0.0 inside
no snnp-server |ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
This command avoids applied ACLs or conduits on ---!
encrypted packets. sysopt connection permit-ipsec
Configuration of IPsec Phase 2. crypto ipsec ---!
transform-set mytrans esp-3des esp-sha-hmac
crypto map mymap 10 ipsec-isakmp
crypto map mymap 10 match address nonat
crypto map mymap 10 set pfs group2
crypto map mymap 10 set peer 172.18.173.85
crypto map mymap 10 set transform-set mytrans
crypto map mymap interface outside
Configuration of IPsec Phase 1. isakmp enable ---!
outside
Internet Key Exchange (IKE) pre-shared key !--- --- !




that the peers use to authenticate. isakmp key testme
address 172.18.173.85 netmask 255.255.255.255
isakmp identity address

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption 3des

isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

telnet tineout 5

ssh timeout 5

consol e timeout O

dhcpd | ease 3600

dhcpd ping_tinmeout 750

termnal width 80
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Sl LVl LVl awsis—ping -
2 al>,0ll ool oLl Lo ,=,—show crypto ipSec -
A al>,0ll ool wblidl Lo ,2,—show crypto isakmp sa -
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.NetScreen 4,la> o> > was oo 13 JLaVl LS| ey o


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

C.\>ping 10.0.25.1 -t
. Request tined out
. Request tined out

Reply from 10.0. 25.1: bytes=32 tine<105ns TTL=128
Reply from 10.0.25.1: bytes=32 tine<ll4ns TTL=128
Reply from 10.0. 25.1: bytes=32 tine<106ns TTL=128
Reply from 10.0. 25.1: bytes=32 tine<12ins TTL=128
Reply from 10.0. 25.1: bytes=32 tine<110ns TTL=128
Reply from 10.0. 25.1: bytes=32 tine<ll6ns TTL=128
Reply from 10.0. 25.1: bytes=32 ti ne<109ns TTL=128
Reply from 10.0. 25.1: bytes=32 tine<110ns TTL=128

Reply from 10.0.25.1: bytes=32 tine<118ns TTL=128
.i> show crypto ipSec sa oVl 0 23V Lo,e o

pi xfirewal | (confi g) #show crypto ipsec sa

interface: outside
Crypto map tag: nymap, local addr. 172.18.124.96

:(local ident (addr/mask/prot/port

(10. 0. 25. 0/ 255. 255. 255. 0/ 0/ 0)
:(renote ident (addr/mask/prot/port

(10. 0. 3. 0/ 255. 255. 255. 0/ 0/ 0)
current _peer: 172.18.173.85:500

{,PERM T, flags={origin_is_acl
pkts encaps: 11, #pkts encrypt: 11, #pkts digest 11#
pkts decaps: 11, #pkts decrypt: 13, #pkts verify 13#
pkts conpressed: 0, #pkts deconpressed: O#
, pkts not compressed: 0, #pkts conpr. failed: O#
pkts deconpress failed: 0, #send errors 0, #recv errors 1#

,local crypto endpt.: 172.18.124.96

renote crypto endpt.: 172.18.173.85
path ntu 1500, ipsec overhead 56, nedia mu 1500
current outbound spi: fOf376eb

;i nbound esp sas
(spi: 0x1225ce5c(304467548
, transform esp-3des esp-sha-hmac
{ ,in use settings ={Tunne
slot: 0, conn id: 3, crypto map: nymap
:(sa timng: renmaining key lifetime (k/sec
(4607974/ 24637)
IV size: 8 bytes
replay detection support: Y

;i nbound ah sas
i nbound pcp sas

:out bound esp sas
(spi: OxfOf376eb(4042487531
, transform esp-3des esp-sha-hnac
{ ,in use settings ={Tunne
slot: 0, conn id: 4, crypto map: nymap
:(sa timng: renmaining key lifetime (k/sec
(4607999/ 24628)
IV size: 8 bytes
replay detection support: Y

:out bound ah sas



:out bound pcp sas

.i> show crypto isakmp sa ;o 0 213V Lo,e o

pi xfirewal | (confi g) #show crypto isakmp sa

Tot al 1
Enbryonic : 0
dst src state pendi ng created
QM I DLE 0 1 172.18.173.85 172.18.124.96

LMol elazs ¥Vl BliuSiwl
Le>Wools (oSl elasi GliaSiwy lgolaimwl liSay ologles pumill 13D s,

Le>Molg clasVI BLisiwl ool

.debug ol9l plaziw| J:8 zaxaill olol Jo> dngo wlogles JI gl tdla>Vs

sl o8 ,=e Jo> Jilw, Lo ,=—debug crypto engine -
IPsec el Jg> wlogles o ,2,—debug crypto ipSec -
IKE &lasl, daleia)l Jilw JI o ,2,—debug crypto isakmp -

duell clasVl auuas gl

LD PIX dlo> ,la> o diell ellasYl auas 21,31 o0 pis

debug crypto engine
debug crypto ipsec
debug crypto isaknp

, crypto_i saknp_process_bl ock: src: 172. 18. 173. 85
dest: 172.18. 124. 96 spt: 500 dpt: 500

QAK_MM exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKVP: default group 2

| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (basic) of 28800

| SAKMP (0): atts are acceptable. Next payload is 0
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): SA is doing pre-shared key authentication
using id type |ID_| PV4A_ADDR

return status is | KMP_NO ERROR

, crypto_i saknp_process_bl ock: src: 172. 18. 173. 85
dest: 172.18. 124. 96 spt: 500 dpt: 500

QAK_MM exchange

| SAKMP (0): processing KE payload. nessage ID = 0

| SAKMP (0): processing NONCE payl oad. nessage ID =0
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return status is | KMP_NO ERROR

, crypto_i saknp_process_bl ock: src: 172. 18. 173. 85
dest: 172.18.124. 96 spt: 500 dpt: 500

QAK_MM exchange

| SAKMP (0): processing | D payload. nmessage ID = 0

| SAKMP (0): processing HASH payl oad. nmessage ID =0

| SAKMP (0): SA has been authenti cated

| SAKMP (0): | D payl oad
next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
| engt h : 8

| SAKMP (0): Total payload Iength: 12
return status is | KMP_NO ERROR
| SAKMP (0): sending | Nl TI AL_CONTACT notify
| SAKMP (0): sending NOTI FY nessage 24578 protocol 1
VPN Peer: | SAKMP: Added new peer: ip:172.18.173.85/500
Total VPN Peers:1
VPN Peer: | SAKMP: Peer ip:172.18.173.85/500 Ref cnt
increnented to:1
Total VPN Peers:1
, crypto_i saknp_process_bl ock: src: 172. 18. 173. 85
dest: 172.18.124. 96 spt: 500 dpt: 500
, | SAKMP (0): processing DELETE payl oad. nessage | D = 534186807
spi size = 41 PSEC(key_engin
...e): got a queue event
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP
: (1 PSEC( key_engi ne_del et e_sas
delete all SAs shared with 172.18.173.85

return status is | KMP_NO ERR _NO TRANS
, crypto_i saknp_process_bl ock: src: 172. 18. 173. 85
dest: 172.18.124. 96 spt: 500 dpt: 500
QAK_QM exchange
oakl ey_process_qui ck_nmode: OQAK_QMV | DLE
| SAKMP (0): processing SA payl oad. nmessage | D = 4150037097

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES
. | SAKVP: attributes in transform

| SAKIVP: SAlife type in seconds

| SAKIMP: SA life duration (VPI) of 0x0O OxO 0x67 0x20
| SAKIVP: encaps is 1

| SAKMP: aut henticator is HVAC SHA

| SAKIVP: group is 2

.1 SAKMP (0): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. msg.) dest= 172.18.124.96, src= 172.18.173. 85)

, (dest _proxy= 10. 0. 25. 0/ 255. 255. 255.0/0/0 (type=4
,(src_proxy= 10.0. 3. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-3des esp-sha-hnac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x24

4150037097

| SAKMP (0): processi ng NONCE payl oad. nmessage |ID

4150037097

| SAKMP (0): processing KE payl oad. nmessage ID

| SAKMP (0): processing |ID payl oad. nmessage | D = 4150037097
| SAKMP (0): ID_I Pv4_ADDR _SUBNET src 10.0. 3. 0/255. 255. 255. 0



prot O port O
| SAKMP (0): processing |ID payl oad. nmessage | D = 4150037097
| SAKMP (0): |1D_| PV4_ADDR SUBNET dst 10.0.25.0/255. 255. 255. 0
(prot O port Ol PSEC(key_engi ne
...got a queue event
| PSEC(spi _response): getting spi 0x1225ce5c(304467548) for SA
from 172.18.173.85 to 172.18.124.96 for prot 3

return status is | KMP_NO ERROR
, crypto_i saknp_process_bl ock: src: 172. 18. 173. 85
dest: 172.18.124. 96 spt: 500 dpt: 500
QAK_QM exchange
: oakl ey_process_qui ck_node
QAK_QM AUTH_AVWAI Tmap_al l oc_entry: allocating entry 3
map_al l oc_entry: allocating entry 4

| SAKMP (0): Creating | PSec SAs

i nbound SA from 172.18.173.85 to 172.18.124.96
(proxy 10.0.3.0 to 10.0.25.0)

has spi 304467548 and conn_id 3 and flags 25

lifetine of 26400 seconds

out bound SA from 172.18.124.96 to 172.18.173.85
(proxy 10.0.25.0 to 10.0.3.0)

has spi 4042487531 and conn_id 4 and flags 25

...lifetime of 26400 seconds| PSEC(key_engi ne): got a queue event

, (IPSEC(initialize_sas
, key eng. msg.) dest= 172.18.124.96, src= 172.18.173. 85)
, (dest _proxy= 10. 0. 25. 0/ 255. 255. 255.0/0/0 (type=4
, (src_proxy= 10.0. 3. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-3des esp-sha-hnmac
,|1ifedur= 26400s and Okb
, Spi = 0x1225ce5c(304467548), conn_id= 3
keysi ze= 0, flags= 0x25
, (IPSEC(initialize_sas
,key eng. msg.) src= 172.18.124.96, dest= 172.18.173. 85)
, (src_proxy= 10. 0. 25. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (dest _proxy= 10. 0. 3. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-3des esp-sha-hnac
, i fedur= 26400s and Okb
spi = Oxf Of 376eb(4042487531), conn_id= 4, keysize= 0, flags= 0x25

VPN Peer: | PSEC. Peer ip:172.18.173.85/500 Ref cnt
incremented to:2 Total VPN Peers:1

VPN Peer: | PSEC. Peer ip:172.18.173.85/500 Ref cnt
incremented to:3 Total VPN Peers:1

return status is | KMP_NO ERROR
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