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& Cisco Systems ¥PN Client Certificate Manager x|
Fersonal certificates identify you to people and hosts you communicate with and
are zigned by a certificate authority.
&, certificate autharty [CA] iz an organization that izzues cerificates.
Enrollment requestz are certificate requestsz that a Ca haz pet to approve.
Ferzonal Certificates | C4 Certificates | Enroliment Bequests I
Certificate Store
Stores: |{.-’-'-.II:=- j Mew Hpticrs =
|rnport.... | Cloze
:ala>No >
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Certificate Password Protection __ EI

Fazzword protecting pour certificate provides an
additional level of zecunty. Thiz password iz optional.

Cisco SYSTEMS

By choozing to pratect vour certificate with a pagswaord,
any operation that requires access to the certificate's
private key will require the specitied pazaword to
continue,

Mote - File bazed enrollmentz require the pazsword
uzed here o be re-entered when the approved
certificate ig imported.

Pazsword:

Confirmation Pazzword;

f

£ Back Mt = Cancel | Help |

0325wl

699 Ll o5 . Joill @b 8 PKCS #10  guuis plaskiwl 63l o) dalo 3> .4

Enrollment - Network or File . EI

The enrallment wizard allows pou o request a perzonal
identiby certificate from a Certificate dutharity [Ch).

Cisco SYSTEMS

Metwork, based enrollment allows wou to connect directy
to a C& over a network, connection.

File bazed enroliment will produce a certificate request
file which you nieed to subrmit to pour adminiztratar,

Pleaze zelect the method pou wizh to proceed with:

i Enrollment type:

™ Metwork

£ Back Mt Cancel Help |

I
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savens 2| x|

Save i lm Desktop ll = B ¢ -
My Documents @ clientz.req
= My Computer E clients.req
= My Metwork Places

| lcases

Ed jazib
_ 1vpn

File niamne: client.req Save l
Save as twpe: | PEM Encoded Request File [*.req) j Cancel |

A lni>
S Joc o dxa0 9 JUl §99 451 .6

Enrollment - File Location |

To create an enrollment request file, please select the
tppe of file you wizh to generate.

Cisco SYSTEMS

Contact vour network, adrminiztrator iF you are not sure
which encoded file wpe 1z required.

When pou zelect a file extenzion in the Browsze dialog the
azzociated file type will be selected on this page.

File name; *

C:4ky Documentzhclienth reg i Browse

— File type:
% Baze B4 encoded [req)
" Binary encoded [p10)

* Required Field

< Back Mext > Cancel Help

VPN
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Enrollment - Form x|

E nter pour certificate enrollment infarmation in the fields
provided below.

Gisco SvsTems

Corrnon Mame [cn)* |Hser

Department [ou): IPSECCERT
Cornparwy [o]: Cizco Spatems
State [st]: MarthCarolina
Country [c]: U5
Email [&]: Uszerl @email. com
|P Address:
Cromair: CIZCO.COm
* Required Field
< Back I Meut » I Cancel | Help |

mmbnlc JgsJQA 8

Enrollment - Summary

Thiz iz a surmmary of the information you have provided for
thiz certificate enrollment request.

Cisco SysTEMS

Select Finizh to proceed with the enrollment or Back to
mak.e modifications.

................................................................................................................................

Certificate Stnre EISED
Common Mame: Uzerl
Department: IPSECCERT
Compary: Cizco Systemns
State: NorthCaralina
Country: LI5S

Email: zerl @email. com
P &ddress:

Diomain: cisco.com

< Back Finizh I Cancel Help
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& Cisco Systems ¥PN Client Certificate Manager x|

Fersonal certificates identify vou to people and hosts you communicate with and
are zigned by a certificate authority,

&, certificate autharby [CA) iz an organization that izzsues certificates.

E nrollment requests are certificate requestsz that a Ca haz vet to approve.

Perzonal Eertificatesl CA Certificates  Enrollment Requests

Certificate Shore

Optiohz

|rnpart.... Cloze

"VPN

Al Jlu,Y a9 ol (8 VPN &S Jwe olg>l99 (CA) Saaall g>,0ll pols jla>l 05 .10
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Select 2 task:
© Brefnigres the OB Camificats of Ot e rewicato lesl
7 Feciest & cenficas
ik o 8 pending certiicate

] Do T et CA

buleIg}J,om-,J.Ia)» 12

j“l snsoll Ceslificatn

Choose Request Type

Flease select the bpe of request you would like bo make

& Lser cefificate request

& Ackeanced reuest

B
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Microsofl Carificate Senices - winZkserar

Advanced Certificate Reguests

“foul can request a ceificats for yourssl, another user. or @ computer using ons of the following methods . Rate that the policy of the cenification
athory (2 AL will determrene the cemificates that you can obiain

© Zubrmit & cerificate request to this CA using a fomm
& Submet @ cerdficate request using @ basebd encodad PRCS 10 file or a renewal reguest using & basedd encoded PHCS #7 file

 Request a certficats for a smart card on behal of ancther user using the Smart Card Erncliment Station
ow musl harve an evwolimend agand cendioads o suhimdl & requas! far sooler usar

H:r.d&l

T
999 il pi "bgaxall LlI" oo CA o513 9 asalg VPN aSui Jwoe wlb calo juois 09 .14

Submit A Saved Reguest

Fastz a baselid encoded PRCS #10 cefificats requast or FKICS #7 reneveal request generated by an extemal application (such as awsh
Server) info e request feld to submit the reguest to the cerifcabon authonty (CA)

Saved Reguest

-=-—-DEGIN NER CERTIFICATE REQUEST
EITPGICExQIBADD IHRANDTIVCODF A Y X L0 ZIH0
Bawebd Encoded |EEwDoT I OEF AZ ko HRp 22 EXETAPBQHVEACTCGEY
Certdcats Reguest [FTELMARGAL VEBENCAX WD ANEglghkc1 G wIEAQEF
(PECS #0 o &) (e lcac & )RR TGS [Ewdigruludte VE T ha s TV ubbem
Widdgva AR AFHAOOC Sl S T DOEEBAUAADEL =
3

o |
Browse for a file o inserd

Additional Attribudes:

ﬂdltl'L %I
rl.n..‘ _.rl

Bubrmut »

=

Jrac by dolsl doqll 63lgis laol o8 (CA w315 le 15




;‘:.‘. Certification Authonky

[ aton P || & = BE| BB 2
Tree: | [ Beins i Bira
[ Certnearon rumarey (Local)
= [ Frahimepe —
" (2 Revoled Certiicones Assrash
el
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' Pending Requests
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Welcoms

ou use this wah Sl 10 request & cartificale for your weh broweser, somail cliant, of offer S&cune program, Once you acquing a cenmificals, you
will e abile to securely idenbfy yourself 1o other people over e web, sign your e-mail messages, encrypl your e-mail messages, and mors
depending upon the hpe of certficats you request

Select a tashk:
" Ratriewe the CA cedificate or carbficate revwocation list
 Ragquest a certificate
& Check on a pending ceraficate

il » |
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2ol
Certificate lssued
The cerificate you requested was issuad o you
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Microeof Cedcale Sar

Huiie

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cefification path to allowyour comipuer to trust certificates issued from this cerification authonty

. .
Iti5 not necessany to manially install i S =L00X e rom this camficaon auhority,
because the CA carificalion path will |

Choose file to download: ' ._.j

CA Certificate v :
Erenious (rehim-pc{1] #_;—r 2 x|
Prenvious [firshimrpc) sl s Saevein 1] Desrep = =@y D
D
© DER encoded or 1.,.““: _‘!:Ea-:mm
A e
Dowriload CA certificg Gt My Motk P
Dowmlogd latect cersfii B
1= chrn_cet o
ST Fie e Jeberi_1oo_catl e =1 1 Save I
pby Maac. P
i Savparhps  |Secudy Cethcan = Cancel L
D3l oblei cuid )il CA wals 5> a5 « VPN Jiae e shiuiw] < CA éolgib < 85lgaidl o 50> .19
-dyogll9
e TP
ization that issues cerficates. e IEJDE ki :’ - 55 ﬁ T_
Le=sts that & OA has vet bo spprove. . — :
My Docurents Ealiﬂnt_l:art.nﬂr
= | Errclimant Hﬁwﬁfﬁl : My Cormpiuter = client_root_cert.cer
' : My Metwiork Places
| Shore | Cases
jazib
Import Certificate - Source Jvpn
The carifi
imparted fi :
Cisco Svsviws |  impoiingi Filename:  olient root_cert cer Open
bedow,
S S Files of type:  [:4.509 DER Files [*.der.".cer) | Cancel

 Microsoft cerificate:

| 7

¥ File;
l Browse |
Inpart pagswornd
|
Bz | Mets | Cancel Hep |
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Import Certificate - Source x|

The certificate source identifies where the certificate is
imported fram. Additionally, if the certifcate you are
Cisco SvsTems importing iz protected by a password, please enter it
below.

— Certificate source:

" Microzoft certificate:

* File;

I Browse |

Import pazswornd:

& Hamh | Mt = | Cancel | Help |

_i Lok in: Im Desktop

- My Documents = client_cert,cer
My Computer client_rcucut_cert.cer

5[ My Mebwork Places
_cases

] jazib

] WP

File: marne: client_cert.cer Upen

File of twpe: 13,509 DER Files [*.der;.cer] j Cancel

il sl
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&5 Cisco Systems ¥PN Client Certificate Manager |
Ferzonal certificates identify you to people and hosts pou communicate with and
are zigned by a certificate authority.,
&, certificate authonty [CA] 1z an organization that izzues certificates.,
Enrallment requests are certificate requests that a Ca has vet to approve.
 Personal Certificates i CA Certificates | Enrollment Reguests
Certificate Store
Uzerh Cizco
Stares: I{.-i'-.ll} j Mew Options -
Irnport... | Cloze
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&4 Cisco Systems ¥PN Client Certificate Manager x|
Fersonal certificates identify you to people and hosts you communicate with and
are zigned by a certificate autharity.
&, certificate autharity [CA] iz an arganization that izzues certificates.
Enrollment requests are certificate requests that a Cé& haz pet to approve.
Perzonal Certificates §"If.ﬂ.'EE}EifiEEEéEEI E nrollment B equests I
Certificate | Stare
(frahirn-pi: Ch,
Stares: I{.-’-‘-.II} j Optiong -
Impart... | Cloge
CA

- " . - .-I
oSl 13D a0 oo B8zl ez | W 229, Y

Le>Nolg cllas VI OLiSwl

038 Uazdl dlw, clis| (Soy Microsoft CA Server o9 Sl dglxo aie

Initiating online request
Cenerating key pair

Generating self-signed Certificate
Initiating online request

Recei ved a response fromthe CA
Your certificate request was denied
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