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Secondary Link
20.1.1.0/24

Loophack D
11.11.11.11

Loophack D

Primary Link 22.22.22.22

Router 1 (Ethernet) Router 2
10.1.1.0/24

Loopback 1 Loopback 1
111111111111 272272732277

oSl
1D dingall & liysSill Al 13D o,

(2621) 1 a>gqoll -
(3640) 2 a>goll -

(2621) 1 azgall

r 1#show running-config
...Building configuration

Current configuration : 2244 bytes
!

version 12.3
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service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption

1
host nane r1

!
boot - st art - mar ker
boot - end- mar ker

!

!
username r2 password 0 cisco
This is the username for remote router (Router 2) ---!
!--- and shared secret. Shared secret (used for
Challenge Handshake !--- Authentication Protocol [CHAP])
must be the same on both sides. no aaa new nodel ip
subnet-zero ip tcp synwait-tine 5! ! no ip domain
lookup ! ip audit notify log ip audit po max-events 100
ip ssh break-string no ftp-server wite-enable ! ! !
crypto isakmp policy 10

hash md5

authentication pre-share
crypto isakmp key cisco address 222.222.222.222

1

1

crypto ipsec transform-set abc esp-des esp-md5-hmac
1
crypto map cisco | ocal -address Loopbackl
crypto map cisco 10 ipsec-isaknp

set peer 222.222.222.222
Peer address, Loopback 1 of Router 2 set transform- ---!
set abc

match address 101
Networks to encrypt (Loopback 0 on both ends) ! ---!

isdn switch-type basic-ts013 ! I I I 1 1 1 1 1 npo voice
hpi capture buffer no voice hpi capture destination ! !
' 1 1 I interface LoopbackQ !--- Network to encrypt ip

address 11.11.11.11 255.255.255.0 ! interface Loopbackl
!--- Used for peer address for IPSec ip address
111.111.1121.121 255.255.255.0 ! interface
FastEthernet0/0 !--- Primary link ip address 10.1.1.1
255. 255, 255. 0 no ip route-cache

Enable process switching Nno ip nroute-cache duplex ---!
aut o speed auto crypto map cisco

Apply crypto map on primary interface ! interface ---!
BRIO/0 no i p address encapsul ation ppp no ip route-cache
no i p nroute-cache dialer pool-nenber 1 isdn switch-type
basi c-ts013 no cdp enable ! interface Dialerl /---
Backup link ip address 20.1.1.1 255.255.255.0
encapsul ati on ppp no ip route-cache

Enable process switching ip ospf cost 9999 ---!
Increase the cost so that when primary comes up ---!
again, !--- Open Shortest Path First (OSPF) routes are
!--- preferred using the primary link (due to better
cost). no ip mroute-cache

dialer idle-timout 180

di al er pool 1

di al er string 94134028

dialer watch-group 1

Enable dialer watch on this backup interface. !--- ---1!
Watch the route specified with the dialer watch-list 1
. conmand

dialer-group 1
Apply interesting traffic defined in dialer list 1. ---!




no peer nei ghbor-route ppp authentication chap crypto
map cisco
Apply crypto map on backup interface. ! router ospf ---!
1
OSPF advertising Loopback 0, Loopback 1, !--- ---1!
primary, and secondary links. | 0g-adjacency-changes
network 10.1.1.0 0.0.0.255 area 0
network 11.11.11.0 0.0.0.255 area 0
network 20.1.1.0 0.0.0.255 area 0
network 111.111.111.0 0.0.0.255 area 0
!
ip http server
no ip http secure-server
ip classless
!
!
access-list 101 permit ip host 11.11.11.11 host

22.22.22.22

Access control list (ACL) 101 is the !--- IPSec ---!
traffic used in match address. access-list 110 deny ip
any any

ACL 110 is for the dialer list to mark !--- all IP ---!

traffic uninteresting. The dialer watch will !---
trigger the ISDN backup when the route is lost. dialer
watch-list 1 ip 222.222.222.222 255.255.255.255

This defines the route(s) to be watched. !--- This ---!
exact route (including subnet mask) !--- must exist in
the routing table. !--- Use the dialer watch-group 1
.command to apply this !--- list to the backup interface

dialer watch-list 1 delay route-check initial 10
dialer-list 1 protocol ip list 110

Interesting traffic is defined by ACL 110. !--- ---!
This is applied to Dialerl using dialer group 1. ! ! |
di al -peer cor custom! ! I 1 I |line con O exec-tineout O
0 | oggi ng synchronous escape-character 27 |line aux O
line vty 0 4 login! end

(3640) 2 azgall

r 2#show running-config
...Building configuration

Current configuration : 2311 bytes

1

version 12.3

service timestanps debug dateti ne nsec

service tinmestanps | og datetime nsec

no service password-encryption

1

host name r2

!

boot - st art - mar ker

boot - end- mar ker

!

username rl password 0 cisco

This is the username for remote router (Router 1) ---!
!--- and shared secret. Shared secret (used for CHAP) !-
-- must be the same on both sides. no aaa new nodel ip
subnet-zero ip tcp synwmait-tine 5! ! no ip domain
lookup ! ip audit notify log ip audit po max-events 100
ip ssh break-string no ftp-server wite-enable ! ! !
crypto isakmp policy 10




hash md5
authentication pre-share
crypto isakmp key cisco address 111.111.111.111
1
1
crypto ipsec transform-set abc esp-des esp-md5-hmac
1
!
crypto map cisco local-address Loopbackl
crypto map cisco 10 ipsec-isakmp
set peer 111.111.111.111
Peer address, Loopback 1 of Router 1 set ---!
transform-set abc
match address 101
Networks to encrypt (Loopback 0 on both ends) ! ---!
isdn switch-type basic-ts013 ! I I I 1 1 1 1 1 no voice
hpi capture buffer no voice hpi capture destination ! !
' 1 1 I interface LoopbackO ip address 22.22.22.22

255, 255.255.0 !--- Network to encrypt ! interface
Loopbackl ip address 222.222.222.222 255.255.255.0 !/---
Used for peer address for IPSec. ! interface BRI 0/0 no

i p address encapsul ation ppp no ip route-cache no ip

nr out e- cache di al er pool -menber 1 isdn switch-type
basic-ts013 ! interface Ethernet0/0 !--- Primary Ilink ip
address 10.1.1.2 255.255.255.0 no ip route-cache
Enable process switching. no ip nroute-cache half- ---!
dupl ex crypto map cisco

Apply crypto map on primary interface. ! interface ---!
Dialerl ip address 20.1.1.2 255.255.255.0 encapsul ation
ppp no ip route-cache ip ospf cost 9999

no i p nroute-cache

di al er pool 1

dialer idle-timout 600

dialer remote-name rl

Dialer for the BRI interface of the remote router ---!
!--- without a dial string. dialer-group 1 !--- Apply
interesting traffic defined in dialer list 1. ppp
aut henti cation chap crypto map cisco

Apply crypto map on backup interface. ! router ospf ---!
1

log-adjacency-changes

network 10.1.1.0 0.0.0.255 area 0

network 20.1.1.0 0.0.0.255 area 0

network 22.22.22.0 0.0.0.255 area 0

network 222.222.222.0 0.0.0.255 area 0

!

no ip http server

no ip http secure-server

ip classless

!

!

access-list 101 permit ip host 22.22.22.22 host
11.11.11.11
access-1list 110 deny ospf any any

Mark OSPF as uninteresting. !--- This will not ---!
allow OSPF hellos !--- to try to bring the link up.
access-list 110 permit ip any any

dialer-list 1 protocol ip list 110

Interesting traffic is defined by ACL 110. !--- ---!
This is applied to Dialerl using dialer group 1. ! line
con 0 exec-tinmeout O O | oggi ng synchronous escape-
character 27 line aux O line vty 0 4 login ! end
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bVl bls,Vl g9, ai—(2621) 1 azgall asdl J9a> -

r l#show ip route

Codes: C - connected, S - static, R- RIP, M- nmobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - COSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
0 - 1S1S, su- IS IS sunmary, L1 - IS IS level-1
,L2 - IS IS level-2, ia- IS ISinter area
,candi date default, U - per-user static route - *
0 - ODR, P - periodic downl oaded static route

Gateway of l|ast resort is not set

is subnetted, 1 subnets 222.222.222.0/32
o 222.222.222.222 [110/2] via 10.1.1.2, 00:00:25, FastEthernet0/0
is subnetted, 1 subnets 20.0.0.0/24
C 20.1.1.0 is directly connected, Dialerl
is subnetted, 1 subnets 22.0.0.0/32
o 22.22.22.22 [110/2] via 10.1.1.2, 00:00:25, FastEthernet0/0
is subnetted, 1 subnets 111.0.0.0/24
C 111.111.121.0 is directly connected, Loopbackl
is subnetted, 1 subnets 10.0.0.0/24
C 10.1.1.0 is directly connected, FastEthernet0/0
is subnetted, 1 subnets 11.0.0.0/24
C 11.11.11.0 is directly connected, LoopbackO

Cowlo¥l bls)YVl g8, a—(3640) 2 a>gall a>gdl J9a>

r 2#show ip route

.

Codes: C - connected, S - static, R- RRP, M- npbile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
0 - 1S1S su- IS IS sunmary, L1 - 1S 1S level-1
,L2 - IS-ISlevel-2, ia- IS ISinter area
,candi date default, U - per-user static route - *
0 - ODR, P - periodic downl oaded static route

.Gateway of |ast resort is not set

C 222.222.222.0/24 is directly connected, Loopbackl
is subnetted, 1 subnets 20.0.0.0/24
C 20.1.1.0 is directly connected, Dialerl
is subnetted, 1 subnets 22.0.0.0/24
C 22.22.22.0 is directly connected, LoopbackO
is subnetted, 1 subnets 111.0.0.0/32
o 111.111.111.111 [110/11] wvia 10.1.1.1, 00:06:22, Ethernet0/0
is subnetted, 1 subnets 10.0.0.0/24
C 10.1.1.0 is directly connected, Ethernet0/0
is subnetted, 1 subnets 11.0.0.0/32
o 11.11.11.11 [110/11] via 10.1.1.1, 00:06:23, Ethernet0/0
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2o awlwl bli)l—(2621) 1 a>gall j9xoll OSPF iais

r l#show ip ospf neighbor

Nei ghbor 1D Pri State Dead Tine  Address Interface

FULL/ DR 00: 00: 33 10.1.1.2 FastEthernet0/0 1 222.222.222. 222

2o Cawlwl bli,—(3640) 2 a>g0ll j9l0ll OSPF iio

r 2#show ip ospf neighbor

Nei ghbor 1D Pri State Dead Ti me Addr ess Interface
FULL/ BDR 00: 00: 31 10.1.1.1 Ethernet0/0 1 111.111.111. 111

bVl bl VI Bl a5 - (2621) 1 azgall azgidll J9a>
r l#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
b - 1S1S, L1 - 1S IS level-1, L2 - IS 1S level-2
,ia - IS ISinter area, * - candidate default
,U- per-user static route, o - ODR
P - periodic downl oaded static route

.Gateway of last resort is not set

is subnetted, 1 subnets 222.222.222.0/32
o 222.222.222.222 [110/10000] via 20.1.1.2, 00:00:09, Dialerl
is subnetted, 1 subnets 20.0.0.0/24
C 20.1.1.0 is directly connected, BRI 0O/0
is subnetted, 1 subnets 20.0.0.0/24
C 20.1.1.0 is directly connected, Dialerl
is subnetted, 1 subnets 22.0.0.0/32
o 22.22.22.22 [110/10000] via 20.1.1.2, 00:00:09, Dialerl
is subnetted, 1 subnets 111.0.0.0/24
C 111.111.111.0 is directly connected, Loopbackl
is subnetted, 1 subnets 10.0.0.0/24
(0] 10.1.1.0 [120/10009] via 20.1.1.2, 00:00:09, Dialerl
is subnetted, 1 subnets 11.0.0.0/24
C 11.11.11.0 is directly connected, LoopbackO

Cowlw¥l bols VI Blay| ps - (3640) 2 azgall azgill Jgas

r 2#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
0 - 1S1S L1 - IS I1Slevel-1, L2 - IS 1S level-2
,ia - IS 1Sinter area, * - candidate default
,U - per-user static route, o - ODR
P - periodic downl oaded static route

.Gateway of |last resort is not set

C 222.222.222.0/24 is directly connected, Loopbackl
is variably subnetted, 2 subnets, 2 masks 20.0.0.0/8

C 20.1.1.0/24 is directly connected, Dialerl
C 20.1.1.1/32 is directly connected, Dialerl
is subnetted, 1 subnets 22.0.0.0/24
C 22.22.22.0 is directly connected, LoopbackO
is subnetted, 1 subnets 111.0.0.0/32
o 111.111.111.111 [110/10000] via 20.1.1.1, 00:00:07, Dialerl

is subnetted, 1 subnets 10.0.0.0/24

.



C 10.1.1.0 is directly connected, Ethernet0/0
is subnetted, 1 subnets 11.0.0.0/32

o 11.11.11.11 [110/10000] via 20.1.1.1, 00:00:08, Dialerl

: ol bls, VI Gl ai—(2621) 1 a>g0ll OSPF 9lxo
r l#show ip ospf neighbor

Nei ghbor 1D Pri State Dead Tine  Address Interface

FULL/ - 00: 00: 32 20.1.1.2 Dialerl 0 222.222.222. 222

. il b))Vl Wlay] 05—(3640) 2 azgoll OSPF j9lxo
r 2#show ip ospf neighbor

Nei ghbor ID Pri State Dead Ti ne Addr ess Interface

FULL/ - 00: 00: 31 20.1.1.1 Dialerl 0 111.111.111. 111

Jo2sS _awluVl bls )V id ding ,eall ShoW LoVl ol %0 oo xally clasVl amas Juaio oo JS G0
0 OSPF guaxig L boli> Yl guuidl bl disgis a>gall gy <3 a2y dgainll Hluall e Jaioll 48]0 3,59

a>MNo clgsl a2y bVl gl bls)| glas, Juioll adle doas pesi «Jasiidl 18 (awlwIl bls)Vl e
SliealS LwloV bli)Vl 8., e OSPF 221559 dalSall Julasi wdso

531 6,0 439 Cawlwdl bls VI Jolassl xic (2621) JoYI a>gall sShows debug LoVl ols,%e D 0id

r 1#show debug
:Dial on denmand
Di al on demand events debugging is on

rl#
,LI NEPROTO 5- UPDOMN:  Li ne protocol on Interface FastEthernet0/0% : 03: 00: 21
changed state to down
Primary link was brought down manually when you disable the switch ports. 03:00:21: Y%SPF- ---!
5-ADJCHG. Process 1, Nbr 222.222.222.222 on FastEthernet0/0
from FULL to DOWN, Neighbor Down: | nterface down or detached

Primary link goes down. !--- OSPF loses neighbor adjacency. rl# !--- Dialer watch kicks in. ---!
03:00: 21: DDR Dialer Watch: watch-group = 1

, DDR: network 222.222.222.222/255.255.255.255 DOWN : 03: 00: 21

DDR: primary DOWN : 03: 00: 21

DDR: Dialer Watch: Dial Reason: Primary of group 1 DOM :03:00: 21
,DDR: Dial er Watch: watch-group = 1 :03:00: 21
[BRO/O DDR: rotor dialout [best :03:00:21

| east recent failure is also nost recent failure
BRO/0 DDR: rotor dialout [best] also has nost recent failure :03:00:21
[BRO/O DDR: rotor dialout [best :03:00:21
DDR: di al i ng secondary by dialer string 94134028 on Di 1 :03:00: 21
BRO/0 DDR: Attempting to dial 94134028 :03:00:21
DDR: Di al er Watch: watch-group = 1 :03:00: 21

ri#
, DDR: networ k 222.222.222. 222/ 255. 255. 255. 255 DOWN : 03: 00: 21
DDR: primary DOMN :03: 00: 21

DDR: Dial er Watch: Dial Reason: Secondary of group 1 AVAILABLE :03:00: 21
,DDR: Dial er Watch: watch-group = 1 :03:00: 21

DDR: Di al er Watch: watch-group = 1 :03:00: 21

, DDR: networ k 222.222.222. 222/ 255. 255. 255. 255 DOWN : 03: 00: 21

DDR: primary DOMN :03: 00: 21

DDR: Dial er Watch: Dial Reason: Secondary of group 1 AVAILABLE :03:00: 21
,DDR: Dial er Watch: watch-group = 1 :03:00: 21

| SDN- 6- LAYER2UP: Layer 2 for Interface BRO/0O, TElI 82 changed to up% :03:00: 21
LI NK- 3- UPDOMN: I nterface BRIO/0: 1, changed state to up% :03: 00: 94489280514
BRO/0:1 DDR: Dialer Watch: resetting call in progress :03:00: 94489280516
BRO/0:1: interface nust be fifo queue, force fifo :03:00: 94489280512



DI ALER-6-BIND: Interface BRO/0:1 bound to profile Di 1% :03: 00: 94489280512
rl#
BRO/0:1 DDR. Renote nanme for r2 :03:00:22
BRO/0:1 DDR: dialer protocol up :03:00:22
, LI NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRI 0/0: 1% :03: 00: 23
changed state to up
rl#
| SDN- 6- CONNECT: Interface BRIO/0:1 is now connected to 94134028 r2% : 03: 00: 28
Backup link is now connected to Router 2. rl# 03:00:31: %OSPF-5- ADJCHG Process 1, Nbr ---!
222.222.222.222 on Dialerl
from LOADING to FULL, Loading Done
OSPF converges over the backup link. rl# rl#show dialer ---!

BRIO/O - dialer type = | SDN

Dial String Successes Fai l ures Last DNIS Last status
.incom ng call(s) have been screened 0O
.incomng call(s) rejected for callback 0O

BRIO/O:1 - dialer type = |1 SDN

(Idle timer (180 secs), Fast idle timer (20 secs

(Wait for carrier (30 secs), Re-enable (15 secs

Dialer state is data link |layer up

Dial reason: Dialing on watched route loss

Dial reason is the lost route. Interface bound to profile Dil Time until disconnect 154 ---!
secs

Idle timeout is ticking. Current call connected 00: 00: 25 Connected to 94134028 (r2) ---!
BRIO/0:2 - dialer type = ISDN Idle timer (120 secs), Fast idle tinmer (20 secs) Wait for carrier
(30 secs), Re-enable (15 secs) Dialer state is idle Dil - dialer type = DI ALER PROFI LE Idl e
timer (180 secs), Fast idle timer (20 secs) Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up Number of active calls = 1 Dial String Successes Failures
Last DNI' S Last status 94134028 45 24 00: 00: 27 successful Default rl#show isdn active

Cal | Calling Cal |l ed Renot e Seconds Seconds Seconds Charges
Type Nurber Nurber Narme Used Left Idle Uni t s/ Currency
Qut ---NA--- 94134028 r2 37 142 37 0

r l1#show dialer
BRIO/O - dialer type = | SDN

Dial String Successes Fai |l ures Last DNIS Last status
.incom ng call(s) have been screened 0O
.incomng call(s) rejected for callback O

BRIO/O:1 - dialer type = |1 SDN

(Idle timer (180 secs), Fast idle timer (20 secs

(Wait for carrier (30 secs), Re-enable (15 secs

Dialer state is data link |layer up

Di al reason: Dialing on watched route |oss

Interface bound to profile D1

Time until disconnect 47 secs

Idle timeout is ticking. Current call connected 00: 02: 12 Connected to 94134028 (r2) ---!
BRIO/0:2 - dialer type = ISDN Idle timer (120 secs), Fast idle tinmer (20 secs) Wait for carrier
(30 secs), Re-enable (15 secs) Dialer state is idle Dil - dialer type = DI ALER PROFI LE Idl e
timer (180 secs), Fast idle timer (20 secs) Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up Nunmber of active calls = 1 Dial String Successes Failures
Last DNI S Last status 94134028 45 24 00:02: 14 successful Default rl#show dialer

BRIO/O - dialer type = | SDN



Dial String Successes Fai |l ures Last DNIS Last status
.incom ng call(s) have been screened 0O
.incomng call(s) rejected for callback 0O

BRIO/O:1 - dialer type = |1 SDN

(Idle timer (180 secs), Fast idle timer (20 secs

(Wait for carrier (30 secs), Re-enable (15 secs

Dialer state is data link |layer up

Di al reason: Dialing on watched route | oss

Interface bound to profile D1

Time until disconnect 0 secs

Idle timeout is ticking. Current call connected 00: 02: 59 Connected to 94134028 (r2) ---!
BRIO/0:2 - dialer type = ISDN Idle timer (120 secs), Fast idle tinmer (20 secs) Wait for carrier
(30 secs), Re-enable (15 secs) Dialer state is idle Dil - dialer type = DI ALER PROFI LE Idl e
timer (180 secs), Fast idle timer (20 secs) Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up Number of active calls = 1 Dial String Successes Failures
Last DNI' S Last status 94134028 45 24 00: 03: 05 successful Default rl1l# 03:03:22: BR0/0:1 DDR: idle
timeout

Idle timed out. !--- Dialer watch checks lost routes !--- again and reset the idle time ---!
since primary is not up yet. 03:03:22: DDR Dialer Watch: watch-group = 1 03:03:22: DDR network
222.222.222. 222/ 255. 255. 255. 255 UP, 03:03:22: DDR primary DOWN

Primary link is still down. rl# rl#show dialer ---!

BRIO/O - dialer type = | SDN

Dial String Successes Fai |l ures Last DNIS Last status
.incom ng call(s) have been screened 0O
.incomng call(s) rejected for callback 0O

BRIO/O:1 - dialer type = |1 SDN
(Idle timer (180 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is data link |layer up
Di al reason: Dialing on watched route | oss
Interface bound to profile D1
Time until disconnect 154 secs
Idle timeout was reset by dialer watch. Current call connected 00:03:25 Connected to ---!
94134028 (r2) BRIO/0:2 - dialer type = ISDN Idle timer (120 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is idle D1 - dialer type = DI ALER
PROFILE Idle timer (180 secs), Fast idle tiner (20 secs) Wait for carrier (30 secs), Re-enable
(15 secs) Dialer state is data link |layer up Nunmber of active calls = 1 Dial String Successes
Fai lures Last DNI'S Last status 94134028 45 24 00: 03: 28 successful Default r1# 03:04:59:
, %1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface FastEthernet0/0

changed state to up
Primary link was brought up manually when the switch ports are enabled. rl1l# r1# 03:05:50: ---!
Y%OSPF- 5- ADDCHG. Process 1, Nbr 222.222.222.222 on FastEthernet0/0

from LOADING to FULL, Loading Done
ri#
r l1#show ip ospf neigh

Nei ghbor 1D Pri State Dead Ti ne Addr ess Interface

FULL/ - 00: 00: 02 20.1.1.2 Dialerl 0 222.222.222. 222

OSPF over secondary link is still up because !--- the call is not terminated yet, waiting ---!
for idle timeout. 222.222.222.222 1 FULL/DR 00:00:38 10.1.1.2 FastEthernet0/0 /--- OSPF is now

starts to converge over primary link. rl1l# rl#show ip route 222.222.222.222
The watched route is now learned through the primary link. !--- Check the cost. Routing ---!
entry for 222.222.222.222/32

Known via "ospf 1", distance 110, metric 2, type intra area

Last update from 10.1.1.2 on FastEthernet0/0, 00:00:16 ago

: Routing Descriptor Bl ocks

from 222.222.222. 222, 00:00: 16 ago, via FastEthernet0/0 ,10.1.1.2 *

Route netric is 2, traffic share count is

rl#
BRO/0:1 DDR:. idle timeout :03:06:22



Idle timed out. !--- Dialer watch checks lost routes. Since primary is up, !--- it tears ---!
down the call. 03:06:22: DDR Dialer Watch: watch-group = 1 03:06:22: DDR network
222.222.222. 222/ 255. 255. 255. 255 UP, 03: 06:22: DDR primary UP
BRO/0: 1 DDR: disconnecting call :03:06:22
BRO/0:1 DDR. Dialer Watch: resetting call in progress :03: 06: 22
DDR: Di al er Watch: watch-group = 1 :03:06: 22
, DDR: networ k 222.222.222.222/ 255. 255. 255. 255 UP :03: 06: 22
DDR: primary UP :03:06: 22
| SDN- 6- DI SCONNECT: Interface BRI0/0:1% : 03: 06: 22
, disconnected from 94134028 r2
call lasted 360 seconds
LI NK- 3- UPDOMN: I nterface BRIO/0: 1, changed state to down% :03: 06: 96677768412
BRO/0 DDR: has total O call(s), dial_out 0, dial_in O :03:06: 94489281195
rl#
DI ALER- 6- UNBI ND: | nterface BRO/O0: 1% : 03: 06: 94489280544
unbound fromprofile D1
, LI NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRI 0/0: 1% :03: 06: 23
changed state to down
rl#
, | SDN- 6- LAYER2DOWN: Layer 2 for Interface BRO/ 0% : 03: 06: 37
TEI 82 changed to down
rl#
OSPF- 5- ADJCHG. Process 1, Nbr 222.222.222.222 on Dialer1%:03: 07: 01
from FULL to DOWN, Neighbor Down: Dead timer expired
OSPF neighbor is down because the secondary link is down. !--- Dead timer has expired. r1# ---1!
r l1#show ip ospf neigh

Nei ghbor 1D Pri State Dead Ti ne Addr ess Interface

FULL/ DR 00: 00: 38 10.1.1.2 Fast Et hernet 0/ 0 1 222.222.222.222
OSPF neighbor is through the primary link only. rl#u all ---!

Al'l possi bl e debuggi ng has been turned off

ri#

Le>Molg ez BLiSiwl

ple s 3 e doglan) cl>l . lg>Muoly (Sl ellasi Bl lgolaiwl liSay logleo amill 13D 499,
S22 BRI ol 209 isdn o2l Jagiuw 3 9 2 1 aido ISDN go ,laol

Le>Nolg a3V BliSiwl ol

Jlz oo ol ai,ille (ladd ¢eluuall eMawll) 21,3V a2 io 31l dlawley oyl solsl Loz, acs ai
ol uol gl2|

a3Vl auai olol 9 dogall Blogleall @21, debug solsl jlasl Jid rdas>Ve

IPSec s, o0 JS e 038 elasVl aua 5olol Jasiv Soy

1 al> o)l elisl ellasVI o ,2,—debug crypto isakmp -

2 al>,0ll elil elazVI o ,2,—debug crypto ipSec -

sl e 0 logles o ,2,—debug crypto engine -
IPSec s, o0 JS e 03 Loyl jolgl Jygis oSoy

sadas (8 (SAs) aJl (IKE) co i)l plise Jsbs lol blyi8l gua> o .2, —show crypto isakmp sa -
[IPSec] aJlJI (SAS) wloaxdl wlgzgo Jid o doaiuuall whslacyl o2, —show crypto ipSec -
6 aiunll oL daleioll AR wlogleally UYLV Lo 2,—Show crypto engine connections active -
.6,95u0ll ucq
(SAS) doaxll old ol 20 puuel clear ;oloVl 0i® plasiw| oy
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SV d>all Gl S| puo e Jos—isakmp juadil uws -
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IPSec ac> dxaw0 -

Le>Noolg asllas BLiSiwlg DDR J  JolioVl il digs -

azqi Lol bli>V fduull  Laioll 48109 doilel duWl olhluwelly  Jli> Yl duwill olegzl9 puss -
(DDR) Lkl sic JLasVl

Juaioll 48l 1o plaziwl bl LoVl duwidl 195G -

Le>Nolg BRI ellas| LiSiwY show isdn status ;oY plaziwl -
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