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* Wop iu,u|uu§ JIsbso gpd b IUgveds 1Jglos [Jblo,yso (VPN).
* oeHWY gds Jsse IJoudd gw) 9236 Idoede Vs blyo IUJdgze IUluwlguss (FMC).

lJpdouvlo Idpuuweispd

ouwow Idpgdsele 1Jglyo W o3l ldpuweus 1Js luesble Ido)lez IJoldse:

* o9 bbl,6 Cisco Firepower (FMC). IJlo>l, 6.7.0
+ Cisco Firepower Threat Defense (FTD). |Jl_o>l, 6.7.0
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IJoslole [Jews>6 |9 Luwldol gy w8 VPN gl wedsle wozsoe 2Ids py9) Idwslule oadl pu
o920 IuwsluwsNJsuosd 1Js Blises IUcede Jol 09 1Uzld B Luwds VPN I puweoss 1Us
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IPsec. wp wessu peale 298 o9, Ioslole [Jpedss sldogsss J IPsec gJs 0.0.0.0/0.0.0..0.
3031 se0s 1o s 2098 p19) sop wozsool Is vd IPsec sop cubdsyol wELs IJob) gu
Iobods 1,886 JJpuos/l oz os.
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lJpwosn.

lJ9s95 9lden9s

030 (9595 98595 p£,996 JJIIudl B I e uwewsd |Js IJpuwl, eds FTD:

* S3gp IPsec W 9b. GRE g5, p389p0.

« S3gp 9lzole IPVA B @b, LIJlols |Js IPv4 g I bodle 1 eepess 19 2pads 1w ds
IJ¢lL06 1blo,sé (JI 92> >80 J IPV6).

© sup e Josese IJelow son9esdsd Idesese Idssolesds Jongwsdsd BGP Wb

J_%Iaolo VTl Jos ououd 296 o9 Ideslule Juveds VPN (Ul s9zs e JJwsswsdsdle
1Jig)s p&d OSPF 9 RIP g0l |Jis 3J3).

* VW9 100 VTIs gwluse JIJ Shu.
s Jlswpsep VTl eds pzpses FTD.

.« VTl sy po69p B 030 Iduusluwle:

2936 1Jg>p6
- NAT

esble IJoble IUluulus
Jp w3 030 1Jgsl)jpsle 038906 edis Iluosl) 6. 7.0 oo FMC/FTD Jiwddld Iduvods 1Jgl 06
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.+ oubds,) 3DES 9 DES 9 NULL ¢, pog9p s wog IKE.


https://www.cisco.com/c/en/us/support/docs/security-vpn/security-vpn/220322-configure-dvti-with-multi-sa-on-secure-f.html

* pepoelo DH 192924 g5, pr89p6 B wog IKE gl gw,lz IPsec.

* oJlod MD5 ¢s) pre9p s wog IKE.

* PRF MD5 ¢, p389p O wog IKE.

* d9lpsle lJovds,) DES 9 3DES 9 AES-GMAC 9 AES-GMAC-192 9 AES-GMAC-256 ¢.s,

038906 Vs 19l IPsec.
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lJewedBo wlduvd)le ldos cepw ldeol sldos weue 1Uo)@s6.

cop bhs wyolez FTD 6.7 o0
edlJ 9256 IJozdp FMC 6.7

IJodssu pu9dd,

£939¢ lJs v VPN JJpesde
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9JIu Jl spIdu luwwgslpeol
Judysy gol; FTD 6.7.
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9JJdo Jl spdu lgwegslpeol
Jodsu goly FTD 6.7.
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Overview Analysis Policies m Objects AMP Intelligence
Device Management 0T VPN = Qos Plafjform Settings FlexConfig Certificates

Site To Site
Hemote ACCESS
Troubleshooting =

View By :  Group

Caollapse All

IUg 1096 2. 108 B9 luolds Lvwds VPN. glae, zols IJsle Los wosss FirePOWER. Jol o9
P9 DS 1Juoy)s.

Deploy System Helpv admin »

Firepower Device

- Firepower Threat Defense Device

IJg1096 3. 098, luwpe pelob 9233 09g Livwds VPN IJpuwawsé [Js Idpuuly (VTI). T2e, [uosl,
IKE.

9JIg)luo 030 Ipblo,é:
luwe IUbogdszsl: VTI-ASA

luosl) IKE: IKEv2



Topology Name:*

MNetwork Topology:

IKE Versiom:*

VTI-ASA

() Policy Based (Crypto Map) @) Route Based (VTI)

L] mkev1 IKEv2

lJglogs 4. i'ao_, IJzol) 1J3s Sew odgt;__;g IJowd edso: spdod [gosh luolds 9lzos wwd$
blo)so 23856 (Iud) 998 +ls9910): 19 235 9l pu IJBlised |Jp9z9>6.

Endpoints IKE IPsec Advanced
MNode A Node B
Device:* Device:*
le B Empty »
Virtual Tunnel Interface:™ Virtual Tunnel Interface:™
j @ Empty v | 3
_| Tunnel Source IP is Private Edit VI |_] Tunnel Source IP is Private Edit VI
Connection Type:* Connection Type:™®
w Bidirectional b

Bidirectional

12196 5. wzas> pedple 9lzos IJuwd§ IUbloys IJzrs20. 91wl 99,8 OK.

9Jig )l 030 Ipblo,é:

lJIuwpe: VTI-ASA

lJ9uowd (lgeshs): ud® VTl og Extranet ASA

IJeulb 86 Il pusé: pulbb 96 VTI-Zone

pErd I 1

eusly IP: 192.168.100.1/30

o2 IJuwe §: GigabitEthernet0/0 (¢l,zs)



& Trnalamu: R R e ik ek Comien | 858 Eod Meak | .
Add Virtual Tunnel Interface ? ®

rs
H Name *: VTI-ASA Enabled
Description: WTI Tunnel with Extrangt ASA B
! Security Zone: VTI-Zone | v
F _ . i
H Tunnel ID *: i Range: 0 - 10413
E 1P Address *: 192.168.100.1/30 (1]
E Tunnel Source ®: .GdgantEthernetﬂm (Dutside) :'*"'
B

IJ¢b96 6. b b ok gJs IJpouwsd 39, 1o 1J VTl zass ¢JBw.

Virtual Tunnel Interface Added

= VTI has been created successfully.
Please go to the Device >

Interfaces page to delete/update
the VTI.

IJgb9s 7. Iz, o 1J VTI newly created Iy VTl iy sogles weo IJBeds 0dd BlLo. §p wosds,
lJeedspele JJE826 w (Bldos os zolj IJubs)).

9JIg)luo 030 IJpblo,é:



lJzols: [dwaoslow
luwe |Jzoly: ASA-Peer
guslu IP Joubé IJuelss: 10.106.67.252

" Create New VPN Topology 7 M

Tepalogy Mame:* WTI-ASA
() Policy Based (Crypto Map) ® Route Based (WTT)

MNetwork Topalagy: = paint to Paint e

IKE Version: * ) mev: B xevz

[ enipoines LG e o

Node A Mode B
Device:* Device: =
FTD - Extramet -
Virtual Tunnel Interface:™ Device Name™:
VTI-ASA ASA-Peer
|:| Tunnel Source 1P ks Privabe
Endpoint IP Addrass®:
Connection Type:* 10,106,67,252

Bidirectional -

Additional Configuration

Route traffic to the VTI : Routing Policy
Permit VPN traffic » AC Policy

Savae Cancel

IJel98 8. lowdd [Js edlps Idowsse IKE. spdod ol luveddle woz pz> puwwdl 19 IJud)
999 IJjy + 1Jp9z9> weob edlps IJowsse wog sluuile gdlpd ww9sw 23826.



IKEvZ Settings

Policy: = AES-GCM-NULL-SHA-LATEST

Authentication Type: Pre-shared Automatic Key B

Pre-shared Key Length:* |24 Characters (Range 1-127)

IUg96 9. (IRoshs: Bl Ypo luble gusluws IKEV2 23836.) $p 9SSy luve JJuoz 922>
IJessesle IJos uvsop luveisleol Os 1duog. 108y B98 e db.

9Jig )l o 030 IJpblo,é:

|JIuw e: ASA-IKEV2-Policy
e9lpsle lJodled: SHA-512
e9lpsle lJogvds,): AES-256
e9bpsle PRF: SHA-512

pzp9eo Diffie-Hellman: 21



Mew IKEv2 Policy ' X

I Naire:* ASA-IKEVZ-Policy

Priority: 1 (1-65535)
Lifetirme: 5400 seconds {120-2147483647)
Integrity Algorithms Available Algorithms Selected Algarithms
Encryption Algorithms /% MDS :
PRF Algorithims i - 4k SHAS12 5
Diffie-Hellman Group '

F SHAZS6

b SHA3S4

Sk NULL

|. Save | I Cancel

IJg b9 10. Te e, IJuog 1e9295 19 1J3s wp lounldo zasel. 235 uog 1Jpuols§6. I3l T luveesle
pS0lz 5295 pubed purodli OGp LIS, IJpdolz B prves Idpdolz soldss Idpsdulz.

9Jig )l o 030 IJpblo,é:

lJuog: ASA-IKEv2-Policy

09 lJp ol §6: pdCle $398 pUb LY puvLdl
lJpdwle: Cisco123

oldss Idpbulz: Cisco123



Endpoints m IPsec Advanced

IKEv1 Settings

Policy:™® preshared _sha_aes256_dhld 3 s
Authentication Type: Pre-shared Automatic Key W
IKEv2 Settings

Policy:® ASA-IKEv2-Policy v Q3
Authentication Type: Pre-shared Manual Key R
Key:® LY T

Canfirm Key:™® BER

__| Enforce hex-based pre-shared key only

% pdlebo: 3l wp wvesd JJl vgbos [Juolss eds 9236 IJwpdpe O U6 IJiuulLy§6
(FMC) g wol: spdu luwwgsle s dpvole IJodlliss dpuved puvwedl.

IJgbgo 1. luedd IJs edlps IJowyse IPsec. spdud lRosl) luvedsle pdo)e IPsec Idpg )9

ool Iy logule P9z 2382 lud) W9 1Jj, Editbutton 1Jezle, Jedles [Jowyse l9e)lz IKEV2
IPsec.

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals, IKEvZ IPsec F'rupusa
AES-GCM

] Enable Security Association [(SA) Strength Enforcement

1J¢ 96 12. (IRoshs: Bl $po vlogble pdez IKEVZ IPsec 22$3.) $p ww9ds) luwe JJeruo
92> IJesbjesle IJos pusop luvoleol Os Ide,uo. 108, W98 e db.



9JIg)luo 030 Ipblo,é:
IJl_w o: ASA-IPSec-Policy
oz jisé ESP: SHA-512

ouvd.s, ESP: AES-256

New IKEvZ IPsec Proposal

‘ Marme: ™ ASA-IPSec-Policy

ESP Hash
ESP Encryption

Available Algorithms Sebected Algorithms
L AES-GCM-256 Lpr AES-256

L AES-GCM-192
b AES-192

L AES-GCM

i AES

Lk 3DES

4 DES

L} AES-GMAC-256

IJglogs 13. Tze) Idpdene Is Idedonz 1J3s op loublde prsel pu Blses IIGelele 1dee9s)s.
sludy W98 OK.



oneE I I rwrEsa Bl nwess

IKEv2 IPsec Proposal ?
Available Transform Sets & %] Selected Transform Sets
i, Search gﬁ: ASA-TPSec-Policy =
@ AES-GCM
3T
@A AES-SHA
B:
)
Se
A DES_SHA-1
HEC
L ALe
iry
4.4 Cancel
Lo R— T ——

IJglogé 14. (Igeshs) lgey lesble guyssé lelé lJogeso IJpeldss. odaso ps6 IUep)
IJIo,)luos Joyswsded IPsec 92z IUg oy IUIG )l os Jo.

9JIg)luo 030 IJpblo,é:
lJuwso [Joles Jlghs IJegzso: pgpesss Modulus 21
236 1Ug py: 28800 (IUId el o)

zep IJep) Il el os: 4608000 (IJIve,)los)

Enable Perfect Forward Secrecy
Modulus Group: 21 b

Lifetime Duration*: 28800 conds (Range 120-2147483647)

Lifetime Size: 4608000 ytes (Range 10-2147483647)

~| ESPv3 Settings

IJglb9o 15. w288 pu lJleshble Ios wpe wdssuvol. 169, V999 edb « Jpl 09 p9oz WIS 030
lJue9,6.



Topology Name:* VTI-ASA
Policy Based (Crypto Map) '® Route Based (VTI)

Network Topology:

IKE Version:* ikevl B kev2

Endpoints IKE m Advanced

Crypto Map Type:

Transform Sets: IKEv1 IPsec Proposals, IKEv2 IPsec Proposals™®
ASA-IPSec-Policy

[ Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: 21 ~
Lifatime Duration®: 28800 Seconds (Range 120-2147483647)
Lifetime Size: 4608000 Kbytes (Range 10-2147483647)

+ ESPv3 Settings

Save Cancel

lJglogs 16. oJgsy wog lJeedp Vs 1Uguo9d. luedd IJs Iduwsluwle > 1dozde b 19 09d >
IJozde Os 1Usuosd. worsy Iduee Idebo @ eds FTD.

N LUl Jlsepd wisesdsd IJuusle Lleoold VPN pe ol 1dubwds Iglues 1blo)ss
(VPN) IJpumowd IJs Ideuwh. sze odssu Bsles Ioede s 1dsuesd JIJ pu ldpullbd
1UslzJ6 19 1Jghze B 1Jpolb.

Bp w9 pulb IJpuos) 9pullbd 1J9zos B edlps wusse IJeulbd.

0998, Uvedle Idpuos ) gvedle 1dgzos Vs gdles lJowsse Iduvedle. lud) 999 |olws
(Add).

9JIg)luo 030 IJpblo,é:
IJeulbd 1dpuos: 3led IJpwlb s 9¢lzol
IJeullbd 1Jpuuwee396: gz IUpoulb§s 9313 IUpulb §6

lJovedlo Idpues): Idgveds IUslgdss slduveds IJogssé



o iodle 1Uszos: [Jubods Idogsss slduvods 1sleJss

Add Rule ]
Mame VTl-Traffic Enabled Insert |inte Mandatory i
Action o Allow ¥ 4 T
Time Range  |None b+ ]

m Networks  VLAN Tags .. Users  Applications

ing  Comments

Available Zones G

4 Search by name |

Source Zones (2)

.,f'_ In-Zone

Destination Zones (2)

ik In-Zone G
saa Out-Zone @ s Out-Zone &5
o VTI-Zone Add te
| Source |
Add to
| Destinaticn |
Add Rule T X
Hame WTI-Traffic Enabled Insert  inta Mandatary v
Action o+ Allow L el ol
Time Range MNone | 2
Zones VLAN Tags .. Users  Applications n ing Comments
Available Networks & ] Source Networks (2) Destination Networks (2)

Gealocation 5= In-Netwrk
2 IPvd-Private-172.16.0.0-12

52 1Pv4-Private-192.1 68.0.0-15

5B Remeote-Netwark

Original Client

==

‘._:|" IPvi-Private-AN-RFCI91E

= IPvE-IPva-Mapped

= IPvS-Link-Local

58 IPvE-Private-Unique-Local-Addresses
-] IPvé-te-TPvd-Ralay-Anycast

L Remote-Nobwork

S VTI-ASA-Tunnel Enter an IP address

| | ada |

= In-Netwrk @
¢ Romote-Hetwark i
Enter an [P addrass | [ aga |

IJg96 17. Bp Lluolds Ideszse suy vdd VTL luedd Is IJlzess > 1516 1Jizos6. Bp wops)

IJzols 1J3s wp wdssu ud 8 VTl gdso.

loedd lJs Idpuwl) Idelow sopu edleps IJowsse Ideszse. lod) eds luolds ol

I wo99s) Idsleos: slze, Iduvwds: 9o @ssp Idwslué. 9lug, W99 OK.

9JIg)luo 030 IJpblo,é:
IJslzos: VTI-ASA

lJo9lé: vti-asa-tunnel




I Add Static Route Configuration ? M I

B : % Ipyd () IPvh —

= | Interface* VTI-ASA v =

ij icon (% signifies it is available for route leak) =

Available Network & %] Selected Network

| 4, >earch == Remote-Network 0
= any-ipvd

g In-Natwrk

& IPv4-Benchmark-Tests _

gl IPv4-Link-Local Add
g IPva4-Multicast

= IPva-Private-10.0.0.0-8

s IPv4-Private-172.16.0.0-12

o 1Pv4-Private-192.168.0.0-1

7 IPvd-Private-All-RFC1918

Gateway™ VTI-ASA-Tunnel v @
L T

Tunneled: ] (Used only for default Route)

Route Tracking: v 5

N I QK I Cancel

IJg 096 18. 1Iuedd IJs uuiy > vuin. lgese IJ FTD 1Js bs ouvdsd seole 1o sJso wuio
bbb 56 SuUL).

op >3¢ 1Jedsss 1Us 9lzos ulo, 1Uisle, (CLIY 1JglLo6 o FTD wes £pdss IJoui IJolzzs:

<#root>

crypto ikev2 policy 1

encryption aes-256
integrity sha512

group 21

prf sha512

Tifetime seconds 86400



crypto ikev2 enable Outside
crypto i psec ikev2 ipsec-proposal CSMIP_1

protocol esp encryption aes-256
protocol esp integrity sha-512

crypto i psec profile FMC | PSEC PROFI LE 1

set ikev2 ipsec-proposal CSM_IP_1
set pfs group2l

group-policy .DefaultS2SGroupPolicy internal
group-policy .DefaultS2SGroupPolicy attributes
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2

tunnel-group 10.106.67.252 type ipsec-121
tunnel-group 10.106.67.252 general-attributes
default-group-policy .DefaultS2SGroupPolicy
tunnel-group 10.106.67.252 ipsec-attributes
ikev2 remote-authentication pre-shared-key *

A

ikev2 local-authentication pre-shared-key *?

nterface Tunnel 1

description VTI Tunnel with Extranet ASA

nanei f VTl - ASA

ip address 192.168.100.1 255.255.255.252
tunnel source interface Outside

tunnel destination 10.106.67.252

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile FMC | PSEC PROFI LE 1

lJozodl pu lduoes
ew 9lzod |Jpuwwespe lUyuwspss [Ugluodé wpyd; bl Firepower (FMC)

ludy W9l esh 1ozl pu lJelds Jpsldwo 2lds Idee 1Ugluos wud§ VPN py 9lzoo
IJpuwetse ldyuuspss (GUI) udywol



&

FTD / VTI-ASA / 192.168.100.1 o

=

Check status

903l swuopw 030 1JI9le, 1plE93é pu slzes Lulb, IJIsle, (CLIY IJgloé o FTD:

« oo ubs) IPsec JJovds) <guslu IP Jdubs,>
+ show vpn-sessiondb detail 12| o, v ipAddress <peer ip address>

. Tunnel Status ? X I
0

© extranet : ASA-Peer || @ FTD/VTI-ASA 0
= show crypto ipsec sa peer = show crypto ipsec sa peer 18.106.67.252
Not applicable for extranet peer == Lol

Crypto map tag: __vti-crypto-map-4-8-1, seq num: 65288, local addr:
10.197.224.90

local ident (addr/mask/prot/port): (9.9.0.8/90.9.0.0/0/0)
remote ident (addr/mask/prot/port): (8.8.9.0/9.0.0.8/0/8)
current_peer: 18.106.67.252

#pkts encaps: 188, #pkts encrypt: 189, #pkts digest: 188

#pkts decaps: 108, spkts decrypt: 189, #pkts verify: 10@

#pkts compressed: 9, Fpkts decompressed: @
A Fpkts not compressed: 108, #pkts comp failed: @, #pkts decomp
ailed: @

#pre-Trag successes: B, #pre-frag failures: 8, #fragments
created: @

#PMTUS sent: @, #PMTUS rowd: @, #decapsulated frgs needing
reassembly: @

#TFC revd: @, #TFC sent: 0

#lalid ICMP Errors rcvd: @, #Invalid ICMP Errors rcwd: @

#send errors: @, #recv errors: @

local crypto endpt.: 18.197.224.90/580, remote crypto endpt.:
18.106.67.252/508

> show vpn-sessiondb detail 121 filter ipaddress = show vpn=sessiondb detail 121 filter ipaddress 18.106.67.252

Not applicable for extranet peer
Session Type: LAN-to-LAN Detailed

Connection : 19.106.57.252

Index HE L IP Addr 1 10.106.67.252
Protocol i IKEvZ IPsec

Encryption : IKEw2: (1)JAES256 IPsec: (1)AES256

Hashing : IKEv2: (1)5HAS12 IPsec: (1)5HAS1Z

Bytes Tx : 1g0ea Bytes Rx 1 10808
Login Time : 83:54:57 UTC Thu Mov 12 20820

Duration : Bh:@Zm:12s

Tunnel Zone : @

IKEvZ Tunnels: 1
IPsec Tunmels: 1

IKEv2:
Tunnel ID 4.1
UDP Src Port : 500 UDP Dst Port : 500

Rem Auth Mode: preSharedKeys
Loc Auth Mode: preSharedieys

Encryption : AES256 Hashing : SHAS12
Rekey Int (Th: 86400 Seconds Rekey Left(T): B62GE Seconds
FRF : SHAS12 D/H Group : 21

Refresh Close |

pU Slzoé ub, Islp, FTD
SpIJU luvegsle 030 1Isle, oo 9lzos Luwlb, IJisle, (CLI) IJgluos o FTD Jg oo wdasy ludl s
wweds VPN gzldwol.

show running-config crypto
show running-config nat



show
show
show
show
show

running-config route

crypto ikevl sa detailed
crypto ikev2 sa detailed
crypto ipsec sa detailed
vpn-sessiondb detail 121
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