o d9s0 1Juuds 1Uglos [Ublo,ssé (VPN) o0
IJesde lJs [dpesse eds FTD wop oo

lJpzogslo

[NFXIYY
lpc o ole | lowl_w,sé

s e Ile Lol 1l ) sé
e il J gl 06 w2 I8 1 e 9,

lJp 95,00

S92z 03l Idpwons Jsdssé sy p98E IJs uvwds VPN IUglLo6 ldpesde eds "dsSle gu
wo>s> FirePOWER (FTD)" IUss wwp bhoo wsluuwbs FMC.

lJeobdole IUIuuljusé

lJeobdolo

e sd9u eurd perds wldpslunse IJoldss:
. 1JG0p UIuwl s Juivods 1Uglos 1blo,sé (VPN)
. Larub pg pod; blys FirePOWER
* lJows pe uub) 9, ASA

lJpdovlo Idpuuwespd

ouwow Idpedsele 1Jglyo WO o3l ldpuwens 1Js luosble Idolez sldedsole 1Jebss IJeldss:



 CiscoFTD 6.5
+ ASA 9.10(1)32
+ |IKEv2
op logule Upg_J9p|u Ugl_).)o Os o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.

u.)lu ap‘se Ulao_)o lLJPLJ‘UVC')Po l..96 o5l |JpL}Uuu.) uudﬁ.ju PPL)‘UBC (ldujlws) I.)l leuu

lJodsu
losl wldedsso eds FTD wlgwegsle o395 15L,é FirePOWER.

IJe 1096 1. ooy pebolo I bods 1UglLos [bblo,ss (VPN).

1. loedd IJs IJizosé > VPN > p98¢ 1Js p9de. wew luolds VPN 106, B9 zols 1Js>dlg o>
033> FirePOWER: Jpl 09 o902 Vs 030 |Juo9,)6.

2. sbo) pyog logile pebolo VPN z36. lpuz v ds VPN Igwel Spdu Idog 0 edso wwo9ds.
ptbb lJyvods: v 9bs |Js u9bs
luosl) IKE: IKEv2

WO o3l ldpeld gus wpass uldlb IJuolss: ooy 1Jg 836 A os FTD: wsupel oYy 1Jg836 B os
ASA. 169, 998 1d5, 1122, Slis> Jluplds Tzoj6 |Js Idpglob. Jel 09 p9 oz B 030 IJ09,6.



Create New VPN Topology ? ¥

Topolegy Name:*® |M-m |
Network Topalogy: w ¥ Hub and Spoke | < Full Hash]
IKE Version:* Ll 1kev1
IKE IPsec Advanced
Mode A:

Il
o

|

MHode B:

-
-

©

@ Ensure the protected networks are allowed by access control policy of each device.
Save || Cancel

3. 1400 "olez Idbuwld Blis 1duu,es (FTD)" Jodlos 1duolss 1UlsJs.

I, 1J9lz08 IJos swp 9008 ersbé wuvds) edsol. szw lo wop weuss guslo IP odsdlkss!
eu wdysu Idegol;.

lbd) B8 Iubeds IJguosle IUluolOss 1Je929:8 Lopu Idubwdle IUpzess Jel 09 p9 oz Vs
030 lJuo9y6 Jozrss Iduvedle [J,ess IJos sge wuvds ol Vs Lvwds VPN oso.



Add Endpoint 7

Device: ¥ FTD w
Interface:* outside bl
IP Address: ¥ 172.16.100.20 b

| This IP i1s Pnivate

Connection Type: Bidirectional i

Certificate Map: RS @

Protected Networks: ¥

‘® Subnet / IP Address (Network) ' Access List (Extended)
[#]

oK || Cancel |

4.168,) eJs Green Plus 9sup logule Jlisy guods oul.



5. Iuo-._9 zese Iduveodle 1J,eso I.Jpa.Jfgé lJs FTD IJos sdje wuvdsyol. lug) eds |yl
Juddop lJs Iduvodle 1Jpesss. lu@) 1JI gds p9ld @ Jpl 09 p9 oz WOs 030 1J09,0.

FTDSubnet = 10.10.113.0/24

Metwork Objects ? X

Available Networks €& ] Selected Networks

| I, ftd | == FTDSubnet a
Ok Cancel

0bs wolss 1Jg 835 A: (FTD) pdeeds. low, 1Jiz o, 1U5ls> JUE§36 wr Jol 09 09,0z Bes
lJuo9,6.



Create New VPN Topology

Topology Name:™ |RTWFM-AS-&
Metwork Topology: W*deﬁpﬂhl +mmuh]
IKE Version:® [ Ev: O kEVD

[Endroinis— S

FTD outside/172.16.100.20 FTDSubnet

B Ensure the protected networks are allowed by access control policy of each device.

| Save | Cancel

lJg 936 B os ASA. gugow, Uig_o_jé lJos Jl oop bhoel woluvwlbs FMC extranet.

6. I luwp zoly 98 usly IP. 1u@,) B9 Uiz o, Iluolbs Jluolws suudle peess: Jel 09
p9oT I IJuoss.



Edit Endpoint ? X

Device: ™ Extranet b
Device Name: ™ ASA
IP Address:* ‘& Static '~ Dynamic

192.168.200.10

Certificate Map: v | &

Protected Networks:*

‘%) Subnet / IP Address (Metwork) ' Access List (Extended)

Ok || Cancel |

7. Jpl 09 09,02 Bes 030 1ULo9,6: 233 Lvwdle ASA 1JB,856 IJes sdip cunds,ol slusldeol



IJs IJuvodle 1dpessé.
ASASubnet =10.10.110.0/24

Network Objects ?

Available Networks @& & Selected Networks

| , ASAS | == ASASubnet u
oK Cancel

lJglb9s 2. odosu pedple IKE.
IJlo JJdol uvldbos IJuolss Vs p9osopl 900, vy wdssy IKE/IPSec.

1. wew edlpd IJowssy IKE: e 1dpgdple [dpuwespes Jdoohbd IJi_9J..§ J IKEV2. 68 W98
edlpd Izee IJeuosle Jlogble gusluws IKE 22556 Jol 09 09 0z S 129,56



Create New VPN Topology -

Topology Name: ™ RTPYPMN-ASA
MNetwork Topology: *= Paint to Point | % Hub and Spoke | “2* Full Mesh
IKE Version:* IKEvl # IKEvZ

Endpoints m IPsec Advanced

IKEv1 Settings
Policy: ™ ezhare 3_@es256_dhs_ - w

Authenbicabtion Type: Pre-shared Automatic - !

IKEvZ Settings

Palicy:™ AES-GCM-MULL-SHA ¥
Authenbicabion Type: Pre-shared Automatic Key ™
Pre-shared Key Length:* 24 Characters (Range 1-127)

Save Cancel

2. Vs ywslyws IKE [Jgass06: 22> _)Lépc Ui_9J3\§6 9I3Jd gp) ldpredd 1 pu lJlogold. suwegse 0l
lJeuveows oo Idpedele Jdowbd Idlsds: Integrity (SHA256) glde o, (AES-256) 9 PRF
(SHA256) 9,0z p9¢06 Diffie-Hellman (IJez 986 14)

S pdlebs: sop buwld zpse uvsluwle IKE gds Izol [Us Tdubs) 1dwgsy weue 1dub, gl
09 £929° D5 Buwp IJuoz IUpes. pwswp weass I9d wor IKE IJpublud eg IJubs)
IJogss Jlouold VPN igo, IJuoz 1Uss sop buwlde Iadl Uluweésle 28d 1JI9J9ss. gwsoe
Lowld 1JisJess 11l



New IKEv2 Policy

Mame;™ ASH
Description:
Priority: 1
Lifetime: 26400
Integrity Algorithms Available Algonthms
Encryption Algorithms :
rypHon A 45 MD5
PRF Algorithms ]
oon SHA
Diffie-Hellman Group ’“"E
o8 SHAS512
5 SHA384
8 NULL

(1-55535)

seconds (120-2147483647)

Selected Algonthms

5 SHA256 |

?

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Friority:

Lifetime:

Integrity Algorithms

|Encryption Algorithms |
PRF Algorithms
Diffie-Hellman Group

ASA

1

36400

Available Algonthms
5 AES

4 DES

4 3DES

4 AES-192
8 AES-GCM
i AES-GCM-152
8 AES-GCM-256

4 NULL

?

(1-65535)

seconds (120-2147483647)

Selected Algonthms

b AES-256 G

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Priority:

Lifetime:

Integrity Algorithms

Encryption Algorithms
PRF Algorithms
Diffie-Hellman Group

ASA

1

26400

Available Algonthms
& MD5

,?rg SHA

5 SHAS12

]
oy

. SHAZB4

(1-65535)

ceconds (120-2147483647)

Selected Algonthms

48 sHA256 &

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Priority:

Lifetime:

Integrity Algorithms

Encryption Algorithms

PRF Algorithms

Diffie-Hellman Group

ASA

1

26400

Available Groups

Cia
-

. 1
gk o
Fa s

%

]

%)
=
Ln

3 3

w (S
[ I S R T
= O

g}

o 4

et

?
(1-65535)
ceconds (120-2147483647)
Selected Groups
& 14 G
|_ Save | | Cancel

3. e luolws IUpedelo: 235 03l Idwog 91w, wae Idpuol>8o.

4. 120, 5Jsd Idpdelz 1deubend puuedl. J 03l 9¢.s86. IJ PSK Cisco123 | v pdo.



Create New VPN Topology 7 R

Topology Mame:™® RTPYPH-ASS
Metwork Topology: *— Point to Point | ¥ Hub and Spoke | %= Full Mesh
IKE Version:* IKEv1 0 IKEw2

Endpoints m IPsec Advanced

IKEv1 Settings

F‘l:I|iC'|-':“ preshared_sha_aes256_dhs_ 5 »

Authentication Type: Pre-shared Automatic Key w

IKEVZ Settings

Palicy:™ = @

Authentication Type: IPre-shared Maryal Keg.rl ¥
Key:™ ey
Confirm K.E"f.l':* [TITETETY

|| Enforce hex-based pre-shared key only

Save Cancel |

lJglogs 3. wdosu pedple IPsec.

1. wew IPsec: vy W9 IJ8Jp I uolue Jozss) peeses IJozasd sluuvle pduyz IPsec zaso.
Jpl 09 p9 o B 030 IJLo9)s.



Create New VPN Topology

Topology Mame:™ RTPYFM-ASA
Network Topology: = Point to Point ¥ Hub and Spoke | % Full Mesh
1KE Version:™ IKEvl ¥ [KEv2

Endpoints IKE m Advanced

Crypto Map Type: * Static Dymarmic

IKEvZ Mode: Tunmel "

Transfarm Sets: IKEwv1 IPsec Proposals, |IKEv2 IPsec Proposals™ 7|

AES-GCM

Enable Securty Assocation (SA) Strength Enforcement
#| Enable Reverse Route Injection
Enable Perfect Forward Secrecy

Lifetime Duration™: | 28800 Secands (Range 120-2147483647)
Lifetime Size: 4508000 Kbytes (Range 10-2147483647)

= ESPv3 Settings

Save Cancel

2. py ig_J louvle pde,z IKEV2 IPsec 28>0 1u @) W99 eJlps Green Plus 98,0 Wl pedpele
lJeseds 2.

2 wubds) ESP > AES-GCM-256. g0 [gwwgsle 29l)5ps0 GCM JJovds): JI odoy ould
cled 1Js 9bpss [dogiss. oluwegsle GCM oy s1Js 1Jog s puopews.



Edit IKEv2 IPsec Proposal ?
Mame:* ASL
Description:
ESP Hash Available Algorithms Selected Algorithms
ESP Encryption :
; - was AES-GCM-2536 |
b AES-256
b AES-GCM-182
b AES-192
- add |
Lo AES-GCM
&b AES
5 3DES
4k DES
Lk AES-GMAC-25
|_ Save | | Cancel
3. wpzy louble pdez IPsec IJzsso. luobo |Us pzpsgle IUezosd 1 eesss.
IKEv2 IPsec Proposal ?
Available Transform Sets & (%] Selected Transform Sets
| 4, Search | ﬁ. ASA &
8 2Es-GCM
8 AES-SHA
e
{8 DES_SHA-1
Ok | | Cancel



we Ile pdose IPsec Idpess pasel IJlu yopw pBdeszle IKEV2 IPsec.

lo obde IJle) spdu o) () IJes2ds 2 9pJ0le PES ool eds gwosd Idpeld gusop
wowb g e, IJlVe,)luos gds lue lWe,)los 9 PFS pelbd.

Create New VPN Topology G
Topalogy Mame:™ RTPYPN-ASA
Wetwork Topology: = Point to Point | ¥ Hub and Spoke | %" Full Mesh
IKE Viersion:™ IKEv1 o IKEw2
Endpoints IKE m Advanced
Crypto Map Type: ® Static Dymamic
IKEvZ Mode: Tunnel W
Transform Sets: IKEv1 IPsec Proposals, IKEv2 IPsec Proposals®™ .7
ASA

Enable Security Assacation (SA) Strength Enforcement
¥| Enable Reverse Route Injection

Enable Perfect Forward Secrecy

Lifetime Duration™: 28800 Seconds (Range 120-2147483647
Lifetime Size: 4608000 Kbytes (Range 10-2147483647

- ESPv3 Settings

Save Cancel

[2oshs Sew edsd lel [dpld 1Jgsh Joglys Ideede B 1J9uo9d 19 logile pusluws [Jopde
B 19 o9

1IJgbyo 4. wely) lJeede WS 1y Lo9J.

oshsl spdu wpdsy sysopt allowed-vpn opeu lJpo@se > 098,

$9>8 03l 1Js [ilJs lpdluss luwegsle vog IJoedp Vs IJ_9U03GJ Jzuo Yo 1Jes9) [JB1bed pu
IJpuwedreso. JIsild spdu luveesle e9lpd ©uods6 VPN Iy §olise 1oz de B 1Uyo9d

(ACL) IJ8lods JJouisd Jouodss 2rds pis) Idpumcese. o3lle) glp suvscp wbusde gds
JJ VPNs 3l wp wpdsy glud IUIgusl) odo.



Create New VPN Topology
Topology Name:™ RTPVPN-ASA

Nebtwork Topology:

IKE Version:® IKEvl 1 IKEw2

Endpoints IKE IPsec

IKE

IPsac NAT Settings

¥ Keepalive Messages Traversal

Interval: |20

Seconds

*— Point to Point | ¥ Hub and Spoke | = Full Mesh

i

{ Range 10

W
3600

Access Contral for VPN Traffic

+| Bypass Access Control policy for decrypted traffic (
T - suh o g Contral P

sysopt permat-vpn)

[ Lty e i raifi g Fuorecind o Ao L =Sy ) 2Ircy -!'_.' garyuie § ¢obon DYLIESEE (N (REDeCIren,
bt VPN Flitgr ACL and sutharizgtion ACL dawnisaded From AAA server ang sl applied to VPN ¢ Faffis
Certificate Map Settings
Use the certificate map configured in the Endpoints to determine the tunnel
#| Use the certificate OU field to determine the tunnel
¥ Use the IKE identity to determine the tunnel
¥ Usge the peer [P address to debermine the tunnel
Save Cancel

Bl dp swpe wpdsy sysopt allowed-vpn e 3JY Szw lugile guslyws Idozdpe Vs 1U9u09J

JJuwelz weuds 039 VPN pu gJIJ zol; FTD. s z2lds wedsy sysopt allowed-vpn. swpe wigbs
logsle gusluws IJozde S 1dsosd.

IJgb9s 5. logvle ywsluwd Jdogde Os 1Jsuosd.

oo uwsluwle Idoedp Vs 1dssosd: lowdd IJs Iduvslule > 1doede WOs 1J9uo9d > IJwede

WO 1J9ue9d 9233 Iduwslws IJos ouwwosd zol; FTD. Jluolws Blgss: 1u@) 998 |uol9o

Ileso. Jpl 09 p9 oz Vs 1Jue9,06 oul.

Sew duwele w2odd 1der9) o Iduveds IUsledss 1ds Idubveds 1dEhrss 9pu Idubeds 1UEhzss

s 1duine I8 13l Jiss. S wlogble §lgss slzas JIGsle vl IJSleseso 9 Ge Llogile
Sleseso Jlodlsopl pododsy. Bs o3l 1dpeld: swp logile lgss 9z JJSsle wldlerso

pEl-



Editing Rule - VPN_Traffic i

Namie | WVPH_Trafhe B Erlbiled Hove
Action & Allgw - I e
Zones VLAN Tags .= Users  Applications  Ports  URLs  SGT/ISE Attributes Inspection  Legging  Comments
Available Networks & ] Sowrce Natworks (2] Diestination MNetworks (2)
[ 4 submoet ® | Source Original Client ASASubmet &
Geglocation a FTDSubrat &
ASASubner § FTOSbnat | &
= FTDSubngt :ﬁ.—x
Hitwiorks
534 te
Destination
Exiter an 1P address | l Add | | Enter an TP address | | add ]

sve || canes |

m Secwity Tnceligance  HTTP Resperses  Logging  Advanced
i Filter by Deice | Ghoss Rule Conficts 480 b Add Catmgory | (D Add bl == SeerchRulka

w Mandalory - FID-Acoess-Conbrol-Polcy {1-1)

& Insde & Insige 5 asusehost & ssasuboes . . ) . . . P o il = "

VFN_Traff
! et i Gutaide i Gutaide B FTOSubee B FToSubnet

w DeEfault - FTD-Access-Control-Polioy (-)

There are no nades v Bhis sechion, Ads Rule o Add' Crlepeny

o

lJglbogs 6. odosu luwwwule NAT.

Joddo NAT Jeusle wslo J IJ VPN 2,96 PIS)- ST i SY9u lwowule NAT Bs pdluo Jpug
296 2,9, VPN o 1Usuosd Ids wslo NAT 12 9e,z00 2096 039, VPN wuvdd €, uoese.

1. lvenwd IJs Uiao_jé > NAT. 925> yvsluws NAT IJos ouwwosd FTD. §e wlugvle §lgss zosx6
Ioole IJod) B96 15, luolds @less.

Divon Hinigameiel | HAT | vmee oot Paborm Selbesi Pasiews | Qe

2. 8p wluyile Blgss wlows gasse J NAT Ws Idsdsd. IJlublye [Js [dglzole [Uslgdss
sldehzse.



Edit NAT Rule

MNAT Rule: Manual MAT Rule W Insait: In Category W MAT 5 B W
Typea: Etatic r ¥ Enable

Drescriptson: |

plgtcyptetelylos ol Translation  PAT Podl  Advamced

available Interface Objects &

I =

4 5

i Inside

san Dutside

Source Interface Objects (1)

Destination Interface Objects (1)

; ;

Ok Cancel

3. cew gdlps IJPvgqy Cged 92 IJL{b..,eJIo IJ8, 886 1Jpuos) 91J9z0s. wel o 030 Bless
luvooule NAT. lzed 1Jpuos,/ldozoed |Uluodss 9ldeos)/1U9ges lpeeseed pounloosy: Jol o9

PILOT DS 030 IJ09,6:

Add NAT Rule
MAT Rule: Manual HAT Rule e
Type: Static -
Description:
Interface Objects WRIr LS i0])]

Insert:

#! Enable

PAT Pool  Advanced

In Categary

~ | MAT Rules Before |~

Original Packet

Onginal Source:™
Onginal Destination: address

Onginal Sourcé Port:

Omniginal Destination Port:

<

@

Translated Packet
Translated Scurce:

Translated Destination:

Translated Source Poart:

Translated Destination Port:

Address w
1o
-
¥ Q
@
aK Canzel

4. if_@l‘ loowd IJs gdlpsd [Jowsse gsble po@306 9pJuw no-proxy-arp g route-lookup.



Add NAT Rule T X
MAT Rule: Manusl AT Rule W Insert: Ir Category v || MAT Rules Befare | v
Type: Static | | ¥ Enable
Degeniption:

Interface Objects  Translation  PAT Pool Advanced |

IPveE

Met o Mek Mapping

| Do not proxy ARP on Destination Interface

¥ perform Route Lookup for Destination Interface

Urndirectional

0K Cancel

5. lzlb 030 1JBlexs 9lubb, lJs IJuwlsg [Juolisss s $lisps nat.

Overview  Analysis  Policies RIS Ofjects AMP  Intalligence System  MHep »  admin

Drevioe Management NAT VN v Qos Platform Settings

WirtualFTDMNAT

FlexConfig Ceatificates

. Sheorw ‘Warmings & Cancal

M Pobcy Agmpnmaents |

84 Fiter by Dewics

£ Add Rue
= 0riginal Packzt ~ Translated Packet 2y
2 Dicetion  Type Seurce Destination  Original Driginal Driginal Traslated Trasslated Tramslated = Options
Interface.. IMerfate.. Sources Destinations Services SouPCes Destinations Serdices
= NAT Rules Before
- eabic = Inside iza Outside g FTDGubnet &= L505ubeat 8 FTosubnet = ARLSubnet o} Drsifal P

ol route-i
& no-pres

¥ Aube MAT Aules

- ™ Eyramic i Insadn itn Daside i eey-oby o Intecface i Ormifal 7§

W FAT Rules ARer

6. oz IJopld IJodssu: §p wedb IJodssy sugivyoe |Js FTD.

lJglo9d 7. 9p wodosy ASA.

1. pdoo IKEV2 eJs IJBbo ghes po IJ ASA:

Crypto ikev2 enable outside

2. §p louvle vog IKEV2 IUss s ubw IUpedple IJos wp wdssuol s FTD:

Crypto ikev2 policy 1



Encryption aes-256
Integrity sha256

Group 14

Prf sha256

Lifetime seconds 86400

3. logble yusluwé pzeses wumpe w9 dsd IKEVZ:

Group-poTlicy FTD_GP internal
Group-policy FTD_GP attributes
Vpn-tunnel-protocol 1ikev2

4. $e Vlouble pzeses 10316 Jewslo IP IUgle J FTD IJobs,. lze wor IJpzeses 922> IJpdele
lJpuvond puwodl:

Tunnel-group 172.16.100.20 type ipsec-121
Tunnel-group 172.16.100.20 general-attributes
Default-group-policy FTD_GP
Tunnel-group 172.16.100.20 ipsec-attributes
ikev2 local-authentication pre-shared-key ciscol23
ikev2 remote-authentication pre-shared-key ciscol23

5. 8p wluuble Blispo 9,09d wess 2yJs Idey9) IJos uwsope ouvds)ol: (FTDSubnet
10.10.113.0/24) (ASASubnet 10.10.110.0/24)

Object network FTDSubnet
Subnet 10.10.113.0 255.255.255.0
Object network ASASubnet
Subnet 10.10.110.0 255.255.255.0
Access-Tist ASAtoFTD extended permit ip object ASASubnet object FTDSubnet

6. luuvle pdw,z ikev2 ipSec syis) IJs 1Ugsbjpsle 1Jpee>6 Os FTD:

Crypto ipsec ikev2 ipsec-proposal FTD
Protocol esp encryption aes-gcm-256

7. 9p vlousle beld rsbs wuvlds) sHvb IJodssu el

Crypto map outside_map 10 set peer 172.16.100.20



Crypto map outside_map 10 match address ASAtoFTD
Crypto map outside_map 10 set ikev2 1ipsec-proposal FTD
Crypto map outside_map 10 interface outside

8. §e wlouble Lo luvoeule NAT IUss pwspog 2098 029, VPN pu 1o wzae wsluwbos 2ol
lJzelsé:

Nat (inside,outside) 1 source static ASASubnet ASASubnet destination static FTDSubnet FTDSubnet no-

IJozdd pu lduoes

% pdlebs: Vs 03l 19w Jl wogs bbys§o Jelzes zlds wd§ VPN oy 9236 Idogdpe WO
lJoe9d IJglod (FMC). ould bdo wg sy Jodo 1J8>,6 CSCvh77603.

pelsds wae U8 p9) Iduslule po gl 0B VPN. pg 1Usuesd Ids uwl, 1Jisle, po ASA Iy
FTD. spdu IJB8sle w3Jd Lluwaesle o) 25p tracer. gos luwegsle 1J1e, packet-tracer Jg, 0
0BG VPN szo wubgsdo prosu JJozdd po oy, 1Jodd. lad 0,6 soe luosly IUle, Dol
sI9u w8 @ VPN pe bl suldolds uvsduivd 1Jie, packet-tracer og o ids, VPN Drop. JI
Suwoged IJewslo slgds po b Ieplss wel 1o 1dpuos) guslo B Iyub-tracer wpl I o3l
u.u_9l_.9 sduud )|{5ro|.

firepower# packet-tracer input inside icmp 10.10.113.10 8 0 10.10.110.10

Phase: 10

Type: VPN

Subtype: encrypt
Result: DROP

Config:

Additional Information:

firepower# packet-tracer input inside icmp 10.10.113.10 8 0 10.10.110.10

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 172.16.100.1 using egress ifc outside

Phase: 2

Type: UN-NAT

Subtype: static

ResuTlt: ALLOW

Config:

nat (Inside,outside) source static FTDSubnet FTDSubnet destination static ASASubnet ASASubnet no-proxy-
Additional Information:


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh77603

NAT divert to egress interface outside
Untranslate 10.10.110.10/0 to 10.10.110.10/0

Phase: 3

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip ifc Inside object-group FMC_INLINE_src_rule_268436483 ifc ou
access-1list CSM_FW_ACL_ remark rule-id 268436483: ACCESS POLICY: FTD-Access-Control-Policy - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268436483: L7 RULE: VPN_Traffic

object-group network FMC_INLINE_src_rule_268436483

description: Auto Generated by FMC from src of UnifiedNGFWRule# 1 (FTD-Access-Control-Policy/mandatory)
network-object object ASASubnet

network-object object FTDSubnet

object-group network FMC_INLINE_dst_rule_268436483

description: Auto Generated by FMC from dst of UnifiedNGFWRule# 1 (FTD-Access-Control-Policy/mandatory)
network-object object ASASubnet

network-object object FTDSubnet

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (Inside,outside) source static FTDSubnet FTDSubnet destination static ASASubnet ASASubnet no-proxy-
Additional Information:

Static translate 10.10.113.10/0 to 10.10.113.10/0

Phase: 10

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Result:

input-interface: Inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

in order to 1w IJodd 9,2¢ lowdd [Js IJ CLI oo IJ FTD Iy ASA.
e 9lz0é Lulbo; 1Jisle, (CLI) 1Ugl 06 o FTD w2l pu IJereds 191deseds 2 Uluwegsle o3l 1Jie):

show crypto ikev2 sa

<#root>

> show crypto ikev2 sa



IKEv2 SAs:

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
9528731 172.16.100.20/500 192.168.200.10/500
READY
INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/118 sec
Child sa: Tocal selector

10. 10. 113.0/0 - 10. 10. 113. 255/ 65535

remote selector

10. 10. 110.0/0 - 10. 10. 110. 255/ 65535

ESP spi in/out:

0x66be357d/ 0xb74c8753

lovoduoldd IJigble gl odlzol 9o opse IJigble
ouudJle 1dlouold 1Ulsdss

g0 wule Jbods gluoo bloyss: ould gluvly sovdlyoly 29d IUu8E. J3JI pu IJigéu'oJ
IJzuesd eds Il zlows IUpelbos gos luwednld s uoe po lugle Buvd IJod s

sluodlzol. spdu ldgey) eds sdsd o Losds 29d Jsdsse wuozse i'a]olc Il § IKEV2 oyl
5956 wozse lgble jvodle IKEV2 VPNs

e, uvow uilise NEN-NINVEXRIPN-ENL I NEXN] B od byss Jopass o3l llz)le os
ol e eds [Jgol). luvogspe o3l Ul JIJoblb g5e eds IJzolj:

Capture capout interface outside match ip host 172.16.100.20 host 192.168.200.10

ol lo Jlewsldss pdlo: elode 1o srumd 2298 pa9) v IJ VPN 58z 00 J wuliss loglo 2)d6
229 Ss ldyob IJoglb.

Jlze IJo@lb 1dz5p6 wluwagsle o3l 1Jle):

firepower# show cap capout

4 packets captured


https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html

1: 11:51:12.059628 172.16.100.20.500 > 192.168.200.10.500: udp 690
2: 11:51:12.065243 192.168.200.10.500 > 172.16.100.20.500: udp 619
3: 11:51:12.066692 172.16.100.20.500 > 192.168.200.10.500: udp 288
4: 11:51:12.069835 192.168.200.10.500 > 172.16.100.20.500: udp 240

Jeobldd 1J¢lu0s wouds 19,
lJeuulIdd Idublisgs JgyJs 1Up,9) IJos wilgool os:

* publdd 1Jogzse ¢Jd FTD — 1dubeds 1s1gJss £, $l20é eds wozse IUzie 8 18)s
IJs goloso IP 1egou06 98 pdle VPN.

© 9lspe IJopde B 1dsuosd Ides weoe 296 1Upa9).

« Jlsoe ol wired suslo Iduveds Jpyds p)9, VPN.

Jeiss po IUpedsele 29d Gvwdle VPN gds FTD 1Uss oo bhoo wyluulbs FMC. spdod
IJe s, eds sdsd Idedsso IUdled ool FTD 13 ooe blioo walowbs s s odasa FMC



/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/firepower_threat_defense_site_to_site_vpns.html
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/firepower_threat_defense_site_to_site_vpns.html
/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/firepower_threat_defense_site_to_site_vpns.html
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