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I--- Use dynamic crypto maps to create policy templates !--- that can be used to process negotiation r







>_099.s

command !--- in global configuration mode. !--- IKE po

I--- A transform set is an acceptable combination !--- of security protocols and algorithms. !---




!I--- Creates a crypto map and indicates that IKE will be used !--- to establ

l-—- I

I--- This indicates that the in

I--- Specifies that the IP address for this interface !--- is obtained via PPP/IPCP address negotiati




interface con

I-—- I

lJozol pu lduoes
599 03l IJ3uwe pedsple Spdud luuegsleol JJelds pu i 1o dsss sepd wuvdd Loz

Se 3Ep wEUP 91y 1JEse w9luwbos 1ls sz
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Souee o3l ldpold ool louold pu slgod lse,ue 10.1.1.1 gJs dr_whoovie |[Js 9lgoé
lseyue 10.2.2.3 gJs sam-i-am.
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<#root>
dr_whoovie#
pi ng

Protocol [ip]:

Target IP address: 10.2.2.3

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 10.1.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.2.2.3,
timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1
Success rate is 100 percent (5/5),

round-trip min/avg/max = 36/38/40 ms

show crypto ipSec — s&,,2 ldelule lele 1peds 2 (SA).

show crypto isakmp sa — sg, 2 |Jpyedé 1 SAs. -

uesde Jlble

o3l lJpdre pu Ui,oJ show crypto ipSec sa lJ ol gJs p9zo lJpe9jE.

<#root>
sam-i-am#

show crypto ipsec sa

interface: Serial0
Crypto map tag: rtptrans, local addr. 99.99.99.1

| ocal ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
remot e ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)

current_peer: 100.100.100.1

PERMIT, flags={}

#pkts encaps: 6, #pkts encrypt: 6, #pkts digest 6

#pkts decaps: 6, #pkts decrypt: 6, #pkts verify 6

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0,

#pkts decompress failed: 0, #send errors 0, #recv errors 0
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| oca

crypto endpt.: 99.99.99.1, renpte crypto endpt.: 100.100.100.1

path mtu 1500, ip mtu 1500, ip mtu interface Seriall
current outbound spi: 52456533

i nbound esp sas:

spi: 0x6462305C(1684156508)

transform: esp-des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow_id: 1, crypto map: rtptrans
sa timing: remaining key lifetime (k/sec): (4607999/3510)
IV size: 8 bytes

replay detection support: Y

inbound ah sas:

inbound pcp sas:

out bound esp sas:

spi: 0x52456533(1380279603)

transform: esp-des esp-md5-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow_id: 2, crypto map: rtptrans
sa timing: remaining key lifetime (k/sec): (4607999/3510)
IV size: 8 bytes

replay detection support: Y

outbound ah sas:

outbound pcp sas:

s&ue 03l 1dle, suwlisd IPSec SAs IJws wpe lugvldel wsw 1Jlze6 IJubs)s. souod IJud s
IJpuid, wolzosé 100.100.100.1 ¢ Js dr_whoovie g9glz0s 99.99.99.1 £ Js sam-i-am. sz oJ o3l
IJowdd 2)Js py9) Ideslule vsu lduvedle 10.2.2.3 9 10.1.1.1. cp lugile suwsbs cgpsd irolg,
IJosoesye (ESP) Jslgd 9lduols,. sop louile IJod s eds IU,E e pu o sam-i-am Jl sg 8
ewdly IP JJub.s, (100.100.100.1). Jl s p luvoésle gvodle SA1UEIL06 wluw IJp ol 86 (AH)

byl Jgsp wdysy AH.

w9uoe ueldz IJpé el o0 i lJslzod IJouwduwdss 0 gds dr_whoovie wodds gusly IP

w9Spes 100.100.100.1 oy ¢JIJ IPCP.

Swd IJovdly o eds gusly IP: -

<#froot>

dr_whoovie#



show i nterface serial0

Serial0 is up, line protocol is up

Hardware is HD64570

Internet address will be negotiated using | PCP

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, Toopback not set

wed Idovdly o eds gusly IP: e

<#root>
dr_whoovie#

show i nterface serialO

Serial0 is up, line protocol is up
Hardware 1is HD64570

Internet address is 100.100. 100. 1/ 32

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, Toopback not set

wp lesh o'.'>| IJeold BOs peow) wluwedsle Uip_) peer default ip address Joguosuo guslo IP Vs
lJbye ldogss pu 1U9lzed 0 lJogudundséd eds dr_whooyie. SUp UgdSd wepet IP uluuedsle
|Jl o, ip local pool W IJb, IJwgss.

luwedile IUisble sl oJlzol
S99, 03l IJBuwpe pedsple spdud lpuegsleol Jluvaduld Igble IJodssy sluadlizol.

910, lweduld IJigble 9] odlzol

o8p b8 ooz 11212 lc| > Jiso W8, 8b) we o 19le) show. Iuwegse 116 posepe
Itz (OIT) Jesue wedsd eéz IJle show .
odlebs: ze 1Js pedsple popd 2o lole) lo o782 Bud luveésle I9le, debug.

debug crypto ipSec — sg,,0 pBlyole IPSec JJpyeds 2. ¢

debug crypto isakmp — sg,u2 p s ole wy9e9dsd Ibhé Idedlese shoulb lely
IJloe,ue (ISAKMP) Jdeszdo 1Jlsds.

debug crypto Engine — s&,,0 2)Js p)9) Idoslule IJos swp wgvds)ol. *
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debug ip nat detail — (Jgoshs) swedd e cuvésd psié NAT e by eHue peddple *
29d JJ 25pd s89p IUpsze wuszeol.

o238t $89p 03 1Jlp,y wluble Joss Jusré pu IRl luwese o3l 1die) B3b ol
wdou dé 1dp)9) eds U ds IP oo 806,

o blds, isakmp — sged eds puve pulbb$ 1Usu09d (SAS) Ideced s wldeszds -
Jisds.

lJo s, sa— spes IJlzodldle IJpoed 6 wldereds 2. ¢

9l_oz ip nat w,zeé — Spe9 wized Nat dsulpsdss po lJoepesé bleds.
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