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:Network Security policy

Myconn 1-
M/ ldentity = ip address
Connecti on security: Secure
Renote Party ldentity and addressing
I D Type: |P subnet
10.2.2.0
Port all Protocol all

Connect using secure tunne
ID Type: |P address
201.70. 32. 101
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(Aut hentication (Phase 1
Proposal 1
Aut henti cation nethod: pre-shared key
Encryp Al g: DES
Hash Al g: M5
SA life: Unspecified
Key Goup: DH 1

(Key exchange (Phase 2
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5
Encap: tunne
SA life: Unspecified
no AH

O her Connections 2-
Connection security: Non-secure
Local Network Interface

Name: Any
| P Addr: Any
Port: All

az9all (oS5

:Current configuration
!
version 12.0
service tinmestanps debug uptine
service tinestanps | og uptinme
no service password-encryption
1
host nane Rout er
!
.enabl e secret 5 $1$v50P$nPui EQn8ULa8hVMYVOV1D
enabl e password ww
1
i p subnet-zero
!
cns event-service server
!
IKE configuration. crypto isakmp policy 1 ---!
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp client configuration address-pool local
ourpool
!
IPSec configuration. crypto ipsec transform-set ---!
transl esp-des esp-md5-hmac
!
crypto dynamic-map dynmap 10
set transform-set transl
!
crypto map intmap client configuration address initiate
crypto map intmap client configuration address respond
crypto map intmap 10 ipsec-isakmp dynamic dynmap
1
interface Ethernet0
ip address 201.70.32.101 255.255.255.0
no i p directed-broadcast




ip nat outside
no i p route-cache
no i p nroute-cache

crypto map intmap

!
interface Seriall
i p address 10.2.2.1 255.255.255.0

no ip directed-broadcast
ip nat inside

1

ip local pool ourpool 10.2.1.1 10.2.1.254
ip nat pool outsidepool 201.70.32.150 201.70.32.160
netmask 255.255.255.0
Except the private network to private network ---!
traffic !--- from the NAT process. ip nat inside source
route-map nonat pool outsidepool

i p classless
iproute 0.0.0.0 0.0.0.0 201.70.32.1

no ip http server
Except the private network to private network ---!
traffic !--- from the NAT process. access-list 101 deny
ip 10.2.2.0 0.0.0.255 10.2.1.0 0.0.0.255 access-list 101
permit ip 10.2.2.0 0.0.0.255 any route-map nonat permt
10 match ip address 101 ! line con O transport input
none line aux O line vty 0 4 password w login ! end

2o JSuin Jogy ousSill ol oo a5l Lgolasiw] eiSay wlogles pwsll 13 499,

Dl ose el puiiillo (laad Gelxuall eMawll) 21,3Vl o> io 613l dlawlyy o2l ol Jasy acs iy
woosll Lol z1,21

.6 auuall e 6 0.i0ll o)l Lo 42, —Show crypto engine connections active -
2 al> 0l Glol oLl Lo ,2,—show crypto ips sa -
A al>,ell ool oLl Lo ,2,—show crypto isakmp sa -

LMol ellas VI OLiSiwl
LMoy (oSl elasi BlisiwY lgolasiw! AiSay closles puwall 13D ,3e,

Le>Moolg el BliSiwl olgl

a3Vl anai olol 9 dagall wlogleall @21, sVl aunas jolsl jlas] )b dlas>Vo

OVl oLLSl gue el=>] v (0L3YN) IPSec wlgzgo o JS Ll 038 ellasVl auxuas ollac Jivis ooy
ol WS e

2 > ,all IPSec wlogles o ,2,—debug crypto ipSec -

1 d>oll ISAKMP o loglas o ,2,—debug crypto isakmp -

B uein pi (il oLl H9,0 a5,> Lo ,2,—debug crypto engine -
1 dl>,0ll asleioll GV LSl gxa—isakmp ubuid] auuo -

2 @>0ll asleinll LY G LLSI g=o—sa jusutidl puuo -
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duell clasVl auuas gl

azg0ll cllas| auuas

Apr 18 15:17:59: | SAKMP (4): received packet from
R) MM NO STATE) 201.70. 32. 82
Apr 18 15:17:59: | SAKMP (4): received packet from
R) MM NO STATE) 201.70. 32. 82
Apr 18 15:18:03: | SAKMP (0): received packet from
N) NEW SA) 201.70. 32.82
.Apr 18 15:18:03: | SAKMP (0:5): processing SA payl oad
message ID =0
Apr 18 15:18:03: | SAKMP (0:5): Checking | SAKMP transform
1
against priority 1 policy
Apr 18 15:18:03: | SAKMP: encryption DES- CBC
Apr 18 15:18:03: | SAKMP: hash MD5
Apr 18 15:18:03: | SAKMP: default group 1
Apr 18 15:18:03: | SAKMP: auth pre-share
.Apr 18 15:18:03: |ISAKMP (0:5): atts are acceptable
Next payload is O
Apr 18 15:18:03: CryptoEngi ne0: generate al g paraneter
Apr 18 15:18:05: CRYPTO ENG NE: Dh phase 1 status: O
Apr 18 15:18:05: CRYPTO ENG NE: Dh phase 1 status: O
Apr 18 15:18:05: | SAKMP (0:5): SA is doing pre-shared
key aut hentication
Apr 18 15:18:05: | SAKMP (5): SA is doing pre-shared
key authentication using id type |D_| PV4_ADDR
Apr 18 15:18:05: | SAKMP (5): sending packet to
R) MM SA SETUP) 201.70.32.82
Apr 18 15:18:05: | SAKMP (5): received packet from
R) MM SA SETUP) 201.70.32.82
.Apr 18 15:18:05: | SAKMP (0:5): processing KE payl oad
message ID =0
Apr 18 15:18:05: CryptoEngi ne0: generate al g paraneter
Apr 18 15:18:05: CRYPTO ENG NE: Dh phase 1 status: O
Apr 18 15:18:05: CRYPTO ENG NE: Dh phase 1 status: O
Apr 18 15:18:05: | SAKMP (0:5): SA is doing pre-shared
key aut hentication
Apr 18 15:18:05: | SAKMP (5): SA is doing pre-shared
key authentication using id
type | D | PV4_ADDR
Apr 18 15:18:05: | SAKMP (5): sending packet to
R) MM SA SETUP) 201.70.32.82
Apr 18 15:18:05: | SAKMP (5): received packet from
R) MM SA SETUP) 201.70.32.82
.Apr 18 15:18:05: | SAKMP (0:5): processing KE payl oad
message ID =0
Apr 18 15:18:05: CryptoEngi ne0: generate al g paraneter
.Apr 18 15:18:07: | SAKMP (0:5): processi ng NONCE payl oad
message ID =0
Apr 18 15:18:07: CryptoEngine0: create | SAKMP SKEYID for
conn id 5
Apr 18 15:18:07: | SAKMP (0:5): SKEYID state generated
Apr 18 15:18:07: | SAKMP (0:5): processing vendor id

payl oad

Apr 18 15:18:07: | SAKMP (0:5): processing vendor id
payl oad

Apr 18 15:18:07: | SAKMP (5): sending packet to
201. 70. 32. 82

R) MM _KEY_EXCH)
. Apr 18 15:18:07: | SAKMP (0:4): purging SA




Apr 18 15:18:07: | SAKMP (0:4): purging node -1412157317

Apr 18 15:18:07: | SAKMP (0:4): purging node 1875403554

Apr 18 15:18:07: CryptoEngi ne0: del ete connection 4

Apr 18 15:18:08: | SAKMP (5): received packet from
R) MM KEY_EXCH) 201.70.32.82

.Apr 18 15:18:08: | SAKMP (0:5): processing |ID payl oad
message ID =0

.Apr 18 15:18:08: | SAKMP (0:5): processing HASH payl oad
message ID =0

Apr 18 15:18:08: CryptoEngi ne0: generate hmac context
for connid 5

Apr 18 15:18:08: | SAKMP (5): processing NOTIFY payl oad
protocol 1 spi 0, nmessage |ID = 0 24578

Apr 18 15:18:08: | SAKMP (0:5): SA has been authenticated
wi th 201.70. 32. 82

Apr 18 15:18:08: | SAKMP (5): ID payl oad

next - payl oad : 8

type 1
pr ot ocol : 17
port ;500
Il ength 8

Apr 18 15:18:08: | SAKMP (5): Total payload |ength: 12
Apr 18 15:18:08: CryptoEngi ne0: generate hmac context
for connid 5
Apr 18 15:18:08: CryptoEngi ne0: clear dh number
for connid 1
Apr 18 15:18:08: | SAKMP (5): sending packet to
R) QW.IDLE) 201.70.32.82
Apr 18 15:18:08: | SAKMP (5): received packet from
R) QWL.IDLE) 201.70.32.82
Apr 18 15:18:08: | SAKMP (0:5): Locking struct 14DODC
on all ocation
Apr 18 15:18:08: | SAKMP (0:5): allocating address
10.2.1.1
Apr 18 15:18:08: CryptoEngi ne0: generate hmac context
for connid 5
Apr 18 15:18:08: |ISAKMP (0:5): initiating peer config to
message | D = 1226793520 . 201. 70. 32. 82
Apr 18 15:18:08: | SAKMP (5): sending packet to
201. 70. 32. 82
R) QMW._I DLE)
Apr 18 15:18:09: | SAKMP (5): received packet from
201. 70. 32. 82
R) QMW._I DLE)
Apr 18 15:18:09: | SAKMP (0:5): processing transaction
payl oad
from 201.70.32.82. nmessage | D = 1226793520
Apr 18 15:18:09: | SAKMP: recieved config from
201. 70. 32. 82
Apr 18 15:18:09: CryptoEngi ne0: generate hmac context
for connid 5

Apr 18 15:18:09: | SAKMP: Config payl oad type: 4
Apr 18 15:18:09: | SAKMP (0:5): peer accepted the

I addr ess

Apr 18 15:18:09: | SAKMP (0:5): adding static route for
10.2.1.1

Apr 18 15:18:09: | SAKMP (0:5): deleting node 1226793520
Apr 18 15:18:09: CryptoEngi ne0: generate hmac context
for
conn id 5
.Apr 18 15:18:09: | SAKMP (0:5): processing SA payl oad
message | D = -617682048
Apr 18 15:18:09: | SAKMP (0:5): Checking | PSec proposal 1
Apr 18 15:18:09: | SAKMP: transform 1, ESP_DES




CApr 18 15:18:09: | SAKWP: attributes in transform
Apr 18 15:18:09: | SAKMP: aut henticator is HVAC MD5
Apr 18 15:18:09: | SAKMP: encaps is 1
Apr 18 15:18:09: validate proposal 0
.Apr 18 15:18:09: |ISAKMP (0:5): atts are acceptable
:(Apr 18 15:18:09: |PSEC(validate_proposal _request
proposal part #1, (key eng. nmsg.) dest=
,201.70.32.101
src= 201.70. 32. 82, dest_proxy=
10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0
type=4), src_proxy= 10.2.1.1/255.255. 255. 255/ 0/ 0)
((type=1
, protocol = ESP, transforne esp-des esp-nd5-hnmac
i fedur= 0s and Okb, spi= 0x0(0), conn_id= 0,
, keysize= 0
flags= 0x4
Apr 18 15:18:09: validate proposal request O
.Apr 18 15:18:09: | SAKMP (0:5): processing NONCE payl oad
message | D = -617682048
.Apr 18 15:18:09: | SAKMP (0:5): processing | D payl oad
message | D = -617682048
Apr 18 15:18:09: ISAKMP (5): ID_IPV4_ADDR src 10.2.1.1
prot 0 port O
.Apr 18 15:18:09: | SAKMP (0:5): processing | D payl oad
message | D = -617682048
Apr 18 15:18:09: | SAKMP (5): |D_I PV4_ADDR SUBNET dst
prot 0 port 0 10.2.2.0/255.255.255.0
.Apr 18 15:18:09: |PSEC(key_engine): got a queue event
Apr 18 15:18:09: | PSEC(spi_response): getting sp
for SA from 201.70. 32. 82 to 153684796
201.70.32.101
for prot 3
Apr 18 15:18:09: CryptoEngi ne0: generate hmac context
for connid 5
Apr 18 15:18:09: | SAKMP (5): sending packet to
201. 70. 32. 82
R) QV.IDLE)
Apr 18 15:18:09: | SAKMP (5): received packet from
201. 70. 32. 82
R) QV.IDLE)
Apr 18 15:18:09: CryptoEngi ne0: generate hmac context
for connid 5
.Apr 18 15:18:09: | SAKMP (0:5): processing SA payl oad
message |D = -1078114754
Apr 18 15:18:09: | SAKMP (0:5): Checking |IPSec proposal 1
Apr 18 15:18:10: | SAKMP: transform 1, ESP_DES
:Apr 18 15:18:10: | SAKWP: attributes in transform
Apr 18 15:18:10: | SAKMP: aut henticator is HVAC MD5
Apr 18 15:18:10: | SAKMP: encaps is 1
Apr 18 15:18:10: validate proposal 0
.Apr 18 15:18:10: |ISAKMP (0:5): atts are acceptable
:(Apr 18 15:18:10: |PSEC(validate_proposal _request
proposal part #1, (key eng. nmsg.) dest=
,201.70.32.101
src= 201.70. 32. 82, dest_proxy=
10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0
type=4), src_proxy= 10.2. 1. 1/255. 255. 255. 255/ 0/ 0)
((type=1
, protocol = ESP, transforne esp-des esp-nd5-hnac
i fedur= 0s and Okb, spi= 0x0(0), conn_id= 0,
, keysize= 0
flags= 0x4
Apr 18 15:18:10: validate proposal request O
.Apr 18 15:18:10: | SAKMP (0:5): processing NONCE payl oad




message |D = -1078114754

.Apr 18 15:18:10: | SAKMP (0:5): processing | D payl oad
message |D = -1078114754

Apr 18 15:18:10: |SAKMP (5): ID_IPV4_ADDR src 10.2.1.1
prot 0 port O

.Apr 18 15:18:10: | SAKMP (0:5): processing |ID payl oad
message |D = -1078114754

Apr 18 15:18:10: |SAKMP (5): |D_I Pv4_ADDR _SUBNET dst
prot 0 port 0 10.2.2.0/255.255.255.0

.Apr 18 15:18:10: | PSEC(key_engine): got a queue event

Apr 18 15:18:10: | PSEC(spi_response): getting sp

224008976
for SA from 201.70. 32. 82 to 201.70.32.101
for prot 3

Apr 18 15:18:10: CryptoEngi ne0: generate hmac context
for connid 5

Apr 18 15:18:10: | SAKMP (5): sending packet to

201. 70. 32. 82
R) QV.IDLE)

Apr 18 15:18:10: | SAKMP (5): received packet from

201. 70. 32. 82
R) QV.IDLE)

Apr 18 15:18:10: CryptoEngi ne0: generate hmac context
for connid 5

Apr 18 15:18:10: ipsec allocate flow O

Apr 18 15:18:10: ipsec allocate flow O

Apr 18 15:18:10: | SAKMP (0:5): Creating |PSec SAs

Apr 18 15:18:10: i nbound SA from 201. 70. 32. 82
to 201.70.32.101 (proxy 10.2.1.1 to
(10.2.2.0
Apr 18 15:18:10: has spi 224008976 and conn_id
2000
and flags 4
Apr 18 15:18:10: out bound SA from 201. 70. 32. 101
to 201.70.32.82 (proxy 10.2.2.0 to
(10.2.1.1
Apr 18 15:18:10: has spi -1084694986 and conn_id
2001
and flags 4

Apr 18 15:18:10: | SAKMP (0:5): deleting node -1078114754
.Apr 18 15:18:10: | PSEC(key_engine): got a queue event
, (Apr 18 15:18:10: IPSEC(initialize_sas
key eng. msg.) dest= 201.70.32.101, src=)
,201. 70. 32. 82
, (dest _proxy= 10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
,(src_proxy= 10.2.1.1/0.0.0.0/0/0 (type=1
, protocol = ESP, transforne esp-des esp-nd5-hnmac
,lifedur= 0s and Okb
spi = OxD5A1B10(224008976), conn_i d= 2000, keysize=
, 0
flags= 0x4
, (Apr 18 15:18:10: IPSEC(initialize_sas
key eng. msg.) src= 201.70.32.101, dest=)
,201. 70. 32. 82
, (src_proxy= 10. 2. 2. 0/ 255. 255. 255.0/0/0 (type=4
, (dest _proxy= 10.2.1.1/0.0.0.0/0/0 (type=1
, protocol = ESP, transforne esp-des esp-nd5-hnac
,lifedur= 0s and Okb
spi = OxBF58DE36(3210272310), conn_id= 2001, keysize=
, 0
flags= 0x4
,Apr 18 15:18:10: | PSEC(create_sa): sa created
,sa) sa_dest= 201.70.32.101, sa_prot= 50)
, (sa_spi = OxD5A1B10( 224008976




sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2000

,Apr 18 15:18:10: | PSEC(create_sa): sa created
,sa) sa_dest= 201.70.32.82, sa_prot= 50)

, (sa_spi = OxBF58DE36( 3210272310

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2001
Apr 18 15:18:10: | SAKMP: Locking struct 14DODC for | PSEC
Apr 18 15:18:24: | SAKMP (0:5): retransnitting

phase 2 -617682048
Apr 18 15:18:24: | SAKMP (5): sending packet to
201. 70. 32. 82

R) QV.IDLE)

Rout er #show crypto ipsec
Apr 18 15:18:39: |ISAKMP (0:5): retransnitting
phase 2 -617682048
Apr 18 15:18:39: | SAKMP (5): sending packet to
201. 70. 32. 82
R QV.IDLE sa)

interface: EthernetO
Crypto map tag: intmap, local addr. 201.70.32.101

:(local ident (addr/nmask/prot/port
(10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0)
:(renpte ident (addr/nmask/prot/port
(10. 2. 1. 1/ 255. 255. 255. 255/ 0/ 0)
current _peer: 201.70.32.82
{}=PERM T, fl ags
pkts encaps: 7, #pkts encrypt: 7, #pkts digest 7#
pkts decaps: 7, #pkts decrypt: 7, #pkts verify 7#
pkts conpressed: 0, #pkts deconpressed: 0#
, pkts not conpressed: 0, #pkts conmpr. failed: O#
pkts deconpress failed: 0O#
send errors 0O, #recv errors O#

| ocal crypto endpt.: 201.70.32.101, renote
crypto endpt.: 201.70.32.82

path mu 1500, nedia ntu 1500

current outbound spi: BF58DE36

;i nbound esp sas
(spi: 0xD5A1B10(224008976
, transform esp-des esp-nd5-hnac
{ ,in use settings ={Tunne
,slot: 0, conn id: 2000, flow.id: 1
crypto map: intnap
sa timng: remaining key lifetime
(k/sec): (4607999/3500)
IV size: 8 bytes
replay detection support: Y

:inbound ah sas

;i nbound pcp sas

:out bound esp sas
(spi: OxBF58DE36(3210272310

, transform esp-des esp-nd5-hnac

{ ,in use settings ={Tunne

,slot: 0, conn id: 2001, flow.id: 2
crypto map: intmap




sa timng: remaining key lifetime
(k/sec): (4607999/3500)

IV size: 8 bytes

replay detection support: Y

:outbound ah sas
:out bound pcp sas
Rout er #sho crypto engine connections active

ID Interface | P- Addr ess State Algorithm

Encrypt Decrypt
set HVAC_MD5+DES_56_CB 5

0 0
Et hernet 0 201.70.32.101 set 2000
HVAC_MD5+DES 56_CB 0 7
Et hernet 0 201.70.32.101 set 2001
HVAC_MD5+DES 56_CB 7 0
Crypto adj acency count : Lock: 0, Unlock: O

VPN & Jawoe Slogleo

:Client configuration
C\>ping -t 10.2.2.5
Reply from 10.2.2.5: bytes=32 time<Ons TTL=352

Reply from 10.2.2.5: bytes=32 tine<10nms TTL=352

: From Logvi ew
New Connection - Initiating | KE 14: 25: 34. 044
(Phase 1 (I P ADDR=201.70.32.101

New Connection - SENDI NG>>> | SAKMP 14: 25: 34. 144
(QAK MM (SA

New Connection - RECElI VED<<< | SAKMP 14: 25: 35. 886
(QAK MM (SA

New Connection - SENDI NG>>>> | SAKMP 14: 25: 36. 067
(QAK MM (KE, NON, VID, VID

New Connection - RECElI VED<<< | SAKMP 14: 25: 38. 310
(QAK MM (KE, NON, VID

New Connection - SENDI NG>>>> | SAKMP 14: 25: 38. 460
(QAK MM * (1 D, HASH, NOTI FY: STATUS | NI TI AL_CONTACT

New Connection - RECElI VED<<< | SAKMP 14: 25: 38. 610
(QAK MM *(1 D, HASH

New Connection - Established | KE SA 14:25:38. 710

New Connection - Initiating | KE Phase 14:25:38. 811
with Client IDs (message id 2

(B01876 :

,Initiator = | P ADDR=201. 70. 32. 82 14: 25: 38. 911
prot = 0 port =0

Responder = | P 14:25:39.011
, SUBNET/ MASK=10. 2. 2. 0/ 255. 255. 255. 0
prot = 0 port =0

<<<<New Connection - SENDI NG 14: 25:39. 111
(1 SAKMP QAK QM *(HASH, SA, NON, ID, ID

New Connection - RECElI VED<<< | SAKMP 14: 25: 39. 251
(QAK TRANS *(HASH, ATTR

New Connection - Received Private | P 14:25:39. 351
Address = | P ADDR=10.2.1.1




New Connection - Discarding | PSec SA 14:25:39. 451
(negotiation (nessage id: B01876

New Connection - SENDI NG>>>> | SAKMP QAK 14: 25: 39. 552
(TRANS *(HASH, ATTR

New Connection - Received nmessage for 14:25:40.022

di scar ded
(I PSec SA negotiation (nmessage id: B01876

New Connection - Initiating | KE Phase 2 14:25:40. 122

wth
(Adient IDs (nessage id: C8CBOCE

Initiator = | P ADDR=10.2.1.1, prot =0 14: 25: 40. 223

port =0

Responder = | P 14: 25: 40. 323

, SUBNET/ MASK=10. 2. 2. 0/ 255. 255. 255. 0
prot = 0 port =0

New Connection - SENDI NG>>>> | SAKMP QAK 14: 25: 40. 423
(QV *(HASH, SA, NON, ID, ID

New Connection - RECElI VED<<< | SAKMP QAK 14: 25: 40. 873
, QM *(HASH, SA, NON, ID, ID

(NOTI FY: STATUS_RESP_LI| FETI ME

New Connection - SENDI NG>>>> | SAKMP QAK 14: 25: 40. 974
(QV *(HASH

New Connection - Loading | PSec SA 14:25:41.074
Message | D = CBCBOCE QUTBOUND SPI = 19A22423)
(I NBOUND SPI = E4829433

14:25:41. 174
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