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Mar 12 18:22:10.706: %CRYPTO 4- RECVD_PKT_I NV_SPI : decaps: rec'd | PSEC packet*
,(has invalid spi for destaddr=213.163.222.7, prot=50, spi=0x68842105(1753489669
srcaddr=11.1.1.3, input interface=Ethernet0/0

IPSec ellasi I g2,1 axllall e (SPIS) ulo¥l wlales ulgd Js> dluais clogles e Jouaxll
ellos] Olisiwl 4,8 xiiwall 138 piog; .SPIJ aumuall e sl uwYlg ZRECVD PKT INV_SPI
a9l SLlll ga> weall (o Jo Law le>Noly gladio JSuis Uzl Lgd &y Ll o@ey bl
Le>Noly clasVl (8 likiwy
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debug crypto condition peer ipvd <peer IP address> debug crypto isaknmp debug crypto ipsec debug
crypto engine
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/c/ar_ae/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-ipsec-spi-errors-technologies-tech-note-00.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-ipsec-spi-errors-technologies-tech-note-00.html

snnp-server enabl e traps event-manager
snnp-server host 11.1.1.3 public event-manager
snnp- server manager

: Sender

snnp-server enabl e traps event-manager
snnp- server host 213.163.222.7 public event-nanager
snnp- server manager

slg Lo
1D ally kol dpaill poll Jo,e pi

. Recei ver

To test if this output gets logged to the file called "hub" sh ip int bri | tee /append ---!
di skO: hub.txt conf t ! event manager applet command_hub event syslog pattern "CRYPTO 4-
RECVD _PKT_I NV_SPI . *srcaddr=11.1.1. 3" action 1 cli command "enabl e" action 2 syslog mnsg

"command_hub is running ..." priority informational action 3 cli command "show crypto sockets
append di skO: hub.txt" action 4 cli command "show crypto isa sa | append diskO: hub.txt" action 5
cli command "show crypto ipsec sa detail | append diskO: hub.txt" action 6 cli command "show
dnvpn detail | append diskO: hub.txt" action 7 wait 18 action 8 cli conmmand "undebug all" action
8.1 snnmp-trap intdatal 2323232 strdata "" action 9 syslog priority informational nsg "DONE ON
HUB" ! end
: Sender
conf t

event manager appl et spoke_app

.event snnp-notification oid 1.3.6.1.4.1.9.10.91.1.2.3.1.9

oi d-val "2323232" op eq src-ip-address 213.163.222.7 nmaxrun 35

"...action 1.0 syslog nsg "Received trap from Hub

"action 2.0 cli conmand "enabl e

"action 3.0 cli command "undebug al

"action 4.0 syslog nmsg "DONE ON SPCKE

!
end

(WY Y] | “|
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. Recei ver

Mar 12 18:22:10.706: YCRYPTO 4- RECVD PKT_I NV_SPI: decaps: rec'd | PSEC packet *
,(has invalid spi for destaddr=213.163.222.7, prot=50, spi=0x68842105(1753489669
srcaddr=11.1.1.3, input interface=Ethernet0/0

Mar 12 18:22:10.727: Y%A EM 6-LOG comrand_hub: conmand_hub is runni ng*

#hub

Mar 12 18:22:30.026: %A EM 6-LOG conmmand_hub: DONE ON HUB*



: Sender

#spoke
.Mar 12 18:22:30.542: %A EM 6-LOG spoke_app: Received trap from Hub*

Mar 12 18:22:30.889: %A EM 6-LOG spoke_app: DONE ON SPOKE*

.show debug oVl s>l calSuinall J> oo il

. Recei ver

spoke# show debug

do old ol
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