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aSuill _Jaulasill |

W1 aSaidl slac] xituall 13D pasiuy

Webserver

10.89.129.131 128
([192.168.1.11 124 outside) e
l__,.a‘”—'“‘uﬁ“-.,l P ....-' 1-._‘- .
7099.129.128 External ' |
- /10.89.129.194 192.168.1.1,  Network S
B 4 128 124 R VPN Client
S (Inside) PIX (Outside)  —"—"
Firewsall

TACACS+ or
RADIUS Seryear
1089 129 134 2B

iSpill _Jaasill aw )l olasVe

o9 Li> 192.168.1.1 Lallall IP Glsie plaziwl wusll o313 Il oobay cuill cii¥l Lawao ddslas oi -
03® 9,0l 4,5 uais an Y. VPN Jlasil clisl pac >

(25/ 10.89.129.128) &Il aSuill _le dauanll 6562V gro> Jl Jowogll VPN aSuis eMas) oSy -
PIX dla> laz JI VPN Jsoc oo 49,00l OlS,> gua> juiiv piy .o Lol IPsec g el 5,2,
OS9 4 Lol Lallall 1P Glsic M o VI sl 058 Il Jswogll pgilSols 1oy o (IPsec (345 9
.@&>Laall Lolhs Jlj Lo

Lapuo pgr w3l IP ¢olic 8,25 Y9 o i)l (o VPN eMoce il -

oSl
lisoSIl 038 situmall 13D iy
(PIX 6.3(3 ;oS5 «

VPN 4.0.5 e oS5 -
VPN Client 3.5 -,,05 -

VPN 1.1 hoc eSS -

(PIX 6.3(3 1055

pi xfirewal | #show run
Saved :

(PI'X Version 6.3(3
interface ethernetO0 100ful |
interface ethernetl 100full

nanei f ethernet0 outside security0
namei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed




passwd 2KFQhbNI dI . 2KYOQU encrypt ed
host nane pi xfirewal |
fixup protocol dns maxi mum|ength 512
fixup protocol ftp 21
fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol http 80
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol sip 5060
fixup protocol sip udp 5060
fixup protocol skinny 2000
fixup protocol sntp 25
fixup protocol sqlnet 1521
fixup protocol tftp 69
names
Do not use Network Address Translation (NAT) for ---!
inside-to-pool !--- traffic. This should not go through
NAT. access-list 101 permit ip 10.89.129.128
255, 255. 255. 240 10. 89. 129. 192 255. 255. 255. 240 !---
Permits Internet Control Message Protocol (ICMP) !---
Transmission Control Protocol (TCP) and User Datagram
Protocol (UDP) !--- traffic from any host on the
Internet (non-VPN) to the web server. access-list 120
pernmit icnp any host 10.89.129. 131 access-list 120
pernmit tcp any host 10.89.129.131 access-list 120 permt
udp any host 10.89.129.131 pager lines 24 ntu outside
1500 ntu inside 1500 ip address outside 192.168.1.1
255.255.255.0 i p address inside 10.89.129.194
255.255.255.240 ip audit info action alarmip audit
attack action alarm !--- Specifies the inside IP address
range to be assigned !--- to the VPN Clients. ip |oca
pool VPNpool 10.89.129.200-10.89.129.204 no fail over
failover timeout 0:00:00 failover poll 15 no failover ip
address outside no failover ip address inside pdm
hi story enable arp tineout 14400 !--- Defines a pool of
global addresses to be used by NAT. gl obal (outside) 1
192.168. 1. 6-192.168.1. 10 nat (inside) 0 access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 0 O !--- Specifies which
outside IP address to apply to the web server. Static
(i nside, outside) 192.168.1.11 10.89.129. 131 net mask
255.255.255.255 0 0 !'--- Apply ACL 120 to the outside
interface in the inbound direction. access-group 120 in
interface outside !/--- Defines a default route for the
PIX. route outside 0.0.0.0 0.0.0.0 192.168.1.3 1 !---
Defines a route for traffic within the PIX's !--- subnet
to reach other inside hosts. route inside 10.89.129.128
255. 255. 255. 128 10.89.129.193 1 tineout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00:00 tineout h323 0:05:00 ngcp 0: 05: 00
sip 0:30:00 sip_nedia 0:02:00 timeout uauth 0:05:00
absol ut e aaa-server TACACS+ protocol tacacs+ aaa-server
RADI US protocol radius aaa-server LOCAL protocol |oca
!--- Authentication, authorization, and accounting (AAA)
statements !--- for authentication. !--- Use either of
these statements to define the protocol of the group
.AuthInbound. !--- You cannot use both
+aaa- server Authl nbound protocol tacacs

OR aaa-server Authlnbound protocol radius !--- --- !
After you define the protocol of the group AuthInbound,
define !--- a server of the same type. !--- In this case
we specify the TACACS+ server and key of "secretkey".

aaa- server Authlnbound (inside) host 10.89.129. 134




secretkey tineout 10 !--- Authenticate HTTP, FTP, and
Telnet traffic to the web server. aaa authentication
include http outside 10.89.129.131 255. 255. 255. 255
0.0.0.0 0.0.0.0 Authlnbound aaa authentication include
ftp outside 10.89.129.131 255.255.255.255 0.0.0.0
0.0.0.0 Authlnbound aaa authentication include tel net
out si de 10.89.129. 131 255.255.255.255 0.0.0.0 0.0.0.0
Aut hl nbound no snnp-server |ocation no snnp-server
contact snnp-server conmunity public no snnp-server

enabl e traps fl oodguard enable !--- Trust IPsec traffic
and avoid going through ACLs/NAT. Sysopt connection
pernmit-ipsec !--- IPsec and dynamic map configuration.

crypto i psec transformset nyset esp-des esp-nd5-hnmac
crypto dynam c-map dynmap 10 set transformset nyset
crypto map nmymap 10 i psec-i saknp dynam ¢ dynmap /---
Assign IP address for VPN 1.1 Clients. Crypto nmap nynap
client configuration address initiate crypto map nmynap

client configuration address respond !--- Use the AAA
server for authentication (AuthInbound). Crypto nmap
mymap client authentication Authlnbound !--- Apply the

IPsec/AAA/ISAKMP configuration to the outside interface.
crypto map nynap interface outside isaknp enabl e outside

!--- Pre-shared key for VPN 1.1 Clients. isaknmp key
¥xkkxkxx address 0.0.0.0 netrmask 0.0.0.0 isaknp identity

address !--- Assign address from "VPNpool" pool for VPN
1.1 clients. isaknmp client configuration address-poo
| ocal VPNpool outside !--- ISAKMP configuration for VPN

Client 3.x/4.x. isaknmp policy 10 authentication pre-
share i saknp policy 10 encryption des isaknp policy 10
hash md5 isaknp policy 10 group 2 isaknp policy 10
lifetime 86400 /--- ISAKMP configuration for VPN Client
1.x. isaknp policy 20 authentication pre-share isaknmp
policy 20 encryption des isaknp policy 20 hash nd5

i sakmp policy 20 group 1 isaknp policy 20 lifetine 86400
! --- Assign addresses from "VPNpool" for VPN Client
3.x/4.x. vpngroup vpn3000 address-pool VPNpool vpngroup
vpn3000 idle-tine 1800 !/--- Group password for VPN
Client 3.x/4.x (not shown in configuration). Vpngroup
vpn3000 password ******** te|lnet timeout 5 ssh timeout 5
console timeout O terminal width 80

Crypt ochecksum ba54c063d94989cbd79076955dbf eefc : end
#pi xfirewal |

VPN 4.0.5 oS oS5

VPN 4.0.5 Jiac ono5i wlglazll 0i® JoSI

a,dlkll dol| &l Jiac) Cisco Systems VPN Client < (aol,Jl) Programs < (eaJl) Start >a> .1
.Cisco 0 (VPN)
VPN Jlasl eliw]" ;U Jasinid naz e a5l .2
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Conneckion Entries - Skatus: Cerkificates: Log Opkions: Help

e
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LA 7 e
Connect Me Impart b ccdify Delete I
iConnection Entries; I Certificates I Log l
Connection Entry: / Hiozt Tranzport

i

| Mot connecked,

o

RS

J3ol a5 .awanll 2,0 (9 PIX gla> jlaz) 2P olgic J351 o9 2o "JlasVl Jo]" pul S350 .3

Connection Ent: | pisepn

Descrption: | connection to pisvpn

Host {192 168.11

i Group Authentication

Authentication ITran&pDrt Backup Servers I Chial-Up I

(™ Mutual Group Authentication

S

e 8519 59,00l dalS9 VPN dcgaxo ol
# ¥PN Client | Create New ¥YPN Connection Entry

X

M ame: wpr 3000

Fagzaword: i

I:Ehhfl'l'l Paszmnpd:  ==ss=

" Certificate Authentication

M arne: I
[T Send 5 Certficate Char

Erase User Pagawnrd I

J‘f?“’ﬁc

Cancel

baa
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Cisco Svstims

- = _ :
5 45 B R
Confect Mew [mpat b ccdify Delete

Connection Entries IEertifin:ates I Log I

Connection Entry: / Hiost Tranzport

piXYpn 19216811 IPSec/ULP

4 I i
| Mot connecked, | A
Sl JLasW  38lge Lailg Xauth J 9,0l aolSg pastiuall puul wlogles Jssl whio by boaic .
RN

=10l i

Cormection Entrlies  Status Terfificates Log Cptions  Help

@ ﬁ I;@Eﬂ m Cisto SysTis

LCancel Connect e I ot b aclifys Delete ]
Connection Entries | Certificates | Log I
Conrection Entry -/ Host Tranzport
pix¥pn 19216811 IP5ec/UDP

# ¥PN Client | User Authentication for "pixvpn® x|

Cisco SYSTEMS Sl | ———

_‘J_ . Pazzword: I““““““““ J J.J
|F'. th
punls Ok Caricel |_£
s

VPN Client 3.5 -,;055

JsSis 3.5 6905 VPN JI JSiy, o steps 138 cusl

a,d | dol| a4l Juae) Cisco Systems VPN Client < (ol ) Programs < (i) Start 52> .1
(VPN) a,alhll dolll auidl JUb<Cisco (,0 (VPN)



"2 Juasl JB|" plles i aax e el 2
999 Lailg | JLas¥l JB| puw

Mew Connection Entry Wizard >

The WPM Client letz pou create secure connections to
remote networks. This wizard helps you create a
Cisco SysTeEms connection entry for connecting to a specific remaote
riebwork,.

Marne of the new connection entry:

Ipﬁvpn

Dezcnption of the new connechion entry [optional):

ln:u:unnec:tin:un to pix

X

< Back M emt = Cancel Help

| U351 .3

Ul

| Ul .4

Mew Connection Entry Wizard

99 ,al9 el p3ll JLasW aolasiiw] pis sil 0313l Lol IP olsic 9f caanll pw

X

The following information identifies the server to which
nol connect for access to the remote netwark,
Cisco SYSTEMS
Hast name ar IP addiess of the server;
- |1 92 168.1.1]
< Back ﬂe%} Cancel Help

Wl




23131 I gl @85kan) cuorsiuall 19,a)l dalSy puwdl J55l9 degamall LI Jowsll logles 32> .5
Next §o5 il .us|

Mew Connection Entry Wizard > ﬂ

Your administrator may have provided pou with group
parameters or a digital certificate to authenticate your

Cisco SYSTENS access to the remote zerver. If so, select the appropriate

authentication method and complete your entries .

% Group Access Information

M arme: wprad00

Fazswaord:  |=

Canfirm “"”’1
Fassword:

£ Cerlificate

M amme; I Mo Certificates installed B

wWalidate Eerfificate..

< Back I Mext = Cancel Help

(Juh)
Jo¥l laax) el §od il 6

Mew Connection Entry Wizard > E[

“'ou have successfully created a new virtual private
niebwarking connection entry named:

P

Chizk, Finizh to zave this entry.

Cisco SYSTEMS

T o connect to the remate network., select the Connect
buttan from the main window.

T o madify thiz connechion entry, click Optionz on the main
window and zelect Properties from the menu that appears.

< Back Finizh I Cancel Help

SVECY|
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# Cisco Systems ¥YPN Client

Gisco Srsrems

Connection Entri:

mI PRl -

Hﬂw.ﬁc = | H"DLTDHET

Heast name or IP address of remate server:
{152.168.1.1]

Conpect | Close

bkl
- Juogs
il JLasM 38lgo Lails Xauth J 9,all dalsy pasiumall pul Gloglze Jol wlio wllay Loxic .8




» Cisco Systems ¥YPN E"Eﬁt-‘,’ : = EI

| Cisco Srsrems =
Connecting to 153-1554 L -

User Authentication for pixypn _ ?

@ The zerver haz requested the information

specified below to complete the uzer
authentication.

U=ername:

clsco_mistomer

Fazzword:

HENME

[T Save Pazsword

]S Cancel |
Eonnect I Cloze |
ol
VPN 1.1 Juac 1055
:Network Security policy
TACconn 1-
My ldentity

Connection security: Secure

Renpte Party Identity and addressing
I D Type: |P subnet

10. 89. 129. 128

255. 255. 255. 128

Port all Protocol all

Connect using secure tunne

ID Type: |P address
192.168.1.1

Pre- shared Key=ci sc01234

(Aut hentication (Phase 1

Proposal 1
Aut henti cati on nmet hod: pre-shared key
Encryp Al g: DES
Hash Al g: M5
SA life: Unspecified
Key Group: DH 1




(Key exchange (Phase 2

Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5
Encap: tunne
SA life: Unspecified
no AH

O her Connections 2-
Connection security: Non-secure
Local Network Interface

Name: Any

| P Addr: Any

Port: All
dwlxo adlo|

1D dpwlxo dlac BloY oYl dcluo

aaa accounting include acctg service inbound|outbound 1 _ip 1 mask [f_ip f _mask] server tag

LoVl 138 adliol s PIX o655 9 cJliadl Juaw e

aaa accounting include any inbound
AuthInbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

Josi S Lyg,u0 « 99lginll sSysopt ips pl oVl Lulg sysopt connection permit-ipPSec oVl e, tdla> Mo
axJlo Xauth duul>e s .1asd pl 2o  §9lgioll Sysopt ipSec oVl go Xauth duwlxo Joasi ¥ . Xauth duwlxe
.UDP gl ICMP _uJ9 .TCP o¥lasV

+TACACS duwlxo oMol Jlio 58 21,3V 13d

. cisco_custonmer Default Group 10.89.129.200 stop 15 .. 99 1879 15:17:54 07/ 27/ 2004
0x5 .. PI X 10.89.129. 194 tel net

. cisco_custoner Default G oup 10.89.129.200 start 15:17:39 07/27/2004
0x5 .. PI X 10.89.129. 194 tel net

- " . — ..I

2o Sy oueSill Jac 2Tl punsl] 138 paciiuwl

w22 (OIT) 2L3Vl a2 i 8151 pazkial .ShOW Lolol Lass (laad ulxualleVasll) 2131 a2 yio 8131 ac
. Show oVl 2,50 Jul>s

.debug olol plaziw| b zuaill 1olol Jo> dago wlogles J &)l rda>Ve

Jrasll wils elas] aumas Uo,2) CiSCo o oIl Szl Lo,le (uSai; a8

2 al> 0l ol IPsec wlioglas o ,2) paxiu—debug crypto ipSec -
1 dl> 0l dolJI ISAKMP wlioglas e eMbM paziuw—debug crypto isakmp -
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Le>Molg cllas VI OLiSswl

elosVl aoas 2l,31 Jose iy oMoty (oSl elias] BLiSiwy Lgolatiwl cliSay loglas auill 138 S,
Loyl aiell

Le>Molg elasV Bliiwl ol9l

22 (OIT) L3Vl a2 i 8151 paskiawl .ShOW Lolol Lasy (Jaad ulxwalleVasl)) 21,31 p> is 6131 ac
. show oVl 2,50 >

.debug ol9l plaziw| J:8 zaxaill olol Jo> dago wlogles JI gl tdla>Vo

il o0 ddac ellas] aouail paiuw,—debug crypto engine -

PIX cllasi auuai z3gas

pi xfirewal | #show debug
debug crypto ipsec 1
debug crypto isaknp 1
debug crypto engine
debug fover status

tx Of
rXx O f
open Of
cabl e O f
t xdnp O f
r xdnp Of
ifc O f
rxip Of
txip O f
get Of
put Of
verify Of
switch Of
fail O f
fnsg Of

VPN 4.X Jiac 2o clasVl auns

#pi xfirewal |

crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
VPN Peer: | SAKMP: Added new peer: ip:192.168.1.2

Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:192.168.1.2 Ref cnt increnented

to:1 Total VPN Peers:1

QAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: extended auth pre-share

| SAKIVP: life type in seconds

| SAKMVP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
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| SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKIVP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKIVP: default group 2

| SAKIVP: ext ended auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKIVP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKIVP: default group 2

| SAKIVP: aut h pre-shared

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0x0 0x20 0Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 4 against priority 10 policy

| SAKIVP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKIVP: default group 2

| SAKIVP: auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform5 against priority 10 policy

| SAKIVP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKIVP: default group 2

| SAKIVP: ext ended auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 6 against priority 10 policy
ISAKMP: encryption DES-CBC
ISAKMP: hash MD5
ISAKMP: default group 2
ISAKMP: extended auth pre-share
ISAKMP: life type in seconds
ISAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b
ISAKMP (0): atts are acceptable. Next payload is 3
Attributes offered by the VPN Client are accepted by the PIX. | SAKMP (0): processing KE ---!
payl oad. message ID = 0 | SAKMP (0): processi ng NONCE payl oad. nmessage |ID = 0 | SAKMP (0):
processing | D payl oad. nmessage ID = 0 | SAKMP (0): processing vendor id payload | SAKMP (0):
processi ng vendor id payload | SAKMP (0): renmpte peer supports dead peer detection | SAKMP (0):
processi ng vendor id payload | SAKMP (0): speaking to a Unity client | SAKMP (0): |ID payl oad next-
payl oad: 10 type : 1 protocol : 17 port : 500 length : 8 I SAKMP (0) : Total payload |length: 12
return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
QAK_AG exchange | SAKMP (0): processing HASH payl oad. nmessage ID = 0 | SAKMP (0): processing
NOTI FY payl oad 24578 protocol 1 spi 0, nessage ID = 0 | SAKMP (0): processing notify
I NI TI AL_CONTACT | PSEC( key_engi ne): got a queue event... |PSEC(key_engi ne_delete_sas): rec'd
delete notify from | SAKMP | PSEC(key_engi ne_del ete_sas): delete all SAs shared with 192.168.1.2
| SAKMP (0): SA has been authenticated return status is | KMP_NO ERROR | SAKMP/ xaut h: request
attribute XAUTH TYPE | SAKMP/ xaut h: request attribute XAUTH USER_NAME | SAKMP/ xaut h: request
attribute XAUTH USER PASSWORD | SAKMP (0:0): initiating peer config to 192.168.1.2. ID =
1623347510 (0x60c25136) crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
| SAKMP_TRANSACTI ON exchange | SAKMP (0:0): processing transaction payload from 192. 168. 1. 2.
nessage | D = 84 | SAKMP: Config payl oad CFG REPLY return status is | KMP_ERR_NO RETRANS | SAKMP
(0:0): initiating peer config to 192.168.1.2. I D = 2620656926 (0x9c340d1le)
crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1 | SAKMP_TRANSACTI ON exchange
| SAKMP (0:0): processing transaction payload from 192.168.1.2. nessage |ID = 60 | SAKMP: Config
payl oad CFG ACK return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168. 1. 2,
dest 192.168. 1.1 | SAKMP_TRANSACTI ON exchange | SAKMP (0:0): processing transaction payload from
192.168.1.2. nessage ID = 0 | SAKMP: Config payl oad CFG REQUEST | SAKMP (0:0): checking request:
| SAKVMP: attribute | P4_ADDRESS (1) | SAKMP: attribute | PA_NETMASK (2) | SAKMP: attribute | P4_DNS



(3) ISAKMP: attribute I P4A_NBNS (4) | SAKMP: attribute ADDRESS EXPI RY (5) Unsupported Attr: 5
| SAKVP: attribute APPLI CATI ON_VERSI ON (7) Unsupported Attr: 7 |1SAKMP: attribute UNKNOMN (28672)
Unsupported Attr: 28672 | SAKMP: attribute UNKNOAN (28673) Unsupported Attr: 28673 | SAKIVP:
attribute UNKNOAN (28674) | SAKMP: attribute UNKNOAN (28676) | SAKMP: attribute UNKNOAN (28679)
Unsupported Attr: 28679 | SAKMP: attribute UNKNOAN (28680) Unsupported Attr: 28680 | SAKIVP:
attribute UNKNOMN (28677) Unsupported Attr: 28677 | SAKMP (0:0): responding to peer config from
192.168.1.2. ID = 177917346 return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src
192.168.1.2, dest 192.168.1.1 QAK QM exchange oakl ey_process_qui ck_npde: QAK QM | DLE | SAKMP (0):
processi ng SA payl oad. nmessage | D = 942875080 | SAKMP : Checki ng | PSec proposal 1 | SAKMP:
transform 1, ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC MD5 | SAKMP:
encaps is 1 ISAKMP: SA life type in seconds | SAKMP: SA |life duration (VPI) of O0xO 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hmac_alg 1) not supported | SAKMP
(0): atts not acceptable. Next payload is O | SAKMP (0): skipping next ANDed proposal (1) | SAKWP
Checki ng | PSec proposal 2 | SAKMP: transform 1, ESP_3DES | SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA | SAKMP: encaps is 1 | SAKMP: SA life type in seconds | SAKMP: SA
life duration (VPI) of Ox0 Ox20 Oxc4 0x9b | PSEC(val i date_proposal): transform proposal (prot 3,
trans 3, hmac_alg 2) not supported | SAKMP (0): atts not acceptable. Next payload is 0 | SAKMP
(0): skipping next ANDed proposal (2) |SAKMP: Checking | PSec proposal 3 | SAKMP: transform 1,
ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC MD5 | SAKMP: encaps is 1
| SAKMP: SA life type in seconds | SAKMP: SA |life duration (VPI) of 0xO 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hmac_alg 1) not supported | SAKMP
(0): atts not acceptable. Next payload is O | SAKMP: Checking | PSec proposal 4 |SAKWP: transform
1, ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC- SHA | SAKMP: encaps is
1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of OxO 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hmac_al g 2) not supported | SAKMP
(0): atts not acceptable. Next payload is O | SAKMP : Checking | PSec proposal 5 | SAKMP: transform
1, ESP_DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC- MD5 | SAKMP: encaps is
1 ISAKMP: SA life type in seconds | SAKMP: SA |life duration (VPI) of 0xO 0x20 Oxc4 0x9b | SAKMP
(0): atts are acceptable. |ISAKMP (0): bad SPI size of 2 octets! |SAKMP: Checking | PSec proposal
6 | SAKMP: transform 1, ESP_DES | SAKMP: attributes in transform | SAKMP: authenticator is HVAC
SHA | SAKMP: encaps is 1 I SAKMP: SA life type in seconds | SAKMP: SA |ife duration (VPl) of 0xO
0x20 Oxc4 0x9b | PSEC(val i date_proposal ): transform proposal (prot 3, trans 2, hmac_alg 2) not
supported | SAKMP (0): atts not acceptable. Next payload is 0 | SAKMP (0): skipping next ANDed
proposal (6) | SAKMP : Checking | PSec proposal 7 | SAKMP: transform 1, ESP_DES | SAKMP: attri butes
in transform |SAKMP: authenticator is HVAC-MD5 | SAKMP: encaps is 1 ISAKMP: SA life type in
seconds | SAKMP: SA |ife duration (VPI) of OxO 0x20 Oxc4 Ox9b | SAKMP (0): atts are
acceptabl e. | PSEC( val i dat e_proposal _request): proposal part #1, (key eng. nsg.) dest=
192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168. 1. 1/ 255. 255. 255. 255/ 0/0 (type=1), src_proxy=
10. 89. 129. 200/ 255. 255. 255. 255/ 0/ 0 (type=1), protocol = ESP, transforne esp-des esp-nd5-hmac ,
|Iifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 | SAKMP (0): processing
NONCE payl oad. nessage | D = 942875080 | SAKMP (0): processing | D payl oad. nmessage | D = 942875080
| SAKMP (0): 1D I PV4A_ADDR src 10.89.129.200 prot 0 port 0 | SAKMP (0): processing | D payl oad.
nmessage | D = 942875080 | SAKMP (0): 1D | PVA_ADDR dst 192.168.1.1 prot 0 port Ol PSEC(key_engi ne):
got a queue event... |PSEC(spi_response): getting spi 0x64d7a518(1691854104) for SA from
192.168.1.2 to 192.168.1.1 for prot 3 return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1 OQAK_QM exchange
oakl ey_process_qui ck_mode: OAK_QM I DLE | SAKMP (0): processing SA payl oad. nessage ID =
3008609960 | SAKMP: Checki ng | PSec proposal 1 | SAKWP: transform 1, ESP_3DES | SAKMP: attributes in
transform | SAKMP: authenticator is HVAC-MD5 crypto_i saknp_process_bl ock: src 192.168. 1.2, dest
192.168. 1.1 QAK_QM exchange oakl ey_process_qui ck_npde: QAK QM AUTH AWAI Tmap_al | oc_entry:
allocating entry 2 map_alloc_entry: allocating entry 1 | SAKMP (0): Creating | PSec SAs inbound SA
from192.168.1.2 to 192.168.1.1 (proxy 10.89.129.200 to 192.168.1.1) has spi 1691854104 and
conn_id 2 and flags 4 lifetime of 2147483 seconds out bound SA from 192.168.1.1 to 192.168.1.2
(proxy 192.168.1.1 to 10.89.129.200) has spi 1025193431 and conn_id 1 and flags 4 lifetime of
2147483 seconds | PSEC(key_engine): got a queue event... IPSEC(initialize_sas): ,(key eng. msg.)
dest= 192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1), src_proxy=
10. 89. 129.200/0.0.0.0/0/0 (type=1l), protocol = ESP, transfornm= esp-des esp-nd5-hmac , |ifedur=
2147483s and Okb, spi= 0x64d7a518(1691854104), conn_id= 2, keysize= 0, flags= 0x4
I PSEC(initialize_sas): , (key eng. nmsg.) src= 192.168.1.1, dest=192.168.1.2, src_proxy=
192.168.1.1/0.0.0.0/0/0 (type=1), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1), protocol= ESP,
transf or nresp-des esp-nd5-hmac , |ifedur= 2147483s and Okb, spi= 0x3d1b35d7(1025193431), conn_i d=
1, keysize= 0, flags= 0x4 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:2 Total
VPN Peers:1 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt increnented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1



QAK_QM exchange oakl ey_process_qui ck_node: QAK QM AUTH AWAI Tmap_al l oc_entry: allocating entry 4
map_alloc_entry: allocating entry 3 I SAKMP (0): Creating | PSec SAs inbound SA from 192.168.1.2
to 192.168.1.1 (proxy 10.89.129.200 to 0.0.0.0) has spi 3415657865 and conn_id 4 and flags 4
lifetinme of 2147483 seconds out bound SA from 192.168.1.1 to 192.168.1.2 (proxy 0.0.0.0 to

10. 89. 129. 200) has spi 2383969893 and conn_id 3 and flags 4 lifetime of 2147483

seconds| PSEC( key_engi ne): got a queue event... IPSEC(initialize_sas): , (key eng. nmsg.) dest=
192.168.1.1, src=192.168.1.2, dest_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), src_proxy=
10. 89.129.200/0.0.0.0/0/0 (type=1), protocol = ESP, transformresp-des esp-md5-hmac , |ifedur=

2147483s and Okb, spi= 0xch96cd89(3415657865), conn_i d= 4, keysize= 0, flags= 0x4

I PSEC(initialize_sas): , (key eng. msg.) src= 192.168.1.1, dest=192.168.1.2, src_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1), protocol= ESP,
transf or nresp-des esp-nd5-hmac , |ifedur= 2147483s and Okb, spi= 0x8el187e65(2383969893), conn_i d=
3, keysize= 0, flags= 0x4 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt increnented to:4 Total
VPN Peers:1 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt increnented to:5 Total VPN Peers:1
return status is | KMP_NO ERROR pi xfirewal | #show uauth

Current Most Seen
Aut henti cated Users

1 1

Aut hen I n Progress

1 0

i psec user 'cisco_custonmer' at 10.89.129.200, authenticated
#pi xfirewal |

VPN 1.1 e 2o clasV auouas

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
VPN Peer: | SAKMP: Added new peer: ip:192.168.1.3

Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:192.168.1.3 Ref cnt increnented to:1
Total VPN Peers:1

CAK_MM exchange

| SAKMP (0): processing SA payload. nmessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy
encrypti on DES- CBC

| SAKMP: hash MD5
| SAKIMP: default group 1
| SAKIVP: auth pre-share

| SAKMP (0): atts are not acceptable. Next payload is 0
| SAKMP (0): Checking | SAKMP transform 1 against priority 20 policy

| SAKIVP: encrypti on DES- CBC
| SAKMP: hash MD5

| SAKIMP: default group 1

| SAKIVP: auth pre-share

| SAKMP (0): atts are acceptable. Next payload is 0

| SAKMP (0): SA is doing pre-shared key authentication

using id type | D_| PV4A_ADDR

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
CAK_MM exchange

| SAKMP (0): processing KE payl oad. nmessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. nessage |ID

1
o

| SAKMP (0): processing vendor id payl oad
| SAKMP (0): processing vendor id payl oad

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
CAK_MM exchange

| SAKMP (0): processing |ID payload. nmessage ID =0

| SAKMP (0): processing HASH payl oad. message ID =0



| SAKMP (0): processing NOTIFY payl oad 24578 protocol 1
spi 0, nmessage ID =20
| SAKMP (0): SA has been aut henti cated

| SAKMP (0): | D payl oad
next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
| ength : 8

| SAKMP (0): Total payload Iength: 12

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
| SAKMP: Created a peer node for 192.168.1.3

QAK_QM exchange

| SAKMP (0:0): Need XAUTH

| SAKMP/ xaut h: request attribute XAUTH TYPE

| SAKMP/ xaut h: request attribute XAUTH USER_NAME

| SAKMP/ xaut h: request attribute XAUTH_USER_PASSWORD

.1 SAKMP (0:0): initiating peer config to 192.168.1.3

(1D = 3196940891 (0xbeB8d725b

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad

from 192.168.1.3. nessage ID = 84

| SAKMP: Confi g payl oad CFG REPLY

return status is | KMP_ERR NO RETRANS

.1 SAKMP (0:0): initiating peer config to 192.168.1.3

(1D = 3196940891 (0xbe8d725b

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad

from 192.168.1.3. nessage ID = 60

| SAKMP: Confi g payl oad CFG_ACK

.1 SAKMP (0:0): initiating peer config to 192.168.1.3

(1D = 1647424595 (0x6231b453

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
| SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payl oad

from 192.168.1.3. nessage ID = 60

| SAKMP: Confi g payl oad CFG_ACK

I'l SAKMP (0:0): peer accepted the address

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
QAK_QM exchange

: oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 802013669

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

. | SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKIVP: encaps is 1

(I SAKMP (0): atts are acceptabl e. | PSEC(val i dat e_proposal _request

, proposal part #1:

,key eng. nsg.) dest= 192.168.1.1, src = 192.168.1.3)

, (dest _proxy= 10. 89. 129. 128/ 255. 255. 255. 128/ 0/ 0 (type=4
, (src_proxy= 10.89. 129. 200/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornresp-des esp-nd5- hmac
,1ifedur= 0s and Okb



spi = 0x0(0), conn_id= 0, keysize=0, flags= 0x4

| SAKMP (0): processing NONCE payl oad. nmessage | D = 802013669

| SAKMP (0): processing | D payl oad. nessage | D = 802013669

| SAKMP (0): ID_IPV4_ADDR src 10.89.129.200 prot 0 port O

| SAKMP (0): processing | D payl oad. nessage | D = 802013669

| SAKMP (0): |ID_| Pv4A_ADDR _SUBNET dst 10.89.129. 128/ 255. 255. 255. 128
...prot O port Ol PSEC(key_engine): got a queue event

| PSEC(spi _response): getting spi Oxd7cef5ba(3620664762)for SA
from192.168.1.3 to 192.168.1.1 for prot 3

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 192.168.1.3, dest 192.168.1.1
QAK_QM exchange

: oakl ey_process_qui ck_node

QAK_QM AUTH_AVWAI Tmap_al l oc_entry: allocating entry 1
map_al l oc_entry: allocating entry 2

| SAKMP (0): Creating | PSec SAs
i nbound SA from 192.168.1.3 to 192.168.1.1
(proxy 10.89.129.200 to 10.89.129.128)
has spi 3620664762 and conn_id 1 and flags 4
out bound SA from 192.168.1.1 to 192.168.1.3
(proxy 10.89.129.128 to 10.89.129. 200)
has spi 541375266 and conn_id 2 and flags 4
... I PSEC(key_engi ne): got a queue event

, (IPSEC(initialize_sas
,key eng. nmsg.) dest= 192.168.1.1, src=192.168.1.3)
, (dest _proxy= 10. 89. 129. 128/ 255. 255. 255. 128/ 0/ 0 (type=4
, (src_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1
, protocol = ESP, transfornresp-des esp-nd5- hmac
,1ifedur= 0s and Okb
spi = Oxd7cef 5ba(3620664762), conn_i d= 1, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas
,key eng. nmsg.) src= 192.168.1.1, dest=192.168.1.3)
, (src_proxy= 10.89. 129. 128/ 255. 255. 255. 128/ 0/ 0 (type=4
, (dest _proxy= 10.89.129.200/0.0.0.0/0/0 (type=1
, protocol = ESP, transfornresp-des esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x2044bb22(541375266), conn_i d= 2, keysize= 0, flags= 0x4

VPN Peer: | PSEC. Peer ip:192.168.1.3 Ref cnt increnented
to:2 Total VPN Peers:1

VPN Peer: | PSEC. Peer ip:192.168.1.3 Ref cnt increnented
to:3 Total VPN Peers:1

return status is | KMP_NO ERROR
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