odosu pded TLOC Clpwesle Blde ps)o
vManage

lJpzogsle

| 9300

lJpobJolo Il wl wsé

Lpclo ol

|Jp 95006

S92z o3l ldpuwews Jsdss wdsy pded TLOC Llywedsle Blde psjé VManage.
Iecbdole IJlul jusé

lJeobdolo

w9os Cisco yio oJ9y s pgy96 wldesluose 1Joldss:

o Jluwoedle Sldo psjé vManage
* Sev wdse zolisu (2) VEdge wuele eds oduss vManage

lJpdyole 1dpuuegspd
ouwow Idpedspele 1Jglyo WO o3l ldpuwens 1Js luosble Ido)lez 9ldedsole 1Jebss Ideldss:

+ Cisco vManage. IJ|_»>l, 20.6.3
» vEdge 20.6.3

op logvle IJPE.ngoIU |.J_9IJ)o IS o3l Idpwews pu I._JlaoJo 1J 09296 WS wSiS6 pgpdso gluoo.
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lLuwe ldogbsbs Jduvods
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e

TLOC-Extension
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Tunnel Interface

Primary WAN 4 JT*
Interface —~> geut NS
e geo/i
u. ge0/2

Y

i

TLOC-Extension

by sdoes! IduveIé

lJodosule

ge0/1 e
geofz.u
'
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Tunnel Interface

S ———  Primary WAN
N———— Interface

sbepp 03l lpuwews o Jasd wldded wdss Bolde IJpssle Ios we cdssool. subud
ws) £pd BlJo 1Upsi6 ubuwo £ Izo;é Cisco IOS® XE SD-WAN.

logble lzplds 4 89lde psjle Jobosdoel eds $ldw zol; VEdge.

SlJe psjo VPN

Seuoes Bldu 1Jpsis 03l Guwds VPN 0 9 bods lseooe Jslzes VPN (Ieuold WAN 1wl us)

U s lseuw Jglgos VPN (Tunnel/NoTlocExt) 9 v s lse,ue Jglges VPN

(TlocExt/NoTunnel):



vrH
B 58 1100 4G (Viptel O5)
Secwe Intemet Gateway (SIG) VPN VPN Interface Bridge
B ISR 1100 AGLTE" (Viptela
as) WAN LAN
B 1SR 1100 66 (Vintela OF)
B ISR 1100% 4G (Viptela OF)
B 157 100X 66 (Viptela 0F)
VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
VAN Management  WAM  LAM AN
VPN Interface IPsec VBN Interface MATFool VPN Interface PRP
WaH WaN
VPN Interface PPP Ethernet
WAN

W9ldu psjé VPN
ebsle logvle §9lde 1Upsjle:

1. VPN 0: 235> 856 |Jzols 1Jpgss6 J Transport VPN B Guwpe lJodsso I iuuluvs sluode
euslu gbpe DNS ;9..5 Ouwpe DNS:

= Cilsco vManage Conhguration - Templates

o G

Basie Canfiguration ONS Adwnitise OMP Pyd Reute Sarviee Route GRE Route IPZEC Route NAT skl Reute Loak

~  BASIC CONFIGURATION

Lot o4 1P Addchpanes (amimaem: 5]

Mo data available

IJodsso Iipwluvs Jéldo psié VPN O

luolds Llsiss wdsp zols pra3é Jewslu IJgbgs IJeldss (WAN Igwlus 9 TLOC-EXT) Bs Guwp
wa IPv4:



) Add Mext Hop

m cancd

o9zso IPv4 Jslde ps6 VPN O

Basic Configuration [ Acheurting OMP el Roste IPvis Houte Sorvice Service Route GRE Boute IPSEE Route NAT Global Roste Leak

) Mark as Dptions Rew (7}

Frafus @~ nooow
Gtewary O MemHop [0 Nel0 () VPN () DHCP

Mot o 2t Hep

Oiptional P Sateway Selecied Gaseway Configuration Action

N data available

IJ21096 1Jeldss Jdeuwly 1Jglue o VPN 0 Bldo pssé IPV4

2. 91206 VPN |se,0e (louold WAN 1wl us): olds po o 1Uslzes B 2lJs £ ls@ld
IJogbésd. 2> Gsp leoss pesus Jluwe 1Uslzes 9ldsod seugly IP:



= CiscovM

> o > VP Inteetace Ethanet

Sin35_VPH_imerface_Ethemet

Peimary WAN Circuit

Tuneel AT

LATION

serface Namo

Dymamic D Static

IP Addross (Maxmum: 4)

Bancwiith Dow

VRRP

Configuration - Templates ~N = E 8

ARP B0Z.0X

@ fos

Mo

IJodsso Iluwlgus JBlJo 0856 8lzos v ds WAN 1JI wl usé

olds po wEssU 9lz0s 1Judd eds ON. 235 Bspd IJzols 1pes6 JJ9o WAN 1Jlwlws:

> VPN Interface Ett et ¥ Sited5_VPN_inerface_Ethermet

Basic Configuration Tunnel

Tunnel Interface

Per-tunnel Qos

Calor

Restrict

Groups

Border

haximum Control Connections
vBond As Stun Server

Exclude Controller Group List
vianage Connection Preference
Port Hop

Low-Bandwidth Link

9lzos v Bldw psé VPN O

MNAT VRRP

ACLIQeS ARP 802X Advanced

TUNNEL

O on Off
on Off
on off
on off
on off
on Off
on off



opus soos NAT [Us B Ieuvgsd Jolzes WAN 1gle6:

Basic Configuration Tural NAT WRRP ACLIOSS ARP BOZ1X Advanced
i Qo
PORT FORWARD STATIC NAT
Optional Pon St Amge Pert End Range Protocel PN Private IF Artion
No data available
L X

VPN 0 Interface Template NAT

3. 9lz06 VPN |se,ue (9lzos IJoued § TLOC-EXT/NO): oldds U io 9lzoo TLOC-EXT W zlJs g0
sl ldogvgsd. 23> Bsp IJzols [Jpe>6 JJ9lzos 9ldsowd 9809l IP. wlds oo wessw 9lgod
o3 eds lsdlv IJogugsd:



e ¥ Tace Ei t ¥ Sitwd5_TLOC_Ext_WoTusnel

Temglate Hame Ste35_TLOC_Ext_KoTurned
Descrigtion s 35 TLOC Extivalinn Tomplats without Tusnsl Cosky
Basic Configuration Tunmel NAT VRRP ACLiO0S AR BOZAX Advanced

Shutdawn & as
fac U [
Descrigtion =k

Dyramic O Statie

Secondary P Address (Maximum: 4) %) Acd

Bandwidih Upsinsam @

Cancal Update

IJedsso UIuuluus Jolzos 1Uows§ TLOC-ext/NO

lol96 9lz06 TLOC-Ext WS Guupe poddp:



te » WPN knterf crmet ¥ Sitels_TLOC_Ext_WoTunnel
Basic Configuration Tunnel MNAT VRRP ACLIQoS ARP BO2.1X Advanced
w  ADVANCED
Duplex @
MAC Address @
1P MTU @
PMTU Discowery @ On Off
Flow Control @
TGP MSS @~
peed [ R
Clear-Dont-Fragment @ On Off
Static Ingress Oo5 @~
ARP Timeout @~
Autonegotiaton [0 Qn o
TLOG Extension @ e
Tracker [0
ICMPAICMPVE Redirect Disable (S on Off
GRE wnnel source IP @~
Heonnect (&
IP Directed-Broadcast @~ On Off

9lzod Tloc-Ext

4. 9lz06 VPN |se,ue (9lz0s IJuwd$/no tloc-ext): ol PU I lJ9lz06 WO 2lJs g3 ls§ld
lJoubgsd. 23> Bspe IJzol) 1Jees30 JJ9lzos 9ldsowd 9eusly IP:



¢ ¥ pdd Template > VPN Interfage Ethernet

Davice Type ISR 1100 4G 2 05) ISR 1100 4GLTE® (Viptela OS)ISR 1100 6G (Viptela OS)ISR 1100X 4G (Viptela OS)LISR 1100X 66 (Viptela OF)

Template Name Site35_Tunael_NoTIaxEx!

Description Site 35 TLOG Tunnel Gonfiguration Mo TLOG-Ext
Basic Cenfiguration Tunmel MNAT VRRP ACL/QoS ARP 802.1% Advanced

Shutdown i~ Yes O Mo
Interface Name (121 Jof
Dascription s fad aerlace. de |

() Dynamic ) Static

ne -

Secondary IP Address (Maximum: 4) (+) Add

DHCP Helper (&

9lz0é 1Jod8lesp o dosu luwluvs J TLOC-ext

AR PU LESSU 9lgod lJoed eJs ON. 235 9506 IJzols 1Jpe6 JJ9u Tloc-Ext:



Feature Template * Add Template * VPN Intarface Ethernet

Basic Configuration Tunnel MNAT VRRP ACL/QoS ARP B02.1X Advanced
Tunnel Interface [ Q oOn Off
Per-tunnel Qos @~ On Off
Color [
Restrict @~ On Off
Groups @ -
Border @~ On Off
Maximum Contral Connections @ -
vBond As Stun Server @~ On Off
Exclude Controller Group List @ -
wManage Connection Preference @~
Port Hop @~ On Off
Low=Bandwidth Link @~ On Off

9lzod IJud
Sldo 1zols

tbsle logvle Qo 1Jzols:

1 logble Qldo 1Jzoels pu Sldo 1Jps)é:

= Ciscov

¢t Resource Groups Configuration - Templates &= @ 4
D -
O Search
Croate Tomplate «
Fromm Feature Template 5 i
Tatal Rosws: O 4 i
CLl Template
Hameo Doscription Tyee Device Model  Device Role Rescurce Graup Foature Tempiaias Dralt Mode Devices Attached Updated By Last Updated Tomglste Status

No data available

Slde 1dzols po Sldw 1Jps )6

2. pde s $9ldo 1essle 1Uplbdsus:



D -

Baslc IMormation Transpart & Managemant VPN Sarvice VPN Callular Additional Templates

Systom * Site35_Symiem - Additional System Templates

Logging® Site35_Logging -

NTR Siind5_NTP -

Any Sited5_AAA - BFD Site35_BRD - oMP Site35_OMS -
Security * Site15_Sesurity -

edluosd Bl 1zols pe 1Jedssy IUluvluvs Jéslde 1Jpssl

= Cisco vManage Configuration » Templates

@ Fettue

Basic Information Transpoet & Management VPN Service VPN Collular Additional Templates

VPND* Sieeds_VEND = Additional VPN 0 Templates
VPN Interface Site35_VPMN_imeriace_Ethernet -

VPN Intertace $ite35_TLOC_Ext_NaTunnel -

VEN Interface Site35_Tunnel_NoTioxEn -

VRN B2 Gite35_VPNE1 2 - Additional VPN 512 Templates

oSluosd Slde Izols pe 0dd 916 B9lde Ipssle

3. Lol I Jzobiso wdldo [Jzol:

g Confguration - Templates ) ® 0

@

TowiRows: 1 L E

Mame Dassription Type .. Device Model Owvice Rl . Amiowrcs Grows. Featurs Templates Draft Mode Devices Attached Updated By Rant Upsated Temgiate Staves

S dE_FeatunTompise Tomplans used ... Featurn SR 1160 4GLTD® (Vipsela 05) SO Tdge  global 12 Bsabied 0 adrmin 29 4l 7032 132 I Syne -

Edit

Wiew

Delete

Copy

Attach Duvices

Change Resource Group

Expor



Ll 1Jizess LlJ@sldw

4. 8d JJ IJzolisw pu IUizoss IJeclzs [Js edles IJowsse 1Uizoj6 1Jpps6:

Attach Devices

Attach device from the list below
Available Devices

Al v ), Search

Name Device IP

\/

2 temns Selected

Selected Devices Select All
All = 1 Search v
Nama Davice IP
vEdge 10100007
vEdge 10.10.10.09

0dJ Wizoss po pu9d) IUs 1Jpess

5. i.)'@_J 2ese IJovsluosd Idpbdywo JIJI 1Jzolisy:

Site35_vEdge1



Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System P

Hostname

Name(vpn0_name)

Address(primary_WAN_next hop)
Address(tlocext_nexthop)

Interface Name(interface_tunm_notlocext)
Description(interface_description_tunn_notlocext)
IPv4 Address(interface_ip_tunn_notlocext)
Color{tlocext_color_value)

Interface Name(TLOC_NoTunnel_Interface)
Description(TLOC_MNoTunnel_lnterface_Description)
Py4 Address(TLOC_NoTunnel_Interface_IP)
Interface Name(primary_wan_interface)
Deseription({primary_wan_interface_description)
IPv4 Address(primary_wan_interface_IP)
Color(primary_WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID(system_site_id)

Generate Password

oS IJdse 1

Site35_vEdge2

complete
ISR1100-4GLTEGB-FGL2347LHTG
10.10.10.17
vEdge
Transport
10.201.237.1
192.168.30.5
gedi1
Tunnelinterface_NoTLOCExt
192.168.30.4/24
private2 v
geli2
TLOC_NaTunnelinterface
192.168.40.4/24
ae0f0
Primary WAN connection
10.201.237.120/24
privatel w
Sited5_vEdgel
10.10.10.17

35




Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System IP

Hostname

Name(vpn0_name)

Address(primary_\WAN_next hop)
Address(tiocext_nexthop)

Interface Mame(interface_tunn_notlocext)
Description{interface_description_tunn_notlocext)
IPvd Address(interface_ip_tunn_notlocext)
Coloritlocext_color_valug)

Interface Mame(TLOC_MoTunnel_interface)
Description(TLOC_NoTunnel_Interface_Description)
IPv4 Address{TLOC_NoTunnel_interface_IP)
Interface Mame(primary_wan_interface)
Description(primary_wan_interface_description)
IPva Addressiprimary_wan_interface_IP)
Color(primary_\WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID{system_site_id)

Generate Password

opdse IJdse 2

complete
ISR1100-4GLTENA-FGL2347LJ1G
10.10.10.19
vEdge
Transport
10.201.237.9
192.168.40.4
gedf2
Tunnelinterface_NoTLOCExt
192.168.40.5/24
private] w
gelf1
TLOC_NoTunnellnterface
192,168.30.5/24
ge0fo
Prirmary WAN connection
10.201.237.66/24
private2 v
Site35_vEdge2
10.10.10.19

35

Update Cancel

6. w2 pu v 1UBSp 1Jpe6 peLoL06 Joso IJizoj6:

Site35_vEdge1




= CiscovManage () Select Resource Groupw

[ — =
Fhed5_FeatureTomplate £
™
Durvica Bst (Total: 2 dvicas) =
Fiter Baareh ™
=
-2
|
1 2
551106 OLTEMA-FiU EIATLIN
ognliE0.10.19
s
5
v
L]
=
0
£
Conbgure Device Rolback Timer

Configuration - Templates

allowsservice sshd

no allou-pervice metcont

no allow-service ntp

o allov-service aspt

no allow-secvice stus

aliow-service hLLPs

no aButdown

ip rowts 0.0.8.040 10.201.737.1 1

vpn 813

£|%(8|8|8|8 2(B|8|5 82 z|ex|ne|aln]e2|nn|s|nn|e(n]n|=||s|a

pelsus lJodosy 1

Site35_vEdge2

= Cisco vManage () Select Ressurce Group

Device Tamplate:
$ite35_FeaturaTemplate

Dwica list [Totnl: 2 dusicos)
FinarfSasrch

ESR1100-4GLTEGE-FOLIMTLITS
13,1, 10.17

Eorkgure Divice Bolhack Timer

pelsus lJodysy

2

Configuration - Templates
sllowsssrvice sshd

o allow-sarvice natoont

5o allov-sssvice nip

o allev-sesvice capd

80 allov-sssvics awun

allowsservice Mips

]

25 mhutsoum

ip route 9.0.0.0/8 10,201.237.1 1

vp 312

6. slg sl lupg o gJs 030 IJwosisé JJzols:

HEHEHEHEEEEER B BB BB R EE R EE]

HEEE

allowssarvice sshd
no allow-pervice netsoaf

no ablow-service stun
allow-service hitps

no sbetdown

ip rosts 0.0.0.0/0 10.381.237-1 8

wpn 513

allowsservice sshd
no a1 low-pervice netooat

no allow-service stun
allowssarvice biips

no hatdoun

ip route 0.0.0.4/0 10.281.237.1 1

WA 813



Configure Devices

Committing these changes affect the configuration on 2 devices. Are you sure you want to proceed?

Confirm configuration changes on 2 devices.

odysu lJodysy

eds Swup etz IJelds Idedsso 1dehs wuvgsde J VPN 0 ol o wp >8e ISIJe woele:

Site35_vEdge1

Site35_vEdgel# show run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.120/24
ipv6e dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color privatel
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

1

no shutdown

1

interface ge0/1
description TunnelInterface_NoTLOCExt
ip address 192.168.30.4/24
tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns



allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/2
description TLOC_NoTunnelInterface
ip address 192.168.40.4/24
tloc-extension ge0/0

no shutdown
|

ip route 0.0.0.0/0 10.201.237.1
ip route 0.0.0.0/0 192.168.30.5
|

Site35_vEdgel#

Site35_vEdge2

Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2# sh run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.66/24
ipv6 dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
alTlow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/1
description TLOC_NoTunnelInterface
ip address 192.168.30.5/24
tloc-extension ge0/0

no shutdown

|

interface ge0/2



description TunnelInterface_NoTLOCExt
ip address 192.168.40.5/24
tunnel-interface

encapsulation 1ipsec

color privatel
max-control-connections 1

no allow-service bgp
allow-service dhcp
allow-service dns

allow-service icmp

no allow-service sshd

no allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

ip route 0.0.0.0/0 10.201.237.1
ip route 0.0.0.0/0 192.168.40.4
|

Site35_vEdge2#

lIJozesd

1. op LVlB IUSIJe wugle wdJl IJzolisu:

oele »e IJSIJe

Brevice Mode:

R

2. sup wgvgsd logold Idozde £o) 9lzos WAN IJiquuu§69 TLOC-Ext:

WManage IP

ddmin  Frems 103432728



IJozdd pu louold Idezde 1

lJoeldd pu logold Idogde 2

cldlo [Jlgwegsle

eove oweese IJpsde Idpeds: sedu lsuol codss pded TLOC wlpwesle lewsl> TLOC pu
IJeuwess IJelos 19 1Jpuwess IJelde.

1. pJed TLOC »0 ldpuwess IJolus: 030 Idpdedle 092936 B pzld IJue ud o l9 B
IJubeds 1JBS,e86 b wol.

2. 1p23l> L3 TLOC: swp Suod odo lpdedle woluwbs zols L3 sspdu o ouved ls wi909d9]
w9zso (pre9p V9 gJs Izojo Cisco IOSXE SD-WAN)



pdlzbo: Hlze duwe lpwsl> TLOC Ws Wuod vy glwws WAN py 2 s o oese Cisco
SD-WAN.

lJ9s9>

® g9lzolw lpwsl> TLOC 9 TLOC p3g900 V9 gds 1Uglzole [Je9zos pu ldpuwess IJelde. JI
SpJdu lgwedsle puld’s owssJdISVIs pu ldpuweys IJelus Jslzole WAN/Tunnel 9JI spedy
luweeslpeol IUl eds zluw 1JE> 6.

¢ LTE Jl sop luvessleo lsual dglzos lewsls TLOC wso pozole WAN Edge.

® |Jpded TLOC pu Idpuwess IJelde pr890 B9 gds p9zole Cisco IOSXE SD-WAN g0 €5,
P890 £Js p9ogole VEdge.

o Jlsgpd pded TLOC gds glzole IJudd IJpyowlbs wlzole @ IJlguezle.


https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



