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https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html

lJglb9es 1. [ 8 |Js Cisco Software Central.

IJg 1096 2. [0 8, 898 posy 1wz 1J3Is6.
IJg 096 3. 235 1Jpeio0 pu IJ@lses IJgJsl.
IJgbo96 4. e, IJeuwle IUbloys 1dpoluue.
lJglo9é 5. 235 gdlpd IJowsse wilgsue wopu Ideuwle [Ubloys.

IJ¢096 6. 0288 pu luolW96 IJ,gsuo 9099,0 wuuoSd P9y

sco Software Central > Smart Software Licensing dB Cisco Systems, TAC

Smart Software Licensing

Alerts | Inventory

Virtual Account: sdwan-lab =

Licenses Product Instances Event Log
By Name By Tag
Manage License Tags License Reservation... (k Show License Transactions 2earch by Ense o,
Advanced Search
[ License Billing Avallable to Use  In Use Substitution Balance Plens Actions
® Router US Export Lic. for DNA Prepaid

Il dp 98 Is eugsue Iy JIu 1duoss unldol (ize)) Bsizs Bog 2lds pe us8 wagsao
Cisco.

~ odlzbé: sbe, 0 03l IUsdsd 10 Bpo wldded wuinle o s o HSECKI g Router US
Export License for DNA gowpe luolBwe [Js euvle bloys uoldz uoeu euwle Smart.

9P wubesd lJpseo

2288 pu lu 1Jpsze e929> £dis 1d9uoe 1Uss w850 9238 IJoedp Lluwegsle Tes 1Dl

<#root>

show pl at form sof t war e devi ce- nbde

show version | include node


https://software.cisco.com/#
https://software.cisco.com/#
https://mycase.cloudapps.cisco.com/case?swl
https://mycase.cloudapps.cisco.com/case?swl

puld:

<#root>
EdgeRouter#

show pl at f orm sof t war e devi ce- nbde

Device Operating-mode: Controller-Managed
Device-mode bootup status:

8/03 00:44:16 System is green

Bootup Success

EdgeRouter#

show version | in node

Router operating mode: Controller-Managed

S pdlebs: 31 Jlo suog IJouvgsd sos [Us supe Idozde IUslos: B8 wodd 1Upsze IUs
I>1,6 936 [Joedp wluwwegsle controller-mode enable [l 0.

lJodssy

Jipwdse o) Idloe,ow [Js CSSM

oJdysu u9ge IJuldd sosssu guslu URL IJIe,)los J CSSM
IJgo96 1. $p wodssu vae IJudd lduozse 9 URL.

<#root>

EdgeRouter#

config-transaction

EdgeRouter(config)#

license smart transport smart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

comm t



Commit complete.

~ pJIané' 31Ul I.Jpgao 53&35 eds k§I._Ju ,oJu_éé wo! sop >g_p IJing_, IJS&J&S JJduvd
loodd 1 sl asid L Jolbisds L]l olb,ss ) CLI.

1Jg1096 2. &2 88 pu wudsy IJogss)le vuvdd wopse

<#root>
EdgeRouter#

show lic tech support | begin Snart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: Smart <<<<<K<K<KKLKLKLKLKLKLKLKLKLKLKLKLKLKLL<<< This nust be Snart

URL: https://smartreceiver.cisco.comlicservicel/license <<<<<<<<<<<<<<< URL nust be pointed to snartrece

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: True


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

~ pdlebo: sop cugvsb guglo URL IJIVe,)los oddlissl 9dl wogs zlze Jogssdo.

louble Le) pps) Jowwesd posd Ipuce
IJgloss 1. logus Lesl pesil 2280l

Wopu U IJeuwly Idblo,s 2 923 IJesgsue: luedd [Js edles IJowssy gle 9lud) B8998
JP) PPS) CAS>:

Virtual Account: sdwan-lab «

I General Licenses ‘ Preduct Instances Event Log

Virtual Account

Deseription:
Default Virtual Account: No

Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.

[ New Token...
Token | Expiration Date  Uses Export-Controlied  Description Created By | Actions

o Records Found

The foken will be expired when either the expiration or the maximum uses is reached
No Records o Display

1J&1098 2. lpJl pedsple Ies 1Jpess IJzos>.

I o d: 9008 0925 Jpl s luwedsle I IUepss Jo.



lowole IJuodlesd wed: g3 IJi.;I,o lJos s Vol 1) ej 1dppess voldel Jouwzsdlo
IJeouelo. :
IJe> IJIBuos. £33 IJlgwegslele: 1Jes 1UIGuos Jess Idluwegpldle Jd)e) 1dpes). 1Roshs.

olds po 0pass gl Iduwele wldoede s 1Jouess). Il Bumsduivd cuwesd IJosgswe &e
o9y 999 louble He5 ppsS)

S pdlzbs: cocos Lodlzss 1yes IUpess s 1dsuesd s Iz 1IGuos Jdluwegsle Is
lowole IUuodlzsé.

% edlebé: Jpjs> pu ldpedsplocloowd IJs welhé ldo oo 5, Cisco.

IUglogs 3. luywg Idse) Ipps).

louwe 1d)e) Upp@:)' IJ3s wp logulde JJos [Us Izl bé. ol lu cuedd IJs lplele > ouug 9
$2938! WO 1) 1,8 IJuegs) wesh uvduwds Id)e) 1pes).

Virtual Account: sdwan-lab ~
General lcenses Product Instances

Virtual Account
Description:

Defauit Virual Account Mo

Uses Export-Controlled Description

CDRIMjgOYWQIMDK... B3 2022-Sep-18 06:47:45 (in 30 days) Allowed hseckkd Installation

The token will be expired when either the expiration or the maximum uses is reached

logble logble ©96 wsu p9ze Edge 9 CSSM

pu led 098, IJodssuo Jluwadsle crtsuo Stuoe Jdoede Ssldouors)r sew ORR TP
e9zo Edge wluunle & 96 pg CSSM. Llduuweé Jdpuoldzs: suuwesp poeo Edge 1) e 1Upps)
IUss op louilio eds CSSM B 1Ugbbos [ ulu$s.

<{froot>

license smart trust idtoken TOKEN | ocal force


https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html
https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html

puld:

<#root>
EdgeRouter#

license smart trust idtoken ZThj OTl mVRU M QRZC00Yj | ILTgwWN ct ZA xZj | zYj Zi Y'WnLTE2Nj MONj | 19%9AM gy NTh8YWAVe

o> louple 1Jeds pulins oo, Iduvedle 1Jleuold o CSSM.

<#root>
EdgeRouter#

show | oggi ng | ast 50

<snip>

*Aug 18 21:03:44.730: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair2 has been removed from key
*Aug 18 21:03:46.146: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair2 has been generated or imp
*Aug 18 21:03:53.221: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file

*Aug 18 21:03:56.107: %SMART_LIC-5-COMM_RESTORED: Communications with Cisco Smart Software Manager (CSS
*Aug 18 21:03:56.347: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was successfully i

lJozdd pu &5 gpdsle logule [Jo 96
22dd pu sshs g3b vl luuile 1Jed6. 9031 seus luo spdu Jsdsd IJesgsuo 1dsuesd [Js
CSSM.

<#root>
EdgeRouter#

show l'ic tech support | begin Comunication Statistics

Communication Statistics:

Communication Level Allowed: DIRECT

Overall State: <empty>

Trust Establishment:

Attempts: Total=1l, Success=1, Fail=0 Ongoing Failure: Overall=0 Communication=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Failure Reason: <none>

Last Success Time: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00:43 2022 UTC

<snip>



~ edlebs: 31 55 £s1 IJBGud: loodd IJs Buwe luveduuled 1Jigble 9l uodlzol B o3l
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bdo lJogssd

gu 030 IJo®lbs. swp luusle 030 1Je§6 9JJu emgsue HSECKI gs) puwedspe pos IJlo. seoe
o3l Jlyo pbodow Ju@srse bdu lJpszo |Js CSSM Lluwaegsle IJoszsue. Jedu IJesgsue: 8p
vouvgsd bdo lJogssd.

<#froot>

EdgeRouter#

Iicense smart authorization request add hseck9 | oca

lJuvedlo:

<tfroot>

EdgeRouter#

show | oggi ng

i ncl ude SMART

*Aug 18 21:11:41.553: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new Tlicensing authorization code wa
*Aug 18 21:11:41.641: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

B uved l2ole 1Jesgsue 1J3ds: sep pldb pedsple bdo 1Je,gswe B 2lds 1dzlzs lJs e
pu ldpedsple.

<tfroot>

EdgeRouter#

show l'ic eventlog O

Tedhehk

Event
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18

Log R
11:
11:
11:
11:
11:
11:
12:

21:
21:
21:
21:
21:
21:
21:

41.

41

41

538

.552
41.
41.

576
576

.641
41.
06.

641
119

uTC
uTC
uTC
uTC
uTC
uTC
uTC

SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
SAEVT_STATE_RESERVE_AUTHORIZED

SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-
SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati



IJozdd pu vele Iouuvsh

ould weuo Ibles JJezds pel I3l Jlo 1destswe ol IJIo 9up wugibsboe wuvdd Lorse.

<tfroot>

show |i cense tech support | begin License Usage
show | i cense authorization
show |i cense sumary

show | i cense usage

pCJJZ

<#root>
EdgeRouter#

show |i cense tech support | begin License Usage

License Usage

Handle: 1

License: hseck9

Entitlement Tag: regid.2019-03.com.cisco.DNA_HSEC,1.0_509c41ab-05a8-431f-95fe-ec28086e8844
Description: hseck9

Count: 1

Version: 1.0

Status: | N USE(15) <<LLLKLKLKLKLKLKLKLKLKLKLKLLLLL LKL

Status time: Aug 18 21:11:41 2022 UTC
Request Time: Aug 18 21:11:41 2022 UTC
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9

Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Perpetual

Measurements:

ENTITLEMENT:

Interval: 00:15:00

Current Value: 1

EdgeRouter#

show | i cense aut hori zati on



Overall status:
Active: PID:C1111-8PWE,SN:FGL2149XXXX

Status: SMART AUTHORI ZATI ON | NSTALLED on Aug 18 21:11:41 2022 UTC  <<<<<<<<<KLLLLLL

Last Confirmation code: Ocde51c5

Authorizations:

Router US Export Lic. for DNA (DNA_HSEQ):

Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1

Enforcement type: EXPORT RESTRICTED

Term information:

Active: PID:C1111-8PWE,SN:FGL2149XXXX

Aut hori zation type: SMART AUTHORI ZATI ON | NSTALLED <<<<<<<<<<<<<

License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

Edge#

show | i cense summary

License Usage:
License Entitlement Tag Count Status

hseck9 (DNA HSEC) 1 IN USE <<<<<<<<<<

luudse Es) pouod [Js CSSM
oldouwes Jduvodle IJos sop weasdel lds Idogle e sdou 1Usuesd [Us Idlue,oe gs)
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= Smart Software Licensing

Smart Software Licensing

Inventory

Virtual Account: sdwan-lab + f

Product Instances

1
Authorize License-Enforced Fealures... r_]’

Name Product Type Last Contact Alerts Actions

Mo Recerds Found

IJzuesd eds pedsple UDI Jpszo 1Jzl96
sobdo ez Jostsue Ueeds perd 1Uzols 1IJ,ss (UDI) oo p9zo Edge. show license udi 1o,
IJoubésd Jdzuesd eds perd Idpuce (PID) sld,8e IJogwduwds (SN).

<#root>
EdgeRouter#

show | i cense udi

UDI: PID:C1111-8PWE,SN:FGL2149XXXX

wguwisé Edge Router UDI B wpede IUze)

23> zolj 9lz> 9o e wise WS SN 9 PID oy Idpuwele widrss IJzlws. 1u9) W99 Next (IJelds).



Authorize License-Enforced Features

STEP ‘] STEP 2 STEP 3 4

Enter Request Code Select Licenses Review and

device to enable the features. Learn More
Generating an authorization code here is only required for devices that do not connect to the Smart Software Manager directly. or through the Cisco Licensing Manager, to report the features they need

Single Device w
Enter the identifiers for the device 1o be licensed

Display Name;

Uuip

Serial Number FGL2149X000K]

C11-8PWE

MAC Address
Virtual ID(SUVI)

You can use the 'show license udi’ command 1o see the identifiers for a device

s 2 IJolksue Jos uwsepe 2ol

wpl luo zol; _9_Ia>. Blo IJesgsue 1Upezss 09 91z 1w ILde B Idpwe. olds po £3p wele;
lJg>s 1dpw9us,.

Authorize License-Enforced Features

sTer | STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

UDI Serial Number FGL214991A8

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License Purchased Available Reserve

Router US Export Lic. for DNA 1 1 [ 1

U.S. Export Restriction Compliance Ncense for DNA based Routers

OIS U9 zoby IJesgsue

Spdo 1o $I9o 0og 1Jzols lel woss IJuvwds 10,6 es6 (DNA) B 1Jlesls Iy Luzlus DNA. 903l
SS9V eds vag Idesgsue IJds wp Uinldo.



oelect a Device Type
Some devices could not be identified based on the identifiers provided.
Please select a device type

Device Type: DMNA On Prem w

Unidentified Devices:

Selected: 1

[ you want to enable features on different types of devices, you must perform this operation separately

i = s -
or each type

louvle J9s> IJwgssd

Jlee IJodssu slud) W98 luuile Hpj lJodsso.



Authorize License-Enforced Features

sTeEr | STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

Product Instance Details

ubi PID: C1111-8PWE
UDI Serial Number: FGL214991A9
Device Type: DiNA On Prem
Licenses to Reserve
License Total Quantity to Reserve

Router US Export Lic. for DNA

LS. Export Restriction Gompliance Ncense for DNA based Routers

Cancel

oujsd SLAC
SpdU wuisd SLAC Jpdud g uuwgo 1Js 1Jelbbs.
ouwé SLAC |Js p9zo Edge

ould edlws gsble Juuwg pJwd SLAC |Js p9zo Edge.

* & pood I9)lue USB.

<#root>
EdgeRouter#

show file systens | include usb|Size

Size(b) Free(b) Type Flags Prefixes

15598043136 15596658688 disk rw usbO:

EdgeRouter#

dir usbO:

Directory of usb0O:/

5 -rwx 1557 Aug 19 2022 00:43:30 +00:00

Aut hori zati onCode_SN _FGL2149XXXX. t xt

Back Generate Authorization Code



15598043136 bytes total (15596658688 bytes free)

EdgeRouter#

copy ushO: Aut hori zati onCode_SN FG.2149XXXX. t xt boot fl ash

Destination filename [AuthorizationCode_SN_FGL2149XXXX.txt]?
Copy in progress...C
1557 bytes copied in 0.020 secs (77850 bytes/sec)

* oluwodsdle odusse vManage oo gJId louoldle IJopde Spdud IJooudd Judd ldedole
wSu p9zo Edge 9 vManage JJguosd eJs 058> pu ldpedsple.
* SCP/FTP/TFTP Ws gluw 1Ug>ps.

Iuwegsp luvos)h 3ds Jovwse pdud SLAC Bs bootflash.

<#root>
EdgeRouter#

license smart inport bootflash: Aut hori zati onCode_SN_FG.2149XXXX. t xt

Import Data Successful
Last Confirmation code UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Confirmation code: aaa6b57e

lJowedlo.

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 19 05:42:45.309: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new licensing authorization code wa
*Aug 19 05:42:45.362: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

EdgeRouter#

show |i cense eventlog O

oo

Fededed Event Log RN
2022-08-19 05:42:45.293 UTC SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
2022-08-19 05:42:45.308 UTC SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
2022-08-19 05:42:45.333 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html

2022-08-19 05:42:45.334 UTC SAEVT_STATE_RESERVE_AUTHORIZED
2022-08-19 05:42:45.362 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
2022-08-19 05:42:45.362 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-

o2dd pu uele Jooose

luwegse ey wduwo 1Upszss B 1Ubys$s 19,86 JJozdd epl 131 o Ie,gsuwe pews
wubdd Lozse.

<{froot>

show | i cense authori zation
show |i cense sumary

show |i cense tech support | begin License Usage

Bl Iy IJooose vozsel Sl Idesgzsue 1deszss Ss Ideuwle Idbloys sujlss oddlss! gos
IUlawesle 95 8uwe 1Jesh Idpclz JJluuassle.

Virtual Account: sdwan-lab +

nera Licenses Product Instar
By Name By Tag
Manage License Tags License Reservation... [r:-' Show License Transactions search by Licens Q,
Advanced Search »
O License Billing Available to Use  In Use Substitution Balance Alerts Actions
= Router US Expoert Lic. for DNA Prepaid 1 1 - (i} Actions -

Manual Entry

MIA CB000-HSEC: 1

DNA On Prem - never -

lsuol B edles lJowsse pesdle IJpoce: soe Erue pedople UDIIJEIL06 weszo Edge
Router. 1o 8, 98 IJb¢ld JJeuosd eds )6 pu ldpedsple 29d duolisue IJosésue.



so0 Software Central > Smart Software Licensing 1B Cisco Systems, TAC

Smart Software Licensing Support Help

Inventory = Convert lo Smart Licensing Reports Preferences  On-Prem Accounts

Virtual Account: sdwan-lab -

Product Instances

Authorize License-Enforced Features C—>

Name Product Type Last Contact Alerts Actions

E; UDI_SN:FGL - DNA On Prem 2022-Aug-19 05:43:12 (F

lwvJ9w vManage Workflow

el pu IJluosl) 20.9.2 96l Lgdor wuse w9usé VManage |pdlussé vovse o gsue HSECK9
yrouu|€.)6 "r°u‘-’|.)|'~"’ |JE_P\J".

~ pdlebbo: wgpd 030 1Ubbys 86 Vb pe o)l suo "9gr0 wuoss) Router Us J DNA™ Jp wg>
ol suo HSEC 1U¢luos wldzols pod ISR4300_HSEC I ISR4400_HSEC wgpd. Jpjss pu
IJeedsele 29d Jsds6 wrasd wozsue HSEC ¢luo wldzols [Js DNAC §e wishs
o 9ssole HSEC Ublé Guwe wylgsue HSEC.

wS) IJgpd e dluo,ue
oilpus IJo)lés o pe CSSM

1.- WS 9lzod IJpwedse lyuu9pess (GUI) InMange: loedd lJs 1J81ses |U)issuvss > gpdslo
o) Idepd > p5lpud o)lesue HSEC soowswol.


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html

Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2.- 108, 898 15, LetDo It" Bes 1Joluds6 1 poos b,



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

|

() Don't show this to me again

3.- 233 pops wltsuo Ieslews 9lud, W9d Ields.

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Note: In order to install, you should have already synced your licenses from CSSM.

4.- 233 1d9og suy Idlue)uw slud) Wy IJaelds.



Assign HSEC License

2 of 7 steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

© Online
() Offline

5- b¢d wslule lge el Cisco CSSM slu @, sds IJolds.

Assign HSEC License

I of 7 steps

Enter Smart Account Credentials

Mow enter your Smart Account credentials
Username*

ericgar &

Passward®

6.- 0283 pu wb)s glps eds pilpwd wogsue HSEC slud) B9 Idelds.

Assign HSEC License

4 ol 7 steps

HSEC License Sync Overview

This process will sync licensas from CSSM for the selacted devices and virtual account

Select Virtual Account
Select HSEC-Compatible Devices

Summary

7.- suued VManage olduwzles 9suweoede o Jlo Iz wlole 1Ublo)yso 1Jpw9u)6. 235 WO



lJSlised ldpuuwsds "ldeuwle IUblo,s" 1Uss sewss eds wygsue HSEC Logse olszles JJess.

S pdlzbs: szo lu sdsu Juslole Ilgceb Ios op bbgldol B 1Jglogs 6 9, puudsd Bbis
IJzuwlo 1U5ds sldewle Idbloys se sope lssle wulésue HSEC Se.

Assign HSEC License

Sof 7 steps

Select Virtual Account

sdwan-lab - Cisco Systems, TAC

8.- 225 IJzolj Idpbdse wovse wygsue HSEC Wso.

% p.J|an52 JI SUpe &)Ul UN9S |.Jiao_j5 |Jroo_9|l_.9L§6 pE HSEC

Assign HSEC License

Onlinge Mode - Sync Licenses Task

Select Devices

All Devices [5/47)

. remchabls

cEdge_Sitel _Wes1_01 CHK-BZIBELFB-CAZE-RTOE-CFFF-2DMDEIEIZIAD

9.- pilzes pdtue Idbdye sldozdd puo slud, W98 Sync.



Assign HSEC License

Summary - Sync Licenses | Online

~ Selected Virtual Account

Virlual Accounl Mame  Sdwan-lab

~ Selected Devices

cEdge_Sitel_West 07 CHEAH 2B FH-CAJE-FTOE-CFFF-201 DHIEII9AL reachable Ca000y

10.- lu @) W98 IJoz ¥l pu 2lds wessu HSEC JJwz 9l pu 2 SLAC Ws IUsBde IJveds.

Assign HSEC License

Done! We're now syncing licenses from CSSM

What's Next?

Chock HSEC Assignmaont Status

1.- wpens leuol IJesésue pu CSSM gt sswo b vManage. sop &0 1JzlJs eds lwel wele.

= Cisco Catalyst SD-WAN (7 Select Resource Group Monitor - Overview
HSEC License Fateh | @ Vabdation suctoss

View Logs

Total Task: 1 | Success :

st wmanage_1{1.1.1.7)
1000

Device Group (1)

sl wManage
L Search Tabl
[11-Sep-2024 5:27:09 UTC] fetching license

[11-5ep-2024 5:29:11 UTC] vManage got liconse from C55M for COK-B23B68698-CASE-ST0E-CFFF-201DB3E339AD
[11-Sep-2024 5:39:11 UTC) Licanse fetched for all selected devices

[11=5ep=2024 5:329:11 UTC] fetched

Success Dona - HSEC License Fetch

ooose lJolgsue [Jpzuods

1.- WS 9lzod IJpwegse Iyuu9pess (GUI) InMange: loe@d IJs 18IS e |U)issunss > gpdslo



wS Ieed > pilpus w)lesue HSEC yoowswol.

Monitor + QOverview

Devicaz Tunnels Applications Security VEN Logs Multicioud
CERTIFICATE STATUS LICENSING REBOOT
Upgrade 5 2 -]
Warning Assigned Last 24 hrs
Sync and Install HS| S 5 Unassigned
Poor Performing Sites » Tunnel Health ©

2.- 233 popd LEwSw wylgsuo.

Assign HSEC License

1 of 3 steps

Select License Task

To start, select one of the options:

() Sync Licenses

© Install Licenses
Install licenses on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

3.- 2 IJeoly 1Uds wp leuol) wslésue HSEC Jo.



Assign HSEC License

Install Licenses Task
Select Devices

All Devices (1/4)

CEKRFAREBANE-CATEATOE-CFFF-201 DBIESIUAD

= cEdge_Sitel_West_01 fetched CEX-B23BELFB-CAJE-970E-CFFF-20 DBIEIZ9AD reachable Ca000 11120

4.- ©23838 pu pdee IJoowse 9lug) W9h wowse.

Assign HSEC License

Tod 3 vtope
Summary - Install Licenses
~ Selected Devices

cEdge Sited _Wes1 01 fetched CBK-B2IBBEIE-CASE-970E-CFFF-20 DBIEIIRAD reachable CHOO0 e

5.-1u8) WY IJueldd pu 2ldé wessw HSEC JJwedd pu 2ldé lJovuse Vs 1dsde
IJdeds.

— Assign HSEC License

Done! We're now currently activating HSEC Devices

What's Next?

Check HSEC Assignment Status

+ | Back to Workflow Library

6.- 59 VManage ClJesluod g IJeszo: shuwld SLAC |Uso sosuseo. See lu $dso Idsoe
lJuoliss o9 IJuele.



= Cisco Catalyst SD-WAN () select Resource Groupw Configuration + Devices o @ 0
HSEC License Install 9 Validation success Initiated By: ericgar
Total Task: 1| Success : 1
Device Group (1) &
L Search Table Y
Asof: Sep 10, 2024 1150 PM £
status chassisNumber eSS age stanTime Systemip Action
@ Success CBK-B23BB&9B-CAZE-9T0E-CFFF-2D1DB3E339AD HSEC Installation complete Sep 10,2024, 11,50:25 PM 1.1.1.221 E
Configuration - Devices o = @8
. *
View Logs
Host: cEdge_Site1_West_01(1.1.1.221)
Site ID: 100003

Device Model: C8000v

[11-Sep-2024 5:50:25 UTC] Installing HSEC license
[11-Sep-2024 5:50:26 UTC] RPC call to device for initializing HSEC install is successful,

meg Confirmation code: e293d6a0import Data CompletedLast Confirmation code UDI: PID:C8000V,SN:C8K-B23B869B-CA3E-
970E-CFFF-2D1DB3E339AD Confirmation code: e293d6a0

Hsh [11-Sep-2024 5:50:28 UTC] HSEC Installation complete

wsy Idgpd ey 1dpouad

pilews IJoslésue pe CSSM

[11-Sep-2024 5:50:28 UTC] Last Confirmation code UDI: PID:C8000V,SN:C8K-B23BB62B-CA3E-970E-CFFF-2D1DEB3E339AD

1.- WS 9lzos IJpwedse Iyuu9pess (GUI) InMange: loe@dd IJs 1J81ses |U)issunss > gpdslo

oy Idepd > p5lpus o)lesue HSEC soowswol.



Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2.- 108, 898 15, LetDo It" Bes 1Joluds6 1 poos b,



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

|

() Don't show this to me again

3.- 233 pops wltsuo Ieslews 9lud, W9d Ields.

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Note: In order to install, you should have already synced your licenses from CSSM.

4.- 233 9,08 &30 IJloold 910 @) W9 IJulds.



Assign HSEC License

2 of B steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

) Online
D Offline

5.-,lee L) gled eds IUgpdss weulsd sluy) eds Idelds.

Assign HSEC Licensa

3 ol 6 stepas

HSEC License Sync Overview

at
. Select HSEC-Campatible Devices . Upload HSEC Davice Lt File to CSSM and Download Authosization Code File
‘ Downlaad HSEC Davica List File -‘ Upload Authodization Code File

® Summary @ Summary

B.- 2> esh wuisd gpdsd slud) eds IJolds.

Asgsign HSEC License

4 of B slapa

Select Task

Bofore preceeding, select the task yvou would like 1o perform

© Download Process

Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices 1o be added to HSEC device list file. You will be then given a device list file to be uploaded 1o CS5M,

() Upload Process
Upload Authorization Code File

I8 this tBsk once you've downloaded the reguired authonization code fike from CS5M

7.- s Jiysb Idoze: 9p wouodss Idzoly Idesb vovse Idoyésue Jo.



Assign HZEC License

Dffline Mode - Sync Licenses Task

Select Devices
Al Devices (1/46)

CEC- 1962 0650-050C-6T0%- TATEDOS0E2 40T

Aszign HSEC License

Summary - Sync Licenses | Offline | Download

~ Selected Devices

~ Download HSEC Device List

Download HEEC Device Fike [SUDI)

9.- ._Sg_,)i lJoujsd Idodlliss Jlgwegsle IJo,ésue.

UD_SA_2024_9 11_12_54_56.tar.gz
866 B - Done

10.- 1u8) £ds Bog pasy IJuulee IU3ds pu Cisco g lowdd lJs: Cisco Software Central.



https://software.cisco.com/software/smart-licensing/inventory

Assign HSEC Licensze

Done! You've generated and downloaded your HSEC
Device list file

What's Next?
pen Cisco Smart Sodvevars Managoer .

1.- Vs "ldeuwle 1U3Is$" 1dpess: lowdd IJs Cisco Software Central > o ¢ su0 IJwlez 1U3Js06
9lu®) W9$ IJodbs) > pdVdle wslule Idlguegsle > wzpsd vslule IUlguedsle....

; ],
Cisco Software Central '
CISCO O‘

Cisen Saltware Cenlral > Smarnt Software Licensing Hl Cisco Systems, TAC
Smart Software Licensing 5L Product Dolas Suppod Help

Alart ory | L 1o 1 Reports  Prafe [s] ACL [ Co Co

2 ‘\ 1
Reports /
Repor Usage Data Files Reporting Policy Synch Fita for Device Controllers

Davices can be configured 1o report the features that they are using

This usage then detesmines which icenses ane needed, in order o be compliant

Upload Usage Data.. #—— 3 Search by File Name, Virfual Account =

12.- O bl wzpsd wslule USADA IJpue @6 lud) W99 luves)luo 925 Idpdd 1J3s wp
oujsde JJug sludy W9 wepsd Iduslule.

Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File: UD SA_2024 9 11 12 54 56.tar.gz

A

1

2 —b Upload Data Cancel

13- @__;ﬂ IJouble Wbs peldeo IJpdd. suveerd loplpo pl s 51Jds 10538158 e lu®) eds



oUiSd.

S pdlebs: Jlugsle pJd ACK: szw 1o cdou elds o b, "Jl Tgble"s B 21Js 99> ¢l
lu8) 898 lsdsus IJosumse Jdeuesd eds piss pu ldpedsele od Il loe 2IJs
Cisco TAC |51 Jjp 1Jlp).

Craco Software Central = Smart Software Liconsing B Cisco Systems, TAG =
Smart Software Licensing SL Product Details Support Help
Converl 1 Sman Licensing Raports Preferonces On-Pram Accounts Actdty Commercial Consumplice
Reports
Repar Usage Data Files REparting Policy

Davices can be confiqured bo report the features thal thay are uting.

This usage then detsrmines which ficensas are neaded. in order 10 ba compliant

Upload Usage Data. Sparch by Fie Navme, Virual Account o,
(%) Usage Data File Reported Virtual Account Reparting Status Denvices Acknowledgement
= UD_Sa_2024 % _11_12_54_SEiargz 2024-5ep-11 sdvean-ab () N Errors 1
UD_MA__20@4_09_11_18_54_33targe sdwan-lab ) Mo Errees 1

14- suuvs [duble pJd ACK 9599, wouisdo oddlissl.

Q +* [0

Recent Download History

n ACK_UD_SA_2024 9 M1 o3 [

ar.gz
2 030B - Done

15.- Vs 9lzoo IJpuwwsp lUyuwypso VMange: loo§d p)0 i@s IJs 1JBlspes |Jyssuwss >
gedsle uvs) Idgpd > pileus socuse wilesue HSEC > pjlpus IJoslésue > 290 loyeld >
IJolds > gpdse IJozesd.



Assign HSEC License

4 of B steps

Select Task

Before proceeding, select the task you would like to perform
() Download Process
Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices to be added to HSEC device list file. You will be then given a device list file to be uploaded to C55M

© Upload Process
Uplead Authorization Code File

Use this task once you've downloaded the required authorization code file from CSSM.

16.- 1o 8y B9 Igosh pdB 9 luvw 1dpdS 1Uss wp cussde slddlce Bs 1dewe slod) B9
OgpSd

Assign HSEC License

5 of 6 steps

Upload Smart License Authorization Code File

Upload the Authonzation Code (SLACH e generated by CS5M
II
: i i
; 1
B !
[l 1
H :
Choose a file or drag and drop to H
upload
} 1
H )
| 1
; H
| i
H ACK_LUD_SA_Z2024_9_11_12... gz ﬁ )
; 1
} H
H )
- 1
} H

17.- 02838 pu pdeue [pops 9lud) B9 wresd.



Agaign HSEC License

Summary - Sync Licenses | Offline | Upload
~ Device Entries

Edge_ Sl _East_ 07 Feched CHE-19ETD6E0-DECC-6709-TATZ-DOS0EZINCE0T CE000N 11123

— Assign HSEC License

Done! We're now currently syncing smart account
authorization code (SLAC) file for the devices

cowse ldolésue Idpeuods

1.-bze Ids pilpws pdocs gws) Idgpd sovwse Idoslésus Sluds B9 wovse Idoslzsue.

o Assign HSEC License

1 of 3 steps

Select License Task

To start, select one of the options:
() Sync Licenses

Sync licensaes from CG55M for all devices.

© Install Licenses

Install licenses on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

2.- 235 pu IJB8lispo 1Jzoly udwo 1J3s wp puz wigsue Jo slud) eds IJolds.



Assign HSEC License

Fol 3 sieps

Install Licenses Task
Select Devices
All Devices (1/5)
L CEN-19EIDESD-DECC-6T0 TATS DISOEIIIC407

Hosiname Status Chassis Nambe Reachabdrty

cEdge_Sitl_East 01 fenched CAK-19E2D66D-D5CC-6700-TATI-DOSOERTICA0T reachable

Assign HSEC License

Fol 3 aaps

Summary - Install Licenses

~ Selected Devices

Hostname Siatus Chassis Mumber Reachabslity

cEdge_Si1_East_n fetched CAE-19E2D6ED-D50C-6 0% FATI-DOSGE 221 C40F reachable

4.-lpobl) lywele IJgpdséd: Sew v o9y elds lJooose olges.

= Cisco Catslymt SD-WAN J Setect Resource Goope Maonitor » Owerviaw
HSEL: Liconse lastall | @ valdaton sacess

Tiotal Task: 1 | Susceds : 1

Device Group (1)

i Suocess CEBE-19E204 0D 5CC-E705-TATI- DO SIERS 10407 HESEC installation compheie Sap V1, 2024,

CROOm

0413 P

5.- 1o,y W89 Les Idlple Jeruo wwedle 196, odLosdl Joouse HSEC.

Initiaied By ericgar



Monitor - Querview & = @ &

=,
View Logs
Hast: cEdge_Sit1_East_01(1.1.1.231)
Sine 10: 100004

Device Model: CB000w

[11-Sep-2024 19:04:13 UTC] Installing HSEC license

[11-Sep-2024 19:04:17 UTC] RPC call to device for initializing HSEC install is successful.

[11-Sep-2024 19:04:19 UTC] Last Confirmation code UDI: PID:C8000V,SN:CEBK-19E2DE6D-D5CC-6709-7AT3-DOS0EZ31C407
Confirmation code: a599674elmport Data CompletedLast Confirmation code UDI: PID:CB000V,SN:C8K-19E2D66D-D5CC-
G709-FA73-DOS0E231CA07  Confirmation code: aS99674e

[11-Sep-2024 19:04:19 UTC] HSEC Installation complete

Lzle eoésuo HSECK9

luwdse oy oo,
2lJdsle JI s9z» ood§5 O 1dgoe 1J3s wwp bhoo woluubs 9236 Idowzdpe Jbzle wigsue
w8 £y poupdd 9 £s) poods.

<#root>
EdgeRouter#

license smart authorization return [ocal online

Operation cannot be completed because license is in use

EdgeRouter#

license smart authorization return |ocal offline

Operation cannot be completed because license is in use

JUlJs covso lJosgsuo sdie wessy Idpsze IUs Idyuoe IUsles.

<{froot>



EdgeRouter#

control |l er-node di sable

Disabling controller mode erases the nvram filesystem, remove all configuration files, and reload the b
Ensure the BOOT variable points to a valid image
Continue? [confirm]

~ pdlzbs: s93s wess) lJysog o3l lds 1i1Js odgqo SD-WAN IJzlds: 90 ldpuwezumo
LU0 p)le uwi leoslbs JJodssy Bs I:oé“g low. suwles 3JY Vs legbo |uyule
lowoldle Idoede gus 08 eozo Edge p)6 I2)s [Js 1o 1Upsly woluwlos 9236 1oz de.

wpe 1o sY90 Idpszo B Idsune Islos: sew IJdsle vogus IJedsse Uigwluws JJzuosd
eds ledluss 1Jsuosd Ids Idluesue 92d wble luwe 1Jezld (DNS):

- odosu gusly IP s gule Jglzos WAN
AJbl9é gds 9lzod WAN

codyso puwly IP 1Bl os

. wpdsy DNS

. wdgsy ¢lbe DNS

b WON -

) pdlzlbs: SUHUEP IJs e 1Usles 1, configure terminal JJo o9d |Js 9,28 lJodasu:
wJl pu IJlp, configuration-transaction.

~ odlzbs: Jl seolz IJsuoe 1Uslos 1Js lole ogsslo susdl po 3Jd sop pdb s o Jdosy
e loldo Vs pdud IJedsse IUehs cubésde.

Iowegse el ppssl po vBduw Idzuwle IUblo,s s $92s IJeésue HSECKO Iy Cisco DNA 1
Sop lJopde Bso g0 IJouos8). B 2lds e300 9295 ue) ppsi bl $p wlogble He) pps)
TS,

IJed Idlle 0 wo 1Jp9295 B p9zo 1Jzlds Jluuile & $6 wp luuuldol og CSSM.

<#root>
EdgeRouter#

configure term na

EdgeRouter(config)#

license smart transport smart

EdgeRouter(config)#

license smart url default



EdgeRouter(config)#

end

EdgeRouter#

license smart trust idtoken TOKEN | ocal force

EdgeRouter#

license smart authorization request add hseck9 | oca

~ odlzbé: luuegse B w 1UI9le, 1Jes 026 o0 Wud JJoedd pu wpdso use IJudd
IJoozse sewslo URL IS o wldppwodod 1U39s 9ldeld logile IJo86 woele.

wen’ ldopld Idloold: e lgbo Idoe,ésue 1Us 1dzlass Ws Ideuwle IUbloys.

<#root>
EdgeRouter#

license smart authorization return [ocal online

Authorization already returned with this code:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code: CmJHgn-5CFUkd-effkCh-4XqCpQ-SgK5Sz-fQFfM8-6qH7MA-33hDbX-sXT

lJowedlo.

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 18 22:00:22.998: %SMART_LIC-6-AUTHORIZATION_REMOVED: A Tlicensing authorization code has been remov

Router#show Ticense eventlog 0

oo

ECRE R Event Log Tedhn
2022-08-18 22:08:53.275 UTC SAEVT_RESERVE_RETURN_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizatio

N oUlebs: B w08 1edze 06 I 1 19U Iss w0 5236 IJeede wluwstsle
controller-mode enablel J1 o).



iu“Jﬁv ES) poued

Jlouvle Hp5 Idbzle: szw 1o sI9u 1Jeszo B 1doLoe 1Usles. 1dpd IUlgudsw guy IJloe,ow
Jugss) Idsuoe.

logsle d9s Ibzle
Sdie J9s Idbzle JJeedd pu uors IJosésue ez Ss CSSM Cluweisle Idegssd Ipeds

WIs lJpszo.

<#root>
EdgeRouter#

license smart authorization return |local offline

Enter this return code in Cisco Smart Software Manager portal:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code:

CCKUTQ- Qy2Yt w ZhSLg5- bDFw7e- WWf 2- QwBed- 3MaRcT- f Ff Gcn- X6e <<<< Copy the string

blJe 1Jze)

loedd Ids posdle ldeouoe > lolele > Lids. IJued Les Ibele 1Uds wp wuwéo JJws pu
lJe9zo 9lody W98 LilJs Iz

Remove Reservation
To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Retum Code generated by the

Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

* Reservation Return Code: CCKUTg-Qg2Ytw-ZhSLq5-bDFwT7e-VviWgf2-

DwwBed-2MaRcT-fFfGoen-X6e

Remove Reservation Cancel

sboy IIgbl, wuzlz wes LIJs 225 IJengsue poluing. b s loedd Ids gedsle > LlJs >



blJs pesd.
lJoouuvsb - od weole IUs lelbo wepsdt

od wozse luwo Ws IUlubes Il wlwsé 1 euwawss [Js 8500. sdje lels wppsd
HSEC Jouuusbol®

Ogp wolbdy glisds IJuble Il wlus 8500 |18 wepsd Bs 9 28 [Joedp 1d3los 19 9 08
9206 lJoedpe.

od sdjp lels wepsd JJouuvsb e IJoyuy JJb,l; C8000v J HSECS

Il dsuw woo9sl 9sbd IJesgsue "Es) puvotse” 99381 JJouopse [Updzss eds Izols
C8000v. 9JJu seued IJeol eds uwes peldes £s) p22926 puluing wes ldoeouse pu ldules.

od wop lghs cppsd cuubsb plsé IUoui, CSR1000v J HSECS

Jlc eesd wouuvsb hsec: I seolbdo CSR1000V g6 wepsd.

od Ludod lgls IJozpsd 09 wduwo Jisuole SD-WAN 9., SD-WANS

Jl &dso lsole SD-WAN sé.s, SD-WAN Bspl segdd wopdss HSEC peadds o plpl.

B 9028 SD-WAN. sdjp lehs czpsd Jopdsu/ouuvsl HSEC. wsupl Os 9uoe sy SD-
WAN. ?éﬁp PSI LoESLP hsec" vopdso/ouuvsl HSEC gds IUzols. Jl sdie lelss Idezpsd
eds IJlubps IJlgwluss CSR1000v 9 C8000V s 908 SD-WAN.

od subud lsuol eds lJéle wouvsb o gsuo HSECS

$e90 LlJb ciumse ©rpsuo HSEC B 5,8 &) SDWAN (puwedd): e 3J9: Jl spdo Llds
ooousw uyesue HSEC leole luwegsle ldps)s. sew eds IJpuwegse websdildgle couvshb
ogsue HSEC Cluwegsle CLI'JI 0> psi6 wogsue' slehs wresd Izol Jsdou ldesgsue
B 2lJs "gap IJlpueesle" & wae o) blJs oo use. wgsue HSEC 'uninstall' W 9 og SD-
WAN g5, peops vb)l Jogs) ogbsd Ides)s. 9pg S3Jd: Jdpuwese tsh Iluedld Ids IUsuoe
lIU3los slebo Idowwse Jed wrsd gus Idopssle 1Upg 906 pe wiss)le IUsuoe. Syzs Yoz
=aUé oo dj Idpuwless IJouss (TAC) Jodds Luvble zod Jsvdse Lzl IJo,ésue [Js CSSM
loule 9g950 W 908 SD-WAN.

S pdlebs: Jesss pu Idpedsple: Sizs ssbi Iesde: L]
HSEC .J SD-WAN.



https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html

ozl pu w99, IJe,ésue

IJezdd po lduozs

luwegse o3l 1dGuwe Joldss god Idodsse wuvdd Loese:
i_9|pJ PICRIY

Sop 9L [ple 1dozdd B IJ bss JUluwldsy ew Idlocsue I 290 logold.

<ffroot>

show |i cense tech support
show | i cense status

show | i cense authorization
show | i cense sumary

show |i cense hi story nessage

show |i cense eventl og

license smart clear event |og
license smart sync | ocal

license smart factory reset

lwod ol IJIzble 9] odlzol

35959, 03l IJBuwpe pedsple spdod luuegslpol Jluueduld izble IJodsss sluadlzol.



sewes Iostsue IUsds wluwegsle Policy eds Idlogold Idles coliss Ilogle wso poze Edge
9 CSSM g, IUluwyuw: pu led oobd IJIG,)Lle 9ldpeuoldzs IJos o od IJogvzsd 9zdw
IJestswe

ould ywsubsgole ulisgs Jl o wpe voubd lU)uwlisd vuvdd Logse vsu I.Jiaojé.

I puidJle I blse

2J DNS Jl sg

JJsuesd |Js smartreceiver.com: sgo o sJ9y e9zo Edge 8lx,l gds gd luwe peld. sldlc Jl wop

oyzed £u9lu URL |Js IP p9zo 959 ivd IJloold. sbo, o3l Utbi elo wgs> pelads luyile
lJo.96.

*Aug 18 20:45:10.345: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart License Uti

lds oo 9293 louald IP oo oe.

<{froot>

ping 8.8.8.8

ool louold £oslo URL Jdezdd pel 5l Jlo DNS g pd iy JI 31 op 2b) wi9e89sd Huulsd
IJozde Vs IJloe,ue (ICMP) woluwbs zolj ¢hes wluwwgsle wyulez Telnet |JUs eogle URL
osJl po 309,

<{froot>

pi ng ci sco.com

tel net cisco.com 80

Blogsd ool 9p wodysy ¢bp DNS 9o pdsy wedsd DNS.

<tfroot>

ip domai n | ookup



ip nane-server 8.8.8.8

Bl de s p0 Idppdu wdasy ebp DNS ¢hzs: $p wodsu oedsd DNS Idezds Os 1desze.

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

ip host snmartreceiver.comA B.C.D

EdgeRouter(config)#

comm t

~ pdlebo: Bl Yoo weles |Js perdo gulssy IP Idos ouvozse 1Us 093¢
smartreceiver.com. V3§ i gSJ nslookup
oy pu 2ol sepd wuble IJobésd Windows g Linux.

~ odlzbé: Jl s9,08 wogss) 386 DNS IJeedss wb)l Jive spdu lo wogs) golsse IP
lJgluos wldpuwoesy pg p9) 19w 9l ol Cisco LlJogss).

wbo, Huwlds IJgbl I slisgs Bs uwed lesle 1desésue 1J3ds (SL).

<#root>
EdgeRouter#

show |i cense eventlog O

Py EVent Log Fededek

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>
EdgeRouter#

show | oggi ng | include SMART



*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

Jod v SD-WAN J DNS

ot pudds peleds [l dloe Blses IJopde B 1J9009J (ACL) IU o puss Bs odd SD-
WAN opug lpuezlole DNS 1sl)ss.

<#root>
EdgeRouter#

show |i cense eventlog O

oo

Event Log ek
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

ECR R

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

Sl o0 1wl w8308 DNS Bis 98 IJouwzsd:

<#root>
EdgeRouter#

show sdwan runni ng-config sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000



no allow-service all
no allow-service bgp
allow-service dhcp

al | ow service dns <<<<<<<<<<<<<<<<<< MJST be al | oned

allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
no allow-service https
no allow-service snmp
no allow-service bfd
exit

guslu URL JJuldd €5y wozse

lJowes Joowsole Greenfield (1Jz>s6)c sY9o w9g Idudd IUIGe,)luos 09 516 Cisco Smart
License Utility (CSLU).

<#root>
EdgeRouter#

show |i cense tech support | include Snart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

CalThome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:



Type: cslu <LLLLLLLLLLLLKLLL LKL

Cslu address: <empty>

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: False

IJigble IJ blisgs B Iduwedle.

<#root>
EdgeRouter#

show |i cense eventlog O

RS R

Event Log Fedeh
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

S edlebs: Jl swp >gp CSLU s Cisco SD-WAN (Cisco vManage) 9JI spJdu luwwgsle CSLU
JdledIg eu luvosle Idestsue Jeosdle poucele IJosese Jos wop bhool wslyubs
Cisco vManage. Jejs> pu Idpgdyple: loogd IJs bls Cisco Smart License Utility (CSLU).

8p wodssy guslu URL Ulg?ojlub@ 99 IJod Jdglpd 1U3IJs sx95l szlsd louule [Je g6
cluveple lps 1Upps) pé 12)s.

<#root>
EdgeRouter#

configure term na

EdgeRouter(config)#

license smart transport smart


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

commi t

S99 w99 SD-WAN czew HTTPS

Suwows logold IJesgsowe 10336 s pods wu909dsd udd IJuue Idegvews 1l (HTTPS)
443, soldelds: bl $lp 0B3G SD-WAN Lzl luwezlole HTTPS 1Jshsé: Buusdivd IJouvesd
sbdo IJegssd sluvel, odhsy) RUM.

IJg bl IJuslise W IJuwed suved IJizsle.

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

AR U Iduwpelz wédpe0 HTTPS s w9 SD-WAN Bs 9o IJouwesd. B3l Je wdo J3JI.
Slgwezsl Jo 92lod louble IJe@s Cluvesle I Idpess p6 12)s.

<#root>
EdgeRouter#

show sdwan runnni ng- confi g sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface
encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd



allow-service netconf
no allow-service ntp

no allow-service ospf
no allow-service stun

all owservice https <<<<<<<<<<<<<<<<<< MJST be al |l oned

no allow-service snmp
no allow-service bfd
exit

seby 2ol Iz plss 1Jghzs ewslo URL IJgl o w CSSM g IPs g 1J 0085 443

Bl dlow woss IJesde cuvetse aob zelss Jdozdp S 2098 1deng, Solds pu g0 2y
|Jpewd3 443 |Js smartreceiver.cisco.com. louod w988 2ol 1dzelss 19 wp9d) ¢06 IJlow,ue
(ISP) Jejiss pu IJoz 0.

pu [Jpszo.

<#root>

EdgeRouter#

tel net smartrecei ver.com 443

Trying smartreceiver.com (X.X.X.X, 443)...

Open

U loub@é Copo VRF.

<#root>
ericgar@cisco$

tel net smartreceiver.cisco.com 443

Trying X.X.X.X...

Connected to smartrecei ver.ci sco.com

Escape character is 'A]'.

slzole pogssé JJlueyuw



VIS wewe Iduvsulysyole I.Jo..; $92> Yol 1Ue; pu 9lzos. s vd IJlouold w CSSMt spdy
UESS) 9lzod puos, HTTP [Js |s 9lz0s 00909,6 W IJe9zo.

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

ip http client source-interface | NTERFACE

EdgeRouter(config)#

comm t

PEJBP'&:) Slo uoJdé



https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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