wd9su spe ldeplse ldpw 9306 oo ldo)lee
IJ_oLs (AMP) g0y Ubwds SD-WAN

9l wod il IJIgble 9l oJlzol

lJpzogslo
[NFXIYY

Loz 8.8 av o2 219,58 UTD

lJp 95,00

SueY o3l IJp o d@;é..génodg;ﬂso olpd 1Jzelsd [Jpo @306 pu ldoslez IUuohé (AMP) o0
Cisco SD-WAN gl wod il IEble o3l IJodlod 9l odlzol eJs p9zo Cisco IOS® XE SD-WAN.

lJpolbdolo
59008 Cisco Llu oday Jssd pe,us Lldesl ose IJeldss:

* IJeelss IJpe$sp6 po ldwslee 1Juobé
¢ Ubods pub 88 9l wes e 88 Llduslez e Cisco (SD-WAN)

IJedoule [Jpuuespd
o logble Idpedsple 109158 B 03l lpuwaws pu 1Uizos6 1Je92956 Bs wsisé pgpdss ¢luos.

o zese IJizess IJpuwetsps B o3l IJpuwons wodssu ppuwsz (ISclups). bl Jloe
Jvodod §6 IJogvgsd Volds pu Bopd Jdoles) Idpzoed Jis ).



ub,6 gles eds Ided
lJedoule

&> 202 Wepkss e des (AMP) goy Linwds SD-WAN giel Jl ozl po 2 Wlelo 1o,
IJ3lse eds U do SD-WAN IJ3s $0509 1Js 986 Idpuwwgspsy Os gy W)9e [duslpe IJuol)o
geelswop puo.

Sudyy pu pdsulo ldpvoe IJoldsé:

* p9z0 WAN Edge W5 W9,¢. 03l 09 p9zo Cisco IOS® XE s 9,0 9236 IJwzdp pg psjle
IJiolo B zloss UTD

* pze9ed 1Jeelss 1Jpu 308 (AMP). wworsy IJwuss IJluwlomss Jubwds AMP
Jiweedlele wziss ldeddle Chele

« Uvods worssle 1deplss. Idouss Ilpulunss Jduvelus Idos spduol ool pduwd
Jdwulez 1duohé Idpeeeds B wsiss suoe IJzelss

ogpd 030 1Jedsole pel Josds, lodlole IJessle 1ssouss IJolJss J AMP:
* UdSSp wwped ldpds

gpJdso wgjise SHA256 1Jpewegses Jedbuo IJedd wébe Idubods "ldzelss 1Uee @06 o0
IJoolez IJu2lhs" (AMP) sldsuosd 1Js Idpedspele Idluwctobloss IUgluos wldeerssle 1Jgluos
0. $pJdu v ooy IUluwoelud ubsws 19 s, pe1986 19 Lolys. 13l Jlue Iluwoelus és)
pE1996. 913l wp sy wedsd IdpdS: sop huwld IJpdo od@lissl Jesiss po IJordsd.

c oedsd Idpdule

Sop buwld pdO €y pe1990 IJs uwelos ThreatGrid (TG) JJodzs) B wsiss 9uoe [Jzelss.
eJlJ gpJsé IJoWes) ododb bls weass 1JsLosd IJesled sodleb wdsdsle 1UpdWd. & e
cebs 1pdd gdlps Jlpds. wole eds Idpdlzble sldedlplo: spdo Juvwds 1Uoess> oEss)
lwozlos IJoosss [Js ubsds 9 guses. sop buwld volisg ThreatGrid o6 1g)s |Js uvelwd
AMP 2os sop 2elsé zese puvotses AMP oo Ido)lez IJuobs Iedo v s 2asel.

° |u.Uu.)-.5J|_)

oeodb weedyple 29d IUpdVle zos wed wuisdol spduul IJlCJIg gu ldpdVle IJos wpe
weasdol gds lwol Uols wes wujsdol. spdu v sués) puos) IJpddle luweubl IUs pedsple
lJoosss 1Uzysse IJos zuode sdsol ywelows AMP. o gpdso lele IJouousyd 030 wgpd £Js
wsdss Igbble oddlsss wle) szes.

2ldsl sogp SD-WAN g 30z AMP W2 o Idpdle JJwy9esdydle:

« HTTP
« SMTP
* lsele
POP3
« FTP



* Idodle 1duogs)é sldpugumbs

N LUlbs: sep s 08 IUpdBle oy HTTPS Gl luessle sis ] SSLITLS .

N pdlebs: spdo lole cedsd Iedod e pdS Jiad S3b. 9w 1pded Ipdump s
PTE9S 2SS EJS uvwsd IUpeld. gus bdo gpsd HTTP pzoss 2iiss pe Jluw IJublé
9ldzuod eJs IJpeoss Iziss HTTP/1.1 206 )6 Ig)s. B 030 IJelJs. Jiu wzjisé IJpdud
lJzissso wgodod vuvdd Jos) gu Idpdw IJJled: Bly Snort seglbs Weuo IJpdwd
Jdeewss Iziss.

w99 1Jps)le

w9uoe IJuogsd [Jeswd elds Idpuvess Jodled SD-WAN AMP gusel sdje buwld pdod 1Js
ThreatGrid JogJdsJdo.

9. Update AMP Cloud

8. Detonate file
in Sandbox

ThreatGrid

1. File Capture
2. Calculate SHA256 hash
3. Query Local Cache

6. Pre-classifier

JJos 1blo):

1. swp ldodlb udd Idpdule Jdwy9esdsdle 1Uese9p6 oo AMP L9l wbs zlgss UTD.

2. sup zuvle ogjise SHA256 JJdedus.

3. sup ldlgveedle g0 wziise SHA256 1Jpzuw9ws Vs pdlod uble 319,68 1ot isu 1Jedde
lJpeds s UTD Jpeg 90 ol I3 Jlo Idpuos) IJuoliss pey9l wlded 9dp wuwo
wodless 316 IJegisu IJpsde TTL.

4. 51 Jp sIu ould wblu® pe 319,06 IJogisu IJpsdde [dpedss: sop wed 3JY Idoze gu
weiisé SHA256 pglod ywelos AMP JIcghs lz)le 1dpuos, IJueliss sldhele.

5.1 Jly Idpuos) IJuoliss €6y pe)99 91y Iple IJluvezleo 09 ACTION_SEND. swpe
oubgsd Idpd pu edlJ uble IJouous Idpuued Ss UTD.


/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-ssl-proxy.html
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-ssl-proxy.html

6. 522> IdeLoud Ipuwnd 09e Ipdd sserdd ksuol pu Loes el Il o Ipdd seess
eJs pzuss uuilb.
7. 8 2lJs luvesdle I Juinbso sop busld IJeJs [Js ThreatGrid.
. 889 ThreatGrid wodzs) [Jpdwd Vs 9,0¢ 2plss 9oessU 226 wods> Jdpdus.
9. & §9p ThreatGrid wopsse pze9es IUzplss lJewdses (AMP) Iouaohbl [Us odsse

lJwosso.

10. syvoede IJzol; IUbyws o ywelews AMP JJlgwogdle viO_) e luwoobl |Js IJulad
ILeus Juwuole Id8de 1J3s swdé 30 5898 86.

oJdosu wdlod SD-WAN AMP

oo

S pdlebs: sz crpsd Lo, Ilel IUblo,sé |Js vManage $od odysu psié AMP. Jejiso
ou IJovslosd: loedd IJs we9yo Llely Lblo,so .

~ odlzbé: Slze 03l lJpuwews Jpobdule IJvwds Jlouold AMP/ThreatGrid Jsg pd wuivdJ
woese: sulsse P wele Le o586 I el Joué J AMP/TG

odosyu wog IJlely pu vManage

Jopdso AMP. e dd 1Js Idodase ->lJiely ->|uolds wog IUlele. 235 1Usuosd I pului [Js
IUloesow 925 pologs Jel 09 paoe S 1Juo9s.

Add Security Policy

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance
Application Firewall | Intrusion Prevention | TLS/SSL Decryption

=

Guest Access
Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access
Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

@ Direct Internet Access
Application Firewall | Intrusion Prevention | URL FiIteringIAdvanced Malware Protection IDNS Security | TLS/SSL Decryption

\ Custom
Build your ala carte policy by combining a variety of security policy blocks

Cancel

e wodasu psile Ilelo puve 1rEws 2os cuad 1s psis "Idzelss IUpodses pu ldwlez


/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-virtual-image.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html

lJuohs". luols wog 2plsd pudre 238> JJuwlee IUuol)s6.

4 ﬁ CONFIGURATION  Secunty = Add Security Policy

& Fuerwan & wntrusicon Prevantion & URL Filtering 0 Advanced Malwars Protection

o SR

=]

@

ctiwate File Reputation and File Analysis 1o escalate malware protection.

& Add Advanced Mabware Protection Policy =

Croate Now

Copy fram Existing

8p w99, luwe woz. 23 leas pullbd el s AMP IJgesps6 980 wopdsy cedsd

IJedle. Jogdsd ldpdule wlguaedsle ThreatGrid: 3o, lzos pulbbd Tg Cloud: 9bgd pdcle
API J ThreatGrid. slJss spdo 1Jzu09d edso o pogd ThreatGrid e zuwle ThreatGrid 1Jgl o
vS-

ween Idluwole. lp b IJuoz 9l oz IJlely o3l lJs Bldw IJzols Lopw @oldw luolbss ->uoz
IJlplo el 09 p9uo B 1Jue9)s.



Cisco vManage

£ CONFIGURATION | TEMPLATES

Basic Information Transport & Management VPN Service VPN

|
-]
Additional Templates
.
AppQsE Chooss
m
Global Template * Factony_Delouls Global_CISCO_Template - 0
Cisco Bamner Chooss
Cisco SNMP Chooss
GLI Add-On Template Choose
Policy oo
Probas
Security Policy BAASecurity-Policy
Container Profils * Factory_Dedsult_LUTD_Tempiate - 0

Ip wodysu ldegols wluwwesle 8ldo 1Jzol) IJds wp wedseo.

IJozdd pu lduogs

wpe ¢ SlJw Izl wugle Ids zob 1els: spdu 1Jezdd pu ©dsu AMP oy slzos yulo,
IJisl e, (CLI) Jpozo IJzld6:

<#root>

branchl-edgel#show sdwan running-config | section utd
app-hosting appid utd

app-resource package-profile cloud-Tow

app-vnic gatewayO virtualportgroup 0 guest-interface 0

guest-ipaddress 192.168.1.2 netmask 255.255.255.252
|
app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 192.0.2.2 netmask 255.255.255.252
|

start
utd multi-tenancy
utd engine standard multi-tenancy
threat-inspection profile IPS_Policy_copy
threat detection
policy balanced
Togging level notice
|

utd global

file-reputation

cloud-server cloud-isr-asn.amp.cisco.com

est-server cloud-isr-est.amp.cisco.com
!

file-analysis



cloud-server isr.api.threatgrid.com
apikey 0 <redacted>

!

!

file-analysis profile AMP-Policy-fa-profile

file-types

pdf
ms-exe
new-office
rtf
mdb
mscab
msole?2
wri
xTw
flv
swf

|

alert level critical
!

file-reputation profile AMP-Policy-fr-profile

alert level critical
!

file-inspection profile AMP-Policy-fi-profile

anal ysis profile AMP-Policy-fa-profile

reputation profile AMP-Policy-fr-profile

!
policy utd-policy-vrf-1
all-interfaces

file-inspection profile AMP-Policy-fi-profile

vrf 1

threat-inspection profile IPS_Policy_copy
exit

policy utd-policy-vrf-global
all-interfaces

file-inspection profile AMP-Policy-fi-profile

vrf global
exit
no shutdown



lweduuld IJlgble gl oJlzol

sowes odled 1Uzelss [Jpodses po ldwlez IJuolé (SD-WAN) 1Jesss pu Idpdsule Jel 09
e902e. J3JY el sewedd Jie) wluved sl IJigble sl adlzol Bpu IJpop JJELSS 16 wIdsw
Sl eds louble veuo 1ol 1dyssuwss Joouwse [Uzr9> Josossd ldeuvdds zos
lJpdoule Vs wr88 lJpsjlo:

1. vManage. oJ spJu J VManage >9¢ gog Ui,olg, vuele wluwegsle vog AMP |Js 1Jzol;
lJb ;s

2. Edge. wpz)s >9¢ Gwsluws I.Jiplg wozle IJs 1JelWs. od s89pe 1Jpesze widollb 1Jedwd
IJgloe Jzuo AMP g, wldo lJs yvelewo AMP/TGS

3. welwé AMPITG. I3l Jlpe 1els @ huwde 1Jpd [Js AMP I TG, oJ weuod eJs
Jlgwozled Idos ozolzel JIwegld ol Iduwele I9 Jl v 8lbS

w039 030 lJpBdldo |Js |\:JCJ_)L5J|,$J &J‘Sc IJzols 1dlo,8s (2) pg bsle puwass IJoslole Ipgedwds
lJewlzs Jdeuwlesrs WOs luwodnldd IRble oJlpd AMP gds p9zo WAN Edge 9l odlzol.

o83 glo Jlpweduld IJlgble 5] oJlzol

Iowegse wusy IJepd elds IJpuuess o'?l Jlgwe I uuldd igble 1Jpdsole Ipgedwds IJpoeJ8s
wodlpd AMP gl odlzol o uu)gs wodd luwluus Swped VS wedss udbs wessy ldpuvdJo
wsu golj 1Jglws 9wzl AMP/TG.

cod Sup d8g uslgws AMP L vdd woepse s zolj 1Jzlwss

Lol pu Iduozs IJglpd Jzlass UTD.

L 02d8 U weed 1dpdW 99 woedsd 2lds IJgpsd eds 1Jzl9s.

0288 ppl Bl e wrasd wrasd wrasd Idedd [Us 1Uzloss. ssedu IJBsle w3dd
g|uuo'a)|p OOUE PO Cisco I0S® XE.

5. vz VY Joid§> louold 1Jzlws wuogle wuveles AMPITG. 9spdu IJ8sle w3JY wlguegsle

Ibole pod EPC s wowe Izje.
6. ol o0 1o UTD 896 wlouble 31,6 025s0 pISS prdiss wuls gds luwarlws AMP.

A WON -

Swp Bpuo tbole luwadulld 1Jigble gl odlzol 030 LIJoosd Bs o3l Idpuwows.
euvddle jsbé I wsluwle s vManage

9Jpl 09 p9 BT pE EpJSS Lo Yuslws 2elss puwe9s IUILS (AMP). By Juslwd zelss
Pur 9 IbLE (AMP) coyue w9z 290 waws) IJdes, pu gsble IJoosss. Idsd weue
Il Idublisgs Idos suwés IJoled Wsol:

1. szw o s vManage $lbs)l eds ed luwpele DNS 1Jgloé wuwelwé AMP g ThreatGrid
JJ9uo9d 1Js 9lzos wypzs Idobosdle. bl vuvd odysy IJzols eJs vManage wg»>
luol8s wog AMP. Bz §.§ pu /var/loginms/vmanage-server.log wzol gu lgble.

2. 99pl wpo IJlgolyo Vs >dsd IJodssu: BE&> oyd pwess wwed IJouwsele IJpuwess
IUIGe,luas ez 1o IJezss, 131 o 3JY osassl see wrow Idouwesd eds puvess
IJpedsple Jve @ sJou Jo wlos) gudus gds IUble.



JJdozdd: b wlJsuosd IJs Neodj DB 9g, o pzwssle gr9d vmanagedBAPIKEYNODE.

neodj @neodj> match (n:vmanagedbAPIKEY NODE) return n; +

+|n|+

+ | (:vmanagedbAPIKEYNODE { _rid:
"0:ApiKeyNode:1621022413389:153", keyServerHostName: "isr.api.threatgrid.com”, feature: "Amp", apiKey:

"$CRY PT_CLUSTER$IbGLEMGIY MNRy1s9P+WcfA==$dozo7tmRP1+HrvEnX Qrax1V xSViY kKwQ4HBAIhXWOtQ=", devicel D: "CSR-

07B6865F-7FE7-BAOD-7240-1BDA16328455"} ) | +

>pz AMP gJs p9zo Cisco Edge

IJozdd pu wozs 2lass UTD

Iuwegspe I9le, show utd JJozdd po uvdlesd zlass UTD 1]z plJsé:

show utd engine standard config

show utd engine standard status

show platform hardware qfp active feature utd config
show platform hardware qfp active feature utd stats
show app-hosting detail appid utd

show sdwan virtual-application utd

IJozdd pu 2ldé UTD AMP

olds po wpdso Bpuo IUpdVle:

<#froot>

branchl-edgel#show sdwan utd dataplane config
utd-dp config context 0
context-flag 25427969

engine Standard

state enabled

snh-redirect fail-open
redirect-type divert
threat-inspection not-enabled
defense-mode not-enabled
domain-filtering not-enabled
url-filtering not-enabled
all-interface enabled

file-inspection enabl ed

utd-dp config context 1



context-flag 25559041

engine Standard

state enabled

sn-redirect fail-open
redirect-type divert
threat-inspection enabled
defense-mode IDS
domain-filtering not-enabled
url-filtering not-enabled
all-interface enabled

file-inspection enabled

o290 pu wubésd IUleuold wuweloé AMP:

<tfroot>

branchl-edgel#show utd engine standard status file-reputation
File Reputation Status:
Process:

Runni ng

Last known status: 2021-06-17 16:14:20.357884-0400 [info] AMP module version 1.12.4.999

<#froot>

branchl-edgel#show sdwan utd file reputation
utd-oper-data utd-file-reputation-status version 1.12.4.999

utd-oper-data utd-file-reputation-status status utd-file-repu-stat-connected

utd-oper-data utd-file-reputation-status message "Connected to AMP Cloud!"

o2dd pu wuvésd IUleusld o ThreatGrid:

<#root>

branchl-edgel#show utd engine standard status file-analysis
File Analysis Status:
Process:

Runni ng

Last Upload Status: No upload since process init

<tfroot>



branchl-edgel#show sdwan utd file analysis

utd-oper-data utd-file-analysis-status status tg-client-stat-up

utd-oper-data utd-file-analysis-status backoff-interval 0
utd-oper-data utd-file-analysis-status message "TG Process Up"

I3l Jp wlbo,) gpdss ThreatGrid glds Up. Wswles pdelz 9lz0s wypzs IJobosdle (API).
Jodvgsd pulz 9lzos wypzs cbosdle luedd Ids Iduoslus ->1Jlely:

Cisco vManage

&= MAINTENANCE | SECURITY

-
- Application Firewall nirusion Prevention URL Filtering Advanced Malware Protection Umbrella DNS Security
|
o | 1 Rows Selected Action -
Device Group | AP Rekey Search Options
| Hostnan Sygtam IP o umt
ﬁ €3 branchi-cedgel 6.1.1.11 CSR-0TBEEBSF-TFET-BAOD-7240- CER1000w RUNNING 1.06_5v29.13.0_XE1T7.3
L

. pdlebbs: s 99 pIClz lghs wozso 91206 LipRs Chbusdle voubgsd »9¢ Slde s
lJzol).

ol 8ud wubll AMP gJs e9z0 WAN Edge
vManage

ow VManage. spJo p)ldus lugubs pJd AMP Jol o0 J9zé pedople IJlely I9 pu boys@86 £500
IJzol;.

Jozs pedsele Ilely:

Cisco vManage

Ll =& DASHBOARD | SECURITY
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.]\ I

Il
@ [

|

| Y

s P ———— ¥

Zoom View

Advanced Malware Protection [Fise Rreosnn v -+ \

&uo ol
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IJozdd pu leuolissle uwpes [Jpdud:

branchl-edgel#show utd engine standard statistics file-reputation
File Reputation Statistics

File Reputation Clean Count: 1
File Reputation Malicious Count: 4
File Reputation Unknown Count: 44
File Reputation Requests Error: 0
File Reputation File Block: 4
File Reputation File Log: 45

Vo leuolssle vedsd IJpdudle:

branchl-edgel#show utd engine standard statistics file-analysis
File Analysis Statistics

File Analysis Request Received:
File Analysis Success Submissions:
File Analysis File Not Interesting:
File Analysis File Whitelisted:
File Analysis File Not Supported:
File Analysis Limit Exceeding:

File Analysis Failed Submissions:
File Analysis System Errors:

OO OO OONN



pdlebo: spJdu Idzuead eds leuolissle slgdss |uolvsse olgwegsle I.JiloJ show utd engine
standard statistics file-reputation vrf global internal.

wdod pwoss ldoslole

Swp wz9sd s p)9) wslule puwess Idoslole IJos wiuse Jzue Ipdle luwoubl 1Us
oz AMP 1Uss wp wdssuo IJs 2lass UTD Jegldewol. spdu wldss 3JY wluwegsle coue
IJzips Ipuwese. Bl Jp sop wrasd 98 1Jes) wuvdd wozse IJs IJelass: SJdu seoe s
ou lplele Voo IUpdudle IJoldss.

31,6 IJogisu Idpsde Jdedule ldpedss J AMP

oS 2lase UTD gds 31956 w@isu p9dw pedsd pu wejisé SHA256 gu9g 1Jedwd gl oo
sldlple luwoubl lds volsg Idoee IJuwlo®s gu peees AMP. wlbdo 1Jzlass IJpuos)
lJuoliss pu uweled AMP W 9b 131 Je oo wgiss Idedd 092956 WS 31Y,6 1w s 1Jedde
lJpedss. wewss 3ldys Idegiso Idpdde ldeedss eds p2o TTL oodg 2 pwlglo God 23w 31d,6
Jotsso Upsse.

branchl-edgel#show utd engine standard cache file-inspection
Total number of cache entries: 6

File Name| SHA256 | File Type| Disposition| action|
sand.png 78A908C1DDAC169A 69 1 1
putty.exe 13D8429D500E20BE 21 1 2
makemalware.exe AEBA9F39FE18D27E 21 3 2
putty_unknown.exe 833A609CA00665EB 21 1 2
documentl.pdf S5CBF56E3C3B07259 285 1 1
eicar.com. txt 275A021BBFB6489E 273 3 2

sei ldpuos) Iduoliss J AMP:

0 NONE

1 UNKNOWN

2 CLEAN

3 MALICIOUS

Se5 lesle AMP:

0 UNKNOWN
1 ALLOW
2 DROP

20 T2d 1Uzuo9d £Js wziss SHA256 1Jdleds JJedBle: 909 1oy pop JUElss Jlebs puild]



PSS B 2dp Ipd b [uwegse gsb Idedluosd Jie:

branchl-edgel#show utd engine standard cache file-inspection detail
SHA256: 78A908C1DDAC169A6E147A781E3B1B7EC637797E88BOF42A6A5B59810B8E7EES
amp verdict: unknown

amp action: 1

amp disposition: 1

reputation score: 0

retrospective disposition: 0

amp malware name:

file verdict: 1

TG status: O

file name: sand.png

filetype: 69

create_ts: 2021-06-21 16:58:1624309104
sig_state: 3

SHA256: 13D8429D500E20BE8588F250449F70A6E8F8F34DF9423B2897FD33BBB8712C5F
amp verdict: unknown

amp action: 2

amp disposition: 1

reputation score: 0

retrospective disposition: 0

amp malware name:

file verdict: 1

TG status: 7

file name: putty.exe

filetype: 21

create_ts: 2021-06-21 16:58:1624309107
sig_state: 3

SHA256: AEBA9F39FE18D27E40D0629D80BA3B2EEEAOO3FB5B33A376C611BB4D8FFD0O3A6
amp verdict: malicious

amp action: 2

amp disposition: 3

reputation score: 95

retrospective disposition: 0

amp malware name: W32.AEBA9F39FE-95.SBX.TG
file verdict: 1

TG status: O

file name: makemalware.exe

filetype: 21

create_ts: 2021-06-21 16:58:1624309101
sig_state: 3

<SNIP>

Jogsss beldle 3156 IJogiso 1dedde 1dpedss Jeeyrd UTD. luwegspe IUle):

clear utd engine standard cache file-inspection

ouvésd wuoese lgble UTD



SpIdu wpdsu wuoese lgble UTD Jlgued il Tgble AMP gl oJlzol:

debug utd engine standard file-reputation level info
debug utd engine standard file-analysis Tevel info
debug utd engine standard climgr level info

SpIdu luvesh 15lz wuoese IJigble ol iyé oo shell IJuble gJs /tmp/rp/trace/vman_utd_RO-
0.binc lg uwg pdV IJoowg [Js uble pdd Idpeszo wlguedsle IUgbyle:

branchl-edgel#app-hosting move appid utd Tog to bootflash:
Successfully moved tracelog to bootflash:/iox_utd_R0-0_R0-0.5113_0.20210622110241.bin.gz
branchl-edgel#

Jeruoe uved wowg UTD:

branchl-edgel#more /compressed bootflash:/iox_utd_R0-0_R0-0.5113_0.20210622110241.bin.gz

<snip>

2021-06-22 10:35:04.265: (#1) : SPP-FILE-INSPECTION File signature query: sig_state = 3

2021-06-22 10:35:04.266: (#1) :SPP-FILE-INSPECTION start_time : 1624372489, current_time : 1624372504,Dif
2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_cache_node_exists:: Entry

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Signature not found in cache

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION file_type_id = 21

2021-06-22 10:35:04.266: (#1) :SPP-FILE-INSPECTION Write to cbuffer

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Sent signature lookup query to Beaker

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION File Name = /putty_unknown.exe, file_name = /putty_unk
2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_extract_filename :: Extracted filename 'putty_unkn
2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_cache_add:: Entry

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_cache_allocate:: Entry

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Return FILE_VERDICT_PENDING

<SNIP>
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branchl-edgel#show monitor capture amp parameter
monitor capture amp interface GigabitEthernetl BOTH



monitor capture amp access-1list amp-cloud
monitor capture amp buffer size 10
monitor capture amp limit pps 1000
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