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Mdd policies to sites and VPNs

Pokcy Mame Cenaralized_ACtve_SLandty_HnS
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Application-Aware Routing Traffic Data Cflowd

Topalogy

BRANCHES x
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viptela-policy:policy
control-policy Active_Standby_HnS
sequence 1
match tloc
site-Tist BRANCHES
!
action reject
!
!
sequence 11
match tloc
site-Tist DCs_10_20
!
action accept
!
!
sequence 21
match route
prefix-1ist _AnyIpv4PrefixList
!
action accept

set
tloc-Tist PREFER_DC10_DC20

!
!
!
default-action reject
!
Tists
site-Tist BRANCHES
site-id 2-4
!
site-Tist DCs_10_20
site-id 10
site-id 20
!
tloc-1ist PREFER_DC10_DC20

Configure Topology o

i W

PN Membership

Conkgure Traffic Rules

Apply Polickes to Sites and VPNs

Add



tloc 10.10.10.1 color mpls encap ipsec preference 1000
tloc 10.10.10.2 color mpls encap ipsec preference 500
!
prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 1le 32
!
!
!
apply-policy
site-Tist BRANCHES
control-policy Active_Standby_HnS out
!
!
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® @ Success Done - Push vSmart Policy vsmart
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<#root>

vsmart#

show runni ng-config policy



policy

Tists

tloc-1ist PREFER_DC10_DC20
tloc 10.10.10.1 color mpls encap ipsec preference 1000
tloc 10.10.10.2 color mpls encap ipsec preference 500
!

site-Tist BRANCHES

site-id 2-4

!

site-Tist DCs_10_20

site-id 10

site-id 20

!

prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 1le 32

!

!

control-policy Active_Standby_HnS
sequence 1

match tloc

site-Tist BRANCHES

!

action reject

!

!

sequence 11

match tloc

site-Tist DCs_10_20

!

action accept

!

!

sequence 21

match route

prefix-1ist _AnyIpv4PrefixList
!

action accept

set

tloc-1ist PREFER_DC10_DC20

!

!

!

default-action reject

!

!

vsmart#

show runni ng-confi g appl y-policy

apply-policy

site-Tist BRANCHES

control-policy Active_Standby_HnS out
!

!

vsmart#
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gJs vSmart:

show running-config policy

show running-config apply-policy

show omp routes vpn <vpn> advertised <detail>
show omp routes vpn <vpn> received <detail>
show omp tlocs advertised <detail>

show omp tlocs received <detail>

eJs Edge:

show sdwan bfd sessions

show ip route vrf <service vpn>

show sdwan omp routes vpn <vpn> <detail>
show sdwan omp tlocs

pCJJZ

oldss odosu eduwé gpd BFD Wb oo 1J)e IUs 1dpelos:

<#root>
Branch_02#

show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC  DST PUBLIC DETECT
SYSTEM IP  SITE ID STATE COLOR COLOR SOURCE IP IpP PORT ENCAP MULTIPLIE
10.10.10.1 10 up mpls mpls 192.168.1.36 192.168.1.30 12386 ipsec 7
10.10.10.2 20 up mpls mpls 192.168.1.36 192.168.1.33 12366 ipsec 7

IJozdd pu o osd Ipusble po lJ 9e 1UiE)s eoy Active Hub o8 o o.sJ 1000:

<#root>



Branch_02#

show sdwan onp route vpn 10 172.16. 1. 0/ 24 detai

Generating output, this might take time, please wait ...

RECEIVED FROM:
peer 10.1.1.3
path-id 8
TabeTl 1002

status C I, R <-- Chosen, Installed,

Toss-reason not set
lost-to-peer not set
lost-to-path-id not set
Attributes:

originator 10.3.3.3
type installed

tloc 10.10.10.1, npls, ipsec <-- Active Hub

ultimate-tloc not set
domain-id not set
overlay-id 1

site-id 3

preference 1000

tag not set

origin-proto connected
origin-metric 0

as-path not set
community not set
unknown-attr-len not set
RECEIVED FROM:

peer 10.1.1.3

path-id 9

Tabel 1003

status R <-- Recei ved

loss-reason preference
lost-to-peer 10.1.1.3
lost-to-path-id 8
Attributes:

originator 10.3.3.3
type installed

tloc 10.10.10.2, npls, ipsec <-- Backup Hub

ultimate-tloc not set
domain-id not set
overlay-id 1

site-id 3

preference 500

Recei ved



tag not set

origin-proto connected
origin-metric 0

as-path not set
community not set
unknown-attr-len not set

pedyple slo LoJs

sJisd odose weslwle Cisco SD-WAN., Cisco 10S XE. | ] ool 17.x



/content/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/policy-overview.html
/content/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/policy-overview.html
/content/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/policy-overview.html
/content/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/policy-overview.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



