oS IJuogs [Uble)yss Jiele UTD gds
p9eolo cEdge

lJpzossle

| Jp, 9506

IJpobJole Il wsé

IJeobJoule

lJodoule | 0200

o8 9ol |l sé

lpazole Les o pd woulez Cisco I0S XE SDWAN (16.x)
lJp9zole lJos ouved oyulez Cisco 1OS XE Software (17.x)

g wids 2. 10513 16 [ o9 46 £05, Jldissd
| 16 3. 0,28 § ale,90

NFX YY)

9,22 03l Idpuwews JsBbss wiuse (096 Idlely IUble,ss Jlely I>Slg IJesz> (UTD)
Jopdsu psile IUlply gds Izojé Cisco I0S XE SD-WAN.

IJpcbdule IUIgul uss

s Bod luwegsle 030 lJpsslo: Bp wozpsd Lo9)6 1Jlely 1Ublo,ss slo 1Juods [Js puwesse
vManage.

- Sew 1o sy pozo cEdge Bis 9 e YManage pg IJSIJw 1Jpr 88 pumwdl.

- Bp wlouble BlJo uvsluws lelo Juble pug IJouwdd (IPS) s wble IJogils 1Jogudd
(IDS) Iy wLoWsé gwdly URL (URL-F) Ig ouobss Iz elsé 1Jpw 8306 o0 1duslez 1Juol)é
(AMP).

IJeobJulo

- p9go IJg>ple 1Upspzé 4000 Integrated Services Router Cisco IOS XE SD-WAN (ISR4k)
- p9zo lJg>ple 1Jpspes 1000 Integrated Services Router Cisco IOS XE SD-WAN (ISR1k)
- p9zo edple Iduwelos 1000V (CSR1Tkv).



- p9go IJg>ple 1Upspzé 1000V Integrated Services Router (ISRv)
AJlob s 1wl pwss 1Jos wagpe 31,6 DRAM Lugs 8 zselulse.

lJpedsule IJpuuegspd

- wo9,6 Cisco UTD IJblo,s6
9226 [Jogdp vManage
- p9zolw cEdge pg 9 odle [Jogdp wluwedsle gesle Idogde.
<P louble |JroEJ_9p|u |.J_9|_))5 g'9g5 o3l |JrouuUU) y-19) |.Jiao_)5 |Jro_92'9)6 g.9..5 wSS0 PEPJ65 aluoo
o zpse 1Jizoss |Jro,_).uua)p0 Os 03l ldpwous wodssu peuwde (IVwluss). Bl Jlve
Jiodod 3 IJouvgsd: Bolds pu Woped Jdolos) Ipeeed Jis o,

pedsple Tuvlyuss

eole Lo9,6 Cisco UTD |Js yuwsluws elu eds Bldo U;_ol_j lJesl> o&y§oo‘9p§jlo IJiole
lJppdusd pod ublp pug lJoundd (IPS) suble lJoblw IJogwdd (IDS) 9o ovss guslu URL
(URL-F) sldzplse IUpw @306 oo Iduslez Iduol,6 (AMP) eJs p9zole cEdges.

ouisd wyulpg Cisco UTD Snort IP Engine oo waulez Cisco

lowegse lJues,6 1dblo,sé JJudlb 1Jghzss (UTD) ey Cisco Iese9ps JJluosly Idelds pu
Cisco 10S XE. quu@ro IJi0, show utd engine standard version Jdoezdd pu ue9yé UTD

1Jp950 wol 3l0p3gsp6.

Rout er 01# show utd engine standard version
| OS- XE Recommended UTD Version: 1.0.13_SV2.9.16.1 XE17.3
| OS- XE Supported UTD Regex: ~1\.0\.([0-9]+)_SV(.*)_XE17.3%$

Jigb o 1deuwl Jouisd Iy seees eds Bl Jlu 1desze suvgd woulee Cisco 10S XE
SDWAN Software (16.x) Iy wulpez Cisco 10S XE IJgldes (17.x).

IJpeszole IJos ogpd woyulpe Cisco I0S XE SDWAN (16.x)

euwhy IJzu09d £ds woolez pzyd UTD snort IPS oy Cisco og Idpgzole/ Lvwds WAN IJeg 86
e brsy Idoslpz (SD-WAN)/ pgzole XE SD-WAN / 9ldpgzo IJpcdled Jduwduwds.

IDO\.'.'I'-IUE(‘JS Home [ Routers / Software-Defined WAN (SD WAN]l

Cisco Interfaces and Modules Cloud Connectors

Meraki vMX
Cloud and Systems Management Cloud Edge SD-WAN
Collaboration Endpoints Data Center Interconnect Platforms XE SD-WAN Routers
Conferencing Industrial Routers and Gateways \Edge Router
Connected Safety and Security Mobile Internet Routers
Contact Center MNetwork Functions Virtualization
Data Center Analytics Service Provider Core Routers
Hyperconverged Infrastructure Service Provider Edge Routers
105 and NX-0S Software Service Provider Infrastructure Software
Optical Networking Small Business Routers

Routers Software-Defined WAN (SD-WAN)

g wse 1Juessz Jeszo cEdge.


https://software.cisco.com/download/home

Jl o9, pogole grple Idozese pu lduvduvds Note (ASR) Jes)le UTD.

Downloads Home [ Routers | Software-Defined WAN (SD-WAN) / XE SD-WAN R{:utersl

Cisco Interfaces and Modules

Meraki vMX | ASR 1000 Series 105 XE SD-WAN
Cloud and Systems Management SD-WAN CSR 1000V Series 105 XE SD-WAN
Callaboration Endpoints ISR 1000 Series [0S XE SD-WAN
Conferencing vEdge Router ISR 4000 Series 105 XE SD-WAN

Connected Safety and Security
Contact Center

Data Center Analytics
Hyperconverged Infrastructure
105 and NX-0S Software

Optical Networking

Routers

o8 [gosh upeddz pozo IJuges: 225 esh woulpe Cisco I0S XE SD-WAN JJzuosd eds gjedé UTD
J cEdges gJs |uool) 16.x.

Downloads Home / Routers / Software-Defined WAN (SD-WAN) / XE SD-WAN Routers / ISR 4000 Series 10S XE SD-WAN

Select a Software Type
10S XE In-Service Software Upgrade (ISSU) Matrix

10S XE SD-WAN Software

10S XE Software

Jizb ILJ euvb Idoujsd Jigesh 1dues,s [Jble,sé Cisco UTD J,e; 16.x Jegzole cEdges
sbo, lsuol sy wyulpz Cisco 10S XE. o3l 09 Ipuul,y JIigesh 1dsls 1o, 86 J cEdge J
17.x Wyb. 9JIJu Jl 9> Lo9,y6 UTD Idbloyse JJluosl) 17.x. 509 Cisco I0S XE g Cisco
IOS XE SDWAN IJgl>sé 1Jp9es6 eds 17.X_9|Jia)o‘_9vlJoU._§ Iy puwl IJzue9d eds
lJuo9,yo Idbloysoé J 17.x ey Cisco UTD o9 udw 9 Cisco 10S XE IJglbss.

i2en 1Jluosl 1Jzlds po CEdge. 98 wowisd 25p6 UTD 1Ugluos wosl 1Jlussh.



Downloads Home f Routers / Software-Defined WAN (SD-WAN) / XE SD-WAN Routers [ ISR 4000 Series 105 XE SD-WAN } 105 XE SD-WAN Software- 16.12,5(MD)

- ™ o
(@ sear ) ISR 4000 Series I0S XE SD-WAN
-@- m Release 16.12.5 MD Related Links and Documentation
A My Notifications Release Motes for 19.2.4
Suggested Release ~ ) Release Notes for 16.12.5
I
16.12.5(MD) &
—

Latest Release

File Information Release Date Size
16.12.5(MD) Cisco ISR 4200 Series 10S XE SD-WAN Software 29-Jan-2021 482.84 MB R
isrd 200-ucmk9.16.12.5.5PA bin
All Release v Advisories [
16 > Cisco ISR 4300 Series 10S XE SD-WAN Software 29-Jan-2021 557.83 MB R .
isrd 300-ucmk9.16.12.5.5PA.bin
Deferred Release P Advisories f
16 > Cisco ISR 4400 Series 105 XE SD-WAN Software 29-Jan-2021 621.88 MB RV ©
isrd 400-ucmk9.16.12.5.5PA.bin
Advisories O]
Cisco ISR 4400v2 Series |05 XE SD-WAN Software 29-Jan-2021 623.49 MB e .
isrd400vZ=-ucmk.16.12.5.5PA bin
Adviseries [T
UTD Engine for I0S XE SD-WAN 29-Jan-2021 52.01 MB v B

secapp-ucmk®.16.12.05.1.0.18_5V2.9.16.1_XE16.12.x86_64.tar
Advisories ]

IJpszole IJos ousgd wyulez Cisco 10S XE Software (17.x)

Suwwgde Iluesly 17.2.1r ey Cisco 10S XE 9lJizae Lo9,6 Universalk9 Juui,y JJ pu Cisco 10S
XE SD-WAN g Cisco I0S XE gJs lzojé Cisco I0S XE.
S92 wulpz peyd UTD Snort IPS W IJpszole > pozele 1UW,98 > 1Jpsze IJe> 0z Series.

Downloads Home | Routers / Branch Routers |

Cisco Imterfaces and Modules
Cloud and Systems Management
Collaboration Endpaints
Conferencing

Connected Safety and Security
Contact Center

Data Center Analytics
Hyperconverged Infrastructure
105 and NX-05 Software
Optical Networking

| Routers

&> lewsh wse bls Idesgo: 22>

Cloud Connectors

Cloud Edge

Data Center Interconnect Platforms
Industrial Routers and Gatewsays

Mabile Internet Routers

Network Functions Virtualization
Senrvice Provider Core Routers

Service Provider Edge Routars

Service Provider Infrastructure Software

Small Business Routers

wolpz peyd UTD snort IPS.

1000 Series Integrated Services Routers

1800 Series Integrated Services Routers

1900 Series Integrated Services Routers

2900 Series Integrated Services Routers

3900 Series Integrated Services Routers

4000 Series Integrated Services Routers

5000 Seres Enterprise Network Compute System
800 Series Routers

900 Series Integrated Services Routers

Catalyst 8200 Series Edge Platforms

Catalvst 8300 Series Edae Platforms



Software Download

Downloads Home | Routers / Branch Routers / 4000 Series Integrated Services Routers [/ 4221 Integrated Services Router

Downloads Home
Select a Software Type

I0S XE In-Service Software Upgrade (ISSU) Matrix
I0S XE Patch Upgrades

10S XE ROMMON Software

I0S XE SD-WAN Software

10S XE Software

UTD Snort IPS Engine Software |

UTD Snort Subscriber Signature Package

Very High Bitrate (VDSL) PHY Firmware

Very High Bitrate DSL (VDSL) Firmware

22> IJluosl 1J2lds w0 1dpszo 98 wouisd 2ipé UTD Jdluasl 1Jezss.

Software Download

Downloads Home|/ Routers / Branch Routers [/ 4000 Series Integrated Services Routers [ 4221 Integrated Services Router / UTD Snort IPS Engine Software- 17.7.1a

(a ) 4221 Integrated Services Router
( Expand Al Callapse All J Release 17.7.1a Related Links and Documentation
A My Notifications - No related links or documentation =
Latest Release b
Fuji-16.9.8 File Information Release Date Size
16.6.7a UTD Engine OVA for 17.7.1 release 30-Nov-2021 147.72 MB
iosxe-utd.17.07.01a.1.0.3_5SV2.9.16.1_XE17.7 x86_64.ova
All Release ~ Advisories [f
16.6 > UTD Engine for I0S XE 30-Nov-2021 52.51 MB
secapp-utd.17.07.01a.1.0.3_8V2.9.16.1_XE17.7.x86_64.tar
17 g2 Advisories ]
16 >

pdlebs: o wows pozole Cisco ISR1100X Series (p9zolw Cisco Nutella SR1100X-4G/6G)

lJos ouvéd woulee Cisco 10S XE Software wodl oo e Viptela [Js x86_x64. spdy o

ogpd edsol IJuo9,6 IUblo,sé J Cisco UTD 1dpuyuing,é J ISRAK. lve suvobse ,Jdoo IJ

w9 wo cisco UTD o906 2P wPSES suwlus regex J IJzlds cisco ios XE SDWAN Los¢é

eJs Nutella pwzlz wgass. luveés e IUle, show utd engine standard version JJoz 806 po
wPTo L0906 regex ldegos wol 9ldpsg9pes oo Cisco UTD.

lJodosy

IJéb9s 1. ogpsd lJue9)d IJblo,sé

olds po wbloud Los,od IUbloyss pe e Cisco 10S XE SDWAN 1JzlJs eJs Edge 96,



wogesdol lJs puuegse vManage. .
loedd IUs Iduoslus > puua9se IJuslee > 1Jue9)s Il o)l oss > opesd [Jue9,sé [blo,ss >
vManage.

& MAINTENANCE | SOFTWARE REPOSITORY

Software Images Virtual Images

@ Add Custom VNF Package

Search Options

@ Upload Virtual Image ~

Remote Server - viManage

Network Function Type

Do not refresh the Web Browser or click Web Browser Back button while image is being uploaded

File Uploading (Total:1)

secapp-utd 17.04.010.1.0.9 5V 9161 _XET7 4.x86_64.1ar

Flease wait. Server is Processing

e’ weesd w96 Cisco UTD Idblo,sé wugle: wedd puol o6 ibs WIS Idpuww9se.

& MAINTENANCE | SOFTWARE REPOSITORY | Virtual image uploaded successfully 6 I

Software Images Virtual Images

@ Upload Virtual Image ~ | @ Add Custom VNF Package

0\ Search Options




Cisco vManage

£ MAINTENANCE | 5 SITORY

© Upload Virtual Image = | @ Add Custem VHF Package 06

o
Q,

IJg 196 2. |l ds 1J Iy 1J,es Juog Iiply 3pJ0 og s IUzlss [Js Slw
|Jzol5

luolo wog IJiole IU3s @ louildo puwedl lds Sldw Idzol. szew o STUIS wog IJiolo eJs
vog wurIss IPS/IDs l9 URL-F Ig AMP eJds Sldo 1dzols. 1Wee pdo weHs IUzlss edilissl.
quua.),o pJV g5 Idzlyss IUlve,)los |9 Ip wwedsdo bl Jje U|,o_)

Security Policy installpartition -

Container Profile * Factory_Default_UTD_Template - ﬂ

<

IJgdo96 3. cease Bldw IJzols is Ludlge wwog IJiplo 9pJW o sdd Ielass

Bp wopdss IJslJu Is Ll do we9zo cEdge. Jlpb s config inoo Op oIdIsu wdsu wdysu
luwoolds IJebosdle 9ep,d UTD Jps;é IPS/IDS Is URL-F Iy ouobss AMP.

app-hosting appid utd

app-vnic gatewayl virtualportgroup

guest-ipaddress 192.0.2.2 netmask 255.255.255.25

policy

no app-visibility

log=-frequency 1000



ogssy 2lJs 1J8IJu [s op 22sdwe wlb,l Jiu vManage Jizls 1o IJedssy 1d3s op wbousdo
STw9s eds psile ppyd UTD: JsJd o> vManage |y cEdge szole lJs 1Juey,s 1Ublo,sé
lJpowwd Jlgwegsle psile lely UTD.

Push Feature Template Configuration | € Validation Success

Total Task: 1| Done - Scheduled : 1

&> udJd IJ8IJe s 21Js 1Jza9d 1508 wlbo p0p6 23536 §i8d [Jo@dp O $lispes 1Upole.
lJpopd 1Ug>536 05 wewse LXC: ppl sgus lo VManage sosl odilissl covse 1duo9,é
IJblo,ys6 |Js cEdge 9od >9g Idodssu Idzass.

L] o
aks

aamin -
1 dS

X
Active (1) Completed (29)

Q

Sortby  Start Time 5

®E

Last Updated: 05 Mov 2021 11:35:18 am

£: Lxc Install (Total 1)

In progress: 1

Start: 05 Nov 2021 11:34:45 am

By: system
From: 1.1.1.9

Ieprd wowSe 2lass LX: s 990 VManage oo wdssu 1dza9d Idpuwed oluwedsle pssle
IJesdse IJgldes Idpouwd (UTD). JI w9gs popd 23836 Jodl wuwew 229J6 IUodssu puvel-
B Task viEw

Lz leatall | Validation Sueeeis =

Total Task: 1 | Success: 1

Initisted By: system  From: 1.1.1.9
.
Q

TOOTRT UTC) Tatal nesber of Container apes to be installed:
18:86:03 UTC] Started 1 un

18:88:03 UTC] dhecking

1 18:06:04 UTC|

Contaimer apes to Be installed are follewing: [asp=hosting=UTD=Snort=Feature=xBG_B4=1.8.13_SV2.0.16.1_XE17.3]
ountainer (app-hosting-UTD-Snort-Feature-xB6_G4-1.0.13_SV2.9.16.1_XE1T.3) installation
s enabled on device
1 18:06:09 UTCY © hasting_UTD-Snort-Feature-xB6_64_1.0.13_SV2.9.16.1_XE17.3_secapp-wtd.17.03.93.1.0.13_5V2.9. 16, 1_XE17.3. xB6_54. tar
[5=#icr=2021 18:06:28 UTCH © olor: bir=intarne
[5-#ow-2021 18:06:29 UTCH Downloading http:fy

t
1.1.1.9:8980/ sof tuare/package, e /ape-hosting UTO-Snort-Feature-x26 64 1.0.13 5¥2.9.16.1 XE1T.3 secapp-utd.17.03.03.1.0.13 5V2.9.16.1 XE17.3.x86 64.tarfdevicelds70.70.70.1




lJozdd pu IJuoes
o2l el 131 Jlg cEdge pujlpul pg VManage 9lJélJo 1Up,8.6.

loedd IJs Iedsse > IJizess

L2 CONFIGURATION | DEVICES

WAN Edge List Controllers Unclaimed WAN Edges
{l: Change Mode - || * Upload WAN Edge List | [ Export Bootstrap Gonfiguration | [ Sync Smart Account
Q (7070701 = ] tions v

lJoz8l pu wowsw luesl, Cisco UTD:

Rout er 02# show utd engine standard version

UTD Virtual -service Nane: utd

| OS- XE Recommended UTD Version: 1.0.12 SV2.9.16.1 XE17.4

| OS- XE Supported UTD Regex: ~1\.0\.([0-9]+)_SV(.*)_XE17.4$

UTD Installed Version: 1.0.12 SV2.9.16.1 XEl17.4 <<<<<<L<<L<<<<<<<<

Jlspdo o sd9u IUluosh IJpowe po pdlelbs UTD B 2lJs Es) po8906.

lJozdd po ouvgsd UTD Jzlds IJogvgsd ee IUIElz IJelds:

Rout er 02# show app-hosting list
App id State

utd RUNNI NG <<<<<<<LLLLLL<<<<<<

sdeue ies 1delds 1Jisle, 1duwlods sswss IUzlds sldlues) Izl ssu:

Rout er 02# show app-hosting detail appid utd

App id utd
Onner ©ioxm
State : RUNNI NG <<<<LLLLLLLLLLLLLLLLLK<LK
Application
Type : LXC
Narme : UTD- Snort-Feature
Ver si on ©1.0.12_SVv2.9.16.1_XE17. 4 <K<K
Description : Unified Threat Defense
Pat h : /bootflash/.UTD_| MAGES/iox-utd_1.0.12_SV2.9.16.1 _XEl17.4.tar
URL Path :

Activated profile name : cloud-Iow

Resource reservation

Menory . 2048 MB
Di sk . 861 MB
CPU :

CPU- per cent 7%
VCPU 0

sbo, IJie, show utd engine standard status z1Js Loz pzyd UTD 995 ISlkses 15s szuod
Bso gds werse lJusdse.



Rout er 02# show utd engine standard status

Engi ne version : 1.0.6_SV2.9.13. 0_XE17. 2
Profile : O oud- Low

System nmenory :
Usage : 20.10 %
Status : G een

Nurmber of engi nes 1

Engi ne Runni ng Heal t h Reason

Engi ne(#1): Yes G een None <<
Overal |l system status: G een <<

Si gnat ure update status:

Current signature package version: 29130.156.s

Last update status: Successful

Last successful update tine: Wed Nov 25 07:27:35 2020 EDT <K<K
Last failed update tine: None

Last failed update reason: None

Next update schedul ed at: None

Current status: ldle

388G [ wpes spdu luves pdo IUle, olds:

Rout er 02# show platform hardware gfp active feature utd config
G obal configuration

NAT64: di sabl ed

Drop pkts: disabled

Mul ti-tenancy: enabl ed

Data plane initialized: yes

TLS Decryption Policy: disabled

Divert controller node: enabled

SN threads: 12

CFT inst_id O feat id 2 fo id 2 chunk id 13

Max fl ows: 55000

SN Heal th: channel : Threat Defense : Green

SN Heal th: channel : Service : Down

Context Id: O, Nane: d obal domain Security Context

Ctx Flags: (0x1c70001)
Engi ne: Standard
State . Enabl ed
SN Redirect Mdde : Fail-open, Divert
Threat -i nspecti on: Enabl ed, Mde: |PS
Domain Filtering : Not Enabled

URL Filtering : Enabl ed <<<<<<<<<<<
File Inspection : Enabled <<<<<<<<<<<
Al'l Interfaces : Enabl ed

e dJle I blsgs

IJpuwids 1. gbol: JI cpogs IJizejs IJoldss eds el wlpz 1Uzlosé



S voudbsb 1Juoy,6 IUblo,sé.

luodd Ids IJuoslud > 1Julee > Jouuushb

Fallowing devices da not have container software services.
Click ‘Skip Devices'to continue activate image.

* (SAASRouteOT)

oouwd 1due9,6 1dblo,sé el JI STUIS IJizoj6 &ds luadlzle wolpz 1Uzless: 131 Je sdo Jeszo
cEdge |Jpz>> wog lply pe IUBIJe 19,88 Jpdd wg)sed Idzlass.

Additional Templates

AppQoE Choose... -
Global Template * Factory_Default_Global_CISCO_Template - 9
Cisco Banner Choose... -
Cisco SNMP Choose... -
CLI Add-On Template Choose... -
Policy Choose... v
Probes Choose... hd
Security Policy CHI_Security_Palicy_2 -

4




Security P‘}liCV Please check the Software Download page to ensure your device confainer versions are up-to-date with the device version if applicable. It is always recommended that these

are aligned. This is an infermative message and no action may be required

Container Profile *

' Factory_Default_UTD_Template

cop luolds o3l 1J$lde oddlss! Bl doo ogueese uwsluws lelo couses psile 1Jielo pod
ouble pug IJogudd (IPS) suble 1Yol Idogedd (IDS) soodss guglu URL (URL-F)
SlJzelss ldpeo @306 pu Idoslez Iduobé (AMP) Ides crole lds 25eé UTD. Jl crolz JJ esile
IJlolo 1Jpe99,6 |Js peud UTD pod psé ZBFW IJousbs.

Add Security Policy

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

— Compliance
V Application Firewall | Intrusion Prevention | TLS/SSL Decryption

Guest Access
Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access

Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption
—

@ Direct Internet Access

Application Firewall | Intrusion Prevention | URL Filtering | Advanced Malware Protection | DNS Security | TLS/SSL Decryption
I

\ Custom
Build your ala carte policy by combining a variety of security policy blocks

o st b £s Ile losopsle IUSIw IJG)es Jodod o s Igloss. s.ise vManage

IJpuwids 2. 131,86 IJpc9ud)6 g5y JIdsé

olds pu I p9zo CEdge szess e 31956 DRAM Lwgs 8 zszlulse: Blu Jp sdu IsJd. Bl
gpdsé wouse LXC ayged zobl 8) 290 JBwod odasu 2d83. ebl 1U31,6 IJpe9s)s Es)
JIB. wopod pobdole pogole cEdge Jlgwedsle psjle 1desdse IUgldps Idpouwd (UTD)
WO Idzuo9d eds 31,6 DRAM Lweo 8 zszlulse Jzs bus.

B TASK VIEW

Lxg Install | Validation Success = Initiated By: system  From: 1.1.

Totad Task: 1| Failure : 1

1 Failurg 70.70.70.2 Faded 10 install 171 bo: countamer (app-hosting-UTD-Snort-FoatunexSh_g4.1.0 15 Mow 3021 1231709 PM CST
[5=Now=2821 19:31:09 UTC] Check
[5-Now-2021 19:31:18 UTC) Wait
[5-Now-2021 10:31:24 UTC] &

if dox is enabled on device
for dox to be enabled on device

= EvErs T 3
[5=Now=2021 10:31:29 UTC] Fadl 1 Lxc countainer [(app=hosting-UTD-Snart-Feature-x86_g4=1.0, 13_5v2.0.16.1_XE17.3),
Pre coafig validation failed. Device is not configured to accept new configuration. Available sesory insufficient, required CPU:T percent, reserved CPU:D percent, availsble CPU:T5 percent, required mesory:2047152 KB, rese

WO odo IJelds Jl seuod CSRv IJl geds 4 gsélolse pu 31,6 DRAM. 9o g5 o) dso 1J31d)0 1Us



DRAM wes 8 zselolso wp wousw odo 1U31Y,6 wugle.

©2dd pu lzplds 131856 1zldss wluuessle 15,1z 2lJé wlble SDWAN:

Rout er 01# show sdwan system status

Mermory usage: 8107024K tot al, 3598816K used, 4508208K free
349492K buffers, 2787420K cache

IJpuwids 3. pze &) Slusus

ol oo ©d9so Uiwdle VPNVRFS IJpgucses eds bs pu psile gusluws Ilelo wldded
O poze CEdge Jozuw pize s Blusus Jounduwdle pwslyws [Ulelo.

Cisco vManage

£X CONFIGURATION | TEMPLATES Server error: illegal reference /nes:devices
/device{vip_internal_temp_device_CSR-FDCDD4AE-

Device Template Total 4DB9-B79B-8FF7-45DF437CBBED-ec4f8809-8efc-
Config Preview . o - S
testZBFW 1 daGd-alB2. 4618 aafig/io=-pative

Device list (Total: 1 devices)

CSR-FDCDD4AE-4DB9-
B79B-8FF7-45DF437CBBEO
SAASRouter01(70.70.70.1

s 031 Ipeld: c2eas pusluws Iiplo £Js unsluws pog INlbozle Juvwds VPNVRF 1. 9Jdy
JrD SOp UJSLSU I._S UJSUSJBJ VRF 1 .JJ'CO_)O J)J\J kS_)g_)‘-’\J VManage PJCE. E_q_S_) dluﬁuq_s
Jouwduwd IJuoeg o3l

¢ CONFIGURATION | SECURITY  Edit Intrusion Prevention Policy
Target Policy Behavior
'] Signature Set Security
nspection Mode:  Detection Log Leve Warning
Actions _ Alerts
Signatures
VPN
Intrusion Prevention - Palicy Rule Configuration @
Palicy Name GPCIPSvDb.copy_copy
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Rout er 01# show utd engine standard status

UTD engi ne standard is not enabl ed <<<<<<<<<<<

| SRO1#show sdwan virtual -application utd
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