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* puelo ldywelosd
lJpdovlo Idpuuwespd
ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1dpebss Ideldss:
* Mlgbosld IJouile O 29ed uweled pouuos pg puinsg lugbis
* 9236 lJupdp s GCP
* w9 GCP

* pzlbé b,.s6 Bash Ig Ptty i9 SecureCRT
« pSlose Secure Shell IJglpo 9lJgl oo (SSH)

op louble Upg_J9p|u U_9|_).>o Os o3l IJp e pu Ulao_)o lJe92926 WO LSSo p&pdso gl os.
u.)lu apsg UIao_)o U,ou»ua)po g9g5 03l Up,_,uUL_p uudgsu rorouuja (Idu_)luos) Bl Jlyo

ped9ple lvluss

p0 IJluosl, 17.4.1 Bolesl luouze 1JBisé CSR1000v o5 C8000V 3l I gblisd od ol 9JIJu
e [olB8 psjle 23838 pod wrgsue SD-WAN 9ldze o 1Ju9ss pu Cisco. 9dejss pu Ipsze:
Sues Idozdd pu woesWs wslule ldpoozle 1Uyuweso:

luo 1000V oy, Cisco

9296 wslule olez Cisco Catalyst 8000V Edge

J3JIde subo g ol lddsd gds vovse JJ pu pgole CSR1000v 9 C8000v.
lesls 1Jpuis9e

~ pdlebs: Vs 19w IU3s wop Vso Julws o3l ldpuwaws: Seuod Idpuwedseso 1Ugs eds
300 >9Jl) pu >9dble IUgdlsle [dpwess pu ldlgceble 1Jezloss Juwed vl o)9099d9d
GCP LIJYlped Jbo 96 2,6 Jps6 glp 9lg>. 903 pg,y8 L9l uulbs Google 909 Jsuw wew wede
Cisco.

% pdlebo: sebde o3l IJpwows lugile pldlose SSH IJglps 9lJglues. JJzuesd eds
peJ9ple Iuold..so‘ Sues Iz 1Js lugile p90lz SSH S iy CSR1000V L.
lJoble Il _wl_w.s ) Google Cloud

IJglo9s 1. clds pu 9293 puUi9E Loz Suubslb JJzuwle.

ol pu 929> pUinge LolJz Susisb B zuslod: szw lu 9o o3l P 0l wezeses Slo
139ule J Compute Engine.


https://www.cisco.com/c/en/us/products/collateral/routers/cloud-services-router-1000v-series/data_sheet-c78-733443.html
https://www.cisco.com/c/en/us/products/collateral/routers/cloud-services-router-1000v-series/data_sheet-c78-733443.html
https://www.cisco.com/c/en/us/products/collateral/routers/cloud-services-router-1000v-series/data_sheet-c78-733443.html
https://www.cisco.com/c/en/us/products/collateral/routers/cloud-services-router-1000v-series/data_sheet-c78-733443.html
https://www.cisco.com/c/en/us/products/collateral/routers/catalyst-8000v-edge-software/datasheet-c78-744101.html
https://www.cisco.com/c/en/us/products/collateral/routers/catalyst-8000v-edge-software/datasheet-c78-744101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html

eds uwosd Idpold o3l 1Jougin: sop luvegsle puinge wp louuldo Vs wr9w9dsd GCP.
) edlzbs: Jlugile puige 2252 Soes Idoese IUs lugile e vlise ablool.

IJgbgo 2. luuile Juvwds Byes6 9 VPC 2rss8UW.

Ie wlouile guglos ¢lues 1ol uoss (VPC) 23836 9uvwds W)e86 Sew Idwsluoel weesd
CSR1000V.

o0 1dppdu luwaesle zoly VPC IJIG el os 9 Givwds VPC g uwJs B)esé wp lugildol
puvol.

WOs J9go pedple 9230 IJupde: 23> v ds VPC > Luodle VPC Jpl 09 p9oz WO 1Juo9)s.

#A Home >
NMETWORKING
32 VPC network K
ity Network services >  External IP addresses
) o Firewall
#}  Hybrid Connectivity >
Routes
't:" Network Service Tiers VPC network peering
©  Network Security »  Shared VPC

Serverless VPC access

o Network Intelligence »
Packet mirroring

22 logile G ds VPC Yol 09 p9 oz B 1Juo9,6.


https://cloud.google.com/resource-manager/docs/creating-managing-projects

n VPC network VPC networks C* REFRESH

L ameeee——————
CREATE VPC NETWORK

B8 VPCnetworks

Name 4 Region Subnets MTU . Mode IP address ranges Gateways Firewall Rules
[§  External IP addresses v default 24 1460 Auto -
& Ficewall us-centrall default 10.128.0.0/20 10.128.0.1
europe-west 1 default 10.132.0.0/20 10.132.0.1
Routes
x us-westl default 10.138.0.0/20 10,138.0.1
VPG network peering asia-east) default 10.140.0.0/20 10.140.0.1
us-east] default 10.142.0.0/20 10.142.0.1
pd Shared VPC
asia-northeast default 10.146.0.0/20 10.146.0.1
P
@  Serverless VPC access asig-southeast] default 10.148.0.0/20 10.148.0.1
'|E|' Packet mirroring us-eastd default 10.150.0.0/20 10.150.0.1
australia-southeast default 10.152.0.0/20 10.152.0.1

N LUlpbs: sep 2ldsl ouin CSRI000V Bl s 1Jpob s 10pd56 Jiassdss gs GCP.

Sp wodssu luwe VPC Jpl 09 09 0z O 1Ju09)6.

&  Create a VPC network

Name * {

CSI-vpc

Lowercase letters, numbers, hyphens allowed

Description

Ip wodsu luwe Iy ds 1IJ,es6 IJpyowl wpg 0o Wise 1Jey)s (VPC) 9235 IJpulb §o us-
centrall.

Bp woESsSU ubld gusle IP Lolde slgd CIDR 1J¢l o o 10.128.0.0/20 1J¢lLo  US-centrall. Jol
09 p9uoT O 1Juo9,6.

Ioud IJleshble 1JiE s Jlesble el oss 935 5y logsle:



Subnets

Subnets let you create your own private cloud topalagy within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the

subnets. Learn more

Subnet creation mode
(® Custom
) Automatic

New subnet

MName *
csr-subnet

Lowercase letters, numbers, hyphens allowed
Add a descriplion

Region *
us-centrall

IF address range *
10.70.1.0/24

|
7]
* @
L 7]

~ pdlebo: Vs z2lds wedss "wddliss" s@9pe GCP wosssy ubld odylss wolde sl

IJpulo$s CIDR.

Pllo sop 1Jeds epdsd sboy IJ VPC 25> O IJ VPC Lo ds Suue Jpl 09 9 0z S

VPC networks CREATE VPC NETWORK C REFRESH
Name Region Subnets MTU @
W CSr-vpc 1 1460

us-central csr-subnet

lJglogd 3. vy Idposd IUblo,s.

Mode IP address ranges Gateways
Custom

10.10.1.0/24 10.10.1.1

Bs Sure prd Idzaumes: 3 pud Iddpwsse > posdle VM Jol o9 p9 oz B 1Ju09,6.



ﬂ' Home >

COMPUTE

-

. VIRTUAL MACHINES
‘- App Engine >

{#} Compute Engine X

Instance templates
@ Kubernetes Engine > Sole-tenant nodes
Machine images
(] Cloud Functions
TPUs
}> Cloud Run Migrate for Compute Engine
El VMware Engine Committed use discounts

v’ de9dd Jogs pedsple Idgol IUbloys (VM) 235 gdlpd lJowsse louvle posd Jpl 09
p9PT S Iduoge.

iEF Compute Engine VM instances ‘ El CREATE INSTANCE ) & IMPORT VM ' REFRESH

Virtual machines ~

INSTANCES INSTANMCE SCHEDULE

A VMinstances WM instances are highly configurable virtual machines for running workloads on Google

infrastructure. Learn more
[Z]  Instance templates

Igwegsp w9l GCP Jpl 03 pa oz B 1Jue9,s: Jesue pucele Cisco.



&  (Create an instance

To create a VM instance, select one of the options:

New VM instance
Create a single VM instance from scratch

New VM instance from template

Create a single VM instance from an existing
template

@ New VM instance from machine image

Create a single VM instance from an existing
machine image

Marketplace
Deploy a ready-to-go solution onto a VM instance

VIS Uiysh Idoze oo Cisco CSR lg Catalyst C8000v. slzw, Iyl sldluesl)y Iddssu sdlselu
peubdolod gess IbJlgs.

Jodl ldpewld eds oy wp wedss [Jgsl) I,Ji_9.J Jpl 09 p9Loz Vs 1Juo9,)6.



Y Marketplace

Q. car 1000

Marketplace » “csr 1000w > Virtual machanes

= Filter  Type to filtes

Category
Compute

Metworking

Type

Virtual machines

4

7

Virtual machines

7 resulis

atfuan] s
CISCO

e
CISCO

atfuan]n,
CISCO

afiar]n
CISCO

Cisco Cloud Services Router 1000V (CSR 1000V)
Cisco Systems
Thix Bring Your Own Licenze (BYOL) of Cizco Cloud Servces Router (CSR1000V) delivers ent

Google Compute Platform. This software supports all the four C5R Techrology packages. Tt
enabbes enterprize IT 1o deploy the same enterprise-class netwarking services in the cloud th

Cisco Cloud Services Router 1000V - 16.12 - BYOL
Clsco Systems
The Bring Your Own License (BYOL) of Cisco Cloud Services Router (CSR1000V) delivers ent

Google Compute Platform. This software supporis all the four C5R Technology packages. Th
enablés enterpaise IT o depley the same enterprise-class networking senvices in the cloud tk

Cisco Cloud Services Router 1000V - 17.2.1r - BYOL
Cisoo Systems
Thiz Bring Your Own License (BYOL) of Cisco Cloud Services Router (C5R1000V) delivers ent

Google Compute Platform. This software suppors all the four C5R Technology patckages. Tt
enables enterprise IT to deploy the same enterprise-class networking services in the cloud &t

Cisco Cloud Services Router 1000V - 17.3 - BYOL
Cisco Systems
Thi Bring Your Own License (BYOL) of Cisco Cloud Services Router (CSR1000V) delivers ent

Google Compute Platform. This software supports all the four C5R Technology packages. Th
enables enterpiise IT 1o deploy the same enterprize-class networking Services in the cloud tr



¥ Marketplace Q catalyst 8000v

Marketplace » “catalyst 8000v edge software - byol® » Virtual machines

= Filter Type to filter Virtual machines
Category ~
1 result
Compute (1)
) Catalyst 8000V Edge Software - BYOL
Metworking () ol I Ial I n Ols6a 8y
isco Systems
CISCO

Az part of Cisco's Cloud connect portfolio, the Bring Your Own License (BYOL) version of C
Type B8000V) delivers the maximum performance for virtual enterprise-class networking service

the Catalyst 8000V (CB00OV) DNA packages and supperts the high-performance versions
Virtual machines 5 ]

S odlzbbs: Byol wgus "Bring your license”.

~ pdlzbo: zldsl Jl sgp y9099Y9d GCP upe9dz >9¢ zuve Jo (PAYG).

.,S,JJro 9¢9> IU“P PUNLEI P _9pdu|€_ SSH |.JE_|ro Jouu) CSR1000V/08000V d§ GCP Jro| 09 P9 22

VIS 1Juo9ss. Soues Iz 1Js lugile o0l

SSH e CSR1000v (b5 L Jo,bol

|Jl_wl_w.s J Google Cloud I3l Je sop logile pllose SSH.



https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html

& New Cisco Cloud Services Router 1000V (CSR 1000V)

Deployment name

cisco-csr-1000v-23

Instance name

csr-cisco

Username

cisco

Instance SSH Key
ssh-rsa AAAAB3NzaC1ycZEAAAADAQABAAABQQCY01XkfpuBgg5QR69RsG1QN

Zone

us-central1-f -

Machine type

4 yCPUs v 15 GB memory Customize

Boot Disk
Boot disk type

Standard Persistent Disk -

Boot disk size in GB

10

23> VPC 9ld v do 1U,)es0 Idos wp logblgel po dod 9lge, Ephameral ws IP 1Ughzs:
Jdewesd eds IP gle proob oldpesd Jel 09 p9 oz S 1Ju096.

w8 wId9su o3l 2> Idjy ware ldobgsd.



Networking
Network

csr-vpc s

Subnetwork

csr-subnet (10.10.1.0/24) -

External IP

Ephemeral -

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet
+v" Allow TCP port 22 traffic
v" Allow HTTP traffic
Allow TCP port 21 traffic

N LUlpbs: 1poss 22 pbodse Jloueld wpesd CSR gu) SSH. poss HTTP [seshs.

e IJopld oy g peyd Idgsuwed > posdle VM Jdoz 8l po uuvy CSR1000V 1Jzss>
wugle el 09 p9uoz B IJuogs.

VM instances ] CREATE INSTANCE & IMPORT VM C! REFRESH START / RESUMIE STON
= rvi ] ; Columns ~
Name ~ Zone Recommendation Inuse by Internal IP External IP Connect
csr-cisco us-central1-f 10.10.1.2 (nic0) _ SSH ~

IJozol e oy

lJlouold g0 wes wldposd Idess>

e, 1Ub,yd vssel Jogwesd 1Usged [Js CSR1000v/C8000V bs GCP os uwlbo, 1Jlsle, Wbes
ozboé bo,8.s6 I wlwss 9 PUTTY g SecureCRT. B o3l IdBuwe: sdje IJodsso Jlouold
wldbby @ Idwlods.

ouvesd 1U>¢ged |Js CSR1000v/C8000V pg IJ9ere IJb 956 BaseH

lo IJuoslés Idpbdsws Jlouold g0 e w9226 IJpundsdss Idlzepless JJuidle Iz sss
0S:



<ffroot>

ssh -i private-key-path usernane@ubl i cl Paddress

roC)|JZ

<#root>

$

ssh -i CSR-sshkey <sni p>@X. X. X. X

The authenticity of host 'X.X.X.X (X.X.X.X)' can't be established.

RSA key fingerprint is SHA256:c3]sVDEt68CeUFCGhp91rYz7tU07htbsPhAwanh3feC4.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added 'X.X.X.X' (RSA) to the Tist of known hosts.

Bl oge IUlouold sop )02 pogo CSR1000v

<tfroot>

$

ssh -i CSR-sshkey <snip>@X. X. X. X

csr-cisco# show version

Cisco I0S XE Software, Version 16.09.01

Cisco I0S Software [Fuji]l, Virtual XE Software (X86_64_LINUX_IOSD-UNIVERSALK9-M), Version 16.9.1, RELEA
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 17-Jul-18 16:57 by mcpre

ouwesd 1Uxged IJs CSR1000v/C8000v wluwgsle PUTTY

Jdlouold o PUTTY. iu.uoé)p obosd PuTTYgen Jogssd Idpvelz 1UElue po wuuwsd PEM
IJs PPK.

lele [Useoe lJs wzosd PEM | W PPK Ll wegsle PuTTYgen JJzuosd eJs pedyele
ol 6.

wee lugble ldpBdolz 1JElue wldouuwsd Idpuluwe: see edsd sy Idpuwl) S PUTTY.
23> Qe pd Idpelz 1Jgluo Jdpuol> 96 WOs sl Idpuolb 8o pu Blises louold SSH.

Sp cldlgweeslue Jdsuosd 1Js Idppds 1Uss sop Bso wgisu ldpdole 9235 IJpdelz IUss wpe
louildo. B o3l lJpeld: ebo, 1Juo9, IUg,02 1w es Jblses PUTTY sldzlds IebJyus:


https://www.puttygen.com/convert-pem-to-ppk
https://www.puttygen.com/convert-pem-to-ppk
https://www.puttygen.com/convert-pem-to-ppk
https://www.puttygen.com/convert-pem-to-ppk
https://www.puttygen.com/convert-pem-to-ppk
https://www.puttygen.com/convert-pem-to-ppk

L ™ |

Category:
. i Keyboard M Options controlling S5H authentication
. Bell
- Features Display pre-authentication banner (SSH-2 only)
= Window [] Bypass authentication entirely (SSH-2 only)
. .n'-"-.ppea.ran::e Authentication methods
- Behaviour
‘.. Translation Attempt authentication using Pageant
.. Selection [ ] Attempt TIS or CryptoCard auth (S5H-1)
... Colours Attempt "keyboard-nteractive” auth (55H-2)
- Connecti
- ??BZ,[:H Authentication parameters
Proy [ ] Allow agent forwarding
Telnet [ ] Allow attempted changes of usemame in S5H-2
Rlogin Private key file for authentication:
E' S_SH Browse...
Host keys
Cipher
- Auth
%11
- Tunnels W
About Help Open Cancel



ﬁ PuTTY Configuration

Category:

&= Terminal
.~ Keyboard
- Bel
= Window
- Translation
- Selection

Eﬂemm e

| Options cortrolling S5H authertication

] Display pre-authentication banner (SSH-2 only)
] Bypass authentication entirely (S5H-2 only)
Authertication methods

7] Attempt authentication using Pageant

] Attemet TIS or CryptoCand auth (S5H-1)

b] Attempt “keyboand-interactive” auth (SSH-2)
Authentication parameters

] Allow agent forwarding

] Allow attempted changes of usemame in SSH-2
Private key file for authentication:

C:\Users st sshkey2_ppk ppk | | Browse...

wptd w38 el Ideolwe: e IJs 1U8lses lissunss sluvegse euslo IP 1Jghzs
Jeesd CSR1000v JJleuold goy SSH Jpel 09 p9 oz WS 1Uue9)0.




ﬁ PuTTY Configuration

Category:

EI - Session ~

: . Features
E--Winduw
E----J'-"-.ppearance
Behaviour
- Translation
- Selection
. - Colours
- Connection
Data

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or I[P address)

Port

22

Connection type:

() Raw

() Telnet () Rlogin (@ 55H () Serial

Load, save or delete a stored session

Saved Sessions

Default Settings

Close window on exit:

() Mways () Never

Load

Save

Delete

(@) Only on clean exit

Open

Cancel

% pdlelbs: swp bdo luwe lJpuw s elIdded 1Up,9, 1dpes6 O ro-_'9|o;§2_ SSH lIJos we

logwlyel Jouwesd 1Usged.

Tog in as: cisco

Authenticating with public key "imported-openssh-key"
Passphrase for key "imported-openssh-key":

csr-cisco#




ouwesd 1Uxged s CSR1000v/C8000V wlwwgsle SecureCRT

Swibbdo SecureCRT IJpvelz 1Uglue vouuwsd PEM: 909 IJouuwsd IV )lgos Jdpddlese
lJglo6.

s SecureCRT. 25 IJpuwl) 1ds Idpelz 1UEluo W 1J8lispo:
PS> 09,08 UnSE > puob§6 > [UEle wrasy JJpd Ide)9, > PublicKey > ¢ oliso.

ooy 1Juo9,6 IUlbl) 1dpesde:

Quick Connect .
Protocol: 55H2 e
Hostname:
Port: 22 Firewall: | MNone w
Username:
Authentication
[ ] Password Y Properties...
Publickey
| keyboard Interactive i
GSSAPI
[ ] 5how quick connect on startup [ ]save session
Open in a tab
Connect Cancel

23 luwogsle puduwds 1dpdlose IJeles Jeduws 1Jg pd > wpass luvogsle 0956 19 pJb uolss >
022 - > 0z Us Idbdsd 9225 1dp ol IJpsEsw > wass 9l Jel 03 p9or S
IJos6.



) Use global publc key setting (@) Use session publc key settng
Saaan S NS
W) Uise ideniity or certificate e

Cii\Users N, sch ooy 2

() Use a cernficate from your personal CAPL store of 8 PECS &11 pravader DLL
CAPT e

=Try all certificatess

Gut usemame from certificate: | Common Name

B Use cartificabe as raw SSHZ key (server doss not support 3. 509)

FirQenpaint:

SHA- 2 el:B2: 1d:a8:6 745 0eba 96 3 1 12: 74 2880 1a:dh: FadhE: G 6 Top9: B 5o % 65 0d: 3-
SHA-1: 790813800 00: 57:ma :40-6b: 5 B4:bb: 03 d3:d 1:99:63: 70:a3
MDS: da-82-5e: 30-F8: 22-acalo08: 18: 71: Te:fade: 3063

£ F

Create [dentity Fée... = Upload | ExportPubbcKey...  Change Passphrase...

gl louad o IP 1IUgbzs Jewslo lJposd gwy SSH Jol 09 po oz B 1Ju09,)6.



Cuick Connect oo
Protocol: SSH2 o
Hostname: |
Port: 22 Firewall:  MNone >
Username:
Authentication
Publickey i Properties...
Keyboard Interactive
GSSAPI -
[ ] Password
[ ] 5how quick connect on startup [ ]save session
Open in a tab
Connect Cancel

) pdlzbo: swp bdo luwe IJpuwodsplJdps 1Jp)9) 1deesr6 Bs pldlese SSH IJous wp
logvloel Jouwzsd 1Usg9d.

<#root>
csr-cisco#

show | oggi ng

Syslog logging: enabled (0 messages dropped, 3 messages rate-limited, 0 flushes, 0 overruns, xml disabl

No Active Message Discriminator.
<snip>
*Jan 7 23:16:13.315: %SEC_log in-5-Tog in_SUCCESS: Tog in Success [user: cisco] [Source: X.X.X.X] [Toca



csr-cisco#

1,8 cuwzsd 1U5g9d 1Js 1Jizojs IUIB el uoss 1lupldss

% pdlebs: syes ldeoe s IUlo ol Ulz036 Linux VM Ul wessl 9ulis 9 s !i, wldso
lJpo,9506.

wg9sd puvedesu luolvsso Jouwesd Idsgad IJs
CSR1000v/C8000v s GCP

v ele cuvesd Iged [Js pesd CSR1000V: pu Idppdu wdssu puvcdrpso luolbsso
lowepsle 030 IJlpuldsy:

SIS luwe puwesplddesd p)9) 22826

luwegpdo o3lie) lo subdd puvcged 2383 99Jp6:

<#root>

enabl e
configure term na
user nane <usernane> privilege <privilege |evel > secret <password>

end

pCJJZ

<#root>
csr-cisco#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
csr-cisco(config)#

csr-cisco(config)#

usernane cisco privilege 15 secret cisco


https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

csr-cisco(config)#

end

csr-cisco#

SpIdu UL Jpuwegse 228> ouwesd 1Uxgsd 1Js pesd CSR1000v/C8000v.
oI9Sy punwgde 238 wluwedsle pdelz SSH

JJzuesd eds 19uesd 1Js pesd CSR1000v. §p wodosy ldedelz 1Jgle. JI w98, pdlose
SSH B wslule wg)sd 1Jpssd 1Usue9d [Js CSR1000v.
lwegse 030 IUI9le)y Jodosy puweede 2383 wluweesle pdelz SSH:

<#froot>

configure termnal

i p ssh pubkey-chain
user name <user name>
key-string

<public ssh key>
exit

end

~ odlzbé: sudg 1Ues 1UIBuos Jbod Iduwlo,y B 9lzoé Lulbo, IUsle, oo Cisco 254 2,8l
svldolds Jl spdu io odlisp uvduwdo IJpdlose o3l 1dozsss Wpu ldpdlise [Jowdles
wduwdé [JpVlose Jedlises gulb) byss. swpe uu.)t |Jun-9|uosJ 29d Jssé IJogdo
E_J6 o3l 1Joerss Vs lugile pdelz SSH K CSR1000v .5 I ool
Il wes | los o0 Google

<tfroot>

$

fold -b -w 72 /mt/c/ Users/ricneri/.ssh/key2. pub
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ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDTdzZ/+313VeHs4gDox0P67jebaGwC6vkC
n29bwSQ4CPJGVRLCcVSNPcPPqVydiXVEOG8e9gFszkpk6c2meO+TRsSLiwHigv28Tyw5xhnlU
ck/AYpy9EG6TYEEU9W6Fz0xTG2Qheln9b5Les6K9PFP/mR6WUMbfmaFredV/sADnODPO+0fTK
/0ZPg34DNfcFhglja5GzudRb3S4nBBhDzuVrVCIRbA4PHVMXrLbIfqlks3PCVGOtW1HXxxTU4
FCKkmEAg4NEQMVLSm26nLvrNK6z7 1RMcIKZZcST+SL61Qv33gkUKIoGB9qgx/+D1RvurvVXfCdq
3Cmxm2swHmb6MTrEtqIv cisco

$

csr-cisco#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
csr-cisco(config)#

csr-cisco(config)#

ip ssh pubkey-chain

csr-cisco(conf-ssh-pubkey)#

usernane ci sco

csr-cisco(conf-ssh-pubkey-user)#

key-string

csr-cisco(conf-ssh-pubkey-data)#

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDI dzZ/ i Ji 3VeHs4qDoxOP67j ebaGaC

csr-cisco(conf-ssh-pubkey-data)#

6vkCn29bwSQ4 CPJGVRLCVSNPc PPqVydi XVEOGBe9gFszkpk6c2meO+TRsSLi wHi gv28

csr-cisco(conf-ssh-pubkey-data)#

ywsxhnlUck/ AYpy9E6TY EEUOWEFZOXT&RGheln9b5Les6KOPFP/ nR6WUMof maFr edV/ s

csr-cisco(conf-ssh-pubkey-data)#

ADNnODPO+OF TK/ QZPg34DNf cFhgl j a5GzudRb3S4nBBhDz uVr VCORbA4PHVMXr Lbl f gl k

csr-cisco(conf-ssh-pubkey-data)#

S3PCVGEO WL HX X TU4FCKmMEAg4NEgGMWLSTR26nLvr NK6z 71 RVeEl KZZc ST+SL61 Qv33gk UK

csr-cisco(conf-ssh-pubkey-data)#

0GBIqgx/ +Dl Rvur VXf Cdgq3Cmxn2swHnb6M r Et ql v ci sco

csr-cisco(conf-ssh-pubkey-data)#

exit

csr-cisco(conf-ssh-pubkey-user)#



end

csr-cisco#

U2l pu ldpuwedpsu lJdsu wp wdssuop eds ouvesd 1dx¢ed Ids
CSR1000v/C8000v

Jdelds pu cesso IJedsss wudd Lorse: Ses cuvesd 1Usesd wluwepsle wslole
IJlg e el IJos wpe loguldel 19 pg 9z Idpluse IUglue Jdpele IUgle wluwedsle wslule
IJlg el IJluolbss.

pU elow Idpszolze wuwesd Isgad Is Iduzle wluwedsle guslo IP Ib,Ss.

<#root>
csr-cisco#

show cl ock

*00:21:56.975 UTC Fri Jan 8 2021
csr-cisco#

csr-cisco#

show | oggi ng
Syslog logging: enabled (0 messages dropped, 3 messages rate-limited, O flushes, 0 overruns, xml disabl
<snip>

*Jan 8 00:22:24.907: %SEC_log in-5-Tog in_SUCCESS: Tog in Success [user: <snip>] [Source: <snip>] [loca
csr-cisco#

lpwoduld IJIgble 9l odlzol
I3l e &500 Huwlds 1Jg bl "lueele poJs IJg pdss".

<ffroot>

$

ssh -i CSR-sshkey <snip>@X X. X. X

ssh: connect to host <snip> port 22: Operation timed out



IJigwolo ez pds:

* Jpsoces ldesd pu gpdss wuine.
 1Jewslo IJele Jsuw IJgwslo IJpeso J NICO B 1 VM.

IJzJ:

locl) gos sJupd vy IJeol) IUbloys. g6 suveg) 8 1Jopld gpdss lJuyuy) CSR1000V ol
Swod [Js 553ls3.

Bl Jlpo JJpé 1de,9) plodowsd

I3l o JJes 1es9) plbdows:

<tfroot>

$

ssh -i CSR-sshkey <sni p>@X. X. X. X

Password:
Password:

IJuwew [dezoed:
* lowe lpawegse I IUpBdolz IUgluo Es) worse: :
+ Vs Idluoshle IJlzse pu ldlubes IJogvgsdss pod MacOS g Linux: Jl sgegs luveésle
OpenSSH gJ.s RSA ppdo wuivdd 1Bl s.s.
e J:

o ol pu o luwp IJpuwegsp 09 BB uwo IUss wp wpasso gus wuy, CSR1000v/C8000v.
o ol pulu ldpdelz 1UElLo 09 L',Q?u»o lJ3s Bpo wouopsuo OS99 IJouyi).
* 22 w9t IJpsolz IJpdwsd B Ile, ssh:

<tfroot>

ssh -o PubkeyAccept edKeyTypes=ssh-rsa -i <private_key> <user>@host _i p>

pedyple slo Lodo
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agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



