od9sy CSR1000V HA IJ]esl) 3 eJs AWS
Azure 9 GCP

lJpzosslo

| Jp, 9506

IJpclodole 1l wlwsé
lJoobJule
lJodoule | P00
o8 9ol |l sé

15909.92.!

wJ9 sy p9zole, CSR1000v
lJodosy | 9 luo
lJodoso gl o AWS
ooy Azure | ez

wdosy GCP 1Jezss

lJo2.99 oul o

lwod il iz ble ol oJlzol
090l 3o oJé

lJp 9500

SueW o3l IJp oo gbgle wdssy pzele CSR1000V JJluesl) 3 (HAV3) elds 1wl eds
&ple 95w (AWS) eJs Amazon g Microsoft Azure 9 Google Cloud Platform (GCP).

IJecbdule IUIlguluss
IJpobdolo

w9os Cisco vig oJ9u s pgy9s wldpesluose IJoldse:

- wwzw AWS Iy Azure I9 GCP.
- IJp9zole, CSR1000v.
- wyulpz Cisco IOS®-XE.

SO, 03l 1Jpdld lue @5 wp LldWed [Ypld odssy Iduvwds Il ulwss 95,95 eds wdosu
HAvV3.

Swp ldeey) eds wliosd Idodysy 1Jdlpd B ddsd odasy lJu,ulez Cisco CSR 1000v 9

Cisco ISRv Software.

IJedsule IJpguesed

ouvows Idpedsple 1Jgl)o WOs 03l IUpuwews IJs luosble Idolez sldpdsule 1debse Ioldso:


/content/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010111.html
/content/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010111.html

- 2uwlo AWS Ig Azure I9 GCP.

- p9zole CSR1000v.

. 2> bus pu Cisco IOS®-XE Polaris 16.11.1s
oy logvle |Jroe_.J_9ro|u |.J_9|J)6 gé.,s 03l |-Jr°uUuu3 -1%) |Jia0J6 |.Jro_9a9>5 k.égs WSSO p&pJ55 aluoo
o zpse 1Jizoss U,ouuua)loo Os 03l ldpuwows wodssy ppuwse (IVeluss). Bl Jlve
u.uU-Jud puluUJO: g9u|~J> U dorod Jdu|u5J lJPaUPJ JLS ||0J

peJ9plo luwlywsd
CiSCo $9,0S 1u Sedds luw pg s pu pgodd HA LosEs sw9ld):

- HAV1: swp lp)le odssu HA eJi_9|roJ I0S 9sgwp> eJs BFD JlJsé JIJo ol 1Jud.

- HAV2/HAVS: ©p 0 @d IJoudss IJs zlass Guestshell Juuo9,0 wse9u. SE> woulpe
lJLuwld Wlisd IJi>le (BFD) lgoshsl Jel spdu Jolus wylpe wuoso peuoued JIdoills
IJle bld segly; IJiglbld Bs IJpuuéd. suvwo wdsse Azure HAV2 |Js 2> Jous) HAVS og
lZodlule bvsds Vs zip wiwse PIP sedysy o)l 10S.

- HAV3: ©p 0dd oudss HA lJs 2> o) pupes Cisco IOS®-XE gsop wuvgsdo Vs 2l9so
Guestshell.

Sw9d) HAV3 oy Cisco IOS®-XE Polaris 16.11.1s 95,059 1Jgx8> pu Idps)le 1Ugrsse:

-l osld g Iduwelwé: sepd o3l 1luosl) pu IJess, IJelds eds pozole CSR 1000V s s
099 300 IJuwelus. wsupl ould weuo IJIRedlvle Vs puoblele IUuvzles 9ldpedele.
Iy pgpeoes IUgbliswd 9glduslpz IJuuoso [Jpuwewised Jodssu psjle IJwsw,) IJelds
Sldogde Ssol glbobyol Julisgd gwy p98)s 206 IUuwzlod IdptodBdsu. sop sgp 1luesl, 3
o0 19, IJelds (HAV3) B p9zole CSR 1000V eJs AWS g Azure 9 GCP. oo | ol
>ep Jp9d, GCP s 16.11.1. Llze Cisco JJzuoad eds Idge Idelds Jdwslas, Idelds O
wew [Jessd) IJd)s.

- ldgpdsé IJogubéllJogubé: spdud wdysu JJ pu p9zole Cisco CSR 1000v Jodgy
Oubbbs B 1Jsge uOUwor pel suwer wpublhds IUzed. S 9uoe IJoubgsd o3l seess
IJ puwh B 229 puwb edss 23 1Jpszosu 103 sepd Jeszo luwluws sldesze 118 Jpszo
Sloss. Jopdsu puihds Ideed: 25 zose Ideuvblo 98uveopl wsu 1Jeszosy Cisco CSR
1000V. Jlzb Iy 030 IJ9b 596 23536 Jdwelwo lJpuwowss |Js AWS.

- 1Jouwe [Js CSR Iuwlus wes luwesb IJgbl: spdod wesse Cisco CSR 1000V Jegzo
iuuluu§ Jpeszo pesu. wsupl sdsy Cisco CSR 1000V $s> [Jovgsd. 09 U'a]oggé lJoldso
Jdeuwly. 3 B Cisco CSR 1000V ol se9Js lJolbes, Cisco CSR 1000V IJie, JIglbys
Ieldess JJpuub pg 1JzBlb s louold 1duinuods. £05 luvesls Ideszoe IUIuods po
lJouivd: Bluo suvwess pdIdss IJpuwl) 909 p9zo 1Jgbys IJoldss. o030 1J9bsw96 238306
lsuol Juwelwé 1dpuwowss [Js AWS.

- 1Jugesue IJousledss IJos $99)el IJpguedse: Guestshell eulyo go 2l9ss Spdud pu
edldol wuiny Idouosue Idovledss IUgluos . sesuo HAV3 slzos wypzs JJuuosue
IJouosé 1Jos 980l IJpuwaése. 903l sgus luo spdud IUls Jolus wuo9Le woubsiss
seduol cuvgsd I o ldle crls; IS sldlugwsls. spdod ksuol wbss) ebipslod
sldpuvedle 1Ugluoo wd Jdopde Vs ls pu edple lebs IJegzso pu Cisco CSR 1000v
Jeuvblo pesws. 030 1Uglbsu96 zass6 Jduwelwo Idpuwenss [Js AWS.

- TJs6 ©dasu U 22836 Up uldJ wudsd HA oo e Cisco IOS®-XE. sope IUlo wubgsd
9> 1o, IJelds B 21956 21956 21956 21956 2lass 2lass IJogisu. Jeiss pu
lJped9ple 29d Guestshell. )lze Suwp "Guest Shell" Vs >dsd wdssu Slodss [Je)pzs.



WOs HAV3: swp lp)le odsso g8 Ided)l, -?95 guestshell [J>s suvwgdp peeded pu wlpz
Python lJuosé. wp w@3spe 030 1Jps 6 IJIo Jduweled [dpuweoss |Js AWS.

odlebé: spdu o wodus 1Jesls IJeouugys bs AWS ig Azure Iy GCP oo 1Jgbgle 1Usl)58
Vs o3l Idpwous oddus.

by,9J9z:sl

Iwed bl |3_Jo|s: Lso ,puu-JJIu pauroJ03|qu|ao| Bespl g,

E_J§ |JJE_ro 18] |u pabb roabb roabb |J,_}UU~JO SV l-JgS AWS. l.J| |u UU-UJ LJU.UU-JO
|J|L)u|uu§o wSU Uuuau pro|u.J uung5| Jro| |u roabb UuuU-Jo PUUUJJ E.U |uo>|J HA
IJpuweéspe uusle Jlo HAVT Ig HAV2 I9 HAVS.

J o3l bogdozs! peldc HA judde od)l) pg 03l gpdse lesls s AWS:

X - Ipulo $6

. 1x - VPC

- 3x - pulb @ 1Ju9ws,

- 4X - glzole Idyveds/lduveodle 1Jd,es06 (2X Public Face/2x Private Face)

- 2X - 2olod Idpuwble (IJgled 9lJgl o8)

- p9zole 2x - CSR1000v (Cisco IOS®-XE 17.01.01)
00l pszole, CSR1000v Bs joz HA. Bs pubidesy ptoddoso JJugd). IJeubds IelJes
05 pisd Eluor selds 2ol Bs o wslule glue. wuvdd gl szw lu cesBdy zpse s
19, 1Jels6 gy 229d IJpuwh 1gluo (9 1Us1gJs).

lLywe Idotbsbs JJubeds



VPC - 10.1.0.01&

Route Table - Public

ca-central-1a

Public Interface
eth0: 10.1.0.10/24

@ VPN Tunnel / BFD Peering

ca-central-1b

Public Interface
eth0: 10.1.0.11/24

S

W Tunnelt - 192.168.1.0/24

Private Interface
eth1: 10.1.1.10/24

Route Table - Private

s

Private Interface
eth1: 10.1.1.11/24

ca-central-1c

Private Instances

lLouwe IJotbsbs Jdubods

oJ9su p9gole, CSR1000v

IJodssu IJpuvodd JJuwelwd




IJE_Jogo 1. udgsu lwouols cbosdle 10x 9 Guestshell. s9w9, 3JY |pdluso U9 uoed 1Us IP
Vs bo¥o L_Jllp'u SpJdu wdssy 3o 1Jgbes wdilissl u,_J-U!JJ le,)luos g welbsd
CSR1000v.

vrf definition GS ! iox app-hosting appid guestshell app-vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.102 netmask 255.255.255.0 app-default-gateway 192.168.35.101 guest-interface 0 name-server0 8.8.8.8 ! interface
VirtualPortGroupO vrf forwarding GS ip address 192.168.35.101 255.255.255.0 ip nat inside ! interface GigabitEthernetl ip nat
outside ! ip access-list standard GS_NAT_ACL permit 192.168.35.0 0.0.0.255 ! ip nat inside source list GS_NAT_ACL interface
GigabitEthernetl vrf GS overload ! ! The static route points to the G1 ip address's gateway ip route vrf GS 0.0.0.0 0.0.0.0
GigabitEthernetl 10.1.0.1 global

lJgl9é 2. wpdsy IUs¢sd |Js Guestshell.

Device#iguestshell enable

Interface will be selected if configured in app-hosting
Pl ease wait for conpletion
guestshel |l installed successfully

Current state is: DEPLOYED
guestshel | activated successfully
Current state is: ACTIVATED
guestshel | started successfully
Current state is: RUNNI NG
Guestshel | enabl ed successfully

Devi ce#fguestshell
[ guest shel | @uestshell ~]$

pdlzbos: JJz09d £JS piss po lpgdsele 29J Guestshell jlzg - >

lJo,pz0

IJgbo9s 3. wldss 95,6 Guestshell s Ilouold wldloe,oe.

[guestshell@guestshell ~]$ ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from8.8.8.8: icnp_seq=1 ttl=109 tinme=1.74 ns
64 bytes from8.8.8.8: icnp_seq=2 ttl=109 tinme=2.19 ns
64 bytes from8.8.8.8: icnp_seq=3 ttl =109 tinme=2.49 ns
64 bytes from8.8.8.8: icnp_seq=4 ttl =109 tinme=1.41 ns
64 bytes from8.8.8.8: icnp_seq=5 ttl=109 tinme=3.04 ns

IJgbogs 4. (loshs) Gp vopdsu lJoyvled lele IJo9zso wulss Idlegle (BFD) 9¢,9w9dsd
9280 Ju9e999d wozse IJuglus 1Uslgdss 1Jpeuwws (EIGRP) Ig w9w9ded Ide oo [Jzr9>56
(BGP) |Js IJowy JIdo ol wuud IJobs). §p vodsso udd VXLAN lg IPsec wsu pozolw
Cisco CSR 1000V.

- w99 IPsec wsu IJpgzole Cisco CSR 1000v.

crypto isakmp policy 1 encr aes 256 authentication pre-share crypto isakmp key cisco address crypto ipsec transform-set uni-perf
esp-aes 256 esp-sha-hmac mode tunnel crypto ipsec profile vti-1 set security-association lifetime kilobytes disable set security-
association lifetime seconds 86400 set transform-set uni-perf set pfs group2 interface Tunnell ip address 192.168.1.1
255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel source GigabitEthernetl tunnel destination redundancy cloud-ha bfd
peer Example - #CSR1 ! interface Tunnell ip address 192.168.1.1 255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel
source GigabitEthernetl tunnel destination 10.1.0.11 ! redundancy cloud-ha bfd peer 192.168.1.2 #CSR2 ! interface Tunnell ip
address 192.168.1.2 255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel source GigabitEthernetl tunnel destination
10.1.0.10 ! redundancy cloud-ha bfd peer 192.168.1.1


/content/en/us/td/docs/ios-xml/ios/prog/configuration/171/b_171_programmability_cg/guest_shell.html
/content/en/us/td/docs/ios-xml/ios/prog/configuration/171/b_171_programmability_cg/guest_shell.html

- 099 VXLAN Csu IJpeszole Cisco CSR 1000V.

Example: interface Tunnel100 ip address 192.168.1.1 255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel source
GigabitEthernetl tunnel mode vxlan-gpe ipv4 tunnel destination tunnel vxlan vni 10000 redundancy cloud-ha bfd peer

IJgb9s 4.1. (Igeshs) Bp wodssu EIGRP g glzole 1o é.

router eigrp 1 bfd interface Tunnell network 192.168.1.0 0.0.0.255
s Spdu luwesle Idoolez IJowoss Idptuouos Jogvgsd wels IJSuvd: eds puosd
IplJ:

event manager applet Interface_GigabitEthernet2 event syslog pattern “Interface GigabitEthernet2, changed state to
administratively down” action 1 cli command “enable” action 2 cli command “guestshell run node_event.py -i 10 -e peerFail” exit
exit

IJodose IJgluo « AWS

. pedple AWS HA
Parameter Switch Description

Node Index =i Index that is used to uniguely identify this node. Valid
values: 1-1023.

Region Name =rg Name of the region that contains the route table.
For example, us-west-2.

Route Table Name -t Name of the route table to be updated. The name of
the route table must begin with the substring rtb-.
For example, rtb-001333c29ef2aecsf

Route -r If a route is unspecified, then the redundancy node is
considered to apply to all routes in the routing table.

The CSR cannot change routes which are of type
local or gateway.

Next Hop Interface -n Name of the interface to which packets should be
forwarded in order to reach the destination route.
The name of the interface must begin with the
substring eni-.

For example, eni-07160c7e740ac8ef4.
Mode -m Indicates whether this router is the primary or
secondary router for servicing this route. Valid values

are primary or secondary. This is an optional
parameter. The default value is secondary.

lJglbes 1. odysu Idpuolb 86 wluwwgsle IAM.

po l2d 1o s89p 1poze CSR1000V Lozase 229d wozse B uvwds AWS. sdjp puob§6
IJpgzo. Bs AWS: szo edsd lugble uusluws ouwpe JJeszo CSR 1000V wldsuosd IUs z29J
IJouwl. &p sop lugble 29, IAM suuegse 03l Iuoz ssbwl eds p9)> EC2.

o> logble pesdle CSR 1000V EC2: sdje Ldls 59, 1AM 1Uss o p loilde wdJ pozo

lJuwsluws IJpuwegses WS 39, IAM [Jzass os:

{"Version": "2012-10-17", "Statement": [ { "Sid": "VisualEditor0", "Effect": "Allow", "Action": [ "logs:CreateLogStream",

"cloudwatch:", "s3:", "ec2:AssociateRouteTable", "ec2:CreateRoute", "ec2:CreateRouteTable", "ec2:DeleteRoute",

"ec2:DeleteRouteTable", "ec2:DescribeRouteTables", "ec2:DescribeVpcs", "ec2:ReplaceRoute", "ec2:DescribeRegions",

"ec2:DescribeNetworkinterfaces”, "ec2:DisassociateRouteTable", "ec2:ReplaceRouteTableAssociation”, "logs:CreatelLogGroup”,
"logs:PutLogEvents" ], "Resource”: "*" }]}

pdlglbé: Lze 1Js 29, IAM pg weslws 9l 9)luo wpg 08 9:sé 1e9 s (VPC) JJzuesd eds



https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/prime-access-registrar/213601-csr1000v-ha-redundancy-deployment-guide.html#anc15

tbsle v osJss.

lJglo9é 2. ;dow HA Clsegu 2jped.

[guestshell@guestshell ~]$ pip install csr_aws_ha --user
[ guest shel | @uestshell ~]$ source ~/.bashrc

IJe198 3. $p wodaso pedele HA gds Ipsze Iluwlous.

[guestshell@guestshell ~]$ create_node.py -i 10 -t rth-01c5b0633a3422575 -rg ca-central-1 -n eni-0bc1912748614df2a -r 0.0.0.0/0
-m primary

129 4. §p wodysu pedele HA gds 1dpszo Ideluss.

[guestshell@guestshell ~]$ create_node.py -i 10 -t rth-01c5b0633a3422575 -rg ca-central-1 -n eni-0e351ab1b8f416728 -r 0.0.0.0/0
-m secondary

c oSS 1JEyrs oy

create_node.py -i n -t rtb-private-route-table-id -rg region-id -n eni-CSR-id -r route(X.X.X.x/x) -m

odosu Azure [Jpe»>

- p&dple Azure HA

The following table specifies the redundancy parameters that are specific to Microsoft Azure:

Parameter Switch Switch Description

Node Index =i The index that is used to uniquely identify this node.
Valid values: 1-255.

Cloud Provider -p Specifies the type of Azure cloud: azure, azusgov, or
azchina.

Subscription ID -5 The Azure subscription id.

Resource Group Name -9 The name of the route table to be updated.

Route Table Mame -t The name of the route table to be updated.

Route -r IP address of the route to be updated in CIDR format.

Can be IPv4 or IPv6 address.

If a route is unspecified, then the redundancy node is
considered to apply to all routes in the routing table
of type “virtual appliance”.

Next Hop Address -n The IP address of the next hop router. Use the IP
address that is assigned to this CSR 1000v on the
subnet which utilizes this route table. Can be an |Pv4
or |IPv6 address.

Mode -m Indicates whether this router is the primary or
secondary router for servicing this route. Default
value is secondary.

pdlebo: seo wdsu 1dslzod Ui,ol,,o@é lJ¢heso eds GigabitEthernet:I. 030 0s l1J9lzod
IJpuwerps JJsuosd IJs glzole w)ped wbosdle Azure. Jl spdu o sepd HA ouvdJ
woese eJlv 3JY. Uoey Guestshell: olds pu 1o 1dle, curl spdo 1o sgde wslule
lJog)sd pu Azure.

[guestshell@guestshell ~]$ curl -H "Metadata:true" http://169.254.169.254/metadata/instance?api-version=2020-06-01
IJgbgs 1. sew wpdsu puob s luwesglele CSR1000V API Clgwegsle Azure Active Directory
(AAD) Iy pg 8 1Jgsp6 IJpol, (MSI). Lze 1Js wdase e ol 86 Jlwosglele, CSR1000V AP
JJzuo9d £Js gbsle o Losdss. wagu 030 IUgbos. Jl spde wld9s o IJesze CSR1000V
Jozsse ga9d Jeuwly.



/content/en/us/support/docs/routers/cloud-services-router-1000v-series/213930-csr1000v-hav2-configuration-guide-on-mic.html#anc8

pelo AAD

Parameter Name Switch Description

Cloud Provider -p Specifies which Azure cloud is
in use {azure | azusgov |
azchina}

Tenant ID o | Identifies the AAD instance.

Application ID = | Identines the application in
AAD,

Application Key -k Access key that is created for

the application. Key should be
specified in unencoded URL
format.

lJgl9s 2. ;doo HA Clsegu gjped.

[guestshell@guestshell ~]$ pip install csr_azure_ha --user
[ guest shel | @uestshell ~]$ source ~/.bashrc

IJg1096 3. §p wodssy pedele HA gds 1Jeszo Il uws (Spdo luvegsle MSIH s AAD Joso
IJg bo95).

- pE rouob,jé MSI.

[guestshell@guestshell ~]$ create_node -i 10 -p azure -S XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX -§ ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.1.0.10 -m primary

oluwesle puol 86 AAD (edlple |l s6 -a 9 -d 9 -k pbbJgud).

[guestshell@guestshell ~]$ create_node -i 10 -p azure -S XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX -§ ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.1.0.10 -m primary -a 1e0f69c3-b6aa-46cf-b5f9-xxxxxxxxx -d ae49849c¢-2622-4d45-b95e-XxXxxxxXxxx -k
bDEN1k8batJgpegjAuUvaUCzZn5Md6rWEi=

lJglogs 4. 9p wodosy pedplo HA eds 1Upsgo IJSlugs.

- olgwegsle puol> 96 MSI

[guestshell@guestshell ~]$ create_node -i 10 -p azure -S XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX -§ ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.1.0.11 -m secondary

s Uluwesle puol> 86 AAD (edlple |uoldss -a 9 -d 9 -k)

[guestshell@guestshell ~]$ create_node -i 10 -p azure -5 XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX --g ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.0.0.11 -m secondary -a 1e0f69c3-b6aa-46cf-b5f9-xxxxxxxxx -d ae49849c-2622-4d45-b95e-XXXXXXXXX
-k bDEN1k8batJgpeqjAuUvaUCZn5Md6rWEi=

odosu GCP 1Jpe»»>

. roedrok) GCP HA



Parameter Is this parameter required? Switch

Node Index Yes =i

Cloud Provider Yes -p
Project Yes -g
routeName Yes -a
peerRouteName Yes -b
Route yes -r
Next hop address Yes -n
hopPriority Yes -0
VPC Yes =v

Description

The index that is used to uniquely
identify this node. Valid values: 1-255.

Specify gep for this parameter.
Specify the Google Project ID.

The route name for which this CSR is
next hop. For example from Fig. 2, if
we are configuring node on CSR 1, this
would be route-vpc2-csrl.

The route name for which the BFD peer
CSR is next hop. For example from Fig.
2, if we are configuring node on CSR 1,
this would be route-vpc2-csr2.

The IP address of the route to be
updated in CIDR format. Can be IPv4
or IPv6 address.

If a route is unspecified, then the
redundancy node is considered to
apply to all routes in the routing table
of type virtual appliance.

Note: Currently Google cloud does not
have IPv6 support in VPC.

The IP address of the next hop router.
Use the IP address that is assigned to
this CSR 1000v on the subnet which
utilizes this route table. The value can
be an IPv4 or IPv6 address.

Note: Currently Google cloud does not
have IPv6 support in VPC.

The route priority for the route for
which the current CSR is the next hop.

The VPC network name where the
route with the current CSR as the next
hop exists.

pdlelbs: olds oo 1o euwle IUgsp6 IJpyowl weszole CSR 1000V Jsso gds IUIGEJ 1o

puwdsd v ds Iddposyw,.

Command or Action Purpose

Ensure that the service account associated with Create service account
the CSR 1000v routers at least have a Compute
Network Admin permission.

Service account permissions (optional)

(Grant this Sefvice SO0OUNT BCORSS B0 Project-avryds So that it has permission 1o
complete specific Scione on the IELOUNSEE I your project. Lesm mane

Sebect o role —
[ "
T Typeto fiter
Compute Admin
Clowd TPU
Compute Image User
Clowd Trace
Compute Inatance Admin (betn
" Codulab AP Keys f '
Compute Instance Admin (v1)
Compute Engirs
Compute Losd Balancer Admin
Conainer Anatysis
Custom e - Full control of Compeste Engine retworking resounces.
Compute Network User
Datafow
[ —
MANAGE ROLES

@ Service account ditails — @ Grant this service account access to project (optional)

€ Grant users access 1o this service account (optional)

369487

You can also provide the required permissions in a credentials file with name 'credentials.json' and place it
under the /home/guestshell directory. The credentials file overrides the permissions supplied through the
service account associated with the CSR 1000v instance.

lJgles 1. ;dow HA Clsegu 2jped.

[guestshell@guestshell ~]$ pip install csr_gcp_ha --user
[ guest shel | @uestshell ~]$ source ~/.bashrc

IJe 98 2. §p wodsso pedele HA gds Ipszo Iluwlous.



[guestshell@guestshell ~]$ create_node -i 1 -g -r dest_network -0 200 -n nexthop_ip_addr -a route-vpc2-csrl -b route-vpc2-csr2 -p
gcp -v vpc_name

|Jglogs 3. 9p vodssu pedplo HA eds 1Jpsgo IJSlugs.

[guestshell@guestshell ~]$ create_node -i 1 -g -r dest_network -0 200 -n nexthop_ip_addr -a route-vpc2-csr2 -b route-vpc2-csrl -p
gcp -v vpc_hame

IJozdd pu lduogs
lguegse 03l IJBuwe Joldss gpd IUodssy wuvdd Lozse.

IJgb9o 1. 9p voubvgsd oely Jouvd oluwegsle gdles node_event.py peerFail.

[guestshell@guestshell ~]$ node_event.py -i 10 -e peerFail 200: Node_event processed successfully

IJe 096 2. lowdd IJs 229 [Jpushy IJglue Jpsdd) Iduwelud: wzldd po o 1deuwly 8> &le
copdse IUgbyes IJoeldse |Us guglo IP 1Uzsss.

lweduld IJizble 9] oJlzol
Jl o9, eldsl pedsple pgsé Jluweduuldd IJigble 9l odlzol Jodl IJodssy.

pedsple dlo LoJé

- op ldewy) eds gbole wdssy HAVS IJowosdss WOs >
CSR 1000v g Cisco ISRv Software

- Subwo wdgsy Azure HAV2 |Js 2> Jos) HAVS pg IRodlule bldsas WOs gip odwsw
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