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lJodssu
ould £33 9Jsd pu ldby 8 Juui Uiao_jé IJIe,)loss gds Azure:

1. w9luéd lJose - 9ulis 9 HA gJs cisco.com

2. PowerShell - 4095z Blise £Js uwlo, 1UIsle, JIsLé p9l,> Azure.

3. AzureCLI 2.0 - ls_ol puwews 1Js uvlo, 1Jisle,. 09 puos) o809z 9pdowuw wulsasw
9szw wouwswo eds IJuble ldpeds 1Uglue wd. JJolus o3l ldpuweus sg> AzureCLI 2.0
iz>e luosh.

4. Azure Cloud Shell - ige, gl bwds luuluuss wadl po gsl, PowerShell Jl wegsle
AzureCLI oy 2JIJ IUboBo. Jl sdjp oowse odo IUb s 80.

i m Secure  DNps:d shell.arunecom

/N Azure Cloud Shell

Bash ~ | O 7 @ [ ™ {}

Reguesting a Cloud Shell.Succeaded.
Connecting terminal...

Welcome to Azure Cloud Shell

5

Type "az" to use Azure CLI 2.
Type "help” to learn about Cloud Shell

david@Azure:-% az interactive

Do you agree to sending telemetry (yves/no)? Default answer is yes: yes

PowerShell g AzureCLI pojulooly 9JIG I9le, AzureCLI IE,) polying. Spdu wuvgsd IJ
puopl &Js uble IJouvesd Windows 9 I\{IaCOS_9 Linux. Leze lJs [2osh bl [Jpol wed Jblé
Azure glp, PowerShell zo,ol s oo o8 1910, Azure CLI 9 PowerShell Jg 8> o 5L ué.

eds wwosd Idpold: §p wouis zese 1dpslys wluweésle AzureCLI l9 Cloud Shell. spdy
oowsw AzureCLI g s MacOS |9 Windows g Linux wgbgle pgodwds §dsdl. Jl sg> 9,09 O
lJodssy pu edld wlds IUlp)le wso AzureCLI 9 Azure Cloud Shell.
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redundancy

cloud provider azure 100
bfd peer
route-table
default-gateway ip
cidr ip
app-key
subscription-id
app-id
tenant-id
resource-group

pdlebé: 596> 03l IJBlde Vs cedw zpse Idperle gldeconfig lJos sop luvegslpol
Jlzsdl Jodsso HA e Js CSRs.

g9 1. oowsw AzureCLI 2.0.

1. loog gbsle lJoouse 1gluoé o Windows I9 MacOS I Linux s 9o lis g AzureCLI 2.0.
2. Juble IJouugsd MacOS:

S brew update && brew install azure-cli
3. Bp wouvesd Isgsd lds Azure gloug Idogdsele Jpuolbds eduws 1Jepd 1Ugluos .
$ az login
4. ez Idopld puolb 6 IUpuuot o sop bele pedsple luueld Azure Il oé oI
couuwsy JSON:
[
{
"cloudName": "AzureCloud",
"id": "09el3fd4-def2-46aa—XXXX-XXXXXXXXXXXX",
"isDefault": true,
"name": "Microsoft Azure Enterprise",
"state": "Enabled",
"tenantId": "ae49849c-2622 -XXXX-XXXX-XXXXXXXXXXXX",
"user": {
"name": "cisco@cisco.com",
"type": "user"
}
}
]

5. 8ud 1u swil lue pg IUluwe,les pu lJouvdsd steps. ool weLo 19lp) suuolise bS8 gJs
AzureCLlI.

- JJewesd eds cedsele ad 1JIsle) 1,656 1Jpesd)s 9ol wé9p wor luwegsp gsb -H.

$ az account -h
- swpe bele Ve Idpgzle vouuwsd JSON Cuvdd 1We,)luos. pu i@_J wo9dJ6 1J9,les.
Sedud luwopsle dsh —e29d Iptele Jderue B e29d.

$ az account list-locations --output table
- lzuod (C_.Jgsskélasfé oIl 1Jlzoj6 IUle,)lsoso 1Jpwed o 1y luwewsd 1Jgsh IUIJ ol
IJgsble 1JIs bolo Jouodss 1Jga9d.


https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest

$ az vm image list --all --output table
You are retrieving all the images from server which could take more than a minute. To shorten

the wait, provide '--publisher', '--offer' or '--sku'. Partial name search is supported.
- Jlze 9olis§ Azure CLI 2.0 oo Microsoft JJze9d £Js ped9ple wd,osdso 29d zese 19le)
lJodsu.

IJgb9s 2. Joble pge9gd p9ly».

* per9Ed 1Jpslhd o5 2lss wrogs eds IUpshs slo Iduads Jed Azure. §p leble Igwpe
Jeeeses 1desl IJElues wd sleesh pade Juui, IUeloss. odlldpeld suveise zuse
suvb IJsdlsle [Jpewess.

$ az account list-locations --output table
DisplayName Latitude Longitude Name
East Asia 22.267 114.188 eastasia
Southeast Asia 1.283 103.833 southeastasia
Central US 41.5908 -93.6208 centralus
East US 37.3719 -79.8164 eastus
East US 2 36.6681 -78.3889 eastus2
West US 37.783 -122.417 westus
North Central US 41.8819 -87.6278 northcentralus
South Central US 29.4167 -98.5 southcentralus
$ az group create --name CorporateDatacenterResourceGroup --location "South Central US"
{

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-

XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup",
"location": "southcentralus",
"managedBy": null,

"name": "CorporateDatacenterResourceGroup",
"properties": {
"provisioningState": "Succeeded"

},
"tags": null

- 1J8lJe (Iuo186 pzp9es p9l)>)

redundancy

cloud provider azure 100
bfd peer
route-table
default-gateway ip
cidr ip
app-key
subscription-id
app-id
tenant-id
resource-group CorporateDatacenterResourceGroup

IJg1096 3. Jouble Sbods bloyss glos.

* VNET o5 puwles pu g0ldsu IP 2o swp vuin vbodoul 9sop g 3J9 oduywse ol
IJobl s vvodle B,es6 1008, sotuosurel JUslzele. $p wleble lgwe lds Juods
vnet IJgluos wdi 98p wogssue B pzesed Idpsh IJos op logiliel Os 1Jglbogs 2


https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest

guguosue ubly wbise. I3l de wpss wbise. Wy Azure sgssud wuvdd glp 10.0.0.0/16.

$ az network vnet create --name CorporateDatacenterVnet --resource-group
CorporateDatacenterResourceGroup --address-prefix 192.168.0.0/16
{
"newVNet": {
"addressSpace": {
"addressPrefixes": [
"192.168.0.0/16"

1

},

"ddosProtectionPlan": null,

"dhcpOptions": {

"dnsServers": []

},

"enableDdosProtection": false,

"enableVmProtection": false,

"etag": "W/\"7c39a7a9-46e5-4082-a016-xXXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/virtual
Networks/CorporateDatacenterVnet",

"location": "southcentralus",

"name": "CorporateDatacenterVnet",

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceGuid": "3d95d732-ed6a-4fae-al34b-XXXXXXXXXXXX" ,

"subnets": [],

"tags": {1},

"type": "Microsoft.Network/virtualNetworks",

"virtualNetworkPeerings": []

IJ1096 4. [ouble 23lod Idpuwble.

1. logvle ga9d puwl JJslgolw 1UbIEJsé IUpo8lods.
S az network route-table create --name InsideRoutetable --resource-group
CorporateDatacenterResourceGroup
{
"disableBgpRoutePropagation": false,
"etag": "W/\"45088005-cb6f-4356-bbl8-xxxxXXXXXXXXxX\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-
XXXXXXXKXKXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro
uteTables/InsideRoutetable",
"location": "southcentralus",
"name": "InsideRoutetable",
"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"routes": [1],
"subnets": null,
"tags": null,
"type": "Microsoft.Network/routeTables"
}
IJSIJe (Iual9s 229d puwly)
redundancy
cloud provider azure 100
bfd peer
route-table InsideRoutetable
default-gateway ip



cidr ip

app-key

subscription-id

app-id

tenant-id

resource-group CorporateDatacenterResourceGroup

2. lognle g39d puwly JJslgole 1Ughzss.
$ az network route-table create --name OutsideRoutetable --resource-group
CorporateDatacenterResourceGroup
{

"disableBgpRoutePropagation": false,

"etag": "W/\"a89b6230-9542-468c-bdb2 -XxXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro
uteTables/OutsideRoutetable",

"location": "southcentralus",

"name": "OutsideRoutetable",

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",

"routes": [1],

"subnets": null,

"tags": null,

"type": "Microsoft.Network/routeTables"

IJgb9s 5. luble Jbodle V)gs6.

1. 9p wlugvle Jbodo W,e66 /124 oo ldpuwlzs IUos Bpo vogssuel JJuvwds vnet Vs
1U296 3. &p $p wogssuol [Us z29d Idpuwb 1Usleds.
$ az network vnet subnet create --address-prefix 192.168.1.0/24 --name InsideSubnet --
resource-group CorporateDatacenterResourceGroup --vnet-name CorporateDatacenterVnet --

route-table InsideRoutetable

{

"addressPrefix": "192.168.1.0/24",
"etag": "W/\"a0dbdl78-3a45-48fb-XXXX-XXXXXXXXXXXX\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-

XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi
rtualNetworks/CorporateDatacenterVnet/subnets/InsideSubnet",

"ipConfigurations": null,

"name": "InsideSubnet",

"networkSecurityGroup": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceNavigationLinks": null,

"routeTable": {

"disableBgpRoutePropagation": null,

"etag": null,

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro
uteTables/InsideRoutetable",

"location": null,

"name": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"routes": null,

"subnets": null,

"tags": null,

"type": null



"serviceEndpoints": null

2. $p Slogble Yvods Bues6 124 s pu lJpuwles IJos Geo wogssvol JJuvwds

IUblo,s6 (vnet) soguosuool Jeasd IJpuwl IUgbzs-

$ az network vnet subnet create --address-prefix 192.168.2.0/24 --name OutsideSubnet --
resource-group CorporateDatacenterResourceGroup --vnet-name CorporateDatacenterVnet --

route-table OutsideRoutetable
{

"addressPrefix": "192.168.2.0/24",
"etag": "W/\"874d1019-90a0-44fd-a09c-0aed8f2edebSb\"",
"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-

XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft
rtualNetworks/CorporateDatacenterVnet/subnets/OutsideSubnet",
"ipConfigurations": null,
"name": "OutsideSubnet",
"networkSecurityGroup": null,
"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": ({

"disableBgpRoutePropagation": null,

"etag": null,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft
uteTables/OutsideRoutetable",

"location": null,

"name": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"routes": null,

"subnets": null,

"tags": null,

"type": null

Y,
"serviceEndpoints": null

IJ31095 6. [uble p9z0 CSR1000V.

.Network/vi

.Network/ro

Sewle I zols 1I8u,los [Js 9lzowsy (B 1Uslgd 9ldEbr) 903l sgus wbldos 9lzes JvoJs

(NIC) Jdd zols lve)lgos. $p wlugvle obldos lzes IJuveJs (NICS) 9,0l guslo
wubl8s slzos IJ uwds (NIC) 1Jghzss.

1. 8p wlouvle guslo IP 1Jgle.
$ az network public-ip create --name CSRAPublicIP --resource-group
CorporateDatacenterResourceGroup --idle-timeout 30 --allocation-method Static
{
"publicIp": {

"dnsSettings": null,

"etag": "W/\"38306703-153b-456b-b2ed -xxxxXXXXxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft
blicIPAddresses/CSRA",

"idleTimeoutInMinutes": 30,

"ipAddress": "40.124.43.82",

"ipConfiguration": null,

"ipTags": [],

"location": "southcentralus",

IP glp

.Network/pu



"name": "CSRAPublicIP",

"provisioningState": "Succeeded",
"publicIpAddressVersion": "IPv4",
"publicIpAllocationMethod": "Static",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "610e1631-331a-4971-8502 -XXXXXXXXXXXX",
"sku": {

"name": "Basic",

"tier": "Regional"
Y,
"tags": null,
"type": "Microsoft.Network/publicIPAddresses",

"zones": null

2. Bp wlougsle Ll 9lzes I uwds (NIC) 1Ughzss 9yub gusle IP 1Jglo wol.
$ az network nic create --name CSRAOutsidelInterface --resource-group
CorporateDatacenterResourceGroup --subnet OutsideSubnet --vnet CorporateDatacenterVnet --
public-ip-address CSRAPublicIP
{
"NewNIC": {
"dnsSettings": {

"appliedDnsServers": [],

"dnsServers": [],

"internalDnsNameLabel": null,

"internalDomainNameSuffix": "plk2sxeb5iOllccksytfab.jx.internal.cloudapp.net",
"internalFgdn": null

},

"enableAcceleratedNetworking": false,

"enableIpForwarding": false,

"etag": "W/\"06£d60de-6547-4992-b506 -XXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-

XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/CSRAOutsideInterface",
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"06£d60de-6547-4992 -XXXX-XXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/CSRAOutsideInterface/ipConfigurations/ipconfigl",

"loadBalancerBackendAddressPools": null,

"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.2.4",
"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": {

"dnsSettings": null,

"etag": null,

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu
blicIPAddresses/CSRAPublicIP",

"idleTimeoutInMinutes": null,

"ipAddress": null,

"ipConfiguration": null,

"ipTags": null,

"location": null,

"name": null,



"provisioningState": null,

"publicIpAddressVersion": null,

"publicIpAllocationMethod": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceGuid": null,

"sku": null,

"tags": null,

"type": null,

"zones": null

Y,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi
rtualNetworks/CorporateDatacenterVnet/subnets/OutsideSubnet",

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
1,
"location": "southcentralus",
"macAddress": null,
"name": "CSRAOutsideInterface",
"networkSecurityGroup": null,
"primary": null,

"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "93413822-e819-4644-ac0d-XXXXXXXXXXXX",

"tags": null,
"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

3. Gp wlouile Lbl 6 slzos I uwIs (NIC) 1UslgJss.
$ az network nic create --name CSRAInsideInterface --resource-group
CorporateDatacenterResourceGroup --subnet InsideSubnet --vnet CorporateDatacenterVnet
{
"NewNIC": {
"dnsSettings": {

"appliedDnsServers": [],

"dnsServers": [],

"internalDnsNameLabel": null,

"internalDomainNameSuffix": "gllzkplk2sxe5iOllccksytfab.jx.internal.cloudapp.net",
"internalFgdn": null

},

"enableAcceleratedNetworking": false,

"enableIpForwarding": false,

"etag": "W/\"bebeb39f-b5ff-40fa-al22-5c27951lafebl\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-

XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/CSRAInsideInterface",
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,



"applicationSecurityGroups": null,

"etag": "W/\"bebe539f-b5ff-40fa-al22-5c27951lafebl\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/CSRAInsideInterface/ipConfigurations/ipconfigl",

"loadBalancerBackendAddressPools": null,

"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.1.4",
"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi
rtualNetworks/CorporateDatacenterVnet/subnets/InsideSubnet",

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
}
1,
"location": "southcentralus",
"macAddress": null,
"name": "CSRAInsideInterface",

"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "0f7ae52a-47c3-4563-9fe0-b1484e88296e",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

)
4. sy 1Juos) CSR1000v IJew9w9,06 eds Azure. suwaged 03l pold IJ url |uwe oo
cisco:cisco-csr-1000v:16_7:16.7.120171201.

az vm image list --all --publisher Cisco --offer cisco-csr-1000v

[

"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "1l6_5",
"urn": "cisco:cisco-csr-1000v:16_5:16.5.120170418",
"version": "16.5.120170418"
},
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "1l6_5",
"urn": "cisco:cisco-csr-1000v:16_5:16.5.220171128",
"version": "16.5.220171128"



"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "l6_6",
"urn": "cisco:cisco-csr-1000v:16_6:16.6.120170804",
"version": "16.6.120170804"
Y,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "l6_6",
"urn": "cisco:cisco-csr-1000v:16_6:16.6.220171219",
"version": "16.6.220171219"
Y,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "16_7",
"urn": "cisco:cisco-csr-1000v:16_7:16.7.120171201",
"version": "16.7.120171201"
Y,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "3_16",
"urn": "cisco:cisco-csr-1000v:3_16:3.16.420170208",
"version": "3.16.420170208"
Y,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "3_16",
"urn": "cisco:cisco-csr-1000v:3_16:3.16.520170215",
"version": "3.16.520170215"
Y,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v:csr-azure-byol:16.40.120170206",
"version": "16.40.120170206"
Y,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v:csr-azure-byol:3.16.0",
"version": "3.16.0"
Y,
{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v:csr-azure-byol:3.16.2",
"version": "3.16.2"
}

1

5. 8p wuuuy CSR1000v wlgwegsle luwe url JJuo9,6.
S az vmm create --resource-group CorporateDatacenterResourceGroup --name CSRA --location
southcentralus --image cisco:cisco-csr-1000v:16_7:16.7.120171201 --nics
CSRAOutsideInterface CSRAInsideInterface --admin-username cisco --admin-password
"Ciscol234567" --authentication-type password
Running



n fqdns n . nn ,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Compute/vi
rtualMachines/CSRA",

"location": "southcentralus",

"macAddress": "00-0D-3A-5D-83-58,00-0D-3A-5D-89-27",

"powerState": "VM running",

"privateIpAddress": "192.168.2.4,192.168.1.4",

"publicIpAddress": "40.124.43.82",

"resourceGroup": "CorporateDatacenterResourceGroup",

"zones": ""

}

w83 538ls9 WJsJs: subdyg Idb,l; CSR1000v I so.

$ az v list --resource-group CorporateDatacenterResourceGroup --show-details --output
table

Name ResourceGroup PowerState PublicIps Fgdns Location Zones
CSRA CorporateDatacenterResourceGroup VM running 40.124.43.82

southcentralus

6. 8p vouwesd IU>ged [Js CSR1000v 90288 pu IJbliss.
$ ssh cisco@40.124.43.82
The authenticity of host '40.124.43.82 (40.124.43.82)' can't be established.
RSA key fingerprint is SHA256:g33FHw7R1kDn
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '40.124.43.82' (RSA) to the list of known hosts.
Password:

CSRA#

CSRA#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.2.4 YES DHCP up up
GigabitEthernet2 192.168.1.4 YES DHCP up up

IJ$1095 7. $p wlouble [Jeszo CSR1000V IJelus.

1. 8p wlouvle gusly IP 1Jgle.
S az network public-ip create --name CSRBPublicIP --resource-group
CorporateDatacenterResourceGroup --idle-timeout 30 --allocation-method Static
{
"publicIp": {

"dnsSettings": null,

"etag": "W/\"f0f98dac-eab6-4efe-8da6-8la22lac3474\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu
blicIPAddresses/CSRB",

"idleTimeoutInMinutes": 30,

"ipAddress": "23.100.122.102",

"ipConfiguration": null,

"ipTags": [],

"location": "southcentralus",

"name": "CSRBPublicIP",

"provisioningState": "Succeeded",

"publicIpAddressVersion": "IPv4",

"publicIpAllocationMethod": "Static",



"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "aal03bc26-22df-4696-bd77-ca29d£029d74",

"sku": {
"name": "Basic",
"tier": "Regional"
Y,
"tags": null,
"type": "Microsoft.Network/publicIPAddresses",

"zones": null

}

2. Sp Llogle bl s 9lzos IJuvwds (NIC) IJghzss 90k guslo IP IJgle wol.
S az network nic create --name CSRBOutsideInterface --resource-group
CorporateDatacenterResourceGroup --subnet OutsideSubnet --vnet CorporateDatacenterVnet --
public-ip-address CSRBPublicIP
{

"NewNIC": {

"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNameLabel": null,

"internalDomainNameSuffix": "gllzkplk2sxe5i0Ollccksytfab.jx.internal.cloudapp.net",
"internalFgdn": null

I

"enableAcceleratedNetworking": false,

"enableIpForwarding": false,

"etag": "W/\"eelal0b4l-42f6-4ac2-91c2-xXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/CSRBOutsideInterface",

"ipConfigurations": [

{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"eela0b4l-42f6-4ac2-91c2-xXXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/CSRBOutsideInterface/ipConfigurations/ipconfigl",

"loadBalancerBackendAddressPools": null,

"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.2.5",
"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": {

"dnsSettings": null,

"etag": null,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu
blicIPAddresses/CSRBPublicIP",

"idleTimeoutInMinutes": null,

"ipAddress": null,

"ipConfiguration": null,

"ipTags": null,

"location": null,

"name": null,

"provisioningState": null,

"publicIpAddressVersion": null,

"publicIpAllocationMethod": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceGuid": null,



"sku": null,

"tags": null,

"type": null,

"zones": null

Y,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi
rtualNetworks/CorporateDatacenterVnet/subnets/OutsideSubnet",

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
1,
"location": "southcentralus",
"macAddress": null,
"name": "CSRBOutsideInterface",
"networkSecurityGroup": null,
"primary": null,

"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "c3£f05156-ad07-4abd-a006-XXXXXXXXXXKXX" ,

"tags": null,
"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

}
3. Gp Lluuile Llbl$s slzos IJuuwds (NIC) IUslgJss.
S az network nic create --name CSRBInsideInterface --resource-group
CorporateDatacenterResourceGroup --subnet InsideSubnet --vnet CorporateDatacenterVnet
{
"NewNIC": {
"dnsSettings": {

"appliedDnsServers": [],

"dnsServers": [],

"internalDnsNameLabel": null,

"internalDomainNameSuffix": "zkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net",
"internalFgdn": null

I

"enableAcceleratedNetworking": false,

"enableIpForwarding": false,

"etag": "W/\"15edf738-fc77-431c-80f3 —xxxxxXxXxxxxx\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/CSRBInsideInterface",

"ipConfigurations": [

{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"15edf738-fc77-431c-80f3 —xxxxxXXxxxxx\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/CSRBInsideInterface/ipConfigurations/ipconfigl™",

"loadBalancerBackendAddressPools": null,



"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.1.5",
"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi
rtualNetworks/CorporateDatacenterVnet/subnets/InsideSubnet",

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
1,
"location": "southcentralus",
"macAddress": null,
"name": "CSRBInsideInterface",
"networkSecurityGroup": null,
"primary": null,
"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "085c88fc-9e78-49be-ab5a7 -XXXXXXXXKXXXX",
"tags": null,
"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

}
4. 9p wuui) IJpzed IJelus CSR1000v Clgwegsle Iduo9,6 wdwol Cisco:Cisco-CSR-
1000v:16_7:16.7.120171201.

$ az vin create --resource-group CorporateDatacenterResourceGroup --name CSRB --location
southcentralus --image cisco:cisco-csr-1000v:16_7:16.7.120171201 --nics
CSRBOutsideInterface CSRBInsideInterface --admin-username cisco --admin-password
"Ciscol234567" --authentication-type password

{

"fgdns": "",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Compute/vi
rtualMachines/CSRB",

"location": "southcentralus",

"macAddress": "00-0D-3A-5D-8C-51,00-0D-3A-5D-85-2A",

"powerState": "VM running",

"privateIpAddress": "192.168.2.5,192.168.1.5",

"publicIpAddress": "23.100.122.102",

"resourceGroup": "CorporateDatacenterResourceGroup",

"zones": ""

IJgbb9é 8. ¢JIe puosd VM pg IJ uudwo Jp)le WS 896 6. suucgsp 03l 1Jpeld
UbuntuLTS.



1. 8p wlouvle gusly IP 1Jgle.
S az network public-ip create --name VMHostPublicIP --resource-group
CorporateDatacenterResourceGroup --idle-timeout 30 --allocation-method Static
{
"publicIp": {

"dnsSettings": null,

"etag": "W/\"5943a230-1leeb-4cf0-b856 -—xxxXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu
blicIPAddresses/VMHostPublicIP",

"idleTimeoutInMinutes": 30,

"ipAddress": "104.215.77.207",

"ipConfiguration": null,

"ipTags": [],

"location": "southcentralus",

"name": "VMHostPublicIP",

"provisioningState": "Succeeded",

"publicIpAddressVersion": "IPv4",

"publicIpAllocationMethod": "Static",

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceGuid": "eal9cl0a-2fd3-498f-b984 -XXXXXXXXXXXX",

"sku": {

"name": "Basic",
"tier": "Regional"

I

"tags": null,

"type": "Microsoft.Network/publicIPAddresses",

"zones": null

}

2. §p vluuble ol $6 9lzos IUuvwJs (NIC) IJghrss syob IJuveds 1JW,es6 1Jghrss
9809lu IP 1Jgle wol. guspl w9y Iduvodle 1,850 pyowbs woblyle glzes IUgveJo
(NICs): swp wessu gudlu IP odi@lss 1Us wlbl@o glzos 1w ds (NIC). WO o3l 1Jpeld.
oJdyu Iduvedo 1J,es0 1Ugzso os 192.168.2.0/24 98 09lu IP 1U3s wp wesswo
odylissl Jobl 86 glzos I v ds (NIC) 09 192.168.2.6.

$ az network nic create --name VMHostOutsideInterface --resource-group
CorporateDatacenterResourceGroup --subnet OutsideSubnet --vnet CorporateDatacenterVnet --
public-ip-address VMHostPublicIP

{

"NewNIC": {
"dnsSettings": {
"appliedDnsServers": [1],
"dnsServers": [],

"internalDnsNameLabel": null,
"internalDomainNameSuffix": "gzkplk2sxe5ilOllccksytfab.jx.internal.cloudapp.net",
"internalFgdn": null

Y,

"enableAcceleratedNetworking": false,

"enableIpForwarding": false,

"etag": "W/\"2c70c97b-6470-42c8-b481 -XXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/VMHostOutsideInterface",

"ipConfigurations": [

{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"2c70c97b-6470-42c8-b481 -XXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/VMHostOutsideInterface/ipConfigurations/ipconfigl",

"loadBalancerBackendAddressPools": null,



"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.2.6",
"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": {

"dnsSettings": null,

"etag": null,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu
blicIPAddresses/VMHostPublicIP",

"jdleTimeoutInMinutes": null,

"ipAddress": null,

"ipConfiguration": null,

"ipTags": null,

"location": null,

"name": null,

"provisioningState": null,

"publicIpAddressVersion": null,

"publicIpAllocationMethod": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceGuid": null,

"sku": null,

"tags": null,

"type": null,

"zones": null

Y,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi
rtualNetworks/CorporateDatacenterVnet/subnets/OutsideSubnet",

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
1,
"location": "southcentralus",
"macAddress": null,
"name": "VMHostOutsideInterface",
"networkSecurityGroup": null,
"primary": null,

"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "89588a04-6bab6-467d-a86f -XXXXXXXXXXXX",

"tags": null,
"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

3. Gp wlousle Lbl s slzos IJ o ds (NIC) 1slzJss.

$ az network nic create --name VMHostInsideInterface --resource-group



CorporateDatacenterResourceGroup --subnet InsideSubnet --vnet CorporateDatacenterVnet
{

"NewNIC": {
"dnsSettings": {
"appliedDnsServers": [1],
"dnsServers": [],

"internalDnsNameLabel": null,
"internalDomainNameSuffix": "zkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net",
"internalFgdn": null

Y,

"enableAcceleratedNetworking": false,

"enableIpForwarding": false,

"etag": "W/\"dda7eacf-4670-40c2-999C-XXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/VMHostInsideInterface",

"ipConfigurations": [

{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"dda7eacf-4670-40c2-999C-XXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne
tworkInterfaces/VMHostInsideInterface/ipConfigurations/ipconfigl",

"loadBalancerBackendAddressPools": null,

"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.1.6",
"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {

"addressPrefix": null,

"etag": null,

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi
rtualNetworks/CorporateDatacenterVnet/subnets/InsideSubnet",

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",

"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
1,
"location": "southcentralus",
"macAddress": null,
"name": "VMHostInsideInterface",
"networkSecurityGroup": null,
"primary": null,

"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "8efl2cdd-cc31-432e-99¢cf-XXXXXXXXXXXX",

"tags": null,
"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null



4. 9p wuuw) gol; Ubuntu VM. s wegsp ol IJpeld Ubuntul TS.

az vm image list --output table

You are viewing an offline list of images, use --all to retrieve an up-to-date list
Offer Publisher Sku Urn

UrnAlias Version

CentO0S OpenLogic 7.3 OpenLogic:Cent0S:7.3:latest
CentOS latest

CoreOS CoreOS Stable Core0S:CoreOS:Stable:latest
CoreOS latest

Debian credativ 8 credativ:Debian:8:latest
Debian latest

openSUSE-Leap SUSE 42.3 SUSE:openSUSE-Leap:42.3:latest
openSUSE-Leap latest

RHEL RedHat 7.3 RedHat:RHEL:7.3:latest

RHEL latest

SLES SUSE 12-SP2 SUSE:SLES:12-SP2:latest

SLES latest

UbuntuServer Canonical 16.04-LTS Canonical :UbuntuServer:16.04-
LTS:latest UbuntulTS latest

WindowsServer MicrosoftWindowsServer 20l16-Datacenter
MicrosoftWindowsServer:WindowsServer:2016-Datacenter:latest Win20l6Datacenter latest
WindowsServer MicrosoftWindowsServer 2012-R2-Datacenter
MicrosoftWindowsServer:WindowsServer:2012-R2-Datacenter:latest Win20l2R2Datacenter latest
WindowsServer MicrosoftWindowsServer 2012-Datacenter
MicrosoftWindowsServer:WindowsServer:2012-Datacenter:latest Win201l2Datacenter latest
WindowsServer MicrosoftWindowsServer 2008-R2-SP1
MicrosoftWindowsServer:WindowsServer:2008-R2-SP1l:latest Win2008R2SP1 latest

$ az vm create --resource-group CorporateDatacenterResourceGroup --name VmHost --location
southcentralus --image UbuntuLTS --admin-user cisco --admin-password Ciscol234567 --nics
VMHostOutsideInterface VMHostInsideInterface --authentication-type password

{

"fgdns": "",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Compute/vi
rtualMachines/VmHost",

"location": "southcentralus",

"macAddress": "00-0D-3A-5D-B7-CB,00-0D-3A-5D-B8-9B",
"powerState": "VM running",

"privateIpAddress": "192.168.2.6,192.168.1.6",
"publicIpAddress": "104.215.77.207",
"resourceGroup": "CorporateDatacenterResourceGroup",
"zones": ""

}

IJglo9é 9. |olds puwbile [Js 2olod IJeszso sldizejs IUIB el oss (VM).

1. 9p wluols puwly lve,)los JJduveds 1Jw,eso IUslgdsse Jugzsoe 2o Ide,y9) ewy CSR
Aey bysy vessu guslu IP Jdeued IJolds gds 192.168.1.4. 9swp lUSsle w3JY eds
InsideRouteTable.

S az network route-table route create --address-prefix 8.8.8.8/32 --name default_route --
next-hop-type VirtualAppliance --resource-group CorporateDatacenterResourceGroup --route-
table-name InsideRouteTable --next-hop-ip-address 192.168.1.4
{

"addressPrefix": "8.8.8.8/32",

"etag": "W/\"ef9e650a-5d70-455d-b958-5a0efc07e7ad\" ",



"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro
uteTables/InsideRouteTable/routes/default_route",

"name": "default_route",

"nextHopIpAddress": "192.168.1.4",

"nextHopType": "VirtualAppliance",

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup"

- e wluolws puwly Jouds 1des9) Vs Iduveds Jdyuesd s ldlue,ue eds
ExternalRouteTable.

S az network route-table route create --address-prefix 8.8.8.8/32 --name internet --next-
hop-type Internet --resource-group CorporateDatacenterResourceGroup --route-table-name
OutsideRouteTable

{

"addressPrefix": "8.8.8.8/32",

"etag": "W/\"d2c7e32e-8d32-4856-a3ab-XXXXXXXXXXxxX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro
uteTables/OutsideRouteTable/routes/internet",

"name": "internet",

"nextHopIpAddress": null,

"nextHopType": "Internet",
"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup"

}

- Sp wouwesd 1J>gad IJs 1Jzels IUblo,s Ubuntu gl olss euwly dlzwh 2096 1Jes9) pu
edId 1Jglzoo IUsIgJse |Us 8.8.8.8. suwwgse 239d puwl) Azure odilissl gusglo IP 1Jlsd
B Uvods Bhess Juslus Jo. 1Juvwds IJB,es6 JJslzos 1Us1gJss (ETH) os
192.168.1.0/24 ppl sg0s 1o 192.168.1.1 09 guslo GW IJIG el uos JJpuosd VM.

S ifconfig

ethO Link encap:Ethernet HWaddr 00:0d:3a:5d:b7:cb

inet addr:192.168.2.6 Bcast:192.168.2.255 Mask:255.255.255.0

inet6 addr: fe80::20d:3aff:feb5d:b7cb/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3986 errors:0 dropped:0 overruns:0 frame:0

TX packets:2881 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txgqueuelen:1000
RX bytes:3475393 (3.4 MB) TX bytes:592740 (592.7 KB)

ethl Link encap:Ethernet HWaddr 00:0d4d:3a:5d:b8:9b

inet addr:192.168.1.6 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20d:3aff:fe5d:b89b/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:2 errors:0 dropped:0 overruns:0 frame:0

TX packets:14 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:762 (762.0 B) TX bytes:1620 (1.6 KB)

$ sudo route add -host 8.8.8.8 gw 192.168.1.1 dev ethl
$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.2.1 0.0.0.0 UG 0 ethO
8.8.8.8 192.168.1.1 255.255.255.255 UGH 0 0 0 ethl
168.63.129.16 192.168.2.1 255.255.255.255 UGH 0 0 0 ethO
169.254.169.254 192.168.2.1 255.255.255.255 UGH 0 0 0 ethO
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl



192.168.2.0 0.0.0.0 255.255.255.0 9) 0 0 0 ethO
IUslJo (Iuol8s CIDR IP)

redundancy
cloud provider azure 100
bfd peer
route-table InsideRoutetable
default-gateway ip
cidr ip 8.8.8.8/32
app-key
subscription-id
app-id
tenant-id
resource-group CorporateDatacenterResourceGroup

pdlebd: szw wJdgsy NAT gds p9gole CSR1000V s IUgbgs 10 Jizeol) louold
IUloc,oe (8.8.8.8).pdlebs: wélbos I sbyle 10-14 ods sy pozole CSR1000V J HA. s p
999, IJgbsle 1Jpgwuo,0 pu d2Jdsd wui, Cisco CSR 1000V J Microsoft Azure wael pu
CIISU wree ©ds. $p wishé IUrdsd Jdeuesd eds IJesluosd 1Jdleds.

IJgl9é 10. §p v dosu p9gole, CSR1000v.

1. odosu weps ©96 eds JJ pu pogele CSR1000v
Router#config t
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #crypto pki trustpool import url
http://www.cisco.com/security/pki/trs/ios.p7b

Reading file from http://www.cisco.com/security/pki/trs/ios.p7b
Loading http://www.cisco.com/security/pki/trs/ios.p7b !!!

% PEM files import succeeded.

2. 9p wodysu w9y IPsec sy p9zole Cisco CSR 1000V 9w pdsy ldouled [gho [Jegzso
suliss IJlegle (BFD) 9w,9¢999d wozso (EIGRP I9 BGP) eJs 1ol wsu Idpeszole
JJIv gu wuud Idubs,). pdlebé: suslo 9z06 IJuwwd s lJodsy o9 guslu IP 1Jgleo
J peer CSR.cJg sy CSRA
crypto isakmp policy 1

encr aes 256

authentication pre-share
crypto isakmp key cisco address 0.0.0.0

1
crypto ipsec transform-set uni-perf esp-aes 256 esp-sha-hmac
mode tunnel

!
crypto ipsec profile vti-1

set security-association lifetime kilobytes disable
set security-association lifetime seconds 86400

set transform-set uni-perf

set pfs group2

1

interface Tunnell

ip address 192.168.101.1 255.255.255.252

bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEthernetl

tunnel mode ipsec ipv4

tunnel destination 23.100.122.102 /* Public IP of the peer CSR */
tunnel protection ipsec profile vti-1

1

router eigrp 1
bfd all-interfaces
network 192.168.101.0


/content/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html

wJ9suy CSRB
crypto isakmp policy 1
encr aes 256
authentication pre-share
crypto isakmp key cisco address 0.0.0.0
!
crypto ipsec transform-set uni-perf esp-aes 256 esp-sha-hmac
mode tunnel
!
crypto ipsec profile vti-1
set security-association lifetime kilobytes disable
set security-association lifetime seconds 86400
set transform-set uni-perf
set pfs group2
!
interface Tunnell
ip address 192.168.101.2 255.255.255.252
bfd interval 500 min_rx 500 multiplier 3
tunnel source GigabitEthernetl
tunnel mode ipsec ipv4
tunnel destination 40.124.43.82 /* Public IP of the peer CSR */
tunnel protection ipsec profile vti-1
!
router eigrp 1
bfd all-interfaces
network 192.168.101.0
LSwp luwodsle IJodysy udywo J NAT gldwgzse eds JJ pu pogole CSR1000v. 03l oy
l2d VM |ue,oe reachability oo ¢JIJ 1Uslzos 10513 ss.
interface GigabitEthernetl
ip nat outside
1
interface GigabitEthernet2
ip nat inside
1
ip nat inside source list 10 interface GigabitEthernetl overload
access-list 10 permit 192.168.1.0 0.0.0.255 /* Translating the inside subnet of the VM */
1
ip route 0.0.0.0 0.0.0.0 192.168.2.1
ip route 192.168.1.0 255.255.255.0 GigabitEthernet2 192.168.1.1

o196 guluoy wede IUsuesd (IAM) Jzosd puwly. s AzureCLL wpz JJobosd
(CSRA 9 CSRB) wessd InsideRouteTable s Azure loule cglys Idouvd. Jlzl pg s

InsideRouteTable 1Uss gwvswp luvwgsleo Jesh —IJubl@le Vs IJduwe IJolds.

$ az network route-table show --resource-group CorporateDatacenterResourceGroup --name
InsideRoutetable

{

"disableBgpRoutePropagation": false,

"etag": "W/\"f0c85464-bbal-465a-992a-XXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4d-def2-46aa-xxxx-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro
uteTables/InsideRoutetable",

"location": "southcentralus",

"name": "InsideRoutetable",

IUBIJo (IuolB6 o, 1l e, 1Y)
redundancy
cloud provider azure 100
bfd peer
route-table InsideRoutetable
default-gateway ip
cidr ip 8.8.8.8/32



app-key
subscription-id 09el3fd4-XXXX-XXXX-XXXX-XXXXXXKXXXXX
app-id
tenant-id
resource-group CorporateDatacenterResourceGroup
5. 8p wlouble 59, IAM J InsideRouteTable. scp g5 gsh —lJobléle oo 28 IJpgrd oo
IJIEle Iduvle . Jlglb app-id:. password (9lJss o9 app-key). sldpuwole) id.
$ az ad sp create-for-rbac -n "InsideRouteTableIAM" --role "network contributor" --scopes
/subscriptions/09el3fd4-def2-46aa-xxxXxX—-
XXXXXXXXXXXX/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro
uteTables/InsideRoutetable --years 2099
{
"appId": "576dd4fl-c08d-XXXX-XXXX-XXXXXXXXXXXXX",
"displayName": "InsideRouteTableIAM",
"name": "http://InsideRouteTableIAM",
"password": "aaafc573-e84e-42ac-bdeld -XXXXXXXXXXXXX",

"tenant": "aed9849c-2622-XXXX-XXXX-XXXXXXXXXKXXXK"

}
IJSIJe (lualds pBbule wbwsd 908 wbousd 9p8,S puwle))
redundancy
cloud provider azure 100
bfd peer
route-table InsideRoutetable
default-gateway ip
cidr ip 8.8.8.8/32
app-key aaafc573-e84e-42ac-bldeld -XXXXXXXXXKXKKXKKXX
subscription-id 09el3fd4-XXXX-XXXX-XXXX-XXXXXXKXKXXXX
app-1d 576dd4f1-c08d-46b9-cccc-XXXXXXXXXXXKXK
tenant-id ae49849c-2622-XXXX-XXXX~XXXXXXXKXKKXXXKK
resource-group CorporateDatacenterResourceGroup
6. cJssu o)) Iduweles eds JJl IUpszose. 1JW,38 1Uszss vou ldJodssy eds JJI
lJp9zosuw 09 wblis) BFD gldes¢d IJIe,)luos. odssy CSRA
redundancy
cloud provider azure 100
bfd peer 192.168.101.2
route-table InsideRoutetable
default-gateway ip 192.168.1.4
cidr ip 8.8.8.8/32
app-key aaafch73-e84e-42ac-bdeld -XXXXXXXXXKXKXXX
subscription-id 09el3fd4-XXXX-XXXX-XXXX-XXXXXXXXXXXX
app-1id 576dd4f1-c08d-46D9-CCCC-XXXXXXXKXXXXXX
tenant-id ae49849c-2622-XXXX-XXXX~XXXXXXXXKKKKXKXX
resource-group CorporateDatacenterResourceGroup

wd9sy CSRB

redundancy

cloud provider azure 100
bfd peer 192.168.101.1
route-table InsideRoutetable
default-gateway ip 192.168.1.5
cidr ip 8.8.8.8/32
app-key aaafc573-e84e-42ac-bldeld -XXXXXXXXXKXKXKKXX
subscription-id 09el3fd4-XXXX-XXXX-XXXX-XXXXXXKXXXXX
app-1d 576dd4f1-c08d-46b9-cCccc-XXXXXXXXXXXKXK
tenant-id aed49849c-2622-XXXX-XXXX~XXXXKXXXKXKKXXXKK
resource-group CorporateDatacenterResourceGroup

IJozdd pu lJesw,) IJelds

1. 0288 pu wdssule BFD gld weleé.

CSRA#show ip interface brief



Interface IP-Address OK? Method Status Protocol

GigabitEthernetl 192.168.2.4 YES DHCP up up
GigabitEthernet? 192.168.1.4 YES DHCP up up
Tunnell 192.168.101.1 YES manual up up

CSRB#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.2.5 YES DHCP up up
GigabitEthernet2 192.168.1.5 YES DHCP up up
Tunnell 192.168.101.2 YES NVRAM up up

CSRA#show bfd neighbors

IPv4 Sessions
NeighAddr LD/RD RH/RS State Int
192.168.101.2 4097/4097 Up Up Tul

CSRA#show redundancy cloud provider azure 100
Cloud HA: work_in_progress=FALSE
Provider : AZURE node 100

State : idle

BFD peer = 192.168.101.2
BFD intf = Tunnell
resource group = CorporateDatacenterResourceGroup

subscription id = 09el3fd4-def2-46aa—XXXX-XXXXXXXXXXXX
tenant id = ae49849c-2622-4d45-b95e-XXXXXXKXKXXKXKX
application id = 1e0f69c3-bbaa-46cf-b5fI-XXXXXXXKXKKKXX
application key = aaafc573-e84e-42ac-bdel3-XXXXXXXXXXXXX
route-table = InsideRoutetable
cidr = 8.8.8.8/32
Default Gateway IP = 192.168.1.4
oo gpdsé s 9 traceroute pu IJ VM [Js 1Jglsé. olds po o 2ol IUlouold po gJIJ
9lz06 ETH1 IUslzJ.s6.
$ ping -I ethl 8.8.8.8
PING 8.8.8.8 (8.8.8.8) from 192.168.1.6 ethl: 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seg=1 ttl=54 time=10.5 ms
8.8

64 bytes from 8.8. icmp_seg=2 ttl=54 time=10.6 ms

$ traceroute 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 192.168.1.4 (192.168.1.4) 1.516 ms 1.503 ms 1.479 ms

cisco@VmHost:~$ ping -I ethl 8.8.8.8

PING 8.8.8.8 (8.8.8.8) from 192.168.1.6 ethl: 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seg=1 ttl=117 time=10.3 ms
64 bytes from 8.8.8.8: icmp_seqg=2 ttl=117 time=10.3 ms
64 bytes from 8.8.8.8: icmp_seqg=3 ttl=117 time=10.3 ms
64 bytes from 8.8.8.8: icmp_seqg=4 ttl=117 time=10.2 ms

. s90,o¢ Traceroute o IJpuwly oo VM |Uss 8.8.8.8 oo ¢JIJ 9lzod CSRA 1UslgJsé.
cisco@VmHost:~$ sudo traceroute -I 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 192.168.1.4 (192.168.1.4) 34.003 ms 34.000 ms 33.998 ms
L Bp lsdl cubgsd slzos IUodd 11J¢lu06 o CSRA Jezldls wely; IJBud.
CSRA#config t
Enter configuration commands, one per line. End with CNTL/Z.
CSRA (config) #int tunnell
CSRA (config-if) #sh

el o 2596 1Jens)y oo 1Jlu po ¢Jl 9lzoé CSRB 1Jgl 06,

cisco@VmHost:~$ sudo traceroute -I 8.8.8.8



traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 192.168.1.5 (192.168.1.5) 1.294 ms 1.291 ms 1.290 ms

pdlebé: 9> vouwow yuglus Azure Vs olés) sus IJBUd. szw Ul siso 1dolgs) e
39596 9lgsé.

luvedpld IJizble 9] oJlzol
- 9p wupdsu uuoese I.Ji'a]ols: Jeoldwsd IJyuwlisd & ole wely wuvd HA.

CSRA#debug redundancy cloud all
CSRA#debug ip http all

oz lgble 1ol 86 suslule Il e el |Us goluoy wede 1Usuo9d €. I._Juocl.Jaé lJos
ouwee J CSR1000v wlg)le luwwsglele APl Js g39d puwly Azure. w299 06 1258 pu
odysu ldpg)rle IJpuluuws Bs 1Jgbys 10.

*Jul 13 23:29:53.365: CLOUD-HA : res content iov_len=449

iov_base={"error":"invalid_client", "error_description":"AADSTS70002:

Error validating credentials. AADSTS50012: Invalid client secret is provided.\r\nTrace ID:
56873e4b-3781-4eeb6-8bdI -XxXXXXXXXXXXXX\¥\n

Correlation ID: cce94817-29eb-4ebd-833a-\r\nTimestamp: 2018-07-13

23:29:547", "error_codes":[70002,50012], "timestamp":"2018-07-13
23:29:547","trace_id":"56873e4b-3781-4eeb-8bd9 -XXXXXXXXXXXXX", "correlation_id":"cce94817-29eb-
4ebd-833a"}

pedsple slo LoJé

- Azure CLI1 2.0
. >J5J Uy Cisco CSR 1000V J Microsoft Azure

s o8l 1Jbole 1 eok wod Jigle , Azure CLI 9 PowerShell 20l >Ow



https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest
/content/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



