
Microsoft ىلع CSR1000V HA راركت رشن ليلد
Azure with AzureCLI 2.0 
تايوتحملا

ةمدقملا
ةيساسألا تابلطتملا
تابلطتملا
ةمدختسملا تانوكملا
فده
ايجولوبوط
ةكبشلل يطيطختلا مسرلا
تاحلطصم
دويقلا
نيوكتلا
ةماع ةرظن
.AzureCLI 2.0 تيبثت .1 ةوطخلا
.دراوم ةعومجم ءاشنإ .2 ةوطخلا
.ةصاخ ةيرهاظ ةكبش ءاشنإ .3 ةوطخلا
.تاراسملا لوادج ءاشنإ .4 ةوطخلا
.ةيعرف تاكبش ءاشنإ .5 ةوطخلا
.CSR1000v هجوم ءاشنإ .6 ةوطخلا
  
.يناثلا CSR1000v هجوملا ءاشنإب مق .7 ةوطخلا
.UbuntuLTS لاثملا اذه مدختسي  .6 ةوطخ يف ءارجإ هسفن لا عم VM فيضم تقلخ .8 ةوطخلا
.(VM) ةيضارتفالا ةزهجألاو هيجوتلا لوادج ىلإ تاراسم ةفاضإ .9 ةوطخلا
.CSR1000v تاهجوم نيوكتب مق .10 ةوطخلا
يلاعلا رفوتلا نم ققحتلا
اهحالصإو ءاطخألا فاشكتسا
ةلص تاذ تامولعم

ةمدقملا

CSR1000v تاهجوم رشن ةيفيك لوح ةوطخب ةوطخ نيوكتلا ليلد دنتسملا اذه مدقي
فدهي وهو  .AzureCLI 2.0 عم Microsoft Azure ةباحس يف ةيلاع رفوت ةيناكمإ ىلع لوصحلل
لمعت رابتخإ ةئيب رشن ىلع ةردقلاو عاعشإلاب ةيلمع ةفرعم نيلمعتسملا ءاطعإ ىلإ
.اهتقاط لماكب

نيمدختسملا مظعمل اعويش رثكألا ةقيرطلاو Azure ىلع روصلا رشنل ةفلتخم قرط كانه
ىلع نوكت نأ درجمب ةيوقو ةعيرس ةادأ يه AzureCLI نإف ،كلذ عمو  .بيولا ةباوب لالخ نم يه
.اهب ةيارد

،بيولا ةباوب لالخ نم CSR1000v رشن ةيفيك ،Azure لوح ةيليصفتلا تامولعملا نم ديزمل
.ةلصلا تاذ تامولعملا مسقو Microsoft Azure ل Cisco CSR 1000V رشن ليلد ىلإ عجرا ،HA و

/content/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure.html


ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

●Microsoft Azure باسح

2 CSR1000v 1 و Windows/Linux Virtual Machine●

AzureCLI 2.0●

ةمدختسملا تانوكملا

Cisco IOS-XE® Denali 16.7.1 ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

.ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

فده

رورملا ةكرح ةاكاحم .(Windows/Linux يف) دحاو VM هجومو CSR1000v تاهجوم رشنب مق
HA لشف زواجت ةاكاحمب مق .(8.8.8.8) تنرتنإلا ىلإ (VM) صاخلا تانايبلا زكرم نم ةرمتسملا
ةهجاولا نم تانايبلا رورم ةكرح لوح دق Azure هيجوت لودج نأ ديكأت لالخ نم HA حاجن ظحالو
.CSR-B ةصاخلا ةهجاولا ىلإ CSR-A ةصاخلا

ايجولوبوط

in order to ىلع كلذ دعاسي .ليكشتلا ةيادب لبق مهم ميمصتلاو ايجولوبوطلا امامت تمهف
.دعب اميف اهحالصإو ةلمتحم تالكشم ةيأ ءاطخأ فاشكتسأ

تابلطتم ىلإ ادانتسا HA رشن تايلمعل ةفلتخم تاهويرانيس كانه نوكت نأ نكمي
:ةيلاتلا تادادعإلا مادختساب HA راركت نيوكتب مق ،لاثملا ليبس ىلع .مدختسملا

1x - (ةدحتملا تايالولا طسو بونج) ةقطنملا●

1x - دراوملا ةعومجم (CorporateDatacenterResourceGroup)●

1x - Vnet (CorporateDatacenterVnet)●

6X - ةكبشلا تاهجاو (3x Inside Face 3 وx Outdoor Face)●

2x - تاراسملا لوادج (InsideRoutetable و OutsideRoutetable)●

●2x - CSR1000V (Cisco IOS-XE® Denali 16.7.1) تاهجوم

1x - VM (ليغشتلا ماظن Linux/Windows)●

زاهجلا ىلع ةماعلا ةهجاولا لالخ نم تنرتنإلا ىلإ لوصولا نيكمت متي ،يلاحلا تقولا يف
ةكرح عيمج قفدتت نأ بجي ،ماع لكشب .هنيوكتو هيلإ لوصولا كنكمي ىتح (VM) يرهاظلا
يرهاظلا زاهجلا ىلع ةماعلا ةهجاولا ليطعت نكمي .ةصاخلا تاراسملا لودج ربع ةيداعلا رورملا
.دصق نود رورملا ةكرح بيرست متي ال ثيحب اقحال

→ راسملا لودج لخاد ةصاخلا VM ةهجاو → نم نينرلا قيرط نع رورملا ةكرح ةاكاحم ءارجإ متي
CSRA → 8.8.8. راسملا لوح دق صاخلا راسملا لودج نأ ظحال ،لشفلا زواجت ويرانيس يف
.ةصاخلا CSRB ةهجاو ىلإ ةراشإلل



ةكبشلل يطيطختلا مسرلا

تاحلطصم

●ةزهجألا لثم كيدل دراوملا عيمج بقعتل Azure ةكرش اهعبتت ةقيرط هذه - دراوملا ةعومجم 



بقعتو رصانعلا ةفاك ةرادإل ةداع ءارجإلا اذه مدختسي .ةيرهاظلا تاكبشلاو ةيضارتفالا
.فيلاكتلا
 VNET - ةيرهاظ ةكبش.(ل ةلثامم VPC تاحلطصم يف AWS)●

ةنيعم رورم ةكرح هيجوت ةداعإ نكميو ةيعرف ةكبش دعاوق ىلع اذه يوتحي - راسملا لودج 
.VPN ةياهن ةطقنك لمعلا وأ IP ناونع ىلإ

●

دويقلا

زواجت ةيلمع يف ابيرقت ةيناث 50 ىلإ 40 نيب حوارتي اريخأت هسفن Azure مدقي دقو
.HA لشف

●

نيوكتلا

:Azure ىلع ةيضارتفالا ةزهجألا رشنل قرطلا نم ليلق ددع كانه

.cisco.com1 ىلع HA قئاثو - بيولا ةباوب
PowerShell - دراوم ةرادإل رماوألا رطس ىلع مئاق جذومن Azure.2.
AzureCLI 2.0 - نوثيابب سبتكمو حوتفم ردصم وه .رماوألا رطس ىلإ دنتسم اضيأ
AzureCLI 2.0 دعي ،دنتسملا اذه ةباتكل .كب صاخلا يلحملا ماظنلا ىلع هتيبثت بجيو
 .رادصإ ثدحأ

3.

Azure Cloud Shell - رايخ نم الدب ةيساسأ ةقبط رايخ رتخأ PowerShell مادختسال
AzureCLI ةقيرطلا هذه تيبثت مزلي ال .ةقبطلا لالخ نم.

4.

  

PowerShell و AzureCLI رماوأ نكلو ناهباشتم AzureCLI لك ليغشت نكمي  .ةرشابم رثكأ
ةادأل ةبسانملا تاودألا رايتخإ ىلإ عجرا  .Linux و MacOS و Windows ليغشتلا ماظن ىلع امهنم
Azure رمأو PowerShell رماوأ عم بنج ىلإ ابنج Azure CLI و PowerShell ةنراقم دقعل.

نكمي  .Cloud Shell وأ AzureCLI مادختساب دراوملا عيمج رشنب مق ،لاثملا ليبس ىلع
يف قرف دجوي ال  .اليلق ةفلتخم تاوطخب Linux وأ Windows وأ MacOS ىلع AzureCLI تيبثت
.Azure Cloud Shell و AzureCLI نيب ءارجإلا يقاب لالخ نم نيوكتلا

/content/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest
https://shell.azure.com/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/


redundancy

 cloud provider azure 100

  bfd peer

  route-table

  default-gateway ip

  cidr ip

  app-key

  subscription-id

  app-id

  tenant-id

  resource-group

اهمادختسإ متي يتلا configتلاو تافرعملا عيمج بقعت يف بلاقلا اذه ديفي :ةظحالم
.CSRs ىلع HA نيوكتل اقحال

ةماع ةرظن

.AzureCLI 2.0 تيبثت .1 ةوطخلا

.AzureCLI 2.0.1 قئاثو يف Linux وأ MacOS وأ Windows ب ةصاخلا تيبثتلا تاوطخ عبتا
:MacOS ليغشتلا ماظنل
$ brew update && brew install azure-cli

2.

.كب ةصاخلا لمعلا ةسلج ةقداصمل تاميلعتلا عبتاو Azure ىلإ لوخدلا ليجستب مق 
$ az login

3.

كب ةصاخلا Azure كارتشا تامولعم عاجرإ متي ،ضرعتسملا ةقداصم لامتكا درجمب
:JSON قيسنتب
[

  {

    "cloudName": "AzureCloud",

    "id": "09e13fd4-def2-46aa-xxxx-xxxxxxxxxxxx",

    "isDefault": true,

    "name": "Microsoft Azure Enterprise",

    "state": "Enabled",

    "tenantId": "ae49849c-2622-xxxx-xxxx-xxxxxxxxxxxx",

    "user": {

      "name": "cisco@cisco.com",

      "type": "user"

    }

  }

]

4.

ىلع ةديفم حئاصنو رماوأ ضعب انه ،steps ليكشتلا نم ةحارتسإلا عم تنأ أدبي نأ لبق
AzureCLI.

5.

●.H- رايخ مدختسأ ،هب موقت امو ةرفوتملا ةيعرفلا رماوألا لوح تاميلعت ىلع لوصحلل

$ az account -h

،ةءارقلا ةلوهس لجأ نم .يضارتفا لكشب JSON قيسنتب تاجرخملا ةفاك عاجرإ متي
.لودج يف ضرعلل تاجرخملا لودج— رايخ مادختسإ كنكمي

●

$ az account list-locations --output table

دحأب لكلا رايخلا لدبتسا وأ ةرفوتملا ةيضارتفالا ةزهجألا ةفاكب ةمئاق ىلع لصحا
.لودجلا ةيفصتل هاندأ ىرخألا تارايخلا

●

https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest


$ az vm image list --all --output table

You are retrieving all the images from server which could take more than a minute. To shorten

the wait, provide '--publisher', '--offer' or '--sku'. Partial name search is supported.

رماوأ عيمج لوح ةيليصفت تامولعم ىلع لوصحلل Microsoft نم Azure CLI 2.0 قئاثو عجار
 .نيوكتلا

●

.دراوم ةعومجم ءاشنإ .2 ةوطخلا

مسا ءاطعإب مق  .Azure لحل ةلصلا تاذ دراوملا ىلع يوتحت ةيواح يه دراوملا ةعومجم
بونج مدختسي لاثملا اذه  .ةيواحلا رشنل عقوم رايتخاو كب ةصاخلا دراوملا ةعومجمل
 .ةدحتملا تايالولا طسو

●

$ az account list-locations --output table

DisplayName            Latitude    Longitude  Name

-------------------  ----------  -----------  ------------------

East Asia               22.267      114.188   eastasia

Southeast Asia           1.283      103.833   southeastasia

Central US              41.5908     -93.6208  centralus

East US                 37.3719     -79.8164  eastus

East US 2               36.6681     -78.3889  eastus2

West US                 37.783     -122.417   westus

North Central US        41.8819     -87.6278  northcentralus

South Central US        29.4167     -98.5     southcentralus

$ az group create --name CorporateDatacenterResourceGroup --location "South Central US"

{

  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup",

  "location": "southcentralus",

  "managedBy": null,

  "name": "CorporateDatacenterResourceGroup",

  "properties": {

    "provisioningState": "Succeeded"

  },

  "tags": null

}

●(دراوم ةعومجم ةفاضإ) بلاقلا

redundancy

 cloud provider azure 100

  bfd peer

  route-table

  default-gateway ip

  cidr ip

  app-key

  subscription-id

  app-id

  tenant-id

  resource-group CorporateDatacenterResourceGroup

.ةصاخ ةيرهاظ ةكبش ءاشنإ .3 ةوطخلا

VNET نيوانع نم ةحاسم يه IP اذه ميسقت كلذ دعب متيو  .انتكبش رشن متي ثيح
ةكبش ىلإ مسا ءاطعإب مق  .تاهجاولل اهصيصختو رغصأ ةيعرف تاكبش ىلإ قاطنلا
vnet 2 ةوطخلا يف اهؤاشنإ مت يتلا دراوملا ةعومجم يف هنييعتب مقو ،كب ةصاخلا

●

https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest


.10.0.0.0/16 ماع لكشب كنييعي Azure نإف ،ةئداب ددحت مل اذإ  .ةئداب قاطن صيصختو

$ az network vnet create --name CorporateDatacenterVnet --resource-group

CorporateDatacenterResourceGroup --address-prefix 192.168.0.0/16

{

  "newVNet": {

    "addressSpace": {

      "addressPrefixes": [

        "192.168.0.0/16"

      ]

    },

    "ddosProtectionPlan": null,

    "dhcpOptions": {

      "dnsServers": []

    },

    "enableDdosProtection": false,

    "enableVmProtection": false,

    "etag": "W/\"7c39a7a9-46e5-4082-a016-xxxxxxxxxxxx\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/virtual

Networks/CorporateDatacenterVnet",

    "location": "southcentralus",

    "name": "CorporateDatacenterVnet",

    "provisioningState": "Succeeded",

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "3d95d732-e46a-4fae-a34b-xxxxxxxxxxxx",

    "subnets": [],

    "tags": {},

    "type": "Microsoft.Network/virtualNetworks",

    "virtualNetworkPeerings": []

  }

}

  

.تاراسملا لوادج ءاشنإ .4 ةوطخلا

   .ةلباقتملا ةيلخادلا تاهجاولل راسم لودج ءاشنإ
$ az network route-table create --name InsideRoutetable --resource-group

CorporateDatacenterResourceGroup

{

  "disableBgpRoutePropagation": false,

  "etag": "W/\"45088005-cb6f-4356-bb18-xxxxxxxxxxxx\"",

  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro

uteTables/InsideRoutetable",

  "location": "southcentralus",

  "name": "InsideRoutetable",

  "provisioningState": "Succeeded",

  "resourceGroup": "CorporateDatacenterResourceGroup",

  "routes": [],

  "subnets": null,

  "tags": null,

  "type": "Microsoft.Network/routeTables"

}

(راسم لودج ةفاضإ) بلاقلا
redundancy

 cloud provider azure 100

  bfd peer

  route-table InsideRoutetable

  default-gateway ip

1.



  cidr ip

  app-key

  subscription-id

  app-id

  tenant-id

  resource-group CorporateDatacenterResourceGroup

.ةيجراخلا تاهجاولل راسم لودج ءاشنإ
$ az network route-table create --name OutsideRoutetable --resource-group

CorporateDatacenterResourceGroup

{

  "disableBgpRoutePropagation": false,

  "etag": "W/\"a89b6230-9542-468c-b4b2-xxxxxxxxxxxx\"",

  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro

uteTables/OutsideRoutetable",

  "location": "southcentralus",

  "name": "OutsideRoutetable",

  "provisioningState": "Succeeded",

  "resourceGroup": "CorporateDatacenterResourceGroup",

  "routes": [],

  "subnets": null,

  "tags": null,

  "type": "Microsoft.Network/routeTables"

}

  

2.

.ةيعرف تاكبش ءاشنإ .5 ةوطخلا

يف vnet ةكبشلل اهنييعتب تمق يتلا ةحاسملا نم 24/ ةيعرف ةكبش ءاشنإب مق
.يلخادلا راسملا لودج ىلإ اهنييعتب مق مث ،3 ةوطخلا
$ az network vnet subnet create --address-prefix 192.168.1.0/24 --name InsideSubnet --

resource-group CorporateDatacenterResourceGroup --vnet-name CorporateDatacenterVnet --

route-table InsideRoutetable

{

  "addressPrefix": "192.168.1.0/24",

  "etag": "W/\"a0dbd178-3a45-48fb-xxxx-xxxxxxxxxxxx\"",

  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi

rtualNetworks/CorporateDatacenterVnet/subnets/InsideSubnet",

  "ipConfigurations": null,

  "name": "InsideSubnet",

  "networkSecurityGroup": null,

  "provisioningState": "Succeeded",

  "resourceGroup": "CorporateDatacenterResourceGroup",

  "resourceNavigationLinks": null,

  "routeTable": {

    "disableBgpRoutePropagation": null,

    "etag": null,

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro

uteTables/InsideRoutetable",

    "location": null,

    "name": null,

    "provisioningState": null,

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "routes": null,

    "subnets": null,

    "tags": null,

    "type": null

  },

1.



  "serviceEndpoints": null

}

ةكبشلل اهنييعتب تمق يتلا ةحاسملا نم ىرخأ 24/ ةيعرف ةكبش ءاشنإب مق
.يجراخلا راسملا لودجل اهصيصختو (vnet) ةيرهاظلا
$ az network vnet subnet create --address-prefix 192.168.2.0/24 --name OutsideSubnet --

resource-group CorporateDatacenterResourceGroup --vnet-name CorporateDatacenterVnet --

route-table OutsideRoutetable

{

  "addressPrefix": "192.168.2.0/24",

  "etag": "W/\"874d1019-90a0-44fd-a09c-0aed8f2ede5b\"",

  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi

rtualNetworks/CorporateDatacenterVnet/subnets/OutsideSubnet",

  "ipConfigurations": null,

  "name": "OutsideSubnet",

  "networkSecurityGroup": null,

  "provisioningState": "Succeeded",

  "resourceGroup": "CorporateDatacenterResourceGroup",

  "resourceNavigationLinks": null,

  "routeTable": {

    "disableBgpRoutePropagation": null,

    "etag": null,

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro

uteTables/OutsideRoutetable",

    "location": null,

    "name": null,

    "provisioningState": null,

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "routes": null,

    "subnets": null,

    "tags": null,

    "type": null

  },

  "serviceEndpoints": null

}

2.

.CSR1000v هجوم ءاشنإ .6 ةوطخلا

ةكبش ةهجاو يتقاطب ينعي اذهو (جراخلاو لخادلا يف) نيتهجاو ىلإ يضارتفا زاهج لك جاتحي
(NIC) ةكبشلا ةهجاو يتقاطب ءاشنإب مق  .يضارتفا زاهج لكل (NICs) ناونع طبرو IP ماع
   .ةيجراخلا (NIC) ةكبشلا ةهجاو ةقاطبب

   .ماعلا IP ناونع ءاشنإب مق
$ az network public-ip create --name CSRAPublicIP --resource-group

CorporateDatacenterResourceGroup --idle-timeout 30 --allocation-method Static

{

  "publicIp": {

    "dnsSettings": null,

    "etag": "W/\"38306703-153b-456b-b2e4-xxxxxxxxxxxx\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu

blicIPAddresses/CSRA",

    "idleTimeoutInMinutes": 30,

    "ipAddress": "40.124.43.82",

    "ipConfiguration": null,

    "ipTags": [],

    "location": "southcentralus",
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    "name": "CSRAPublicIP",

    "provisioningState": "Succeeded",

    "publicIpAddressVersion": "IPv4",

    "publicIpAllocationMethod": "Static",

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "610e1631-331a-4971-8502-xxxxxxxxxxxx",

    "sku": {

      "name": "Basic",

      "tier": "Regional"

    },

    "tags": null,

    "type": "Microsoft.Network/publicIPAddresses",

    "zones": null

  }

}

.اهب ماعلا IP ناونع طبرو ةيجراخلا (NIC) ةكبشلا ةهجاو ةقاطب ءاشنإب مق
$ az network nic create --name CSRAOutsideInterface --resource-group

CorporateDatacenterResourceGroup --subnet OutsideSubnet --vnet CorporateDatacenterVnet  --

public-ip-address CSRAPublicIP

{

  "NewNIC": {

    "dnsSettings": {

      "appliedDnsServers": [],

      "dnsServers": [],

      "internalDnsNameLabel": null,

      "internalDomainNameSuffix": "plk2sxe5i0l1ccksytfab.jx.internal.cloudapp.net",

      "internalFqdn": null

    },

    "enableAcceleratedNetworking": false,

    "enableIpForwarding": false,

    "etag": "W/\"06fd60de-6547-4992-b506-xxxxxxxxxxxx\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/CSRAOutsideInterface",

    "ipConfigurations": [

      {

        "applicationGatewayBackendAddressPools": null,

        "applicationSecurityGroups": null,

        "etag": "W/\"06fd60de-6547-4992-xxxx-xxxxxxxxxxxx\"",

        "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/CSRAOutsideInterface/ipConfigurations/ipconfig1",

        "loadBalancerBackendAddressPools": null,

        "loadBalancerInboundNatRules": null,

        "name": "ipconfig1",

        "primary": true,

        "privateIpAddress": "192.168.2.4",

        "privateIpAddressVersion": "IPv4",

        "privateIpAllocationMethod": "Dynamic",

        "provisioningState": "Succeeded",

        "publicIpAddress": {

          "dnsSettings": null,

          "etag": null,

          "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu

blicIPAddresses/CSRAPublicIP",

          "idleTimeoutInMinutes": null,

          "ipAddress": null,

          "ipConfiguration": null,

          "ipTags": null,

          "location": null,

          "name": null,
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          "provisioningState": null,

          "publicIpAddressVersion": null,

          "publicIpAllocationMethod": null,

          "resourceGroup": "CorporateDatacenterResourceGroup",

          "resourceGuid": null,

          "sku": null,

          "tags": null,

          "type": null,

          "zones": null

        },

        "resourceGroup": "CorporateDatacenterResourceGroup",

        "subnet": {

          "addressPrefix": null,

          "etag": null,

          "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi

rtualNetworks/CorporateDatacenterVnet/subnets/OutsideSubnet",

          "ipConfigurations": null,

          "name": null,

          "networkSecurityGroup": null,

          "provisioningState": null,

          "resourceGroup": "CorporateDatacenterResourceGroup",

          "resourceNavigationLinks": null,

          "routeTable": null,

          "serviceEndpoints": null

        }

      }

    ],

    "location": "southcentralus",

    "macAddress": null,

    "name": "CSRAOutsideInterface",

    "networkSecurityGroup": null,

    "primary": null,

    "provisioningState": "Succeeded",

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "93413822-e819-4644-ac0d-xxxxxxxxxxxx",

    "tags": null,

    "type": "Microsoft.Network/networkInterfaces",

    "virtualMachine": null

  }

}

.ةيلخادلا (NIC) ةكبشلا ةهجاو ةقاطب ءاشنإب مق
$ az network nic create --name CSRAInsideInterface --resource-group

CorporateDatacenterResourceGroup --subnet InsideSubnet --vnet CorporateDatacenterVnet

{

  "NewNIC": {

    "dnsSettings": {

      "appliedDnsServers": [],

      "dnsServers": [],

      "internalDnsNameLabel": null,

      "internalDomainNameSuffix": "gllzkplk2sxe5i0l1ccksytfab.jx.internal.cloudapp.net",

      "internalFqdn": null

    },

    "enableAcceleratedNetworking": false,

    "enableIpForwarding": false,

    "etag": "W/\"bebe539f-b5ff-40fa-a122-5c27951afeb1\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/CSRAInsideInterface",

    "ipConfigurations": [

      {

        "applicationGatewayBackendAddressPools": null,
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        "applicationSecurityGroups": null,

        "etag": "W/\"bebe539f-b5ff-40fa-a122-5c27951afeb1\"",

        "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/CSRAInsideInterface/ipConfigurations/ipconfig1",

        "loadBalancerBackendAddressPools": null,

        "loadBalancerInboundNatRules": null,

        "name": "ipconfig1",

        "primary": true,

        "privateIpAddress": "192.168.1.4",

        "privateIpAddressVersion": "IPv4",

        "privateIpAllocationMethod": "Dynamic",

        "provisioningState": "Succeeded",

        "publicIpAddress": null,

        "resourceGroup": "CorporateDatacenterResourceGroup",

        "subnet": {

          "addressPrefix": null,

          "etag": null,

          "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi

rtualNetworks/CorporateDatacenterVnet/subnets/InsideSubnet",

          "ipConfigurations": null,

          "name": null,

          "networkSecurityGroup": null,

          "provisioningState": null,

          "resourceGroup": "CorporateDatacenterResourceGroup",

          "resourceNavigationLinks": null,

          "routeTable": null,

          "serviceEndpoints": null

        }

      }

    ],

    "location": "southcentralus",

    "macAddress": null,

    "name": "CSRAInsideInterface",

    "networkSecurityGroup": null,

    "primary": null,

    "provisioningState": "Succeeded",

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "0f7ae52a-47c3-4563-9fe0-b1484e88296e",

    "tags": null,

    "type": "Microsoft.Network/networkInterfaces",

    "virtualMachine": null

  }

}

نم مسإ url لا لاثم اذه لمعتسي  .Azure ىلع ةرفوتملا CSR1000v روصلا درس
cisco:cisco-csr-1000v:16_7:16.7.120171201.
az vm image list --all --publisher Cisco --offer cisco-csr-1000v

[

  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "16_5",

    "urn": "cisco:cisco-csr-1000v:16_5:16.5.120170418",

    "version": "16.5.120170418"

  },

  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "16_5",

    "urn": "cisco:cisco-csr-1000v:16_5:16.5.220171128",

    "version": "16.5.220171128"

  },
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  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "16_6",

    "urn": "cisco:cisco-csr-1000v:16_6:16.6.120170804",

    "version": "16.6.120170804"

  },

  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "16_6",

    "urn": "cisco:cisco-csr-1000v:16_6:16.6.220171219",

    "version": "16.6.220171219"

  },

  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "16_7",

    "urn": "cisco:cisco-csr-1000v:16_7:16.7.120171201",

    "version": "16.7.120171201"

  },

  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "3_16",

    "urn": "cisco:cisco-csr-1000v:3_16:3.16.420170208",

    "version": "3.16.420170208"

  },

  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "3_16",

    "urn": "cisco:cisco-csr-1000v:3_16:3.16.520170215",

    "version": "3.16.520170215"

  },

  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "csr-azure-byol",

    "urn": "cisco:cisco-csr-1000v:csr-azure-byol:16.40.120170206",

    "version": "16.40.120170206"

  },

  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "csr-azure-byol",

    "urn": "cisco:cisco-csr-1000v:csr-azure-byol:3.16.0",

    "version": "3.16.0"

  },

  {

    "offer": "cisco-csr-1000v",

    "publisher": "cisco",

    "sku": "csr-azure-byol",

    "urn": "cisco:cisco-csr-1000v:csr-azure-byol:3.16.2",

    "version": "3.16.2"

  }

]

.ةروصلل url مسا مادختساب CSR1000v رشنب مق
$ az vm create --resource-group CorporateDatacenterResourceGroup --name CSRA --location

southcentralus --image cisco:cisco-csr-1000v:16_7:16.7.120171201 --nics

CSRAOutsideInterface CSRAInsideInterface --admin-username cisco --admin-password

"Cisco1234567" --authentication-type password

 Running ..
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{

  "fqdns": "",

  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Compute/vi

rtualMachines/CSRA",

  "location": "southcentralus",

  "macAddress": "00-0D-3A-5D-83-58,00-0D-3A-5D-89-27",

  "powerState": "VM running",

  "privateIpAddress": "192.168.2.4,192.168.1.4",

  "publicIpAddress": "40.124.43.82",

  "resourceGroup": "CorporateDatacenterResourceGroup",

  "zones": ""

}

 .ديدجلا CSR1000v زارطلا قلطني ،ةليلق قئاقد دعب
$ az vm list --resource-group CorporateDatacenterResourceGroup --show-details --output

table

Name          ResourceGroup    PowerState    PublicIps      Fqdns    Location    Zones

------------  ---------------  ------------  -------------  -------  ----------  -------

CSRA  CorporateDatacenterResourceGroup       VM running    40.124.43.82

southcentralus

.فئاظولا نم ققحتو CSR1000v ىلإ لوخدلا ليجستب مق
$ ssh cisco@40.124.43.82

The authenticity of host '40.124.43.82 (40.124.43.82)' can't be established.

RSA key fingerprint is SHA256:q33FHw7RlkDn

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '40.124.43.82' (RSA) to the list of known hosts.

Password:

CSRA#

CSRA#show ip interface brief

Interface IP-Address OK? Method Status Protocol

GigabitEthernet1 192.168.2.4 YES DHCP up up

GigabitEthernet2 192.168.1.4 YES DHCP up up

  

6.

.يناثلا CSR1000v هجوملا ءاشنإب مق .7 ةوطخلا

.ماعلا IP ناونع ءاشنإب مق
$ az network public-ip create --name CSRBPublicIP --resource-group

CorporateDatacenterResourceGroup --idle-timeout 30 --allocation-method Static

{

  "publicIp": {

    "dnsSettings": null,

    "etag": "W/\"f0f98dac-ea56-4efe-8da6-81a221ac3474\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu

blicIPAddresses/CSRB",

    "idleTimeoutInMinutes": 30,

    "ipAddress": "23.100.122.102",

    "ipConfiguration": null,

    "ipTags": [],

    "location": "southcentralus",

    "name": "CSRBPublicIP",

    "provisioningState": "Succeeded",

    "publicIpAddressVersion": "IPv4",

    "publicIpAllocationMethod": "Static",
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    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "aa03bc26-22df-4696-bd77-ca29df029d7d",

    "sku": {

      "name": "Basic",

      "tier": "Regional"

    },

    "tags": null,

    "type": "Microsoft.Network/publicIPAddresses",

    "zones": null

  }

}

.اهب ماعلا IP ناونع طبرو ةيجراخلا (NIC) ةكبشلا ةهجاو ةقاطب ءاشنإب مق
$ az network nic create --name CSRBOutsideInterface --resource-group

CorporateDatacenterResourceGroup --subnet OutsideSubnet --vnet CorporateDatacenterVnet  --

public-ip-address CSRBPublicIP

{

  "NewNIC": {

    "dnsSettings": {

      "appliedDnsServers": [],

      "dnsServers": [],

      "internalDnsNameLabel": null,

      "internalDomainNameSuffix": "gllzkplk2sxe5i0l1ccksytfab.jx.internal.cloudapp.net",

      "internalFqdn": null

    },

    "enableAcceleratedNetworking": false,

    "enableIpForwarding": false,

    "etag": "W/\"ee0a0b41-42f6-4ac2-91c2-xxxxxxxxxxxx\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/CSRBOutsideInterface",

    "ipConfigurations": [

      {

        "applicationGatewayBackendAddressPools": null,

        "applicationSecurityGroups": null,

        "etag": "W/\"ee0a0b41-42f6-4ac2-91c2-xxxxxxxxxxxx\"",

        "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/CSRBOutsideInterface/ipConfigurations/ipconfig1",

        "loadBalancerBackendAddressPools": null,

        "loadBalancerInboundNatRules": null,

        "name": "ipconfig1",

        "primary": true,

        "privateIpAddress": "192.168.2.5",

        "privateIpAddressVersion": "IPv4",

        "privateIpAllocationMethod": "Dynamic",

        "provisioningState": "Succeeded",

        "publicIpAddress": {

          "dnsSettings": null,

          "etag": null,

          "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu

blicIPAddresses/CSRBPublicIP",

          "idleTimeoutInMinutes": null,

          "ipAddress": null,

          "ipConfiguration": null,

          "ipTags": null,

          "location": null,

          "name": null,

          "provisioningState": null,

          "publicIpAddressVersion": null,

          "publicIpAllocationMethod": null,

          "resourceGroup": "CorporateDatacenterResourceGroup",

          "resourceGuid": null,
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          "sku": null,

          "tags": null,

          "type": null,

          "zones": null

        },

        "resourceGroup": "CorporateDatacenterResourceGroup",

        "subnet": {

          "addressPrefix": null,

          "etag": null,

          "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi

rtualNetworks/CorporateDatacenterVnet/subnets/OutsideSubnet",

          "ipConfigurations": null,

          "name": null,

          "networkSecurityGroup": null,

          "provisioningState": null,

          "resourceGroup": "CorporateDatacenterResourceGroup",

          "resourceNavigationLinks": null,

          "routeTable": null,

          "serviceEndpoints": null

        }

      }

    ],

    "location": "southcentralus",

    "macAddress": null,

    "name": "CSRBOutsideInterface",

    "networkSecurityGroup": null,

    "primary": null,

    "provisioningState": "Succeeded",

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "c3f05156-ad07-4abd-a006-xxxxxxxxxxxx",

    "tags": null,

    "type": "Microsoft.Network/networkInterfaces",

    "virtualMachine": null

  }

}

.ةيلخادلا (NIC) ةكبشلا ةهجاو ةقاطب ءاشنإب مق
$ az network nic create --name CSRBInsideInterface --resource-group

CorporateDatacenterResourceGroup --subnet InsideSubnet --vnet CorporateDatacenterVnet

{

  "NewNIC": {

    "dnsSettings": {

      "appliedDnsServers": [],

      "dnsServers": [],

      "internalDnsNameLabel": null,

      "internalDomainNameSuffix": "zkplk2sxe5i0l1ccksytfab.jx.internal.cloudapp.net",

      "internalFqdn": null

    },

    "enableAcceleratedNetworking": false,

    "enableIpForwarding": false,

    "etag": "W/\"15edf738-fc77-431c-80f3-xxxxxxxxxxxx\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/CSRBInsideInterface",

    "ipConfigurations": [

      {

        "applicationGatewayBackendAddressPools": null,

        "applicationSecurityGroups": null,

        "etag": "W/\"15edf738-fc77-431c-80f3-xxxxxxxxxxxx\"",

        "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/CSRBInsideInterface/ipConfigurations/ipconfig1",

        "loadBalancerBackendAddressPools": null,
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        "loadBalancerInboundNatRules": null,

        "name": "ipconfig1",

        "primary": true,

        "privateIpAddress": "192.168.1.5",

        "privateIpAddressVersion": "IPv4",

        "privateIpAllocationMethod": "Dynamic",

        "provisioningState": "Succeeded",

        "publicIpAddress": null,

        "resourceGroup": "CorporateDatacenterResourceGroup",

        "subnet": {

          "addressPrefix": null,

          "etag": null,

          "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi

rtualNetworks/CorporateDatacenterVnet/subnets/InsideSubnet",

          "ipConfigurations": null,

          "name": null,

          "networkSecurityGroup": null,

          "provisioningState": null,

          "resourceGroup": "CorporateDatacenterResourceGroup",

          "resourceNavigationLinks": null,

          "routeTable": null,

          "serviceEndpoints": null

        }

      }

    ],

    "location": "southcentralus",

    "macAddress": null,

    "name": "CSRBInsideInterface",

    "networkSecurityGroup": null,

    "primary": null,

    "provisioningState": "Succeeded",

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "085c88fc-9e78-49be-a5a7-xxxxxxxxxxxx",

    "tags": null,

    "type": "Microsoft.Network/networkInterfaces",

    "virtualMachine": null

  }

}

-Cisco:Cisco-CSR اهسفن ةروصلا مادختساب CSR1000v يناثلا لوحملا رشنب مق
1000v:16_7:16.7.120171201.   
$ az vm create --resource-group CorporateDatacenterResourceGroup --name CSRB --location

southcentralus --image cisco:cisco-csr-1000v:16_7:16.7.120171201 --nics

CSRBOutsideInterface CSRBInsideInterface --admin-username cisco --admin-password

"Cisco1234567" --authentication-type password

{

  "fqdns": "",

  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Compute/vi

rtualMachines/CSRB",

  "location": "southcentralus",

  "macAddress": "00-0D-3A-5D-8C-51,00-0D-3A-5D-85-2A",

  "powerState": "VM running",

  "privateIpAddress": "192.168.2.5,192.168.1.5",

  "publicIpAddress": "23.100.122.102",

  "resourceGroup": "CorporateDatacenterResourceGroup",

  "zones": ""

} 

4.

لاثملا اذه مدختسي  .6 ةوطخ يف ءارجإ هسفن لا عم VM فيضم تقلخ .8 ةوطخلا
UbuntuLTS.



.ماعلا IP ناونع ءاشنإب مق
$ az network public-ip create --name VMHostPublicIP --resource-group

CorporateDatacenterResourceGroup --idle-timeout 30 --allocation-method Static

{

  "publicIp": {

    "dnsSettings": null,

    "etag": "W/\"5943a230-1eeb-4cf0-b856-xxxxxxxxxxxx\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu

blicIPAddresses/VMHostPublicIP",

    "idleTimeoutInMinutes": 30,

    "ipAddress": "104.215.77.207",

    "ipConfiguration": null,

    "ipTags": [],

    "location": "southcentralus",

    "name": "VMHostPublicIP",

    "provisioningState": "Succeeded",

    "publicIpAddressVersion": "IPv4",

    "publicIpAllocationMethod": "Static",

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "ea19c10a-2fd3-498f-b984-xxxxxxxxxxxx",

    "sku": {

      "name": "Basic",

      "tier": "Regional"

    },

    "tags": null,

    "type": "Microsoft.Network/publicIPAddresses",

    "zones": null

  }

}

1.

ةيجراخلا ةيعرفلا ةكبشلا طبرو ةيجراخلا (NIC) ةكبشلا ةهجاو ةقاطب ءاشنإب مق
ةكبشلا ةهجاو تاقاطبب ةطبترم ةيعرفلا تاكبشلا نوكت امدنع  .اهب ماعلا IP ناونعو
(NICs)، ناونع نييعت متي IP ةكبشلا ةهجاو ةقاطب ىلإ ايئاقلت (NIC). لاثملا اذه يف،
هنييعت مت يذلا IP ناونعو 192.168.2.0/24 يه ةيجراخلا ةيعرفلا ةكبشلا نوكت
.192.168.2.6 وه (NIC) ةكبشلا ةهجاو ةقاطبل ايئاقلت
$ az network nic create --name VMHostOutsideInterface --resource-group

CorporateDatacenterResourceGroup --subnet OutsideSubnet --vnet CorporateDatacenterVnet  --

public-ip-address VMHostPublicIP

{

  "NewNIC": {

    "dnsSettings": {

      "appliedDnsServers": [],

      "dnsServers": [],

      "internalDnsNameLabel": null,

      "internalDomainNameSuffix": "gzkplk2sxe5i0l1ccksytfab.jx.internal.cloudapp.net",

      "internalFqdn": null

    },

    "enableAcceleratedNetworking": false,

    "enableIpForwarding": false,

    "etag": "W/\"2c70c97b-6470-42c8-b481-xxxxxxxxxxxx\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/VMHostOutsideInterface",

    "ipConfigurations": [

      {

        "applicationGatewayBackendAddressPools": null,

        "applicationSecurityGroups": null,

        "etag": "W/\"2c70c97b-6470-42c8-b481-xxxxxxxxxxxx\"",

        "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/VMHostOutsideInterface/ipConfigurations/ipconfig1",

        "loadBalancerBackendAddressPools": null,
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        "loadBalancerInboundNatRules": null,

        "name": "ipconfig1",

        "primary": true,

        "privateIpAddress": "192.168.2.6",

        "privateIpAddressVersion": "IPv4",

        "privateIpAllocationMethod": "Dynamic",

        "provisioningState": "Succeeded",

        "publicIpAddress": {

          "dnsSettings": null,

          "etag": null,

          "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/pu

blicIPAddresses/VMHostPublicIP",

          "idleTimeoutInMinutes": null,

          "ipAddress": null,

          "ipConfiguration": null,

          "ipTags": null,

          "location": null,

          "name": null,

          "provisioningState": null,

          "publicIpAddressVersion": null,

          "publicIpAllocationMethod": null,

          "resourceGroup": "CorporateDatacenterResourceGroup",

          "resourceGuid": null,

          "sku": null,

          "tags": null,

          "type": null,

          "zones": null

        },

        "resourceGroup": "CorporateDatacenterResourceGroup",

        "subnet": {

          "addressPrefix": null,

          "etag": null,

          "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi

rtualNetworks/CorporateDatacenterVnet/subnets/OutsideSubnet",

          "ipConfigurations": null,

          "name": null,

          "networkSecurityGroup": null,

          "provisioningState": null,

          "resourceGroup": "CorporateDatacenterResourceGroup",

          "resourceNavigationLinks": null,

          "routeTable": null,

          "serviceEndpoints": null

        }

      }

    ],

    "location": "southcentralus",

    "macAddress": null,

    "name": "VMHostOutsideInterface",

    "networkSecurityGroup": null,

    "primary": null,

    "provisioningState": "Succeeded",

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "89588a04-6ba6-467d-a86f-xxxxxxxxxxxx",

    "tags": null,

    "type": "Microsoft.Network/networkInterfaces",

    "virtualMachine": null

  }

}

.ةيلخادلا (NIC) ةكبشلا ةهجاو ةقاطب ءاشنإب مق
$ az network nic create --name VMHostInsideInterface --resource-group

3.



CorporateDatacenterResourceGroup --subnet InsideSubnet --vnet CorporateDatacenterVnet

{

  "NewNIC": {

    "dnsSettings": {

      "appliedDnsServers": [],

      "dnsServers": [],

      "internalDnsNameLabel": null,

      "internalDomainNameSuffix": "zkplk2sxe5i0l1ccksytfab.jx.internal.cloudapp.net",

      "internalFqdn": null

    },

    "enableAcceleratedNetworking": false,

    "enableIpForwarding": false,

    "etag": "W/\"dda7eacf-4670-40c2-999c-xxxxxxxxxxxx\"",

    "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/VMHostInsideInterface",

    "ipConfigurations": [

      {

        "applicationGatewayBackendAddressPools": null,

        "applicationSecurityGroups": null,

        "etag": "W/\"dda7eacf-4670-40c2-999c-xxxxxxxxxxxx\"",

        "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ne

tworkInterfaces/VMHostInsideInterface/ipConfigurations/ipconfig1",

        "loadBalancerBackendAddressPools": null,

        "loadBalancerInboundNatRules": null,

        "name": "ipconfig1",

        "primary": true,

        "privateIpAddress": "192.168.1.6",

        "privateIpAddressVersion": "IPv4",

        "privateIpAllocationMethod": "Dynamic",

        "provisioningState": "Succeeded",

        "publicIpAddress": null,

        "resourceGroup": "CorporateDatacenterResourceGroup",

        "subnet": {

          "addressPrefix": null,

          "etag": null,

          "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/vi

rtualNetworks/CorporateDatacenterVnet/subnets/InsideSubnet",

          "ipConfigurations": null,

          "name": null,

          "networkSecurityGroup": null,

          "provisioningState": null,

          "resourceGroup": "CorporateDatacenterResourceGroup",

          "resourceNavigationLinks": null,

          "routeTable": null,

          "serviceEndpoints": null

        }

      }

    ],

    "location": "southcentralus",

    "macAddress": null,

    "name": "VMHostInsideInterface",

    "networkSecurityGroup": null,

    "primary": null,

    "provisioningState": "Succeeded",

    "resourceGroup": "CorporateDatacenterResourceGroup",

    "resourceGuid": "8ef12cdd-cc31-432e-99cf-xxxxxxxxxxxx",

    "tags": null,

    "type": "Microsoft.Network/networkInterfaces",

    "virtualMachine": null

  }

}



.UbuntuLTS لاثملا اذه مدختسي .Ubuntu VM زاهج رشنب مق
az vm image list --output table

You are viewing an offline list of images, use --all to retrieve an up-to-date list

Offer          Publisher               Sku                 Urn

UrnAlias             Version

-------------  ----------------------  ------------------  --------------------------------

------------------------------  -------------------  ---------

CentOS         OpenLogic               7.3                 OpenLogic:CentOS:7.3:latest

CentOS               latest

CoreOS         CoreOS                  Stable              CoreOS:CoreOS:Stable:latest

CoreOS               latest

Debian         credativ                8                   credativ:Debian:8:latest

Debian               latest

openSUSE-Leap  SUSE                    42.3                SUSE:openSUSE-Leap:42.3:latest

openSUSE-Leap        latest

RHEL           RedHat                  7.3                 RedHat:RHEL:7.3:latest

RHEL                 latest

SLES           SUSE                    12-SP2              SUSE:SLES:12-SP2:latest

SLES                 latest

UbuntuServer   Canonical               16.04-LTS           Canonical:UbuntuServer:16.04-

LTS:latest                         UbuntuLTS            latest

WindowsServer  MicrosoftWindowsServer  2016-Datacenter

MicrosoftWindowsServer:WindowsServer:2016-Datacenter:latest     Win2016Datacenter    latest

WindowsServer  MicrosoftWindowsServer  2012-R2-Datacenter

MicrosoftWindowsServer:WindowsServer:2012-R2-Datacenter:latest  Win2012R2Datacenter  latest

WindowsServer  MicrosoftWindowsServer  2012-Datacenter

MicrosoftWindowsServer:WindowsServer:2012-Datacenter:latest     Win2012Datacenter    latest

WindowsServer  MicrosoftWindowsServer  2008-R2-SP1

MicrosoftWindowsServer:WindowsServer:2008-R2-SP1:latest         Win2008R2SP1         latest

$ az vm create --resource-group CorporateDatacenterResourceGroup --name VmHost --location

southcentralus --image UbuntuLTS --admin-user cisco --admin-password Cisco1234567 --nics

VMHostOutsideInterface VMHostInsideInterface --authentication-type password

{

"fqdns": "",

"id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Compute/vi

rtualMachines/VmHost",

"location": "southcentralus",

"macAddress": "00-0D-3A-5D-B7-CB,00-0D-3A-5D-B8-9B",

"powerState": "VM running",

"privateIpAddress": "192.168.2.6,192.168.1.6",

"publicIpAddress": "104.215.77.207",

"resourceGroup": "CorporateDatacenterResourceGroup",

"zones": ""

}

4.

.(VM) ةيضارتفالا ةزهجألاو هيجوتلا لوادج ىلإ تاراسم ةفاضإ .9 ةوطخلا

CSR ربع رورملا ةكرح هيجوتل ةيلخادلا ةيعرفلا ةكبشلل يضارتفا راسم ةفاضإب مق
A ناونع نييعت قيرط نع IP ىلع كلذب مايقلا متيو .192.168.1.4 ىلع يلاتلا لجنجلل
InsideRouteTable.
$ az network route-table route create --address-prefix 8.8.8.8/32 --name default_route --

next-hop-type VirtualAppliance --resource-group CorporateDatacenterResourceGroup --route-

table-name InsideRouteTable --next-hop-ip-address 192.168.1.4

{

  "addressPrefix": "8.8.8.8/32",

  "etag": "W/\"ef9e650a-5d70-455d-b958-5a0efc07e7ad\"",

1.



  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro

uteTables/InsideRouteTable/routes/default_route",

  "name": "default_route",

  "nextHopIpAddress": "192.168.1.4",

  "nextHopType": "VirtualAppliance",

  "provisioningState": "Succeeded",

  "resourceGroup": "CorporateDatacenterResourceGroup"

}

ىلع تنرتنإلا ىلإ لوصولل ةكبشلا يف رورملا ةكرحل راسم ةفاضإب مق
ExternalRouteTable.
$ az network route-table route create --address-prefix 8.8.8.8/32 --name internet --next-

hop-type Internet --resource-group CorporateDatacenterResourceGroup --route-table-name

OutsideRouteTable

{

  "addressPrefix": "8.8.8.8/32",

  "etag": "W/\"d2c7e32e-8d32-4856-a3a6-xxxxxxxxxxxx\"",

  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro

uteTables/OutsideRouteTable/routes/internet",

  "name": "internet",

  "nextHopIpAddress": null,

  "nextHopType": "Internet",

  "provisioningState": "Succeeded",

  "resourceGroup": "CorporateDatacenterResourceGroup"

}

2.

نم رورملا ةكرح رابجإل راسم ةفاضإو Ubuntu يرهاظلا زاهجلا ىلإ لوخدلا ليجستب مق
لوألا IP ناونع ايئاقلت Azure راسم لودج مدختسي  .8.8.8.8 ىلإ ةيلخادلا ةهجاولا لالخ
يه (ETH1) ةيلخادلا ةهجاولل ةيعرفلا ةكبشلا  .هل ةباوبك ةيعرف ةكبش يف
.VM فيضملل يضارتفالا GW ناونع وه 192.168.1.1 نأ ينعي امم 192.168.1.0/24
$ ifconfig

eth0 Link encap:Ethernet HWaddr 00:0d:3a:5d:b7:cb

inet addr:192.168.2.6 Bcast:192.168.2.255 Mask:255.255.255.0

inet6 addr: fe80::20d:3aff:fe5d:b7cb/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3986 errors:0 dropped:0 overruns:0 frame:0

TX packets:2881 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:3475393 (3.4 MB) TX bytes:592740 (592.7 KB)

eth1 Link encap:Ethernet HWaddr 00:0d:3a:5d:b8:9b

inet addr:192.168.1.6 Bcast:192.168.1.255 Mask:255.255.255.0

inet6 addr: fe80::20d:3aff:fe5d:b89b/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:2 errors:0 dropped:0 overruns:0 frame:0

TX packets:14 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:762 (762.0 B) TX bytes:1620 (1.6 KB)

$ sudo route add -host 8.8.8.8 gw 192.168.1.1 dev eth1

$ route -n

Kernel IP routing table

Destination     Gateway         Genmask         Flags Metric Ref    Use Iface

0.0.0.0         192.168.2.1     0.0.0.0         UG    0      0        0 eth0

8.8.8.8         192.168.1.1     255.255.255.255 UGH   0      0        0 eth1

168.63.129.16   192.168.2.1     255.255.255.255 UGH   0      0        0 eth0

169.254.169.254 192.168.2.1     255.255.255.255 UGH   0      0        0 eth0

192.168.1.0     0.0.0.0         255.255.255.0   U     0      0        0 eth1

3.



192.168.2.0     0.0.0.0         255.255.255.0   U     0      0        0 eth0

(CIDR IP ةفاضإ) بلاقلا
redundancy

 cloud provider azure 100

  bfd peer

  route-table InsideRoutetable

  default-gateway ip

  cidr ip 8.8.8.8/32

  app-key

  subscription-id

  app-id

  tenant-id

  resource-group CorporateDatacenterResourceGroup

لاصتا رابتخال 10 ةوطخلا يف CSR1000V تاهجوم ىلع NAT نيوكت بجي :ةظحالم
متي  .HA ل CSR1000V تاهجوم نيوكت 14-10 تاوطخلا يطغت :ةظحالم.(8.8.8.8) تنرتنإلا
نم اءدب Microsoft Azure ل Cisco CSR 1000V رشن ليلد نم ةرصتخملا تاوطخلا ريفوت
.ةلماكلا ليصافتلا ىلع لوصحلل ليلدلا ةرايزب مق .ةقث عمجت نيوكت

.CSR1000v تاهجوم نيوكتب مق .10 ةوطخلا

CSR1000v تاهجوم نم لك ىلع ةقث عمجت نيوكت
Router#config t

Enter configuration commands, one per line.  End with CNTL/Z.

Router(config)#crypto pki trustpool import url

http://www.cisco.com/security/pki/trs/ios.p7b

Reading file from http://www.cisco.com/security/pki/trs/ios.p7b

Loading http://www.cisco.com/security/pki/trs/ios.p7b !!!

% PEM files import succeeded.

1.

هيجوتلا ةداعإ فاشتكا نيكمتو Cisco CSR 1000V تاهجوم نيب IPsec قفن نيوكتب مق
تاهجوملا نيب قفنلا ىلع (BGP وأ EIGRP) هيجوت لوكوتوربو (BFD) هاجتإلا يئانث
ماعلا IP ناونع وه نيوكتلا يف قفنلا ةهجو ناونع :ةظحالم .ريظنلا لشف نع فشكلل
CSRA نيوكت.peer CSR ل
crypto isakmp policy 1

 encr aes 256

 authentication pre-share

crypto isakmp key cisco address 0.0.0.0

!

crypto ipsec transform-set uni-perf esp-aes 256 esp-sha-hmac

 mode tunnel

!

crypto ipsec profile vti-1

 set security-association lifetime kilobytes disable

 set security-association lifetime seconds 86400

 set transform-set uni-perf

 set pfs group2

!

interface Tunnel1

 ip address 192.168.101.1 255.255.255.252

 bfd interval 500 min_rx 500 multiplier 3

 tunnel source GigabitEthernet1

 tunnel mode ipsec ipv4

 tunnel destination 23.100.122.102 /* Public IP of the peer CSR */

 tunnel protection ipsec profile vti-1

!

router eigrp 1

bfd all-interfaces

network 192.168.101.0

2.

/content/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html


CSRB نيوكت 
crypto isakmp policy 1

 encr aes 256

 authentication pre-share

crypto isakmp key cisco address 0.0.0.0

!

crypto ipsec transform-set uni-perf esp-aes 256 esp-sha-hmac

 mode tunnel

!

crypto ipsec profile vti-1

 set security-association lifetime kilobytes disable

 set security-association lifetime seconds 86400

 set transform-set uni-perf

 set pfs group2

!

interface Tunnel1

 ip address 192.168.101.2 255.255.255.252

 bfd interval 500 min_rx 500 multiplier 3

 tunnel source GigabitEthernet1

 tunnel mode ipsec ipv4

 tunnel destination 40.124.43.82 /* Public IP of the peer CSR */

 tunnel protection ipsec profile vti-1

!

router eigrp 1

bfd all-interfaces

network 192.168.101.0

نم اذه .CSR1000v تاهجوم نم لك ىلع هيجوتلاو NAT ل هسفن نيوكتلا مادختسإ متي
.ةيلخادلا ةهجاولا لالخ نم reachability تنرتنإ VM لجأ
interface GigabitEthernet1

 ip nat outside

!

interface GigabitEthernet2

 ip nat inside

!

ip nat inside source list 10 interface GigabitEthernet1 overload

access-list 10 permit 192.168.1.0 0.0.0.255 /* Translating the inside subnet of the VM */

!

ip route 0.0.0.0 0.0.0.0 192.168.2.1

ip route 192.168.1.0 255.255.255.0 GigabitEthernet2 192.168.1.1

3.

قيبطتلل حمسا ،AzureCLI يف  .راسم لودجل (IAM) لوصولا مكحت رصانع ةفاضإ
(CSRA و CSRB) ليدعتب InsideRouteTable يف Azure فرعم ظحال .لشفلا زواجت ءانثأ
InsideRouteTable يلاتلا مسقلا يف تاقاطنلا— رايخك همادختسإ متيس يذلا.
$ az network route-table show --resource-group CorporateDatacenterResourceGroup --name

InsideRoutetable

{

  "disableBgpRoutePropagation": false,

  "etag": "W/\"f0c85464-bba0-465a-992a-xxxxxxxxxxxx\"",

  "id": "/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro

uteTables/InsideRoutetable",

  "location": "southcentralus",

  "name": "InsideRoutetable",

...

(كارتشالا فرعم ةفاضإ) بلاقلا
redundancy

 cloud provider azure 100

  bfd peer

  route-table InsideRoutetable

  default-gateway ip

  cidr ip 8.8.8.8/32

4.



  app-key

  subscription-id 09e13fd4-xxxx-xxxx-xxxx-xxxxxxxxxxxx

  app-id

  tenant-id

  resource-group CorporateDatacenterResourceGroup

نم فرعملا لقح نم تاقاطنلا— رايخ ذخأ متي .InsideRouteTable ل IAM رود ءاشنإب مق
.id رجأتسملاو ،(app-key وه يذلاو) app-id، password ظحال .قباسلا جارخإلا
$ az ad sp create-for-rbac -n "InsideRouteTableIAM" --role "network contributor" --scopes

/subscriptions/09e13fd4-def2-46aa-xxxx-

xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResourceGroup/providers/Microsoft.Network/ro

uteTables/InsideRoutetable --years 2099

{

"appId": "576dd4f1-c08d-xxxx-xxxx-xxxxxxxxxxxxx",

"displayName": "InsideRouteTableIAM",

"name": "http://InsideRouteTableIAM",

"password": "aaafc573-e84e-42ac-b4e3-xxxxxxxxxxxxx",

"tenant": "ae49849c-2622-xxxx-xxxx-xxxxxxxxxxxxx"

}

(رجأتسم فرعمو قيبطت فرعمو قيبطت حاتفم ةفاضإ) بلاقلا
redundancy

 cloud provider azure 100

  bfd peer

  route-table InsideRoutetable

  default-gateway ip

  cidr ip 8.8.8.8/32

  app-key aaafc573-e84e-42ac-b4e3-xxxxxxxxxxxxx

  subscription-id 09e13fd4-xxxx-xxxx-xxxx-xxxxxxxxxxxx

  app-id 576dd4f1-c08d-46b9-cccc-xxxxxxxxxxxxx

  tenant-id ae49849c-2622-xxxx-xxxx-xxxxxxxxxxxxx

  resource-group CorporateDatacenterResourceGroup

5.

الك ىلع نيوكتلا نيب ديحولا قرفلا  .نيهجوملا الك ىلع ةباحسلا راركت نيوكت
CSRA نيوكت .يضارتفالا لخدملاو BFD رئاظن وه نيهجوملا
redundancy

 cloud provider azure 100

  bfd peer 192.168.101.2

  route-table InsideRoutetable

  default-gateway ip 192.168.1.4

  cidr ip 8.8.8.8/32

  app-key aaafc573-e84e-42ac-b4e3-xxxxxxxxxxxxx

  subscription-id 09e13fd4-xxxx-xxxx-xxxx-xxxxxxxxxxxx

  app-id 576dd4f1-c08d-46b9-cccc-xxxxxxxxxxxxx

  tenant-id ae49849c-2622-xxxx-xxxx-xxxxxxxxxxxxx

  resource-group CorporateDatacenterResourceGroup

CSRB نيوكت
redundancy

 cloud provider azure 100

  bfd peer 192.168.101.1

  route-table InsideRoutetable

  default-gateway ip 192.168.1.5

  cidr ip 8.8.8.8/32

  app-key aaafc573-e84e-42ac-b4e3-xxxxxxxxxxxxx

  subscription-id 09e13fd4-xxxx-xxxx-xxxx-xxxxxxxxxxxx

  app-id 576dd4f1-c08d-46b9-cccc-xxxxxxxxxxxxx

  tenant-id ae49849c-2622-xxxx-xxxx-xxxxxxxxxxxxx

  resource-group CorporateDatacenterResourceGroup

6.

يلاعلا رفوتلا نم ققحتلا

.ةباحسلاو BFD تانيوكت نم ققحت
CSRA#show ip interface brief

1.



Interface              IP-Address      OK? Method Status                Protocol

GigabitEthernet1       192.168.2.4     YES DHCP   up                    up

GigabitEthernet2       192.168.1.4     YES DHCP   up                    up

Tunnel1                192.168.101.1   YES manual up                    up

CSRB#show ip interface brief

Interface              IP-Address      OK? Method Status                Protocol

GigabitEthernet1       192.168.2.5     YES DHCP   up                    up

GigabitEthernet2       192.168.1.5     YES DHCP   up                    up

Tunnel1                192.168.101.2   YES NVRAM  up                    up

CSRA#show bfd neighbors

IPv4 Sessions

NeighAddr                              LD/RD         RH/RS     State     Int

192.168.101.2                        4097/4097       Up        Up        Tu1

CSRA#show redundancy cloud provider azure 100

Cloud HA: work_in_progress=FALSE

Provider : AZURE node 100

  State : idle

  BFD peer     = 192.168.101.2

  BFD intf     = Tunnel1

  resource group  = CorporateDatacenterResourceGroup

  subscription id = 09e13fd4-def2-46aa-xxxx-xxxxxxxxxxxx

  tenant id = ae49849c-2622-4d45-b95e-xxxxxxxxxxxx

  application id = 1e0f69c3-b6aa-46cf-b5f9-xxxxxxxxxxxx

  application key = aaafc573-e84e-42ac-b4e3-xxxxxxxxxxxxx

  route-table  = InsideRoutetable

  cidr         = 8.8.8.8/32

  Default Gateway IP = 192.168.1.4

لالخ نم لاصتالا رابتخإ نأ نم دكأت .ةياغلا ىلإ VM لا نم traceroute و زيزأ ةيلمع تضكر
.ةيلخادلا ETH1 ةهجاو
$ ping -I eth1 8.8.8.8

PING 8.8.8.8 (8.8.8.8) from 192.168.1.6 eth1: 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=54 time=10.5 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl=54 time=10.6 ms 

$ traceroute 8.8.8.8

traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets

 1  192.168.1.4 (192.168.1.4)  1.516 ms  1.503 ms  1.479 ms

cisco@VmHost:~$ ping -I eth1 8.8.8.8

PING 8.8.8.8 (8.8.8.8) from 192.168.1.6 eth1: 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=117 time=10.3 ms

64 bytes from 8.8.8.8: icmp_seq=2 ttl=117 time=10.3 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=117 time=10.3 ms

64 bytes from 8.8.8.8: icmp_seq=4 ttl=117 time=10.2 ms

2.

.ةيلخادلا CSRA ةهجاو لالخ نم 8.8.8.8 ىلإ VM نم راسملا نأ Traceroute حضوي
cisco@VmHost:~$ sudo traceroute -I 8.8.8.8

traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets

 1  192.168.1.4 (192.168.1.4)  34.003 ms  34.000 ms  33.998 ms

3.

.لشفلا زواجت ةاكاحمل CSRA ب ةصاخلا 1 قفنلا ةهجاو ليغشت فاقيإب مق
CSRA#config t

Enter configuration commands, one per line.  End with CNTL/Z.

CSRA(config)#int tunnel1

CSRA(config-if)#sh

4.

.ةصاخلا CSRB ةهجاو لالخ نم نآلا قفدتت رورملا ةكرح نأ ظحال
cisco@VmHost:~$ sudo traceroute -I 8.8.8.8

5.



traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets

 1  192.168.1.5 (192.168.1.5)  1.294 ms  1.291 ms  1.290 ms

نع ريخأتلا ديزي الأ بجي .لشفلا دنع ريخأت يف Azure ةباحس ببستت دق :ةظحالم
  .ةدحاو ةقيقد

اهحالصإو ءاطخألا فاشكتسا

●.HA لشف زواجت ءانثأ لئاسرلا ةبقارمل ءاطخألا حيحصت نيكمتب مق

CSRA#debug redundancy cloud all

CSRA#debug ip http all

يتلا ةحلاصلا ريغ لوصولا مكحت رصانع ىلإ دامتعالا تانايبو ةقداصملا ءاطخأ عجرت
نم ىرخأ ةرم ققحت  .Azure راسم لودج ىلإ API تاءاعدتسإ ءارجإب CSR1000v ل حمست
.10 ةوطخلا يف ةبسانملا تافرعملا نيوكت

●

*Jul 13 23:29:53.365: CLOUD-HA : res content iov_len=449

iov_base={"error":"invalid_client","error_description":"AADSTS70002:

Error validating credentials. AADSTS50012: Invalid client secret is provided.\r\nTrace ID:

56873e4b-3781-4ee6-8bd9-xxxxxxxxxxxxx\r\n

Correlation ID: cce94817-29eb-4ebd-833a-\r\nTimestamp: 2018-07-13

23:29:54Z","error_codes":[70002,50012],"timestamp":"2018-07-13

23:29:54Z","trace_id":"56873e4b-3781-4ee6-8bd9-xxxxxxxxxxxxx","correlation_id":"cce94817-29eb-

4ebd-833a"}

ةلص تاذ تامولعم

Azure CLI 2.0●

●Microsoft Azure ل Cisco CSR 1000V رشن ليلد

●بنج ىلإ ابنج PowerShell و Azure CLI رماوأل ةبسانملا تاودألا رايتخإ

https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest
/content/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


