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Cisco 10S XR slJl_oshle 1165 e.

RP/ 0/ RSP1/ CPUO: ROA( admi n) #show license pools

Pool : Oaner

Feat ure: A9K-24X10- OPT- LI C A9K-24X10-VI D- LI C A9K-24X10G Al P- SE A9K- 24X10G Al P- TR
A9K- 2X100- OPT- LI C A9K- 2X100- VI D- LI C A9K- 2X100G Al P- SE A9K- 2X100G Al P- TR

A9K- 36X10- OPT- LI C A9K- 36X10- VI D- LI C A9K- 36X10G Al P- SE A9K- 36X10G Al P- TR

A9K- 400G Al P- SE A9K- 400G Al P- TR A9K- 400G OPT- LI C A9K-400G VID-LIC

A9K- 800G Al P- SE A9K- 800G Al P- TR A9K- 800G OPT- LI C A9K- 800G VID-LIC

A9K- ADV- OPTI C- LI C A9K- ADV- VI DEO- LI C A9K- Al P-LI G- B A9K- Al P-LI G E

RP/ 0/ RSP1/ CPUO: ROA( admi n) #show license allocated

Feat urel D: A9K-800G Al P- SE (Sl ot based, Pernmanent)

Total licenses 1
Status: Allocated 1
Pool : Owner
Total licenses in pool: 1
Status: Operational: 1
Locations with licenses: (Active/Allocated) [SDR]
0/ 0/ CPUO (0/1) [Owner]

ol spdu cubgsd pzp9es Bress pu 9l IJostsuo IJoddsss pu puvass EXEC. sJJuol
W0Y)6 g6 Jogvesdol pu puwess IUbLé 91J3s sgwss eds 1U8lses 1UIleds.

RP/ 0/ RSP1/ CPU0: ROA#show license ?

WORD Feature ID

active Currently checked-out/being used by applications.
allocated Allocated to a slot but not used.

avai l able Not currently active.

eval uation Display the evaluation |icenses.

expi red Di spl ay evaluation |licenses al ready expired.
| ocation Show i nformation for a specific |ocation

| og The operational or administrative |ogs.

| Cut put Modifiers

<cr>

IJosgsue IU3ds

Jp sup wpdsu ldojgsue 1U3ds wes 9dIdy o3l pl sgHuoo IJuble.

9eds IU)Ep pu £3p wbos® |..s oJd9su Iy pJud I.J.;',.(C_)..,sgé IJIgéo'Jlubé Ur?’PE J call_home
Suwwgde HTTPS. 9ldss suvs) 1Js g9l Cisco 1JgJwess oy pulds 316 1Jlubes. Hlze 1Jpejs>
eJs call_home Bs 98w Jlzg§ Bs o3l IJpuwows.

RP/ 0/ RSP1/ CPUO: ROA#show run call-home
% No such configuration iten(s)

RP/ 0/ RSP1/ CPU0: ROA#show call-home detail | i https
http proxy: Not yet set up
HTTP address(es): https://tools.cisco.conlits/servicel/oddce/services/DDCEService



J_JCUDSJ eds Idg> IJbos pu lJodssu: cpolz WEb |JUs IUgbsle 19 4. ip' wBds6 1Jgbyle
Bos JJeuesd eds Idpedsple sldezdd sldloJlg.

1.5¢de Bs bhé w03l [o):
RP/ 0/ RSP1/ CPUO: ROA( admi n- confi g) #1license smart enable
RP/ 0/ RSP1/ CPUO: ROA( adni n- conf i g) #commit
2. S5 90 EXEC Sp wodssu ldpiss pu ldeds: pod euslu ldusss IIJIe,gus: I
lwegse pd ldog) s IUIVo,los 03l 1U3s sop lugblge oddliss! gus wuwdss odysy
IJemd9d.
RP/ 0/ RSP1/ CPU0: ROA#show run call-home
cal | - home
service active
contact-emai | -addr sch-smart-1icensi ng@i sco.com
profile G scoTAC 1
active
destination transport-method http
3. Bs 92 IUbLo w8l pu luodl IJeydsue 1U3ds:
RP/ 0/ RSP1/ CPUO: ROA(admi n) #show license version
Cisco Smart Licensing Agent, Version 1.1.4 throttle/16
4. 58 Os blyo luwd9e. 03l oy
RP/ 0/ RSP1/ CPU0O: ROA(adm n) #license smart register idtoken
NjgyMWM2NDItMzI5My00YZzQ2LThmMDItMzhhNWI2Mzk2 YWUwWLTEOMzUzMzM3%
0aMDQWNDB8SWRzSGkvROA2MWZTZEhzK2RWUMJWMmMhOU1ZIa2tBVzBLZK11ZHhs%0AZGRPbz0%3D%0A ?

force Force Registration
<cr>

license smart register: Registration process is in progress. Please check
the syslog for the registration status and result

d§9p 1JIJps 1Jluulunss Wyuo wluwewsld IJ Ipedsele IJpeedds wldzols 1Jss wp
cuvzsde uwludl slddusle edsol. szw luvedsle §96 1JIJps IJluuluuss wubdd p2o9>
939 glJle gluos. 9usdl pu 3 spdu luweésle 9lgod puweése IJsse JIiIJs IJzols pu
lIJeuwle.

5. IJlgweedle gu 2lds 1Jg pdso:

RP/ 0/ RSP1/ CPUO: ROA(adm n) #show license register-status
Regi stration Status: Conpleted
Regi stration Start Tine: Wed Dec 17 2014 13:07: 23 PST
Next I D Cert Renew Tine: Mn Jun 15 2015 14:07: 45 PST
Next 1D Cert Expiration Time: Thu Dec 17 2015 13:01:41 PST
Last Response Tinme: Wed Dec 17 2014 13:07:45 PST
Last Response Message: OKi K

Il Jp oo 1Jelds 'edepd' Buwens Iduwlisd 1Ups2926 £Js 9226 IJozdp 9 syslog. Wspl
SJs uuwldé syslog IJulgzs:

RP/ 0/ RSP1/ CPUO: Dec 17 13:07:45.285 : licngr[310]: SMART_LI C 6- ACENT_REG_SUCCESS:
Smart Agent for Licensing Registration with Cisco licensing cloud successful
RP/ 0/ RSP1/ CPUO: Dec 17 13:08:18.357 : licngr[310]: SMART_LI C 3- QUT_OF_COWPLI ANCE:

One or nore entitlenents are out of conpliance':
6. Vs 03l IJuble: ould IJ9Jsd pu IUps)le IJos wp odssuel wobde o)lgsuo 9sUbS)
o3l 1JIg)lz 1Js 21Js "gsp IJesld §™:
RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license entitlement | i Tag | e Not | u sort
Tag: regid.2014-04.com ci sco. A9K- 24X10- OPT- LI C,
1. 0_66d3ccf 7- a374- 4409- a3f 9- 6bc56d645f 1c, Version: 1.0, Enforce Mde:
Qut of conpliance
Tag: regid.2014-04.com ci sco. A9K-24X10-VID- LI C, 1. 0_9f 03b94f - 3¢c76- 4a39- 82f 2
-1b53cdf 5cb15, Version: 1.0, Enforce Mdde: Qut of conpliance
Tag: regid.2014-04.com ci sco. A9K-24X10G Al P- TR, 1. 0_e5d7cec3- e8e3- 43c6- 88¢c9
-all3b76679f8, Version: 1.0, Enforce Mdde: Qut of conpliance
Tag: regid.2014-06. com ci sco. A9K- 2X100- OPT- LI C, 1. 0_0Of 74bb00- 42af - 4c4d- b162
-bcbh346¢7510a, Version: 1.0, Enforce Mdde: Qut of conpliance



Tag: regid.2014-06. com ci sco. A9K- 2X100-VID-LI C, 1. 0_a482b964- 6371- 4aad- 8e82
-2083c5749205, Version: 1.0, Enforce Mde: Qut of conpliance
Tag: regid.2014-06. com ci sco. A9K- 2X100G Al P- SE, 1. 0_ce447831- edaf - 4def - a98b
- 3297f ab65561, Version: 1.0, Enforce Mde: Qut of conpliance
Tag: regid.2014-06. com ci sco. A9K- 36X10- OPT- LI C, 1. 0_92a8597a- f 591- 4af c- adeb
-9b212ceellbe, Version: 1.0, Enforce Mde: Qut of conpliance
7. obyo B Ul low luwegedo BOS wigSU2 oddsds: s sedds luole ptod. odyy
9lzod yulo, 1Jlgle, (CLI) IUglL0d wldesgsue 1J3ds 19 1desgsuo IJoddsss pusd, s Ss
ls 98w pesu 9dsuw Jdlopl.sep luvedsle luwe IJogee Joubselououssd Idlzess.
sedud luwople et Sles JIJ pulb §8/28)lB8s6: 19 Suup 19 pubb §6 9 sOs6. 19
weeele pldsé 9odsl. 95pde JIJ Ly ds o @) s ouw B Ideuesd eds wslésue
Jed) Idzple. Jizh lsuol lue po Idgwed JJElss luwasle Idpuve s Idehbs Josd
Jorue Idoslzsue wsu ldezpsele ls cessiol Iy uddel sluols lesh IJeslksue I
wessyol 9ldsle widY o woegds wles s9u Ideueed eds |s puwless pu Ciscor wuvdd
puvodd: eds pol) Idywles.
RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license pool
Assi gned Pool Info: PATRICK NO LIC
8. 9pu oul W olesl szl [Juble -::JJ S9p pu IJwsle g odilissl. Vs zldo 2r9e gbJ.
selod Iduble JJ 20 58596 Jpso hog uwlelo Sp o6 91236 WO 1Js9p Jpd6 30 S9pl. swp
bolgs Huwlsd syslog: gldos ouvs) lJs IUlouold 98lodsé 1dsuesd sldleoldle: 9pl 1Us
3JY Jlgwolo I.JligJoU. CpU poléu'bé wuoese Idligble Jlz gl W o3l ldpwes.
9.>¢Ju inorder to lgg;o U6 03l p):
RP/ 0/ RSP1/ CPUO: ROA(adm n) #license smart deregister

license smart deregi ster: Success

Li cense comuand "license smart deregister " conpleted successfully.

RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license register-status
Regi stration Status: Not Registered

10. Jpg, 96 IJelgsuo 1Upesd,)s eds osdd pesu: bgd o3l 1Jie):
RP/ 0/ RSP1/ CPUO: ROA( admi n) #show license features

Pl atform Feature | D
A9K- ADV- OPTI C-LI C
A9K- ADV- VI DEO- LI C
A9K-i VRF-LI C
A9K- Al P-LIC-B
A9K- Al P-LICE
A9K- MOD80- Al P- TR
A9K- MOD80- Al P- SE
A9K- MOD160- Al P- TR
A9K- MOD160- Al P- SE
A9K- 2X100G Al P- TR

. output snipped .

OUSE IV IJobusd

Jboe IUsle IJobosy: soeso edsd 1dewesd eds Bop lvluvs Jedooleo. sddo Jovésd
9 wuin IJolez: Jl sdse 929> pE196 puwods puas lovle Idbuble 1deouig,s. 03l IUSuwe
peewe wubdd o) JJesbdsu IJBussu 9lJpoumwso 13S0 $iEwsu B pey 96
lJolosd.



Smart Licensing flow

1. Admin config: “license smart enable”

6
,/-”"/) gamhm" 2. Liemgr process establishes an IPC connection
gk with call-home process,

3. Licmgr process will send “service turn on”
request to call-home,

enll-homa
............... garvicea active

G HTTP requipst

........................................................

7 HJTP response

profile CisceTAC-1
active
dastination transport-meathod htEp

device

5. Licmgr sends request to call-home.

6. call-home formats the request, and sends it to
the backend serveriservice.

a 7. call-home receives the http response from the
Sysdb backend server/service.

8. call-home extract the hitp response, and sends
it to licmgr process.,

4. call-home writes the configuration below to sysdb:

1CLl contact-omail-addr sch-gmart-licensingleisco.com

lJoub) slJoosisé 9lJgshlo

SpIO uUk) P88 Idestsue Isds Vs Idesss po ldumsubssele ldus wewes eds
IJeobdolo ldpogd§oé wldlely 98lwdso 1UbL6 99,0 Idoyvgsd 1Uglue wldgpsd.

eds uwosd IJpold:

- 9> ool g0 Iduwpele J ASRIK Cldlouold "eulinys" pg €915 Cisco Cloud/Backend. wo.s
030 1Jzldo: spdud |uwegsle Ebe "9dsd" eds IJpwlous 1Jgluoo wd 9blye gol) 1Jzplss
9098 Yo py9) Idwslule 99Jsss pdlisps wbousd "ldoésue [U3ds" Jlizoslzle ip'Q
lJp9w . 9spJdu lesl o3l IJuble wuwoesds pu gJIJ wyulez Open Source Apache 1Uss
Sepd eds lubps IJouvgsd Windows Iy Linux.

19 8> wrte B wouosd zest 1208 ASRIK IUEIL08 LI wp oss pzee spduo vl
zese IUbdole |Jpedsé pu gpese i@_o_jé ASRIK o d lglsé wogsool [Js g9lbpe Cisco
lJgJ9s6. 030 9bb 596 Joyulez evlyo IJodd IJos wgpd gds Linux 9 Windows 9o
pw99,0 JJoujsd pu Cisco Transport-Gateway Download.

19 B> engw Bs IUgpd 290 louold wle pg 1dwslpz 1Up92956 £ 316,56 1U@,les B3l IJos
oepd s ublos IJouugsd Linux 9 Windows 9o w ez JJ Lo sdou Jssd B@b
"ldeuosO 1Jesess eds 3ld,e IJoguvgsd" Jlple Idpzbole 1Ugluos wosésue woulbd
IJeeJsple pg Cisco Cloud suldelds wads) Idpsdsple Jdizo 36 1Jb, 856 wubly 2lJs
lJosle§ 1Jgluoo wol. yuswe,) o3l Ideyulpe W 1Uluesl) 5.3.1 19 uosl) lese.

olJluolss |Js >gp HTTPS: spdy i~§u'0| odsu Idoyulpe Jswpe wuvgsdo Ws lesls Jglo



/content/en/us/support/cloud-systems-management/transport-gateway/tsd-products-support-general-information.html

29250 lJwszse Idbloys (VRF) 1Uss Suwee wpuweds o) pu ldopde B Jsdss ubd
pesole Ie s s0.

edlss eds S3Jde swp sgp IPVE pedsl ssobde WYb gu9ly IP6 Loldz eds IJuble JJloold
we9bpe Cisco lJgJwoss go) IUlue,ow.

ode,Lo 00 IJodssule oo op od9su ASRIK Cluwegsle wble luwe IJpzld (DNS) 9 pLoSS
oeld IPVA/IPV6 zos spduo gd luwpele Idossle 1Upuos96 JJ9uosd IUs Iduvedo 1Ughzso.

CIIsu wu9w9dsd 98w IJuvwds (NTP) Los9)s Jlvyle IJuble pujleul pg 29l5e Iduboble
IJgJd.s6.

RP/ 0/ RSP0/ CPUO: ROA#show run domain
domai n name ci sco.com

domain |ist cisco.com

domai n name-server 171.70.168.183
domai n name-server 2001: 420: 68d: 4001:: a

RP/ 0/ RSP0/ CPU0: ROA#show run | i ipv6 host
Bui | di ng configuration...
domai n i pv6 host tools.cisco.com 2001: 420: 1101:5::a

odoso 9dsJ HTTP

Iologis ouuvdsd ghe vbld 030 19,86 JUu ould 1Jesss pu Iselis§ 1z gdis Iloc,oe
lJos spduol Iy oa&qd wtlbg odo IUgbsle. Juguose IUsblisw: wp odysy Apache JJydsd
lJouwsl gds [Jpuws 80. )lze 135l wuoese [JIgble oo mod_proxy po Apache Jpl 09 p9oz

oul.

Jdesgswe 1J33s: 9pe 3Jd: Slu IJodsso vuwsl JJElss: ol edsd guas 53, Iuwpe Ebe
lJodsd 9ldpus. wouwlbé: us@9e lJodssu wlghs wogso IUbde IJs 1Ughe IJ_9'~SJL§:J wJl
o0 lJleuold sl e Cisco 1UgJBdss puluings. suusouad 1Jehe 1dsdsd wldgshe ewy s
Suwsds udd we wdysuol Jlghs wozse IUbdoles s9uos © HTTPS. _¢Jlw http-proxy
mybastion.cisco.com port 80. Jl scbJdo s odssu 1E).

RP/ 0/ RSP0/ CPUO: ROA#show run call-home

cal | - home

service active

ht t p- proxy nybasti on. ci sco. com port 80

contact -emai | -addr sch-smart-1icensi ng@i sco.com

profile G scoTAC 1

active

destination address http https://tools.cisco.conmits/service/oddce/services/ DDCEServi ce
destination transport-method http

I>¢d 1o, IJouvzsd admin license smart register idtoken <idtoken> 9 Jlz b 1o 1Jl¢)lz s&)02
IUbJo/Mlpwezlod IJos op leldol usluwbs ASRIK. izl g3ble 1JLbslog 1500056 98 095
lJoele.

RP/ 0/ RSP0/ CPUD: ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred
I nqueue: In queue waiting to be sent.

Dr opped: Dropped due to incorrect call-honme configuration.



Msg Subtype Success Fail ed | nqueue Dropped Last-sent (GMJI-08:00)

ENTI TLEMENT 1 0 0 0 2015-01-12 21:06: 56
DEREG STRATI ON 0 0 0 0 n/ a
REG STRATI ON 1 0 0 0 2015-01-12 21:06: 21

ACKNOW.EDGEMENT 1 0 0 0 2015-01-12 21:06: 38
oul gje pu ywedle 9u09d Apache IJus whbo) IUbde S3ow £Js psule 4430 90999 HTTPS.

root @wybastion:/var/log/httpd #tail -f proxy-*

==> proxy-error.log <==

[Mon Jan 12 21:06: 10 2015] [debug] nod_proxy_connect.c(70): proxy: CONNECT:

canoni cal i sing URL tools.cisco.com 443

[Mon Jan 12 21:06:10 2015] [debug] proxy_util.c(1515): [client 172.27.130.65] proxy:
*: found forward proxy worker for tools.cisco.com443

[ Mon Jan 12 21:06:21 2015] [debug] nod_proxy_connect.c(109): [client 172.27.130.65]
(70014) End of file found: proxy: CONNECT: error on client - ap_get_brigade

[ Mon Jan 12 21:06:21 2015] [debug] nod_proxy_connect.c(425): proxy: CONNECT:
finished with poll () - cleaning up

==> proxy-access. | 0g <==
172.27.130.65 - - [12/Jan/2015:21:06: 10 - 0800] " CONNECT tool s.ci sco.com 443 HTTP/1.1" 200 -

odysu gvlyo lJodd

gégs o3l IJL}U;SUIJ;S_S SUP ULUSY uJDu..Sd E_ul)O |.Jud.J §J§ IouDgSkQ Linux |_9 Windows
gudsuo Judibs bdolo I.JUJ@SUO %) IaoJo ASRIK eJs Iroldu epd lJgpsd sbuwldol [Js
&9l>p Cisco 1JgJ9s6. Jlze ¢« oo lJe < JJzuosd s 0isd pu
IJeed9ple.

IJodssy 1de9ess eds ASRIK eulis gu pubo) sles S@b. Bspl sds esus: bee [ds Idelisd
JJlibJlg £Js 1Jpsluosle 1058866 1L es Jussod.

cal | - home

profile Ci scoTAC 1

destination address http

https:// TG | P-or - FQDN Tr ansport gat eway/ servi ces/ Devi ceRequest Handl er

oJdysu VRF

ouwee VRFs Cldeiss pu ldozde B 2598 09, IUbLS 90dys wdssel yodls [Us IJestsue
IU3ds. 9pg 3 sdip wdssu uwb, sles Jeed Idwsulee IUluwluws soze lds 229d VRE Codl eu
IJz29d IJgle 05 p2l9ds wyulez IJegsue 1J39s 1Usuosd 1Us 9le Cisco Iz . s6.

lJuvduwds [Jp9ozs oul os luwe VRF IU3s cp odssuo Vs IJouble.

RP/ 0/ RSP0/ CPUO: ROA(confi g) #http client vrf MGMT

I&)le oVluosd Call Home

Swp &2 vedde Jdetele Jdoedd eel Bl diu ldlouold Cldeosd sepd wubdd vozse oul.

RP/ 0/ RSP0/ CPU0O: ROA#show call-home detail


/content/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

Current call home settings:
call home feature : enable

call home nessage's from address: nyl ab-roa@isco.com; optional, any address

call home nessage's reply-to address: pasoltan@isco.com; optional,
reci pi ent address

vrf for call-honme nessages: Not yet set up ; Not supported natively yet
contact person's emmil address: sch-smart-licensi ng@isco.com; default

contact person's phone numnber: +1-408-526-8438 ; optional

street address: 1550 Soltani Lane, Cisco SystemDrive, North Pole, NP 99709

customer I D: Not yet set up
contract ID: Not yet set up
site I D: BU LD N&0-125 ; optional

source interface: Not yet set up ; can be configured to use a specific interface.

Mai | -server[1]: Address: bastion.cisco.comPriority: 1 ; optional
Mai | -server[2]: Address: 171.68.58.10 Priority: 10 ; optional
Mai | -server[3]: Address: 173.37.183.72 Priority: 20 ; optional
http proxy: Not yet set up ; when configured will change.

Smart |icensing nessages: enabl ed
Profile: G scoTAC 1 (status: ACTIVE) ; default profile supported.
Can not be renaned, del eted, but can be nodified, activated, deactivated.

aaa- aut hori zati on: disable ; optional
aaa- aut hori zati on usernane: callhone (default) ; default
dat a- pri vacy: normnal ; can be configured to use the hostname or not.

syslog throttling: enable
Rate-limt: 5 nessage(s) per mnute
Snapshot command: Not yet set up

; Non-smart |licensing configuration for alerts, data collection, defaults.
Avai l abl e al ert groups:

Keywor d State Descri ption

configuration Enabl e configuration info

envi r onment Enabl e environnental info

i nventory Enabl e inventory info

snhapshot Enabl e snapshot info

sysl og Enabl e syslog info
Profiles:

Profile Name: GCiscoTAC 1

Profile status: ACTIVE

Profile nmode: Full Reporting

Reporti ng Dataé&col on; Smart Call Hone, Smart Licensing

Preferred Message Format: xml

Message Size Limt: 3145728 Bytes

Transport Method: http

Emai | address(es): call home@i sco. com

HTTP address(es): ; Only configuration needed if default is not desired.
http://tool s.cisco.conmits/servicel/ oddce/ servi ces/ DDCEServi ce

https://tools.cisco.conits/servicel/oddcel/ services/ DDCEServi ce

Periodic inventory info nessage is schedul ed every 23 day of the nmonth at

Al ert-group Severity

envi ronnent m nor

11: 2



i nventory nor nal

Sysl og-Pattern Severity

* critical

t;sl_)lu UJB;SU I._Ju_)t..guo Egs_) |.J)vJ;§ J Call Home

sedod edsss Ileusld uldessd" Jlzle syslog szee IJuslole IJeuitsooss olluplss
|Jn5 E_PJ-.SIU |Juu_) |J|L)u|L}u-.$O‘ |9 E_E_JO -.S_)L}UJ |E_J|r°|u |Ju_)s$-> IJ'JJUJBUG JJ'E}'U 3,0| |Jn5 3Jd
o6 Ieold IJotsuo 10339 IJos sop 19plJol.

sedud g,00 pedsele peeses ldlouold Cldeusd wluvesle luwe puvtse 99Jp6 019,
lJosgsue [J3ds gds https://tools.cisco.com/sch/reports/deviceReport.do.

slee Jpuwowle Jppoubs Bs Suve "lUpedsple slo 1duads” JJzuosd eds pis> pu
IJpedsele 29d Js9s6 luwaale 030 1Upsio Jpudgs wsisod. Jol o9z eswé pu [l
IJenss IUIJIe 908 Bs Suwe "ldIzepldle slduolsle”

ouoese IJigbole

JI uga) §3I5> uoIJpo 9L}uj5go Juuoasa Ia]olc wulee IJuJasuo IJ)-.JS uu-Uuu |Jg_>5> pU
Jpuwlisd. s weup 1S lele.

Syslogs

loze B syslog oI, yuad ceuod eds weup Idibds Bsel soedd wideuuas s Sew
B0 adl. B 030 Idyuwlisd wus weup publdd Iduielss 98 ud B Luwld Huwlisd Call Home
HTTP: glgs)l sop luvoghe lUloold.

RP/ 0/ RSPO/ CPUO: ROA#sh log | i SMART

RP/ 0/ RSP1/ CPUO: Dec 17 20:01:28.522 : licngr[308]: SMART_LI C 3-1D _CERT_RENEW FAI LED:
ID certificate renewal failed: Response error: {"product_instance_identifier":
["Product | nstance ' 8baecf b5-2688-429b-8519- 10a3f 0dec6b5' is not valid"]}

RP/ 0/ RSP1/ CPUO: Dec 17 20:01:34.273 : licngr[308]: SMART_LI C 3- AUTH RENEW FAI LED:
Aut hori zation renewal with C sco licensing cloud failed: Response error:
LS _UNVATCH_SI GNED_DATA&col on; Signed data and certificate does not nmatch

RP/ 0/ RSPO/ CPUO: Dec 17 18:26:24.009 : |icngr[314]: SMART LI C 3- COWM FAI LED:
Comuni cations failure with Cisco licensing cloud: Fail to send out Call Hone
HTTP nessage

RP/ 0/ RSPO/ CPUO: Dec 17 18:28:03.057 : licngr[314]: SMART_LI C- 3- AGENT_REG FAI LED:
Smart Agent for Licensing Registration with Cisco licensing cloud failed:
Communi cati on nessage send error

RP/ 0/ RSPO/ CPUO: Dec 17 18:30:09.247 : licngr[314]: SMART LI G- 5- COVM RESTORED:
Comuni cations with Cisco licensing cloud restored

RP/ 0/ RSPO/ CPUO: Dec 17 18:30:21.923 : licngr[314]: SMART LI C 6- AGENT_REG SUCCESS:
Smart Agent for Licensing Registration with Cisco licensing cloud successful

22> [ole 11y show JJzuesd eds eduin eds 2lJs IJprwelldedsn. spdud oul 43sé ledluss


https://tools.cisco.com/sch/reports/deviceReport.do

IJooudd slelo w)y9e9dsd IJlue,ue (IPsec) slde,lgsuo IJuo9isss.

RP/ 0/ RSPO/ CPUO: ROA#admin show license entitlement
Entitl enent:

Tag: regid.2014-06. com ci sco. A9K- MBI LE- LI C, 1. 0_e447924c- Oa6f - 41be- 9202- 8ae60f cc2972,

Version: 1.0, Not In Use
Requested Time : NA, Requested Count: NA
Vendor String:

Tag: regid.2014-09. com ci sco. A9K- | PSEC- 20G LI C, 1. 0_al165dh99- eb3f - 474b- bdf O-

ce4b140d9b45, Version: 1.0, Not In Use
Requested Time : NA, Requested Count: NA
Vendor String:

Tag: | NSTALLMGR, Version: 1.0, Not In Use
Requested Time : NA, Requested Count: NA
Vendor String:

Tag: regid.2014-04. com ci sco. A9K- 24X10- OPT- LI C, 1. 0_66d3ccf 7- a374- 4409- a3f 9-
6bc56d645f 1c, Version: 1.0, Enforce Mdde: Qut of conpliance
Requested Tinme : Mon Jan 12 2015 20:47: 07 PST, Requested Count: 1

Vendor String:
out put snipped ...

S2d8 pu w9l IJe,gsue.

RP/ 0/ RSP0/ CPU0: ROA#admin show license status
Conpl i ance Status: CQut of conpliance

w2l pu ldogee Idouubb.

RP/ 0/ RSPO/ CPU0: ROA#admin show licence pool
Assi gned Pool Info: PATRICK_NO LIC

IJzuo9d eds uwolsé Idesgsoe.

RP/ 0/ RSP0/ CPU0: ROA#admin show license cert
Li censing Certificates:
ID Cert Info:

Start Date: Mn Jan 12 2015 21:00: 13 PST. Expiry Date:

Serial Nunber: 24724
Version: 3
Subj ect/ SN:  60f e47f 8- aaaa- 40f c- ae3e-f ae9c7b6d0ac

Common Nane: 138091632beblf 2e38069e9eec8f 9c626de471ac: :

Signing Cert Info:

Start Date: Wed Sep 11 2013 12: 05:34 PST. Expiry Date:

Serial Nunber: 3
Version: 3

c2dd po luodb IJetswo.

RP/ 0/ RSP0/ CPU0: ROA#admin show license version
Cisco Smart Licensing Agent, Version 1.1.4 throttle/16

Tue Jan 12 2016 21:00:13 PST

1,2

Sun May 30 2038 12:48:46 PST

s9u2z 03l IUle) leuolissle pelodle luvesgle Ipusd: 1dos vzew s Buvde.

RP/ 0/ RSP1/ CPU0O: ROA#show call-home smart-licensing statistics

Success: Successfully sent and response received.



Failed : Failed to send or response indicated error occurred.
I nqueue: I n queue waiting to be sent.
Dr opped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Fail ed | nqueue Dropped Last-sent (GMJI-08:00)
ENTI TLEMENT 1 0 0 0 2014-12-17 21:08:35
DEREGQ STRATION 1 0 0 0 2014-12-17 14:33:17
REGQ STRATI ON 1 0 0 0 2014-12-17 21:07:53
ACKNON_EDGEMENT 1 0 1 0 2014-12-17 21:08:09
RENEW 1 0 0 0 2014-12-17 21:08: 57

Call Home Process

Sedd pu pddle IJooue Jepdss call_homelJoldss. ob)l Jio 1Judd wsow ASRIK g Cisco
Cloud wop oo wyluwbwol.

RP/ 0/ RSP0/ CPU0: ROA#show call-home trace error last 2

81 wrapping entries (576 possible, 320 allocated, O filtered, 81 total)!
Jan 28 10:10:29.729 call _honme/error 0/ RSPO/CPUO t10 call _hone_http_resp_data(),
httpc response error, Host nane resolution failed

Jan 28 10:10:39. 730 call _honme/error 0/RSPO/CPUO t19 cal |l _honme_events_handler() failure status 67

IJzuo 1U33ds (99sd IJuw)ulpe)

o2d8 pu el 1J33s6. od v odo ldpuwlle gu wdled IJe,gsue pe 29150 Cisco
IJoweloss.

RP/ 0/ RSP0/ CPU0: ROA#admin show license trace smartlic last 2

987 wrapping entries (1088 possible, 0 filtered, 987 total)

Jan 28 20:10:36.245 smartlicense/smartlic 0/ RSPO/CPUO t3 [2302054]

Failed to bind to SysDB - ' Subsysten(2091)' detected the 'success' condition
' Code(45)': Unknown Error(292)

Jan 28 20:10:36.245 smartlicense/smartlic 0/ RSPO/CPUO t3 [2302054]
SMART ERROR - SASACKExpi rati onJob: expirySeconds=3842

Izuo gpJssé LICMGR

030 IUgpJsé 0 Ug_laoés lyssuvsd Jdosgsue 1U3ds eds ASRIK gosoww) Iduopé wsu
lJpdoule 1Jpgeduds.

RP/ 0/ RSP1/ CPU0: ROA#admin show license trace

557 wrapping entries (576 possible, 0 filtered, 5403 total)

Dec 17 13:08:18.358 license/licngr 0/RSP1/CPUW t3 [3125351] SLA Debug :
Client search success pkg/bin/rsi_agent (No error)

Dec 17 13:08:18.358 license/licngr 0/RSP1/CPUW t3 [3125351] SLA Debug :
A9K- MOD160- Al P- SE regi d. 2014- 06. com ci sco. A9K- MOD160- Al P- SE,

1. 0_7f1b3d9c-al83-41d1- 8d0b-d98dcc2751a8 (No error)

punblo pgoprsé eds IJublp |Jiuu|u.u._$

&J§ lEp pu i ze Platform Dependent (PD) oo |J)e) 09 2y pdowéd houlble ssolesdss.
IJl oo @nggg_,l olpl W5 IbJl¥ bdole luweedld IJosgsue. 9p0 Spc Sluel wed IJpuwlisd
IJeoeddo wlugle IJe)lgsuo 9ldess: 9pl IJs 3JY.



RP/ 0/ RSP1/ CPU0: ROA#admin show license trace platform all last 5

1849 wapping entries (5440 possible, 3136 allocated, O filtered, 183450 total)
Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 Agent Client Audit Crd Start: ver:1,
node: 0x00000041 cnd: Audi t (5) req: Mobil e(9) feature: AOK- MOBI LE-LI C(13) grant:

Not Pendi ng(0)

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPUW t1 Agent Client Audit Crd Start #2
client restarted: Fal se up for a day: True

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 AUDIT Reply License Start:
request: Mobil e(9) slot:4 grant:Not Pendi ng(0)

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 AUDIT Reply License End
request: Mobil e(9) slot:4 grant:Not Pending(0) rc: 0x00000000 No error

Dec 17 20:43:33.480 vkg_lic/audit 0O/RSP1/CPU t1 Agent Client Crd End: Audit(5),
sl ot:4 rc:0x00000000 No error

cubgsd ouogse Iigble

B elds Subd IJIJ 1T p woubgsd wuoese UlaJolc 9bed bdol g0 IJbde Jogass
IJuwobsle Ig 1Jlguezdléle. szw 1o szee wuoese IJigble o3l zpse 1Uz)dle wso ASRIK 9
Cisco Cloud Services.

RP/ 0/ RSP0/ CPUO: ROA#debug smartlic
RP/ 0/ RSP1/ CPUO: ROA#show debug

#### debug flags set fromtty 'aux0O_RSP1_CPUQ' ####
smartlic debug flag is ONwith value O

Jl s, Ls OUOTST i'a]olc Jebe Iduwelodlslzos ldpuwose ldeoluinb pu Cisco. hwld w8
IJIe 906 [Js p98¢ asr9k-smart-lic@cisco.com s opu sé puilJJ.

IJlzepldlo gldglsle

T ew odasu 86 pyvele Jdeuesd eds luweedld po oree IJolzsur udwo: zos bl
JIG ould zolj 9lz> B Eb LS vz 9lzro. Woil sgus lu zese lzojod os OOC. s ze
3 lwluwl Ids IJeuopse IUds souppo bisds oo Idozes Jrlass. ssoulad IJuesse
2285 909 Idoubse 1Jojes Jdogeele 1Upszsro Vs Idlgpld: Iduwded s IUluosble
lJew o §wdso.
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RP/ 0/ RSP1/ CPU0O: ROA#show run call-home
cal |l -hone

service active

site-id BU LD N&O- 125

sender reply-to pasoltan@i sco.com

sender fromroa@i sco.com

al ert-group syslog

al ert-group snapshot

alert-group inventory

nai | -server 171.68.58.10 priority 10

nmai | -server 173.37.183.72 priority 20

nai | -server 2001: 420: 303: 2008::24 priority 2
nai | -server nybastion.cisco.compriority 1
phone- nunber +1-408-526- 8438

contact-enmil -addr sch-snart-1icensing@isco.com
street-address 1550 E. Tasman Drive, San Jose, CA 9513



profile G scoTAC 1

active

destination address http https://tools.cisco.conmits/service/oddce/services/ DDCEServi ce
reporting smart-call-home-data

reporting smart-1|icensing-data

destination transport-method http

RP/ 0/ RP1/ CPU0: ROA#call-home send "show run call; admin show platform"
email pasoltan@cisco.com msg-format long-text

Sendi ng ondemand CLI output call-hone nessage ...
Pl ease wait. This nmay take sone tinme ...

3. suwwése IUle, show call-home smartlic status JJes "vzle" lJos wgus wuuwlbs ou
euby,) £odss IUlouold ldeusd vele udd Iuwlisd po ASRIK |Js ¢9l>p Cisco
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RP/ 0/ RSP1/ CPU0: ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred
I nqueue: In queue waiting to be sent.

Dr opped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Fail ed | nqueue Dropped Last-sent (GMWT-08: 00)
ENTI TLEMENT 1 0 0 0 2014-12-17 21:08: 35
DEREG STRATION 1 0 0 0 2014-12-17 14:33: 17
REG STRATI ON 1 0 0 0 2014-12-17 21:07:53
ACKNOW_EDGEMENT 1 0 1 0 2014-12-17 21:08: 09
RENEW 1 0 0 0 2014-12-17 21:08:57

4. epl ©99p vodysy slgole U6 wlgwwgsle IPV4 9 IPV6 gJds 25 udle: Yo wyosy
cedsd iguple eds gulo IP Iy ozdsd DNS og IPV6 igJl.
RP/ 0/ RSP1/ CPUO: ROA#show run int M*
i nterface Mgnm Et hO/ RSPO/ CPUO/ 0
cdp
i pv4 address 172.27.130.64 255.255. 255. 128
i pv6 address fe80::172:27:130: 64 |ink-Ioca
i pv6 address 2001: 420: 303: 2008: 0: 28: 1: 64/ 80
sni pped out put

RP/ 0/ RSP1/ CPU0: ROA#ping tools.cisco.com
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 2001:420:1201:5::a, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 44/ 45/ 49 ns

RP/ 0/ RSP1/ CPUO: ROA#pi ng i pv4 tool s.cisco.com
Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 173.37.145.8, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 43/44/45 s

pedsple dlo LoJé

- 2Jisd pwegd e Smart Call Home - HTML
- Smart Call Home User Guide (>J.sJ lJp wogde I e iJs) - PDF


/content/en/us/td/docs/switches/lan/smart_call_home/book.html

- Smart Call Home Security

- peupt e p Cisco

- 1J8sd89: wdasy Ilouold ol
- lolosy 1o zsuo I3ds - HTML

- loloy Jesgsoo LU3ds - PDF

- Idoe o IO 60 | oule - Cisco Systems



/content/dam/en/us/td/docs/switches/lan/smart_call_home/SCH_Security_WP.pdf
https://supportforums.cisco.com/community/4816/smart-call-home
/content/en/us/td/docs/routers/asr9000/software/asr9k_r5-3/sysman/command/reference/b-sysman-cr53xasr/b-sysman-cr53xasr_chapter_010001.html
/content/dam/en/us/products/collateral/customer-smart-software.pdf
/content/en/us/td/docs/switches/lan/smart_call_home/SCH23_Ch4.html
https://www.cisco.com/en/US/services/ps2827/ps2978/ps7334/services_qa0900aecd8060c287.pdf
https://www.cisco.com/c/ar_ae/support/index.html
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