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encapsulation default
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encapsulation dotlg 2
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encapsulation untagged
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interface GigabitEthernet0/1/0/3.7 1l2transport

encapsulation dotlg 6 , 7 , 8-10
1

interface GigabitEthernet0/1/0/3.11 1l2transport
encapsulation dotlg 11 second-dotlg 1 , 2 , 3 , 4-6 , 10
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EtherType JI .J& sl _lc JEEE J a9 .QINQ o] e Cisco as, b (& 0id oY alslulg
EtherType go _>)5 aoMeg aSla, VLAN a>l9 go bl 802.1q J o> wiS uis 0x8100
plaxiwl, EtherType 0x88a8 go a3l doMel 1655 Sy .QINQ w)lbY closiwl 24 0x88a8
:dot1ad auwlwVl dalSJI
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interface GigabitEthernet0/1/0/3
[dotlg tunneling ethertype [0x9100|0x9200

interface GigabitEthernet0/1/0/3.13 l2transport
encapsulation dotlg 13 second-dotlg 100
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interface GigabitEthernet0/1/0/3.14 l2transport
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interface GigabitEthernet0/1/0/3.13 l2transport
encapsulation dotlg 13 second-dotlg 100
rewrite ingress tag pop 1 symmetric

2oxall ol L9 @9x9 JSaall olxsl L9 s 13 a3l doMall ol iz oo Losls Wilaio gLl s,

: o> Cuiode ol doMey 65,)lo)l juaidl CloMe (o cuisl 91 a9 Jlaiuw translate duwlw Yl dalSJl U i -

RP/0/RSPO/CPUO:router2 (config-subif) #interface GigabitEthernet0/1/0/3.3
l2transport

RP/0/RSPO/CPUO:router2 (config-subif)# encapsulation dotlg 3

? RP/0/RSPO/CPUO:router2 (config-subif)#rewrite ingress tag translate
1-to-1 Replace the outermost tag with another tag

1-to-2 Replace the outermost tag with two tags

2-to-1 Replace the outermost two tags with one tag

2-to-2 Replace the outermost two tags with two other tags

? RP/0/RSPO/CPUO:router2 (config-subif) #rewrite ingress tag translate 1-to-1
dotlad Push a Dotlad tag

dotlg Push a DotlQ tag

RP/0/RSPO/CPUO:router2 (config-subif) #rewrite ingress tag translate 1-to-1
dotlqg 4

RP/0/RSP0O/CPUO:router2 (config-subif) #show config

...Building configuration

IOS XR Configuration 4.3.0 !!

interface GigabitEthernet0/1/0/3.3 1l2transport

encapsulation dotlg 3

rewrite ingress tag translate 1-to-1 dotlg 4 symmetric

1

end

aizall u>9)l gogll lgY Wilal dblaiall duulwVl aalsIl d8lo| i

o318 dot1q LUl _JI QiNQ dode @lio] push awwlwVl dals) el as -

interface GigabitEthernet0/1/0/3.4 1l2transport
encapsulation dotlg 4
rewrite ingress tag push dotlg 100 symmetric
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RP/0/RPO/CPUO:routerl#config

RP/0/RP0O/CPUO:routerl (config) #int gig 0/0/0/2.3 l2transport

? RP/0/RP0O/CPUO:routerl (config-subif) #dotlg

vlan Configure a VLAN ID on the subinterface

? RP/0/RP0O/CPUO:routerl (config-subif)#dotlg vlan

Configure first (outer) VLAN ID on the subinterface <1-4094>

? RP/0/RP0O/CPUO:routerl (config-subif)#dotlg vlian 3

Configure second (inner 802.1Q) VLAN ID on the subinterface <1-4094>
any Match frames with any second 802.1Q VLAN ID

RP/0/RP0O/CPUO:routerl (config-subif) #dotlg vlian 3 100
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interface GigabitEthernet0/1/0/1
l2transport

1

!

interface TenGigE0/0/0/3
l2transport

1

!

12vpn

xconnect group test

p2p p2pl

interface TenGigE0/0/0/3

interface GigabitEthernet0/1/0/1
1

[IPV4 lgicy CDP plasiawly dpu )l ole>lo)l (655 pis 3 agally 1 a>gall L9

RP/0/RP0O/CPUO:routerl#sh run int Gi 0/0/0/1
interface GigabitEthernet0/0/0/1
cdp

ipv4d address 10.1.1.1 255.255.255.0
!

RP/0/RP0O/CPUQ: routerl#

RP/0/RP0/CPUO:routerl#sh e¢dp nei Gi 0/0/0/1

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
router3.cisco.c Gi0/0/0/1 132 R ASRI9K Ser Te0/0/0/3
RP/0/RP0/CPUO:routerl#ping 10.1.1.2

.Type escape sequence to abort

:Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/8/32 ms
OIS o) oS (Bazgall dg>loll wlsic) 10.1.1.2 Jlasl ,lis| aiSayy CDP > ai e 3azgall JJI Tazgall b,
6l ¢plaio Glg>g0ll

VLAN doMle e i il 63,1sl oYl i ai 2 azsall e lginoSs a5 9 dgrly 3929 pael | oy
3 azgally 1 azgall e dotl1q axc,all olezloll (uess xie Blas JSuiy

RP/0/RP0/CPUO:routerl#sh run int gig 0/0/0/1.2
interface GigabitEthernet0/0/0/1.2
ipv4d address 10.1.2.1 255.255.255.0

dotlg vlan 2
!

RP/0/RP0/CPUO:routerl#ping 10.1.2.2
.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 10.1.2.2, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/3/5 ms

show I2vpng show interface !9l plaiw| iSoy 3 azgall JI 1 azgall 0 JLasl ;L] 10000 =,

53V 53l 5l e AC asly e 2 a>goll dlauwls, Lelldiwl piy il JLasVl ks | ol azes sslel laal
Se Sy daglall Guas JLasVl i3] 595, dxles pii wlo



RP/0/RSPO/CPUO:router2#sh int gig 0/1/0/1
GigabitEthernet0/1/0/1 is up, line protocol is up

Interface state transitions: 1

(Hardware is GigabitEthernet, address is 0024.986c.63fl1 (bia 0024.986c.63f1
Description: static lab connection to acdc 0/0/0/1 - dont change
Layer 2 Transport Mode

(MTU 1514 bytes, BW 1000000 Kbit (Max: 1000000 Kbit
reliability 255/255, txload 0/255, rxload 0/255
,Encapsulation ARPA

Full-duplex, 1000Mb/s, SXFD, link type is force-up

output flow control is off, input flow control is off

, loopback not set

Last input 00:00:00, output 00:00:00

Last clearing of "show interface" counters 00:01:07

minute input rate 28000 bits/sec, 32 packets/sec 5

minute output rate 28000 bits/sec, 32 packets/sec 5

packets input, 1140592 bytes, 0 total input drops 10006

drops for unrecognized upper-level protocol 0

Received 0 broadcast packets, 6 multicast packets

runts, 0 giants, 0 throttles, 0 parity 0

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort 0
packets output, 1140832 bytes, 0 total output drops 10007
Output 0 broadcast packets, 7 multicast packets

output errors, 0 underruns, 0 applique, 0 resets 0

output buffer failures, 0 output buffers swapped out 0
carrier transitions 0

RP/0/RSPO/CPUO:router2#sh int ten 0/0/0/3

TenGigEO/0/0/3 is up, line protocol is up

Interface state transitions: 3

(Hardware is TenGigE, address is 0024.98ea.038b (bia 0024.98ea.038b
Layer 1 Transport Mode is LAN

Description: static lab connection to putin 0/0/0/3 - dont change
Layer 2 Transport Mode

(MTU 1514 bytes, BW 10000000 Kbit (Max: 10000000 Kbit
reliability 255/255, txload 0/255, rxload 0/255
,Encapsulation ARPA

Full-duplex, 10000Mb/s, LR, link type is force-up

output flow control is off, input flow control is off

, loopback not set

Last input 00:00:00, output 00:00:06

Last clearing of "show interface" counters 00:01:15

minute input rate 27000 bits/sec, 30 packets/sec 5

minute output rate 27000 bits/sec, 30 packets/sec 5

packets input, 1140908 bytes, 0 total input drops 10008

drops for unrecognized upper-level protocol 0

Received 0 broadcast packets, 8 multicast packets

runts, 0 giants, 0 throttles, 0 parity 0

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort 0
packets output, 1140592 bytes, 0 total output drops 10006
Output 0 broadcast packets, 6 multicast packets

output errors, 0 underruns, 0 applique, 0 resets 0

output buffer failures, 0 output buffers swapped out 0
carrier transitions 0

RP/0/RSPO/CPUO:router2#sh 1l2vpn xconnect group test
,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved
SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2



Group Name ST Description ST Description ST

RP/0/RSPO/CPUO:router2#sh 12vpn xconnect group test det

Group test, XC p2pl, state is up; Interworking none
AC: TenGigE0/0/0/3, state is up

Type Ethernet

MTU 1500; XC ID 0x1080001; interworking none
:Statistics

packets: received 10008, sent 10006

bytes: received 1140908, sent 1140592

AC: GigabitEthernet0/1/0/1, state is up

Type Ethernet

MTU 1500; XC ID 0x1880003; interworking none
:Statistics

packets: received 10006, sent 10008

bytes: received 1140592, sent 1140908

RP/0/RSPO/CPUO:router2#sh 1l2vpn forwarding interface gigabitEthernet 0/1/0/1
hardware ingress detail location 0/1/CPUO

Local interface: GigabitEthernet0/1/0/1, Xconnect id: 0x1880003, Status: up

Segment 1

AC, GigabitEthernet0/1/0/1, Ethernet port mode, status: Bound

:Statistics

packets: received 10022, sent 10023

bytes: received 1142216, sent 1142489

packets dropped: PLU 0, tail O

bytes dropped: PLU 0, tail 0

Segment 2

AC, TenGigE0/0/0/3, Ethernet port mode, status: Bound

:Platform AC context

Ingress AC: Local Switch, State: Bound

Flags: Remote is Simple AC

XID: 0x00580003, SHG: None

Ingress ulDB: 0x0003, Egress uIDB: 0x0003, NP: 3, Port Learn Key: 0
NP3

:Ingress ulDB

Flags: L2, Status

Stats Ptr: 0x0d842c, uIDB index: 0x0003, Wire Exp Tag: 0

BVI Bridge Domain: 0, BVI Source XID: 0x01000000

VLAN1l: 0, VLAN1 etype: 0x0000, VLAN2: 0, VLAN2 etype: 0x0000
L2 ACL Format: 0, L2 ACL ID: 0, IPV4 ACL ID: 0, IPV6 ACL ID: O
QO0S ID: 0, QOS Format ID: O

Local Switch dest XID: 0x00000001

UIDB IF Handle: 0x00000000, Source Port: 1, Num VLANs: O
Xconnect ID: 0x00580003, NP: 3

Type: AC, Remote type: AC

Flags: Learn enable

uIDB Index: 0x0003, LAG pointer: 0x0000

Split Horizon Group: None

RP/0/RSP0O/CPUO:router2#sh 1l2vpn forwarding interface Te 0/0/0/3 hardware egress
detail location 0/0/CPUO

Local interface: TenGigE(0/0/0/3, Xconnect id: 0x1080001, Status: up

Segment 1

AC, TenGigE0/0/0/3, Ethernet port mode, status: Bound

:Statistics

packets: received 10028, sent 10027

bytes: received 1143016, sent 1142732

packets dropped: PLU 0, tail O

bytes dropped: PLU 0, tail 0



Segment 2
AC, GigabitEthernet0/1/0/1, Ethernet port mode, status: Bound

:Platform AC context

Egress AC: Local Switch, State: Bound

Flags: Remote is Simple AC

XID: 0x00000001, SHG: None

Ingress uIDB: 0x0007, Egress uIDB: 0x0007, NP: 0, Port Learn Key: 0
NPO

:Egress uIDB

Flags: L2, Status, Done

Stats ptr: 0x000000

VPLS SHG: None

L2 ACL Format: 0, L2 ACL ID: 0, IPV4 ACL ID: 0, IPV6 ACL ID: O
VLAN1l: 0, VLANl etype: 0x0000, VLAN2: 0, VLAN2 etype: 0x0000
UIDB IF Handle: 0x04000240, Search VLAN Vector: 0

QOS ID: 0, QOS format: 0

Xconnect ID: 0x00000001, NP: O

Type: AC, Remote type: AC

Flags: Learn enable

uIDB Index: 0x0007, LAG pointer: 0x0000

Split Horizon Group: None
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RP/0/RP0O/CPUO:routerl#sh run int gig 0/0/0/1
interface GigabitEthernet0/0/0/1

description static lab connection to router2 0/1/0/1
cdp

ipv4 address 10.1.1.1 255.255.255.0

i
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RP/0/RSP0O/CPUO:router2#sh run int gig 0/1/0/1
interface GigabitEthernet0/1/0/1

description static lab connection to routerl 0/0/0/1
l2transport

RP/0/RSPO/CPUO:router2#sh run int ten 0/0/0/3.2
interface TenGigE0/0/0/3.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

RP/0/RSPO/CPUO:router2#sh run 1l2vpn xconnect group test
12vpn

xconnect group test

p2p P2p2

interface TenGigE(0/0/0/3.2

interface GigabitEthernet0/1/0/1

ol 3 azgall Ju,, . TenGIgEQ/0/3.2 J axe 4ol dgzloll pul 5 [2transport duwlwYl dals)l oI Jid
2azgall le TenGigE0/0/3.2 ase ,all dg>lgll gillas _illg 2 smes doMe o dot1q

ol lay . J3 20l &Sl 63le] aoMe) POP 1 Jilaiall ;oY alawls, J5aall olxl (S 2 6,lo)l aoMell dlj| pis
ol 2,%all 5 untagged cluw,l Loy Jl . TenGigE0/0/3.2 _le ol J3aall (8 ol weSy Ll doVell
.GigabitEthernet0/1/0/1 _lc
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RP/0/RSPO/CPUO:router3#sh run int ten 0/0/0/3.2
interface TenGigE(0/0/0/3.2

ipv4 address 10.1.1.2 255.255.255.0
encapsulation dotlg 2

ol 12vpN cunly o) wous awss Jl go subinterface counters ¢lall cuwdl,

RP/0/RSPO/CPUQO:router2#clear counters

[Clear "show interface" counters on all interfaces [confirm
RP/0/RSPO/CPUO:router2#clear 12vpn forwarding counters
RP/0/RSPO/CPUQ:router2#

RP/0/RSPO/CPUQ:router2#

RP/0/RSPO/CPUO:router2#sh int TenGigE0/0/0/3.2
TenGigE0/0/0/3.2 is up, line protocol is up

Interface state transitions: 1

Hardware is VLAN sub-interface(s), address is 0024.98ea.038b
Layer 2 Transport Mode

(MTU 1518 bytes, BW 10000000 Kbit (Max: 10000000 Kbit
reliability Unknown, txload Unknown, rxload Unknown
,Encapsulation 802.1Q Virtual LAN

Outer Match: DotlQ VLAN 2

Ethertype Any, MAC Match src any, dest any

, loopback not set

Last input 00:00:00, output 00:00:00

Last clearing of "show interface" counters 00:00:27
packets input, 122000 bytes 1000

input drops, 0 queue drops, 0 input errors 0

packets output, 122326 bytes 1002



output drops, 0 queue drops, 0 output errors 0

RP/0/RSPO/CPUO:router2#sh 12vpn xconnect detail

Group test, XC p2p2, state is up; Interworking none
AC: TenGigE0/0/0/3.2, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1500; XC ID 0x1080001; interworking none
:Statistics

packets: received 1001, sent 1002

bytes: received 118080, sent 118318

drops: illegal VLAN 0, illegal length 0

AC: GigabitEthernet0/1/0/1, state is up

Type Ethernet

MTU 1500; XC ID 0x1880003; interworking none
:Statistics

packets: received 1002, sent 1001

bytes: received 114310, sent 114076
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wuS=llg GigabitEthernet0/1/0/1
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RP/0/RSPO/CPUO:router2#sh run interface GigabitEthernet0/1/0/1.1
interface GigabitEthernet0/1/0/1.1 12transport
encapsulation untagged

RP/0/RSP0O/CPUO:router2#sh run int TenGigE0/0/0/3.2
interface TenGigE0/0/0/3.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

RP/0/RSPO/CPUO:router2#sh run 1l2vpn xconnect group test
12vpn

xconnect group test

p2p p2p3

interface TenGigE0/0/0/3.2

interface GigabitEthernet0/1/0/1.1

GigabitEthernet0/1/0/1.1 _lc Jo=l olxs| 3.1.2.3

J3 0l olxsl (3 2 @Bl cued> glaiay il ;TeNGIgE0/0/0/3.2 e J3aall olxil (3 2 Ll doMe o Yo
TenGigE0/0/0/3.2 e c_i 5| J=éi Y9 GigabitEthernet0/1/0/1.1 _lc

RP/0/RSPO/CPUO:router2#sh run int TenGigE0/0/0/3.2
interface TenGigE0/0/0/3.2 l2transport
encapsulation dotlg 2

RP/0/RSPO/CPUO:router2#sh run interface GigabitEthernet0/1/0/1.1
interface GigabitEthernet0/1/0/1.1 1l2transport
encapsulation untagged



rewrite ingress tag push dotlg 2 symmetric

RP/0/RSPO/CPUO:router2#sh run int TenGigE0/0/0/3.2
interface TenGigE0/0/0/3.2 1l2transport
encapsulation dotlg 2

RP/0/RSPO/CPUO:router2#sh run 1l2vpn xconnect group test
12vpn

xconnect group test

p2p p2p3

interface TenGigE(0/0/0/3.2

interface GigabitEthernet0/1/0/1.1
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RP/0/RSP1/CPUO:router2#sh mpls forwarding prefix 10.0.0.11/32
Local Outgoing Prefix Outgoing Next Hop Bytes
Label Label or ID Interface Switched

Te0/0/0/1 10.0.23.2 681260 10.0.0.11/32 16009 16008

109 S 3o 50l HLl 0955 Ul Lo

RP/0/RSP1/CPUO:router2#sh run int gig 0/0/0/1.2
Wed May 1 13:56:07.668 CEST

interface GigabitEthernet0/0/0/1.2 l2transport
encapsulation dotlg 2
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RP/0/RSP1/CPUO:router2#sh run 1l2vpn xXconnect group test
12vpn

xconnect group test

p2p p2p4

interface GigabitEthernet0/0/0/1.2

neighbor 10.0.0.11 pw-id 222

3 azgall e gillaall 08

RP/0/RSPO/CPUO:router3#sh run int gig 0/1/0/3.2
interface GigabitEthernet0/1/0/3.2 1l2transport

encapsulation dotlg 2
!

RP/0/RSPO/CPUO:router3#sh run 1l2vpn xconnect group test
12vpn

xconnect group test

p2p p2p4

interface GigabitEthernet0/1/0/3.2

neighbor 10.0.0.13 pw-id 222

Dbl Jlas¥l Jo> Jwolss o ) show 12vpn xconnect detail ;oY ,o.\>'.1;ui

RP/0/RSP1/CPUO:router2#sh 1l2vpn xconnect group test xc-name p2p4 detail

Group test, XC p2p4, state is up; Interworking none
AC: GigabitEthernet0/0/0/1.2, state is up



Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1504; XC ID 0x840006; interworking none

:Statistics

packets: received 186, sent 38448

bytes: received 12644, sent 2614356

drops: illegal VLAN 0, illegal length 0

( PW: neighbor 10.0.0.11, PW ID 222, state is up ( established
PW class not set, XC ID 0xc0000004

Encapsulation MPLS, protocol LDP

Source address 10.0.0.13

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use
MPLS Local Remote

Label 16026 16031
Group ID 0x4000280 0x6000180
Interface GigabitEthernet0/0/0/1.2 GigabitEthernet0/1/0/3.2

MTU 1504 1504

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

: (Outgoing Status (PW Status TLV

Status code: 0x0 (Up) in Notification message
MIB cpwVcIndex: 3221225476

(Create time: 30/04/2013 16:30:58 (21:31:00 ago
(Last time status changed: 30/04/2013 16:36:42 (21:25:16 ago
:Statistics

packets: received 38448, sent 186

bytes: received 2614356, sent 12644
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RP/0/RSP1/CPUO:router2#sh mpls forwarding labels 16026
Local Outgoing Prefix Outgoing Next Hop Bytes
Label Label or ID Interface Switched

Pop PW(10.0.0.11:222) Gi0/0/0/1.2 point2point 2620952 16026

29330l Jsiall xie >3l ,llly dvey JSJ Jbo, 3.2.2
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RP/0/RSP1/CPUO:router2#sh 12vpn xconnect group test xc-name p2p4 detail
Wed May 1 23:38:55.542 CEST

Group test, XC p2p4, state is down; Interworking none

AC: GigabitEthernet0/0/0/1.2, state is down

Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1504; XC ID 0x840006; interworking none

:Statistics

packets: received 186, sent 38544

bytes: received 12644, sent 2620884

drops: illegal VLAN 0, illegal length 0

( PW: neighbor 10.0.0.11, PW ID 222, state is down ( remote standby
PW class not set, XC ID 0xc0000004

Encapsulation MPLS, protocol LDP

Source address 10.0.0.13

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use

MPLS Local Remote

Label 16026 16031

Group ID 0x4000280 0x6000180

Interface GigabitEthernet0/0/0/1.2 GigabitEthernet0/1/0/3.2
MTU 1504 1504

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

: (Outgoing Status (PW Status TLV

Status code: 0x6 (AC Down) in Notification message
MIB cpwVcIndex: 3221225476

(Create time: 30/04/2013 16:30:58 (1d07h ago

(Last time status changed: 01/05/2013 14:05:07 (09:33:47 ago
:Statistics

packets: received 38544, sent 186

bytes: received 2620884, sent 12644

s eyl 33all Ll OY Wase PW 065, ol uxy @l 3 azgall =,

RP/0/RSPO/CPUO:router3#sh 12vpn xconnect group test xc-name p2p4 detail

Group test, XC p2p4, state is down; Interworking none
AC: GigabitEthernet0/1/0/3.2, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1504; XC ID 0xc40003; interworking none



:Statistics

packets: received 38545, sent 186

bytes: received 2620952, sent 12644

drops: illegal VLAN 0, illegal length 0

( PW: neighbor 10.0.0.13, PW ID 222, state is down ( local ready
PW class not set, XC ID 0xc0000005

Encapsulation MPLS, protocol LDP

Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use
MPLS Local Remote

Label 16031 16026

Group ID 0x6000180 0x4000280

Interface GigabitEthernet0/1/0/3.2 GigabitEthernet0/0/0/1.2
MTU 1504 1504

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x6 (AC Down) in Notification message
: (Outgoing Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

MIB cpwVcIndex: 3221225477

(Create time: 30/04/2013 16:37:57 (1d07h ago

(Last time status changed: 01/05/2013 14:11:33 (09:35:50 ago
:Statistics

packets: received 186, sent 38545

bytes: received 12644, sent 2620952
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ol Jai pigs rewrite oVl plasiwl 5lo)l Y e daliwall VLAN juas olode axllzo le 6,8l
eVl L5 0 a8LoYl dyauw )l e dodell 209 go PW (o 4 goill e 03® VLAN aSuib dxleo



6 usuall doVMeall plaziw] 9> PW 4 g6 plaiuw] dslSo| Cisco I0S XR zwoliu oo 6,63Vl ohlaoYl ,96s
a,@lall dlxoll dSuidl doMe axlles (ouns ol wxy .transport-mode vian password oVl plxiwl 0
VLAN doMe JUd o055 ol way asV J8YI ule 6a>lg aoMe cla, (EFP) wi i)l 393 das; _le (VLAN)
oloMell J&5 ai .wllaall iy (85 ded9 doMe 2265 ¥ Al 03d 9 (V9 PW 4 g5 e Lelss o
PW IS o BOlasi JSuin 05,lg)] dg=lgll doMe alS oslel asy HbYI e a5 il

awlwl dg=ly e laali o5 oblb] pe J3aall Jai .ol daio I aiiwell PW auwl, PW 5 goill )29 -
JlyY llaio 229, ¥ .3 dgzly Lo gllaiwl o dos)l oSS loaie deall dgzlll oloMe dlj] as ol
EVC JI 6xiiwo)] dpwlwVl dalasVl dowwls, amd9 dode adlol a5 Y9 PW 5 65 e juoi wlodey bl
Ol e doliwall VLAN juas wlode dxlles e 6)aa)l EVC J| 6ol dwlw VI dalsW (98,
old elS elgw PW 5 goidl jue ells VLAN éSuis axlleo ol Jis pi rewrite oVl plasiwl 5,loll
Jwas olode g9 9l jues lode
:Jlall 13D 9 zingo 98 LS PW 5 g5 e oslaill VPN L2VPN PE oS J9bs ol idl JSin

"RP/0/RSP1/CPUO:router2#sh 12vpn xconnect group test det | i " PW type
PW type Ethernet, control word disabled, interworking none
PW type Ethernet Ethernet

PW S gos JIPW g95 i) i

2luun I PW JI e 23,05 2lms o waleyy 13055 2laue o Juy wlb ARP (s Jasd e sniffer 132

3 uass

(Frame 38: 82 bytes on wire (656 bits), 82 bytes captured (656 bits
Ethernet II, Src: Cisco_2f:dc:04 (00:0b:60:2f:dc:04), Dst: Cisco_1le:93:50
(f7:1e:93:50:00:24)

MultiProtocol Label Switching Header, Label: 16031, Exp: 0, S: 1, TTL: 251
Ethernet II, Src: Cisco_03:1f:46 (00:1d:46:03:1f:46), Dst: Broadcast
(Ef:fE£.ff:f£:££f:£F)

802.1Q Virtual LAN, PRI: 0, CFI: 0, ID: 2

(Address Resolution Protocol (request

J8 Jl o 08 Ll sniffer JI ngdl .3 a>gall dlawlg, aic oleall PW guale o® MPLS 16031  gualo
6kl JsS59, oo lo Jd Wi (32,055 2lae 9 i ultimate

leioSs iy o) SJ9 PW 8 oS dalsS JUd oS5 ol oSoy .PW dpauss a2y 6 il calall co,ipVl Ul 1y
Jiall 13 9

Y &Y 2azgall dlawlg; AC e Lol aiy (il 2 63,160l VLAN doMe Jis pi PW 5 goill oo cils 1] i
4Ll 631e] dxallen sz >0l Ll Go b il @il Jsi i AC e leaal, sVl &l 3le] ol a2,
VLAN doMe 3929 pac 1>V .EVC I éiimall duwlwdl dolasVl le ebai dglali juai dode 3929 pas) |las
PW 5 g4i, 0 dad9

PW JI e el @8lay VLAN (o b D ol Jilaio pop 1 @l J320 rewrite JI go el JSuiy ol

3 azall9 2 a>gall Lle PW @b 0 (055 go PW 4 go5 e Jlio lid

)@PWE’QJ:%'QC)@_S[MJJ.Q{PWQ!S Jasd a>lg il e 4 goil 9Sh wod 13] 1dla>No
" & laio

12vpn
pw-class VLAN



encapsulation mpls
transport-mode vlan
|

!

xconnect group test
p2p p2p4d

neighbor 10.0.0.11 pw-id 222
pw-class VLAN

!

|

|

!

PW 4 e6; VLAN el 65 PW JI juin

"RP/0/RSP1/CPUO:router2#sh 1l2vpn xXconnect group test det | i " PW type
PW type Ethernet VLAN, control word disabled, interworking none
PW type Ethernet VLAN Ethernet VLAN

s gy sl Y el e @310 0 dadg dodle Y Jid

(Frame 15: 86 bytes on wire (688 bits), 86 bytes captured (688 bits
Ethernet II, Src: Cisco_2f:dc:04 (00:0b:60:2f:dc:04), Dst: Cisco_1le:93:50
(f7:1e:93:50:00:24)

MultiProtocol Label Switching Header, Label: 16031, Exp: 0, S: 1, TTL: 251
Ethernet II, Src: Cisco_03:1f:46 (00:1d:46:03:1f:46), Dst: Broadcast
(Ff:fE£:ff:£f£:££:£F)

802.1Q Virtual LAN, PRI: 0, CFI: 0, ID: O

802.1Q Virtual LAN, PRI: 0, CFI: 0, ID: 2

(Address Resolution Protocol (request

AC e 2 doMall plasiwl HUbYl aei 32,9 dsor)] dodell EVC le pilall 2 ,%all I siiuall PE J, 5
aoMiw! a5 SVl HYI e 53400 e leingSs pi (il dxall doMell dxlles PE 2,5l gy .4y ol lxall
29> S 2y @8lay JSuiy JI (Jilaio POP 1 adlia, 50 rewrited ¢Sy o lxo AC clSis ol .PW e
x> &0 &SIl 83le] ol PW Ul e aliwy 2 d@8ladl o eVl e 3o d8la, g8 i) g%l olsl L9
glins PW (o wil> JS e sz 355 o uis chle oo o)

olelsll >asio PW 3-2-4

'AC Jio caplo dg>l9 oo Yoy PW e sgizy L2VPN PE Jgxo ) 065, ol oSanll o

LoD el [Fh]
100013 10.0.0.92 won1l
router? routars raute 3
G 01 ai /0y o T G 07102 i)
rauterl & 5 WS : @ routerl
CE PSEL Ao re Pseudoiire FE =

88 5 azgall o1 WV .3 azgall JI SVIPW e o5l Jg=9 2 azgall (0 PW e o321 5 a>gall Jisiaay
router3 9 2x,255 glbuwe u Multisegment PW wal> PWs in order to ¢u Jsoxill

:uedl PE @l le 5 azgall (8 oY1 2 azgall e ¢uoSill uin

RP/0/RSP1/CPUO:router2#sh run 1l2vpn xconnect group test
12vpn
xconnect group test



pP2p pP2p5

interface GigabitEthernet0/0/0/1.2
neighbor 10.0.0.12 pw-id 222

|

|

!

bl 5 azgall le wm

RP/0/RSPO/CPUO:router5#sh run 12vpn xXconnect group test
12vpn

xconnect group test

pP2p pP2p5

neighbor 10.0.0.11 pw-id 223
!

neighbor 10.0.0.13 pw-id 222
!

description R2-R5-R3

!

1

i

a2y PE JS JI 5,056 2luay el 0950 ol (TLV) dasd goi o PW (3 2539 )l ol usSy cauogll
JUd 098y boaie lg>Voly PW ellas] liSiwl J] gl boaie [auso waogll (oS, (3 42909 22255 zluwo)
PW Joxiy posy waaqiioll 9 a>g0

‘PW g TLV JI cxe>1, in order to ol sh 12vpn xconnect JI cd>>

RP/0/RSPO/CPUO:router5#sh 1l2vpn xconnect group test det

Group test, XC p2pb5, state is down; Interworking none
Description: R2-R5-R3

( PW: neighbor 10.0.0.11, PW ID 223, state is down ( provisioned
PW class not set, XC ID 0xc0000002

Encapsulation MPLS, protocol LDP

Source address 10.0.0.12

PW type Ethernet, control word disabled, interworking none

PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use

MPLS Local Remote

Label 16042 unknown

Group ID 0x4000280 0x0

Interface GigabitEthernet0/0/0/1.2 unknown

MTU 1504 unknown

Control word disabled unknown

PW type Ethernet unknown

VCCV CV type 0x2 0x0

(none)

(LSP ping verification)

VCCV CC type 0x4 0x0

(none)

(TTL expiry)

: (Outgoing PW Switching TLVs (Label Mapping message
Local IP Address: 10.0.0.12, Remote IP Address: 10.0.0.13, PW ID: 222
Description: R1-R5-R3

: (Outgoing Status (PW Status TLV



Status code: 0x0 (Up) in Notification message

:Statistics for MS-PW

packets: received 0

bytes: received 0

MIB cpwVcIndex: 3221225474

(Create time: 02/05/2013 15:37:53 (00:34:43 ago

(Last time status changed: 02/05/2013 16:12:30 (00:00:06 ago
(Last time PW went down: 02/05/2013 16:12:30 (00:00:06 ago

( PW: neighbor 10.0.0.13, PW ID 222, state is up ( established
PW class not set, XC ID 0xc0000001

Encapsulation MPLS, protocol LDP

Source address 10.0.0.12

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use

MPLS Local Remote

Label 16043 16056

Group ID 0x6000180 0x4000280

Interface GigabitEthernet0/1/0/3.2 GigabitEthernet0/0/0/1.2
MTU 1504 1504

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)

VCCV CC type 0x4 0x6

(router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

: (Outgoing PW Switching TLVs (Label Mapping message

Local IP Address: 10.0.0.12, Remote IP Address: 10.0.0.11, PW ID: 223
Description: R2-R5-R3

: (Outgoing Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

:Statistics for MS-PW

packets: received 0

bytes: received 0

MIB cpwVcIndex: 0

(Create time: 02/05/2013 15:37:53 (00:34:43 ago

(Last time status changed: 02/05/2013 16:12:35 (00:00:01 ago
(Last time PW went down: 02/05/2013 16:12:30 (00:00:06 ago

PW ooz TLV a9 2 azgall Ll 4y Lol PW Juolss go 3 azgall JI TLV Jug>s PW 5 asgall Juw
3 agall Jl & Lol PW Juolss go 2 azgall I

51,85 3.2.5

oo Gledoall G1aD Sy Ol ooy oSU9 camdon Jnosi dladi | dlnki o PW Jidiad] pllas pladiaw] ¢Soy
>3 iall Ll 91 (PE) CawlwVl pllaill L8 Jlac &9a> dls 9

3.25.1 _uwlwl 1,85

e 3ozl 5 luall & MPLS PW o6 (MPLS 99> (3 asill ésle] Lle 54, lalasall Luss sl caad 13]
sl



PWs i 05> 3.2.5.2

Jitd JUd oIS 15] bl V1 1,5 e ciyiol dos> SV oo PE o (Customer Edge (CE lg> Juoss oSan
J96, Y i ol sy giae clniw bglas dos> a1y ol Li> el éy dox)l PE 9 CE o doj> giac bl
JolSUL, do =l Solassl JI 38, PE Jisd oY PE 1S5

U@ 8D JS ibas | ddais oo @l 3,95 olasg dlawls, 33z il9> Ji et ol HLSHl Gb on o9
dos :CEs wlil o il doj> S ginc

router? routers
S
Bundle-Ether Bundle-Ether
: 5 ters
routerl % rou
S
ro ke rd

Fseudowire

o9 aSzill JsSsiom bl s 6 lay PW e adladin olUoYl Jai, s (o Yag dosxl clgl PE poiy
lgiys CEs Usls aiy Ll (LACP) clols,Vl gaozs

LleY s aosnl oS o> giac bgiw wuuy PE 9l AC 0lads «pwannill 13D go

dlawlg, L2VPN ue LACP JsSgi9m doll (BPDU) uudl JsSeiop bl wlasg Jis ai o) jdlasNo
421 1.0Y Cisco 10S XR zob oo p18Yl &lylaoYl L5 ASR 9000

ollas 9 leolaziw] Say Ll 3V LS Slise oiaisg . puonail] 13D 8 6a>19 Jisd dlass CE Jljy
{(CE) ella3Vl gy

(MC-LAG) 6522iall JSlglly < loli,Vl grax dcoazo -
ASR 9000 J (NV) aSaid) d,@lall 5l51xall gazs -

Cisco I0S wY¥g=o e (VSS) s olall Joxil ol -
Cisco Nexus w¥g=0 e (VPC) s, oUnl iaiall 6LS -

MPLS PW g 33,0 ,ls o dlais J alaiss (o Yoy Jbasl Jud PE JI jghaio 0
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PW LS5 Lams 6500 SN (o 1S3l d6lSol (PES) dpulwVl dll oloxs 965 ol oSy laS



o0
10.0.0.12

Frimary PW route 3

Lon
10.0.0.11

router2

Gi 0/1/03.2 m

routers

Gi 0f1
routerl @

CE FE

Gi 0/0/0/1.2

Routerd
10.0.0.14
Badup P Leon

bV PW e 6 azgoll JI 1 azg0ll (o 49,0l 4,5 (395 .3 azgol) Luwlwl PW e sgixy 2 a>gall
slagiwYl 209 8 4 azgall (PW) _blis| duw 62>9 Lle 2 a>gall sgixy WS .aplell B9 )l 8 13
6259)1 03® e oLl 9,0 &S,> §9a5 Y «dplell Bg lall (8 S92yl

PE e >3 iall Ll go 91 «(3 azgall) Lol PW (0 aal PE o « uwlu¥l PW go dlSuise Jid il 3]
Jass ¥ 8920l 3 59,00l &> 1259 ol PW Jisis jeall le 2 azsall pois (3 azsall) ueyl
aliall > xic Ll PW I 5,31 6,0 49,0l 45,

9 2azg0ll e 553l

RP/0/RSPO/CPUO:router2#sh run 12vpn xconnect group test
12vpn

xconnect group test

pP2p pP2p6

interface GigabitEthernet0/1/0/3.2

neighbor 10.0.0.13 pw-id 222

backup neighbor 10.0.0.14 pw-id 222

RP/0/RSP1/CPUO:router3#sh run 1l2vpn xconnect group test
12vpn

xconnect group test

p2p p2p6

interface GigabitEthernet0/0/0/1.2

neighbor 10.0.0.11 pw-id 222
!

!
!
!

Slagiw] > 8 ROUTER4 JI PW (0 06509 (Ui ROUTERS LI PW 0 09Ss (6 diuall oYl Lo

RP/0/RSPO/CPUO:router2#sh 12vpn xconnect group test
,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved



SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2

Group Name ST Description ST Description ST
test p2p6 UP Gi0/1/0/3.2 UP 10.0.0.13 222 UP
Backup

SB 222 10.0.0.14

RP/0/RSPO/CPUO:router2#sh 12vpn xconnect group test det

Group test, XC p2p6, state is up; Interworking none

AC: GigabitEthernet0/1/0/3.2, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1504; XC ID 0xc40003; interworking none

:Statistics

packets: received 51412, sent 25628

bytes: received 3729012, sent 1742974

drops: illegal VLAN 0, illegal length 0

( PW: neighbor 10.0.0.13, PW ID 222, state is up ( established
PW class not set, XC ID 0xc0000005

Encapsulation MPLS, protocol LDP

Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use

MPLS Local Remote

Label 16049 16059

Group ID 0x6000180 0x4000280

Interface GigabitEthernet0/1/0/3.2 GigabitEthernet0/0/0/1.2
MTU 1504 1504

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

: (Outgoing Status (PW Status TLV

Status code: 0x0 (Up) in Notification message
MIB cpwVcIndex: 3221225477

(Create time: 03/05/2013 15:04:03 (00:21:26 ago
(Last time status changed: 03/05/2013 15:17:34 (00:07:55 ago
MAC withdraw message: send 0 receive 0
:Statistics

packets: received 25628, sent 51412

bytes: received 1742974, sent 3729012

:Backup PW

( PW: neighbor 10.0.0.14, PW ID 222, state is standby ( all ready
( Backup for neighbor 10.0.0.13 PW ID 222 ( inactive

PW class not set, XC ID 0xc0000006

Encapsulation MPLS, protocol LDP

Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
Sequencing not set



PW Status TLV in use

MPLS Local Remote

Label 16050 289971

Group ID 0x6000180 0x4000100

Interface GigabitEthernet0/1/0/3.2 GigabitEthernet0/0/0/1.2
MTU 1504 1504

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

: (Outgoing Status (PW Status TLV

Status code: 0x20 (Standby) in Notification message
MIB cpwVcIndex: 3221225478

(Create time: 03/05/2013 15:04:03 (00:21:26 ago
(Last time status changed: 03/05/2013 15:17:34 (00:07:55 ago
MAC withdraw message: send 0 receive 0
RP/0/RSPO/CPUO:router2#

sie 2 azgall I "53| 5Ll bogd" I 3 azgall iy PW Jazidl dlsg 53l 5Ll dls oLidY |l
Lol PW lagissig a; Lol Ll PW ik 2 a>g0ll poi; .3 azgall Lle 53l Ll Jloss

RP/0/RSPO/CPUO:May 3 15:34:08.772 : 12vpn_mgr[1121]: %L2-L2VPN_PW-3-UPDOWN
Pseudowire with address 10.0.0.13, id 222, state is Down

RP/0/RSPO/CPUO:May 3 15:34:08.772 : 12vpn_mgr[1121]: $L2-L2VPN_PW-3-UPDOWN
Pseudowire with address 10.0.0.14, id 222, state is Up

RP/0/RSPO/CPUO:router2#sh 12vpn xconnect group test
,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved
SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2
Group Name ST Description ST Description ST

test p2p6 UP Gi0/1/0/3.2 UP 10.0.0.13 222 DN
Backup
UP 222 10.0.0.14

RP/0/RSPO/CPUO:router2#sh 1l2vpn xconnect group test det

Group test, XC p2pb, state is up; Interworking none

AC: GigabitEthernet0/1/0/3.2, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1504; XC ID 0xc40003; interworking none

:Statistics

packets: received 51735, sent 25632

bytes: received 3752406, sent 1743230

drops: illegal VLAN 0, illegal length 0

( PW: neighbor 10.0.0.13, PW ID 222, state is down ( local ready
PW class not set, XC ID 0xc0000005

Encapsulation MPLS, protocol LDP

Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set



PW Status TLV in use

MPLS Local Remote

Label 16049 16059

Group ID 0x6000180 0x4000280

Interface GigabitEthernet0/1/0/3.2 GigabitEthernet0/0/0/1.2
MTU 1504 1504

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x6 (AC Down) in Notification message
: (Outgoing Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

MIB cpwVcIndex: 3221225477

(Create time: 03/05/2013 15:04:03 (00:30:14 ago
(Last time status changed: 03/05/2013 15:34:08 (00:00:09 ago
MAC withdraw message: send 0 receive 0

:Backup PW

( PW: neighbor 10.0.0.14, PW ID 222, state is up ( established
( Backup for neighbor 10.0.0.13 PW ID 222 ( active

PW class not set, XC ID 0xc0000006

Encapsulation MPLS, protocol LDP

Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
Sequencing not set

PW Status TLV in use

MPLS Local Remote

Label 16050 289971

Group ID 0x6000180 0x4000100

Interface GigabitEthernet0/1/0/3.2 GigabitEthernet0/0/0/1.2
MTU 1504 1504

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

: (Outgoing Status (PW Status TLV

Status code: 0x0 (Up) in Notification message
MIB cpwVcIndex: 3221225478

(Create time: 03/05/2013 15:04:03 (00:30:14 ago
(Last time status changed: 03/05/2013 15:34:08 (00:00:09 ago
MAC withdraw message: send 0 receive 0
:Statistics

packets: received 25632, sent 51735

bytes: received 1743230, sent 3752406
RP/0/RSPO/CPUO:router2#

I PW 352,93 azgall _JI s )l PW lagisss 63lel, 2 azgall pgéy 3 azgall _le 33 0ll HLdl 392, losic
Szl A I 4 a>g0ll



a5 Lol gl I luall 2 azgall Adiyg (3 azgall Jlass sie _blisYl PW lagis Loyl s,
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3 agall e (083l

RP/0/RSP1/CPUO:router3#sh run redundancy
redundancy

iccp

group 2

mlacp node 1

mlacp system mac 0200.0000.0002
mlacp system priority 1

mlacp connect timeout 0

member

neighbor 10.0.0.14

|

backbone

interface TenGigE0/0/0/0
interface TenGigE0/0/0/1

|

isolation recovery-delay 300

|

|

!



RP/0/RSP1/CPUO:router3#sh run int bundle-ether 222
interface Bundle-Ether222

lacp switchover suppress-flaps 100

mlacp iccp-group 2

mlacp switchover type revertive

mlacp switchover recovery-delay 40

mlacp port-priority 1

mac-address 0.0.2

bundle wait-while 0

bundle maximum-active links 1

load-interval 30
|

RP/0/RSP1/CPUO:router3#sh run 1l2vpn xconnect group test

12vpn

xconnect group test

p2p p2p7

interface Bundle-Ether222.2

neighbor 10.0.0.11 pw-id 222

backup neighbor 10.0.0.12 pw-id 222

|

|

|

|

!

RP/0/RSP1/CPUO:router3#sh 12vpn xconnect group test

,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved
SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2

Group Name ST Description ST Description ST
test p2p7 UP BE222.2 UP 10.0.0.11 222 UP
Backup

DN 222 10.0.0.12

RP/0/RSP1/CPUO:router3#sh bundle bundle-ether 222

Bundle-Ether222

Status: Up

Local links : 1 /0 / 1

Local bandwidth : 1000000 (1000000) kbps
(MAC address (source): 0000.0000.0002 (Configured
Inter-chassis link: No

Minimum active links / bandwidth: 1 / 1 kbps
Maximum active links: 1

Wait while timer: Off

Load balancing: Default

LACP: Operational

Flap suppression timer: 100 ms

Cisco extensions: Disabled

mLACP: Operational

ICCP Group: 2

Role: Active

Foreign links : 0 / 1

Switchover type: Revertive

Recovery delay: 40 s

Maximize threshold: 1 link

IPv4 BFD: Not configured

Port Device State Port ID B/W, kbps



Gi0/0/0/1 Local Active 0x8001, 0x9001 1000000

Link is Active

Gi0/0/0/1 10.0.0.14 Standby 0x8002, 0xa002 1000000
Link is marked as Standby by mLACP peer

sl Jlagig oligiw] A (6 2 azgall J| Cawlwl PW 5 _xall do;x)l giac 095, 5 azgall e
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RP/0/RSP1/CPUO:router5#sh run redundancy
redundancy

iccp

group 2

mlacp node 2

mlacp system mac 0200.0000.0002
mlacp system priority 1

mlacp connect timeout 0

member

neighbor 10.0.0.13

!

backbone

interface TenGigE0/1/0/0
interface TenGigE0/1/0/1

!

isolation recovery-delay 300

1

1

i

RP/0/RSP1/CPUO:router5#sh run int bundle-ether 222
interface Bundle-Ether222

lacp switchover suppress-flaps 100

mlacp iccp-group 2

mlacp switchover type revertive

mlacp switchover recovery-delay 40

mac-address 0.0.2

bundle wait-while 0

bundle maximum-active links 1

load-interval 30
1

RP/0/RSP1/CPUO:router5#sh run 12vpn xXconnect group test
12vpn

xconnect group test

p2p p2p7

interface Bundle-Ether222.2
neighbor 10.0.0.11 pw-id 222

backup neighbor 10.0.0.12 pw-id 222
1

1

1

1

i

RP/0/RSP1/CPUO:router5#sh 12vpn xconnect group test
,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved
SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2

Group Name ST Description ST Description ST
test p2p7 DN BE222.2 UP 10.0.0.11 222 SB
Backup

DN 222 10.0.0.12



RP/0/RSP1/CPUO:router5#sh bundle bundle-ether 222

Bundle-Ether222

Status: mLACP hot standby
Local links : 0 / 1 / 1

Local bandwidth : 0 (0) kbps
(MAC address (source): 0000.0000.0002 (Configured
Inter-chassis link: No

Minimum active links / bandwidth: 1 / 1 kbps
Maximum active links: 1

Wait while timer: Off

Load balancing: Default

LACP: Operational

Flap suppression timer: 100 ms
Cisco extensions: Disabled
mLACP: Operational

ICCP Group: 2

Role: Standby

Foreign links : 1 / 1
Switchover type: Revertive
Recovery delay: 40 s

Maximize threshold: 1 link
IPv4 BFD: Not configured

Port Device State Port ID B/W, kbps

Gi0/0/0/1 Local Standby 0x8002, 0xa002 1000000
mLACP peer is active

Gi0/0/0/1 10.0.0.13 Active 0x8001, 0x9001 1000000
Link is Active

09 5z zluue oSy ol siac a0l Laiy Jauis 33255 glraus UoSy Ol giac do | 6 1A% gl e
Dlagiw)l giog

router6#sh etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended

(H - Hot-standby (LACP only

R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports

(Po2 (SU) LACP GiO/1(P) Gi0/2(w 2

:5 azgall JI il giaell e 6 a>gall Sgixy 3 azgall e doxl gine jaazxi baic

router6#sh etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended

(H - Hot-standby (LACP only

R - Layer3 S - Layer?2



U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - walting to be aggregated

d - default port

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports

(Po2(SU) LACP Gi0/1(D) Gi0/2(P 2

RP/0/RSP1/CPUO:router3#sh 12vpn xconnect group test
,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved
SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2

Group Name ST Description ST Description ST
test p2p7 DN BE222.2 DN 10.0.0.11 222 DN
Backup

DN 222 10.0.0.12

5 azgall )l 4y Lol Lblis Yl PW lniig oz 3 azsall Ll 4 Lol PW ol 2 azgall (i,

RP/0/RSPO/CPUO:router2#sh 12vpn xconnect
,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved
SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2

Group Name ST Description ST Description ST
test p2p7 UP BE222.2 UP 10.0.0.13 222 DN
Backup

UP 222 10.0.0.14

2 agall I 4 Lol Caus )l PW I a8LoYl bnis a Loldl dojxll giac e 5 azgall Sgix,

RP/0/RSP1/CPUO:router5#sh bundle bundle-ether 222

Bundle-Ether222

Status: Up

Local links : 1 / 0 / 1

Local bandwidth : 1000000 (1000000) kbps
(MAC address (source): 0000.0000.0002 (Configured
Inter-chassis link: No

Minimum active links / bandwidth: 1 / 1 kbps
Maximum active links: 1

Wait while timer: Off

Load balancing: Default

LACP: Operational

Flap suppression timer: 100 ms

Cisco extensions: Disabled

mLACP: Operational



ICCP Group: 2

Role: Active

Foreign links : 0 / 1
Switchover type: Revertive
Recovery delay: 40 s
Maximize threshold: 1 link
IPv4 BFD: Not configured

Port Device State Port ID B/W, kbps

Gi0/0/0/1 Local Active 0x8002, 0xa002 1000000

Link is Active

Gi0/0/0/1 10.0.0.13 Configured 0x8003, 0x9001 1000000

Link is down

RP/0/RSP1/CPUO:router5#sh 12vpn xconnect group test

,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved
SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2
Group Name ST Description ST Description ST

test p2p7 UP BE222.2 UP 10.0.0.11 222 UP
Backup
DN 222 10.0.0.12
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interface TenGigE0/0/0/8

bundle id 222 mode on

!

interface TenGigE1/0/0/8

bundle id 222 mode on

!

interface Bundle-Ether222

!

interface Bundle-Ether222.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric
!

12vpn

xconnect group test

p2p p2p8

interface Bundle-Ether222.2
neighbor 10.0.0.13 pw-id 8

!

!

!

upper}mac address in} do ;>9 upperimac address} pla; LACP _Suluw] oSl S el w29; CISCO
ule jeiell aas Jlall 13® auogs glise oS jlg> W) a2y auuw uei upperimac address} wuslas order to
Zk)i9USﬂ|

RP/1/RSPO/CPUO:router2#sh int bundle-ether 222 | i address is
Hardware is Aggregated Ethernet interface(s), address is 0024.f71e.d309
Internet address is Unknown

RP/1/RSPO/CPUO:router2#

RP/1/RSPO/CPUO:router2#cont
RP/1/RSP0O/CPUO:router2 (config) #int bundle-ether 222
RP/1/RSP0O/CPUO:router2 (config-if) #mac-address 0024.£f71e.d309
RP/1/RSP0O/CPUO:router2 (config-if) #commit
RP/1/RSPO/CPUO:router2 (config-if) #end

RP/1/RSPO/CPUO:router2#

RP/1/RSP0O/CPUO:router2#sh lacp system-id

Priority MAC Address

0x8000 00-24-f7-1e-d3-05

RP/1/RSPO/CPUO:router2#

RP/1/RSPO/CPUO:router2#cont

RP/1/RSP0O/CPUO:router2 (config)#lacp system mac 0024.f71e.d305
RP/1/RSPO/CPUO:router2 (config) #commit
RP/1/RSP0O/CPUO:router2 (config) #end

(1 Jol> _le 8/0/1 95 0 Jol> _lc 8/0/10) Jol> JS _lc giac go ether 222-ido 3l 6 138 (Joill doMs9
i Juogs dlais | dlads J Sy dojxl) e éll by lig

RP/1/RSPO/CPUO:router2#sh 12vpn xconnect group test
,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved



SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2
Group Name ST Description ST Description ST

CDP 3.3
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interface GigabitEthernet0/0/0/1
l2transport

!

!

12vpn

xconnect group test

p2p p2p8

interface GigabitEthernet0/0/0/1

neighbor 10.0.0.11 pw-id 8
!

!
!
!

:untagged subinterface (0 Jlo 13®

interface GigabitEthernet0/0/0/1.1 l2transport
encapsulation untagged

!

12vpn

xconnect group test

p2p p2p8

interface GigabitEthernet0/0/0/1.1

neighbor 10.0.0.11 pw-id 8
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routerl#sh cdp nei gigabitEthernet 0/1

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
,S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
routerd Gig 0/1 168 R S ME-3400G- Gig 0/1

L2VPN PE J s )l ag>lgll e Sa, CDP 3.3.2

CE u=JI CE s, ¥ o> 209 .02 @d e Ja=ll pgias, CE 9 PE 9 6 5s00ll jue CDP o> PE glle,
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pinud L2VPN PE I éc éiall 6,2uiall BPDUS wla>9 Jlusl 069 el Joxo 6@ L2VPN CE olS 1]
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e lglis pig lple doMe gy 9> MST BPDUs 5l (STP) dc aiall 6,2l JoSei9, wlly wla>g Jlul piy
Jaill de,9 dg=lg Jud G 151 9112 o JaiS i Il dgloll (19S5 i 15] dlasi | dlasi (o @lolaiall JLasVl
.o,V ,ol9Yl dluuS dlac 9l untagged dluuS dlac 0 &9So

obly @lx>9 Jluyl VLAN @i JSU (+PVST) gomdl +PVST gi (+PVST) adlioYl xiaall 6,2l pgis
oMo gyllas 2 Seimall o Jaill dye 48 dg>ly JUd ol 131 lglis iy il 55a0)l (BPDUS) Luuzl JsSi9
(BPDUS) szl JsSsi9 s <lily wla>ss davlll dot1q

Lol Jlo 13
LoD LoQ
10.0.0.132 10.0.0.11
routers routerd
e P
Gi 0,1 Gi /07071 S S i X, Gi 0/1/0/3 Gioy/1
rauterl % E . E . MWIP LS ) @ route rd
CE PE Fseudowire PE ¢

12 juai dode dot1q go wlhlbly 6ju00 e wl)lbl 3 a>gally 2 azgall Jai



interface GigabitEthernet0/0/0/1.1 1l2transport
encapsulation untagged

|

interface GigabitEthernet0/0/0/1.2 1l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

|

12vpn

xconnect group test

p2p pP2p8

interface GigabitEthernet0/0/0/1.2

neighbor 10.0.0.11 pw-id 8

|

!

p2p pP2p9

interface GigabitEthernet0/0/0/1.1

neighbor 10.0.0.11 pw-id 9

|

|

|

cliso izl 4 2lico o0 VLAN2 L5 tagged BPDUs Jls VLAN 1 _ untagged BPDUs JI Switch1 aliu,
4 2lias g GIO/1 e

switchl#sh spanning-tree vlan 1

VLANO00O01

Spanning tree enabled protocol ieee

Root ID Priority 32768

Address 0024.985e.6a00

Cost 8

(Port 1 (GigabitEthernetO/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32769 (priority 32768 sys-id-ext 1
Address 001d.4603.1£00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Gi0/1 Root FWD 4 128.1 P2p
switchl#sh spanning-tree vlan 2

VLANO0002

Spanning tree enabled protocol ieee

Root ID Priority 32770

Address 0019.552b.b580

Cost 4

(Port 1 (GigabitEthernetO0/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32770 (priority 32768 sys-id-ext 2
Address 001d.4603.1£00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Root FWD 4 128.1 P2p
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ethernet-services access-list block-invalid-frames
deny any 0180.c200.0000 0000.0000.000f 10

deny any host 0180.c200.0010 20

deny any host 0100.0c00.0000 30

deny any host 0100.0ccc.cccc 40

deny any host 0100.0ccc.cccd 50

deny any host 0100.0ccd.cdce 60

permit any any 70
1

RP/0/RSP1/CPUO:router2#sh run int GigabitEthernet0/0/0/1.1
interface GigabitEthernet0/0/0/1.1 1l2transport
encapsulation untagged

ethernet-services access-group block-invalid-frames ingress

ethernet-services access-group block-invalid-frames egress
1

RP/0/RSP1/CPUO:router2#sh run int GigabitEthernet0/0/0/1.2
interface GigabitEthernet0/0/0/1.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

ethernet-services access-group block-invalid-frames ingress

ethernet-services access-group block-invalid-frames egress
1

{(BPDUS) ,uuxdl JsSsi9 0 <y lazg blawl (8 ci,i)l oloas) Jowsll L9 pSxil dnild iag

RP/0/RSP1/CPUO:router2#sh access-lists ethernet-services block-invalid-frames
hardware ingress location 0/0/CPUO

ethernet-services access-list block-invalid-frames

(deny any 0180.c200.0000 0000.0000.000f (41 hw matches 10

deny any host 0180.c200.0010 20

deny any host 0100.0c00.0000 30

deny any host 0100.0ccc.cccc 40

(deny any host 0100.0ccc.cccd (63 hw matches 50

deny any host 0100.0ccd.cdce 60

(permit any any (8 hw matches 70

Haxll g2 1 Jo=wll @_uoi AN 4 Jo=xoll 0 (BPDUS) ! JgSgi9 » wlbly wlazg Jusiwy 1 Joxall a2, o)
oV

switchl#sh spanning-tree vlan 1

VLANO00O01
Spanning tree enabled protocol ieee



Root ID Priority 32769

Address 001d.4603.1£00

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32769 (priority 32768 sys-id-ext 1
Address 001d.4603.1£00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Desg FWD 4 128.1 P2p
switchl#sh spanning-tree vlan 2

VLANO0002

Spanning tree enabled protocol ieee

Root ID Priority 32770

Address 001d.4603.1£00

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32770 (priority 32768 sys-id-ext 2
Address 001d.4603.1£00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Desg FWD 4 128.1 P2p
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ole>gall el oy LAN aSui (Slx, silly AASR 9000 JM5 0 Routerd 9 Router3 § 2 a>goll Juosi ai;
&l

il &I olgoall o dgaloll CligSs (D 03D

RP/0/RSPO/CPUO:router2#sh run int gig 0/1/0/39.2
interface GigabitEthernet0/1/0/39.2

ipvd address 192.168.2.2 255.255.255.0
encapsulation dotlg 2

1

router3#sh run int gig 0/1
...Building configuration

Current configuration : 203 bytes
!

interface GigabitEthernet0/1
port-type nni

switchport access vlan 2
switchport trunk allowed vlan 1,2
switchport mode trunk

end

router3#sh run int vlan 2
...Building configuration

Current configuration : 61 bytes
!
interface Vlan2

ip address 192.168.2.3 255.255.255.0
end

router3#

RP/0/RSPO/CPUO:routerd#sh run int ten 0/0/1/0.2
interface TenGigE(0/0/1/0.2

ipvd address 192.168.2.4 255.255.255.0
encapsulation dotlg 2

1

Juai doMe go 3V wlgzgall I leggs 6olel o9 dot1q 2 jues doMe go 1azgall dawles ol Ll ek
.dot1q 2
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RP/0/RSPO/CPUO:routerl#sh run int GigabitEthernet0/1/0/3.2
interface GigabitEthernet0/1/0/3.2 1l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric
1

RP/0/RSPO/CPUO:routerl#sh run int GigabitEthernet0/1/0/38.2
interface GigabitEthernet0/1/0/38.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric
1

RP/0/RSPO/CPUO:routerl#sh run int TenGigE0/2/0/4.2
interface TenGigE(0/2/0/4.2 l1l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric
1

il Ml amy e Jouoall (S aSxill olazg plasiwl suxll Jbre cusSs Lo,6

RP/0/RSPO/CPUO:routerl#sh run 12vpn bridge group customerl
12vpn

bridge group customerl
bridge-domain engineering

interface TenGigE(0/2/0/4.2

1

interface GigabitEthernet0/1/0/3.2
1

interface GigabitEthernet0/1/0/38.2
1

1

1

Sy el 13D o 5,51z oYl | dxls Jid colS 13| > dcgazo (o il Jlxo (ueSs w

pucdl OV gz Sy SJ9 Sl oY guaxid Jiosll oVl 01 PR 01> > dCga0 cliw|
Hlbeo Sl cu>
) 21 ¢

)l 1955 Lo ,2) show run [2vpn bridge group customer1 bridge-domain engineering ;oY paziwl
.domain

sl OV guo> (4955 Lo =) show run 12vpn bridge group customer1 oV ,op'.aui

show I2vpn bridge-domain .Y 9i show [2vpn bridge-domain bd-name engineering ,0V! ro).k'hui
.bridge-domain Jg> <legleall o ;<) group customer1

RP/0/RSPO/CPUO:routerl#show 12vpn bridge-domain group customerl bd-name
engineering

.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 3 (3 up), VFIs: 0, PWs: O (0 up), PBBs: 0 (0 up



:List of ACs

Gi0/1/0/3.2, state: up, Static MAC addresses: 0
Gi0/1/0/38.2, state: up, Static MAC addresses: 0
Te0/2/0/4.2, state: up, Static MAC addresses: 0
:List of Access PWs

:List of VFIs

RP/0/RSPO/CPUO:routerl#show 12vpn bridge-domain group customerl bd-name
engineering det

.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Coupled state: disabled

MAC learning: enabled

MAC withdraw: enabled

MAC withdraw for Access PW: enabled

MAC withdraw sent on bridge port down: disabled
:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Bridge MTU: 1500

MIB cvplsConfigIndex: 6

:Filter MAC addresses

(Create time: 28/05/2013 17:17:03 (00:18:06 ago

No status change since creation

(ACs: 3 (3 up), VFIs: 0, PWs: O (0 up), PBBs: 0 (0 up
:List of ACs

AC: GigabitEthernet0/1/0/3.2, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1500; XC ID 0xc40003; interworking none

MAC learning: enabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Storm Control: disabled

:Static MAC addresses

:Statistics

packets: received 185066, sent 465

bytes: received 13422918, sent 34974

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic ARP inspection drop counters

packets: 0, bytes: 0



:IP source guard drop counters

packets: 0, bytes: 0

AC: GigabitEthernet0/1/0/38.2, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1500; XC ID 0xc40005; interworking none

MAC learning: enabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled
DHCPv4 snooping: disabled

IGMP Snooping profile: none

Storm Control: disabled

:Static MAC addresses

:Statistics

packets: received 8, sent 12287

bytes: received 770, sent 892418

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic ARP inspection drop counters

packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

AC: TenGigE0/2/0/4.2, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1500; XC ID 0x1040001; interworking none

MAC learning: enabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled
DHCPv4 snooping: disabled

IGMP Snooping profile: none

Storm Control: disabled

:Static MAC addresses

:Statistics

packets: received 463, sent 11839

bytes: received 35110, sent 859028

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic ARP inspection drop counters

packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

:List of Access PWs

:List of VFIs



25 oS 131 show 12vpn bridge-domain group customer1 bd-name engineering det ;oY pmui

AC S e lu)ly o5l Ll o gaill

waxdy ol wil 1 ol ol domain- > 12vpn forwarding o)l JI zlisell aelSJl mac-address JI el
:aglb mac-address JI

:RP/0/RSP0O/CPUO: routerl#show 12vpn forwarding bridge-domain customerl
engineering mac-address location 0/1/CPUO

..To Resynchronize MAC table from the Network Processors, use the command
12vpn resynchronize forwarding mac-address-table location

Mac Address Type Learned from/Filtered on LC learned Resync Age Mapped to

0019.552b.b581 dynamic Gi0/1/0/3.2 0/1/CPUO 0d Oh Om Os N/A
0019.552b.b5¢c3 dynamic Gi0/1/0/3.2 0/1/CPUO 0d Oh Om Os N/A
0024.986¢c.6417 dynamic Gi0/1/0/38.2 0/1/CPUO 0d Oh Om Os N/A
6c9c.ed3e.ed84 dynamic Te0/2/0/4.2 0/2/CPUO 04 Oh Om Os N/A

5 8,815 2295 LS il Sl 9 5ol il o 6,0 JS slawl dawlss jlexll 3 MAC ales uais e
oYL aslaal el 138 golul J9az cuass oSay ¥ SJ9 MAC uslic J9a) zolll dols w850
plaziwl goll J9ax dislje 83l Jglxy aild (il dcno il wlaleill (5 show ,o¥1 J155] xic 852V
JaiST pac A L5 i> ol MAC (uslic Joax) alidl Al giloy «_uadl axS ail 15 asy .65e2 V1 Joax
é>leY 12vpn Reset mac-address table VI p)>.u.u| (LS J9axdl oS 3] (JUadl Juw le) kc,Jc,I).JI éslel

Lo 656219 2oll Jglaz disle 65kl J>1 (o aeill

NN NN

RP/0/RSPO/CPUO:routerl#term mon

RP/0/RSPO/CPUO:routerl#l2vpn resynchronize forwarding mac-address-table

location 0/1/CPUO

[RP/0/RSPO/CPUO:routerl#LC/0/1/CPUO:May 28 18:25:35.734 : vkg_12fib_mac_cache[357
-PLATFORM%

PLAT L2FIB_MAC_CACHE-6-RESYNC_COMPLETE : The resynchronization of the MAC
address table is complete

CPU0O/0/1

RP/0/RSP0O/CPUO:routerl#show 1l2vpn forwarding bridge-domain customerl:engineering
mac-address location 0/1/CPUO

..To Resynchronize MAC table from the Network Processors, use the command

12vpn resynchronize forwarding mac-address-table location

Mac Address Type Learned from/Filtered on LC learned Resync Age Mapped to

0019.552b.b581 dynamic Gi0/1/0/3.2 0/1/CPUO 0d Oh Om Os N/A
0019.552b.b5c3 dynamic Gi0/1/0/3.2 0/1/CPUO 04 0Oh Om Os N/A
6c9c.ed3e.ed84 dynamic Te0/2/0/4.2 0/2/CPUO0 0d Oh Om Os N/A

o) ad bl a8l oSas pir ol aiall o WA (polill 63lel ddac JloiST by JI syslog allu,y s
bl

632Vl J9a> 0 MAC ylgic disljo 65le] led caoi 6,0 31 Resync Age sgoe o,

A 856291 Jlawl o MAC cuslie Dol i 850Lall 9l 63,l0)l I3l &liay gdoo & gdoall sl dals)l
Llxo| detail dwwloY] dalSIl 965 38 PW ol AC 1>, cu> las JS _le d99,20 MAC ol 655 of wx

2ol J9az o Sasl

:RP/0/RSPO/CPUO: routerl#show 12vpn forwarding bridge-domain customerl
engineering mac-address detail location 0/1/CPUO



Bridge-domain name: customerl:engineering, id: 5, state: up
MAC learning: enabled

MAC port down flush: enabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog

MAC limit reached: no

MAC Secure: disabled, Logging: disabled

DHCPv4 snooping: profile not known on this node

Dynamic ARP Inspection: disabled, Logging: disabled

IP Source Guard: disabled, Logging: disabled

IGMP snooping: disabled, flooding: enabled

Bridge MTU: 1500 bytes

Number of bridge ports: 3

Number of MAC addresses: 4

Multi-spanning tree instance: 0

.To Resynchronize MAC table from the Network Processors, use the command
12vpn resynchronize forwarding mac-address-table location

GigabitEthernet0/1/0/3.2, state: oper up

Number of MAC: 2

:Statistics

packets: received 187106, sent 757

bytes: received 13571342, sent 57446

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic arp inspection drop counters

packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

Mac Address: 0019.552b.b581, LC learned: 0/1/CPUO
Resync Age: 0d Oh Om Os, Flag: local

Mac Address: 0019.552b.b5c3, LC learned: 0/1/CPUO
Resync Age: 0d Oh Om Os, Flag: local

GigabitEthernet0/1/0/38.2, state: oper up

Number of MAC: 1

:Statistics

packets: received 18, sent 14607

bytes: received 1950, sent 1061882

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic arp inspection drop counters

packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

Mac Address: 0024.986¢.6417, LC learned: 0/1/CPUO
Resync Age: 0d Oh Om Os, Flag: local

TenGigE0/2/0/4.2, state: oper up
Number of MAC: 1

:Statistics

packets: received 0, sent 0



bytes: received 0, sent 0

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic arp inspection drop counters

packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

Mac Address: 6c9c.ed3e.ed84, LC learned: 0/2/CPUO
Resync Age: 0d Oh Om Os, Flag: remote

sac W3Sy Guusdl Jlro U lede =il o5 Ll MAC (uslie) _Jla>Vl sasdl LoVl o Jasall laoYl 9,
AC JS e lgde 0l a5 _ill MAC ¢pu9lic

Jo3 I azgi 6sle] oS o o 6 ilo 6562 W Jlo u9lic J9az gMaiwl 6ie>W duwlwVl dolsJl pgss
‘293ls

:RP/0/RSPO/CPUO: routerl#show 12vpn forwarding bridge-domain customerl
engineering mac-address hardware ingress location 0/1/CPUO

...To Resynchronize MAC table from the Network Processors, use the command
12vpn resynchronize forwarding mac-address-table location

Mac Address Type Learned from/Filtered on LC learned Resync Age Mapped to
0019.552b.b581 dynamic Gi0/1/0/3.2 0/1/CPUO 0d Oh Om Os N/A

0019.552b.b5¢c3 dynamic Gi0/1/0/3.2 0/1/CPUO 0d Oh Om Os N/A

0024.986c.6417 dynamic Gi0/1/0/38.2 0/1/CPUO 0d Oh Om Os N/A
6c9c.ed3e.ed84 dynamic Te0/2/0/4.2 0/2/CPUO 0d Oh Om Os N/A
:RP/0/RSPO/CPUO: routerl#show 12vpn forwarding bridge-domain customerl
engineering mac-address hardware egress location 0/2/CPUO

...To Resynchronize MAC table from the Network Processors, use the command
12vpn resynchronize forwarding mac-address-table location

Mac Address Type Learned from/Filtered on LC learned Resync Age Mapped to

0019.552b.b581 dynamic Gi0/1/0/3.2 0/1/CPUO 0d Oh Om 14s N/A
0019.552b.b5¢c3 dynamic Gi0/1/0/3.2 0/1/CPUO 0d Oh Om 1s N/A
0024.986¢.6417 dynamic Gi0/1/0/38.2 0/1/CPUO0 0d Oh Om 10s N/A
6c9c.ed3e.ed484 dynamic Te0/2/0/4.2 0/2/CPUO 0d Oh Om 13s N/A
RP/0/RSPO/CPUQO:routerl#

alols MST a5 4.2
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B host1

ole>lol)l o> go s> Jxo plasiwl 3 a>g0ll9 2 a>g0lly 1azgall o JS 1955 oo dalazall 13D 9
I oo 1a>gall oo, 1 azgall JIARP Ll Jio iy Jun 4 a>gall o5 15] lalazall 3 lg dwlsl
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9 PVSTAG o (Cisco 10S XR gl 9 dsgcanll <Y5Si9,l oo Jowgll 6)ke olylaol ] Jid
VPLS 2o 65lc cdiseo b>olgigb (9 lgolasiw] mis) JoSeioull (o 6393209 il wlylaol LB 0id .MSTAG
OlS 131 3>l ,LJl 6@ MST 6, (Cisco 10S XR zob . 5 PVSTAG9 MSTAG pludi 5 lgaos iz
Lollns alolSUI dc ,ainll 6,2l it OIS [3]9 632050 Vg0 go lalaze JUid
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interface GigabitEthernet0/0/0/1.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

!

interface GigabitEthernet0/0/0/1.3 l2transport
encapsulation dotlg 3

rewrite ingress tag pop 1 symmetric

!

interface TenGigE(0/0/0/1.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

!

interface TenGigE0/0/0/1.3 l2transport
encapsulation dotlg 3

rewrite ingress tag pop 1 symmetric

!

12vpn

bridge group customerl

bridge-domain finance

interface TenGigE0/0/0/1.3

!

interface GigabitEthernet0/0/0/1.3

1

1



bridge-domain engineering
interface TenGigE(0/0/0/1.2

1

interface GigabitEthernet0/0/0/1.2
1

1

1

o> 459 1 Juioll 2 09, VLAN aSuiv Lawass piy (Jlall 13D 9 .duus Il dg>lgll Je MST (955 oo
o SOl VLAN i puwsiy aedlg iV 083l pgsuw) .0 Liol,idVI Juiall 5,31 VLAN oS
(o Nindl

5lez IS gorall juunll 8,009 lgnsSs pi il ol lnuwly STP aSads J5 15 psni | audl 20235 2,335 i
S5 iy Jlall 138 8 sy xS oV il 8520 2o dylol JBYI sl dyglol JSYI 5lgdl 2o i
Tazgall 4oy .0 Jiall )izl 98 3 azgall 098, b3 (0 Jtiall 1azgall (oS5 aiy @5 J1 drslol; 3 azgall

A Jsiall izl 68 Tazgall 098, i) 1 Jliall 3 azgall a5 JSI dslol

1 azgall (uoSi 6B 13D

spanning-tree mst customerl
name customerl

revision 1

instance 0

priority 28672

!

instance 1

vlan-ids 2

priority 24576

!

interface TenGigE0/0/0/1
1

interface GigabitEthernet0/0/0/1
1

3 amsall e ousSill o3 Iid

spanning-tree mode mst
spanning-tree extend system-id

!

spanning-tree mst configuration
name customerl

revision 1

instance 1 vlan 2

!

spanning-tree mst 0 priority 24576
spanning-tree mst 1 priority 28672

Yool o> Je awmas 9@ sl JI VLAN aSui lalazeg de>150ll9 puwVl usi 956 ol w
1 a>gall _le deaiall 6,5l > oo a5 (oY
RP/0/RSP1/CPUO:routerl#sh spanning-tree mst customerl

Role: ROOT=Root, DSGN=Designated, ALT=Alternate, BKP=Backup, MSTR=Master
State: FWD=Forwarding, LRN=Learning, BLK=Blocked, DLY=Bringup Delayed

Operating in dotlg mode



:(MSTI 0 (CIST
VLANS Mapped: 1,3-4094

CIST Root Priority 24576
Address 001d.4603.1£f00
Ext Cost 0

Root ID Priority 24576

Address 001d.4603.1£00

Int Cost 20000

Max Age 20 sec, Forward Delay 15 sec

(Bridge ID Priority 28672 (priority 28672 sys-id-ext 0
Address 4055.3912.fle6

Max Age 20 sec, Forward Delay 15 sec

Max Hops 20, Transmit Hold count 6

Interface Port ID Role State Designated Port ID
Pri.Nbr Cost Bridge ID Pri.Nbr

Gi0/0/0/1 128.2 20000 ROOT FWD 24576 001d.4603.1£f00 128.1
Te0/0/0/1 128.1 2000 DSGN FWD 28672 4055.3912.fle6 128.1

:MSTI 1
VLANS Mapped: 2

Root ID Priority 24576

Address 4055.3912.fle6

This bridge is the root

Int Cost O

Max Age 20 sec, Forward Delay 15 sec

(Bridge ID Priority 24576 (priority 24576 sys-id-ext 0
Address 4055.3912.fle6

Max Age 20 sec, Forward Delay 15 sec

Max Hops 20, Transmit Hold count 6

Interface Port ID Role State Designated Port ID
Pri.Nbr Cost Bridge ID Pri.Nbr

Gi0/0/0/1 128.2 20000 DSGN FWD 24576 4055.3912.fle6 128.2
Te0/0/0/1 128.1 2000 DSGN FWD 24576 4055.3912.fle6 128.1

1 azgall .3 azgall ol GI0/0/0/1 e L )l ddiall Llc 1agall sgizxs i) 0 Jsiall izl 48 3azgall
Jliadl D olezlgll gz e sl ol 68 Tazgall G1b Wi 1 Jsall Hizl o2

Te0/1/0/0 _lc 0 Jsiall 2 azgall o> a5

RP/0/RSP1/CPUO:router2#sh spanning-tree mst customerl
Role: ROOT=Root, DSGN=Designated, ALT=Alternate, BKP=Backup, MSTR=Master
State: FWD=Forwarding, LRN=Learning, BLK=Blocked, DLY=Bringup Delayed

Operating in dotlg mode



:(MSTI 0 (CIST
VLANS Mapped: 1,3-4094

CIST Root Priority 24576
Address 001d.4603.1£f00
Ext Cost 0

Root ID Priority 24576

Address 001d.4603.1£00

Int Cost 20000

Max Age 20 sec, Forward Delay 15 sec

(Bridge ID Priority 32768 (priority 32768 sys-id-ext 0
Address £025.72a7.bl3e

Max Age 20 sec, Forward Delay 15 sec

Max Hops 20, Transmit Hold count 6

Interface Port ID Role State Designated Port ID

Pri.Nbr Cost Bridge ID Pri.Nbr

Gi0/0/0/1 128.2 20000 ROOT FWD 24576 001d.4603.1f00 128.2

Te0/1/0/0 128.1 2000 ALT BLK 28672 4055.3912.fle6 128.1

:MSTI 1
VLANS Mapped: 2

Root ID Priority 24576

Address 4055.3912.fle6

Int Cost 2000

Max Age 20 sec, Forward Delay 15 sec

(Bridge ID Priority 32768 (priority 32768 sys-id-ext 0
Address £025.72a7.bl3e

Max Age 20 sec, Forward Delay 15 sec

Max Hops 20, Transmit Hold count 6

Interface Port ID Role State Designated Port ID
Pri.Nbr Cost Bridge ID Pri.Nbr

Gi0/0/0/1 128.2 20000 DSGN FWD 32768 f025.72a7.bl3e 128.2

Te0/1/0/0 128.1 2000 ROOT FWD 24576 4055.3912.fle6 128.1

RP/0/RSP1/CPUO:router2#

b il 465, STP BLOCKED 0X0 dagd ¢,6Si losic .Te0/1/0/0.3 jla> aiy Loiy T€0/1/0/0.2 ass é3lel piy
aiy i o bl (S, STP BLOCKED 0x1 dasd o055 Loaic tagill 65lel, dg>loll pgai i las

ag>loll >

aSaidl plleo (9 639200l dg>lo)l wlily o,e9 13 1St show uidb data oVl pasiwl

RP/0/RSP1/CPUO:router2#sh uidb data location 0/1/CPUO TenGigE0/1/0/0.2
ingress | i Blocked

STP Blocked 0x0

RP/0/RSP1/CPUO:router2#sh uidb data location 0/1/CPU0O TenGigE0/1/0/0.3
ingress | i Blocked



STP Blocked 0x1

BVI 4.3
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plaiw] 1 Gwiaoll oSau « alull lalasall 8 . >l plelly Luusdl Jlxe J31 dswnall 6362V o aoill,

oY Il Jeoslly ddxall dxe,all &l o 29,3l 5 agall 91 4 azgall

iSy> azsis poii Ul Sou Lil9 ASR 9000 wlgzso (D sl wYlro (1855 iy cu> 2 azgally 1 azgall
iyl leg29i9 sl Ylas (o IP 59,0 45,2 2L3] agzoall iy Sou 13 IPVE 9 IPV4A Ul 19,0
Jzo (5 Leluogi iy L3 dg>l9 989 BVI (0055 eojly iy plall L3 clezgs Lle slaicyl oo Yoy louss
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routerd
router?
@ 0,000
Tel0/04
routerd
?, host1
R
couterE TeldsM,0/0
%I =~
router? : . -
oSl 92 13D

RP/0/RSP1/CPUO:routerl#sh run int bvi 2
interface BVI2

ipv4 address 192.168.2.1 255.255.255.0
!

RP/0/RSP1/CPUO:routerl#sh run int bvi 3
interface BVI3

ipv4 address 192.168.3.1 255.255.255.0
!

RP/0/RSP1/CPUO:routerl#sh run 12vpn bridge group customerl
12vpn

bridge group customerl

bridge-domain finance

interface TenGigE0/0/0/1.3

|

interface GigabitEthernet0/0/0/1.3

|

routed interface BVI3



1

bridge-domain engineering

interface TenGigE(0/0/0/1.2

1

interface GigabitEthernet0/0/0/1.2

!

routed interface BVI2

1

1

!

RP/0/RSP1/CPUO:routerl#sh run int gig 0/0/0/1.2
interface GigabitEthernet0/0/0/1.2 1l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric
1

il o ACs JI e pliwy lay Jl dxdles BVI JI aky ol cil a0l i) 6 5m00 & L3 dg>ly o BVI
Ja )l Jniayg doMe)l pgiy Y gaaiay BVI JI Vg . 0306 @l JS gy ol elSuiv <uS i, ACs JI .domain
e I3l Jl dsiio jueill olole 0985 ol vy i) BVI e dot1q e 9 dgly (oS diylo a5 ¥
Ll Jiall 8 Gi0/0/0/1.2 _lc a5 laS ACs

9 2018l 01D uigi o LguSos Sau Ll wlhiwall e squ8ll jas, JUD a oW dgzly D BVI dg>lg ol Loy
dow 13® vluw YV .IRB -, 5qu9 :Cisco ASR 9000 Series Router a>gq0 . e 1o, JI9 |, |olSioll a>qill - eSS
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«aJglb mac address JI _9 ,iol> upperimac address} ulgic uoSs ul bb .MAC plsi Jaisis a>goll P9
upperimac} 1i® cu> L2VPN pe JI JI PW JI ,.c upper}mac address} ale i oYl lagd Juw p el

ul,luJIJSJo 9 )9l aS = So9all e 21935V iz ,_,JI S22 1AD9 .0 wwale (oSu sl address

daunoll 656>Vl guo> 8l aslSol ulo..o,J.>|uocuoL>J| 656>Vl guo> e sasiall ey el cllas jausig

PE olSuis I sasiall call ¢

ohlb] Jlu,b zows LY 6480 IGMP JsSgi9n Jle Jalaill Jio 6ju0 0955 .lg)

P bVl (S 19,0l &,5 lado o <3 Jsy dasio cu wlgzoo 91 Jhdiw] 8521 3929 UL 9 laas

o.\@JoxU\Jh.au_g.i_;_lo.u.cPEJSJ!L@JMJ!@,_{Mp)lewmuoo>m@mJ@J|yBlm|uo
.acgo>oll

(V1) 5,0W a>g5 63le] Jiio w PW o Bliay alols] aSusial oS oo

RP/0/RSP0O/CPUO:routerl#sh run 1l2vpn bridge group customerl

12vpn

bridge group customerl
bridge-domain finance

interface GigabitEthernet0/1/0/3.3
!

vfi customerl-finance

neighbor 10.0.0.12 pw-id 3

1

neighbor 10.0.0.13 pw-id 3

1

neighbor 10.0.0.14 pw-id 3

1

1

!

bridge-domain engineering
interface GigabitEthernet0/1/0/3.2
!

vfi customerl-engineering
neighbor 10.0.0.12 pw-id 2

i



neighbor 10.0.0.13 pw-id 2
|
neighbor 10.0.0.14 pw-id 2
|
|
|
|

!

9Vl dcgane Luisi o 052 pD Al 3 JolSIL lgnos mi il elli VI JI e LgisgSs s Lill PWs o
STPW I Leegi 65lel pis ¥ a>lg PW e daliwall LYl i oo 35l (SHG) douiall

2>, VFI aSuis oo lgineSs aiy Y9 33,0l 5Ll oo legs iz Lilly (Jaosll PW &S o655 oSaall (o
Jwoladl _le eMoW puudll

oleg>90S &,3Y1 &V ole>gall gia> 39 (éylell Wlao Routerd g Router § 2 azgall e ouoSdl o5y
VFI o 6,950

RP/0/RSP0O/CPUO:routerl#sh 12vpn bridge-domain bd-name engineering detail
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Coupled state: disabled

MAC learning: enabled

MAC withdraw: enabled

MAC withdraw for Access PW: enabled

MAC withdraw sent on bridge port down: disabled
:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Bridge MTU: 1500

MIB cvplsConfigIndex: 6

:Filter MAC addresses

(Create time: 28/05/2013 17:17:03 (23:06:02 ago

No status change since creation

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up
:List of ACs

AC: GigabitEthernet0/1/0/3.2, state is upH-VPLS
Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1500; XC ID 0xc40003; interworking none

MAC learning: enabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled



IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Storm Control: disabled

:Static MAC addresses

:Statistics

packets: received 234039, sent 7824

bytes: received 16979396, sent 584608

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic ARP inspection drop counters

packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

:List of Access PWs

:List of VFIs

(VFI customerl-engineering (up

( PW: neighbor 10.0.0.12, PW ID 2, state is up ( established
PW class not set, XC ID 0xc0000009

Encapsulation MPLS, protocol LDP

Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use
MPLS Local Remote
Label 16049 16042

Group ID 0x5 0x1

Interface customerl-engineering customerl-engineering
MTU 1500 1500

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)

VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

MIB cpwVcIndex: 3221225481

(Create time: 29/05/2013 15:36:17 (00:46:49 ago

(Last time status changed: 29/05/2013 15:57:36 (00:25:29 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 555, sent 285

bytes: received 36308, sent 23064

DHCPv4 snooping: disabled

IGMP Snooping profile: none

( PW: neighbor 10.0.0.13, PW ID 2, state is up ( established
PW class not set, XC ID 0xc000000a

Encapsulation MPLS, protocol LDP

Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use
MPLS Local Remote



Label 16050 16040

Group ID 0x5 0x3

Interface customerl-engineering customerl-engineering

MTU 1500 1500

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)

VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

MIB cpwVcIndex: 3221225482

(Create time: 29/05/2013 15:36:17 (00:46:49 ago

(Last time status changed: 29/05/2013 16:00:56 (00:22:09 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 184, sent 158

bytes: received 12198, sent 14144

DHCPv4 snooping: disabled

IGMP Snooping profile: none

( PW: neighbor 10.0.0.14, PW ID 2, state is up ( established
PW class not set, XC ID 0xc000000b

Encapsulation MPLS, protocol LDP

Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use

MPLS Local Remote

Label 16051 289974

Group ID 0x5 0x6

Interface customerl-engineering customerl-engineering
MTU 1500 1500

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message
MIB cpwVcIndex: 3221225483

(Create time: 29/05/2013 15:36:17 (00:46:49 ago
(Last time status changed: 29/05/2013 16:02:38 (00:20:27 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 0, sent 137

bytes: received 0, sent 12064

DHCPv4 snooping: disabled

IGMP Snooping profile: none

:VFI Statistics

drops: illegal VLAN 0, illegal length 0

16049 dyanidl go lllsiwl @iy cosi¥l ollbl ol iz Lo 16049 D 10.0.0.12 I PW J ddxall dpouil
dpouss e o gld 18 0655 ol e MPLS 6,591 i 6glasl oY MPLS ol 030 _JI Juexdl 1,8 riiay,



PW s _J| xiiwsy Jyoxadl 51,8 oS)9 im0 d8,9 dsans Jid JIj, Y 26 IGP

RP/0/RSPO/CPUO:routerl#sh mpls forwarding labels 16049
Local Outgoing Prefix Outgoing Next Hop Bytes
Label Label or ID Interface Switched

Pop PW(10.0.0.12:2) BD=5 point2point 58226 16049

a9 in order to clasiwl gloiwy il Sl domain- sl dwwill jol las, éélla, mpls forwarding o ,=ll
9 oW a0 clin] Baie iSoy . craliw] lay )l cu> (pw-id 9 ,9lx0) PW Jlg upperimac address} a2l
D9Lxall s JI suis MAC (9lie J9a

:RP/0/RSPO/CPUO:routerl#sh 12vpn forwarding bridge-domain customerl
engineering mac-address location 0/1/CPUO

...To Resynchronize MAC table from the Network Processors, use the command
12vpn resynchronize forwarding mac-address-table location

Mac Address Type Learned from/Filtered on LC learned Resync Age Mapped to

0019.552b.b5¢c3 dynamic Gi0/1/0/3.2 0/1/CPUO 0d Oh Om Os N/A
0024.985e.6a01 dynamic (10.0.0.12, 2) 0/1/CPUO 0d Oh Om Os N/A
0024.985e.6a42 dynamic (10.0.0.12, 2) 0/1/CPUO 0d Oh Om Os N/A
001d4.4603.1f42 dynamic (10.0.0.13, 2) 0/1/CPUO 0d Oh Om Os N/A

dosinll ololsllg a,Wl axlwVl glgl 4-4-2

VLAN i az; AC JI J31> sl logo ._pol,1 JSuix, Ethernet) PWs) 5 gois VPLS PWs e Logladl ai,
PW JI e el (cdSois 0950 10 rewrite Jl Loic) axlleo adla,

> e pw @9 (1950 BGP g0 4.3.1 ,laoYlg LDP wl)livy 4.1.0 ,lauoYl Cisco 10S XR aobn <l powwy
eqill (VC) oWl JLasVL Lol PW go Loglaw a9 .PW &9 oun V!_AN Jall g9 39,0 dalS 659
0¥l 1955 aie VLAN doMe dxleo a2y 33,0all 5Ll opo > e sl Jsu sl (Ethernet VLAN) 4
.-rewrite

el oY Y e luy d8la, VLAN a>ly J8YI e Jbd i oai, EFP JI _le axJles @la, VLAN JI
plaziwl xie Yl I 0 dad9 dodle ddlo] pi, ¥ VC-type 4 PWs Jid ol ,UoYl e ddla, dot1q gl
298l VLAN Jadl giog

ol Luds o PWS @15 655 ol oy VI awés JI s PWS (0 5 g5illy 4 g0ill oo oo xbuy ¥

RP/0/RSPO/CPUO:routerl#sh run 12vpn bridge group customerl bridge-domain
engineering

12vpn

bridge group customerl
bridge-domain engineering
interface GigabitEthernet0/1/0/3.2
!

vfi customerl-engineering
neighbor 10.0.0.12 pw-id 2
pw-class VC4-PT

!

neighbor 10.0.0.13 pw-id 2
pw-class VC4-PT

!

neighbor 10.0.0.14 pw-id 2
pw-class VC4-PT



| RP/0/RSPO/CPUO:routerl#sh 12vpn bridge-domain bd-name engineering detail
"i "PW:|PW type

MAC withdraw for Access PW: enabled

( PW: neighbor 10.0.0.12, PW ID 2, state is up ( established

PW type Ethernet VLAN, control word disabled, interworking none
PW type Ethernet VLAN Ethernet VLAN

( PW: neighbor 10.0.0.13, PW ID 2, state is up ( established

PW type Ethernet VLAN, control word disabled, interworking none
PW type Ethernet VLAN Ethernet VLAN

( PW: neighbor 10.0.0.14, PW ID 2, state is up ( established

PW type Ethernet VLAN, control word disabled, interworking none
PW type Ethernet VLAN Ethernet VLAN

oLl Juw)ly (Slaldl OLlissVl 4.4.3
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BGP ol,lb] Juw,l9 BGP AutoDiscovery 4.4.3.1

Sbuall 91 PEs 53T 068y Sl cobuzlls BGP 3oz zluws e family 2VPN VPLS-VPWS-glgiell IS
usSle

router bgp 65000
address-family 12vpn vpls-vpws
1

neighbor-group IOX-LAB-RR
address-family 12vpn vpls-vpws
1

neighbor 10.0.0.3

use neighbor-group IOX-LAB-RR
1



neighbor 10.0.0.10

use neighbor-group IOX-LAB-RR
|

o€ zsigall pleill Slumgo oo Sl Lles @l WY L oSU9 ol go dladis 603l Glgisdl dble auasg
)l o LS @S Lino

RP/0/RSP0O/CPUO:routerl#sh bgp neighbor 10.0.0.3 | i Address family L2VPN
Address family L2VPN VPLS: advertised and received

P/0/RSPO/CPUO:routerl#sh bgp 12vpn vpls summary

BGP router identifier 10.0.0.11, local AS number 65000
BGP generic scan interval 60 secs

BGP table state: Active

Table ID: 0x0 RD version: 3890838096

BGP main routing table version 77

BGP scan interval 60 secs

.BGP is operating in STANDALONE mode

Process RcvTblVer bRIB/RIB LabelVer ImportVer SendTblVer StandbyVer
Speaker 77 77 77 77 77 77

Neighbor Spk AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down St/PfxRcd
1w0d 0 0 0 77 53252 252950 65000 0 10.0.0.3
0 00:10:18 0 0 77 47439 941101 65000 0 10.0.0.10

.L2VPN Bridge-domain ,,65s gio9 < signaling-protocol BGPy BGP J _slakidl SLiusSVI ;055 o9
1@ 1azgall e (eSill

RP/0/RSPO/CPUO:routerl#sh run 12vpn bridge group customerl
12vpn

bridge group customerl
bridge-domain finance

interface GigabitEthernet0/1/0/3.3
!

vfi customerl-finance

vpn-id 3

autodiscovery bgp

rd auto

route-target 0.0.0.1:3
signaling-protocol bgp

ve-id 11

!

1

1

1

bridge-domain engineering
interface GigabitEthernet0/1/0/3.2
!

vfi customerl-engineering

vpn-id 2

autodiscovery bgp

rd auto

route-target 0.0.0.1:2
signaling-protocol bgp

ve-id 11

!

1

1



!

55 2azgall e (oSl

RP/0/RSP1/CPUO:router2#sh run 1l2vpn bridge group customerl
Thu May 30 15:25:55.638 CEST
12vpn

bridge group customerl
bridge-domain finance
interface GigabitEthernet0/0/0/1.3
!

vfi customerl-finance
vpn-id 3

autodiscovery bgp

rd auto

route-target 0.0.0.1:3
signaling-protocol bgp

ve-id 13

!

1

1

1

bridge-domain engineering
interface GigabitEthernet0/0/0/1.2
!

vfi customerl-engineering
vpn-id 2

autodiscovery bgp

rd auto

route-target 0.0.0.1:2
signaling-protocol bgp

ve-id 13

!

1

1

1

1

i

2,9 el PE JS ol ue domain-,w> JS J PEs wlize e uues JI o2 route-target Jlg VPN-id JI
BGP JM> 0 (VPN) ay@Uall doll éSuidl (9 s, 3V bei)l PE S ainsy (VE-ID) (o aS> _Jed
PWs (0 dblS aSuis & daxuiidlg .PWs _JI 6L BGP paziuw9

RP/0/RSPO/CPUO:routerl#sh bgp 12vpn vpls summary

BGP router identifier 10.0.0.11, local AS number 65000
BGP generic scan interval 60 secs

BGP table state: Active

Table ID: 0x0 RD version: 3890838096

BGP main routing table version 103

BGP scan interval 60 secs

.BGP is operating in STANDALONE mode

Process RcvTblVer bRIB/RIB LabelVer ImportVer SendTblVer StandbyVer
Speaker 103 103 103 103 103 103

Neighbor Spk AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down St/PfxRcd

lw0d 6 0 0 103 53346 254944 65000 0 10.0.0.3
6 01:40:22 0 0 103 47532 944859 65000 0 10.0.0.10



RP/0/RSP0O/CPUO:routerl#sh bgp 12vpn vpls

BGP router identifier 10.0.0.11, local

BGP generic scan

BGP table state:

Table ID:

0x0 RD version:

AS number 65000
interval 60 secs
Active
3890838096

BGP main routing table version 103

BGP scan

Status codes: s suppressed, d damped, h history,
i - internal, r RIB-
Origin codes: i - IGP, e - EGP,

interval 60 secs

* valid,
failure,

> best
S stale
? - incomplete

Network Next Hop Rcvd Label Local Label

(Route Distinguisher: 10.0.0.11:32769
nolabel 16060 0.0

112:10/32 10.0.0.12

113:10/32 10.0.0.13

1i14:10/32 10.0.0.14

(Route Distinguisher: 10.0.0.11:32770
16075 0.0
112:10/32 10.0.0.12
113:10/32 10.0.0.13
1i14:10/32 10.0.0.14
Route Distinguisher:
112:10/32 10.0.0.12
i 10.0.0.12

Route Distinguisher:
112:10/32 10.0.0.12
i 10.0.0.12

Route Distinguisher:
113:10/32 10.0.0.13
i 10.0.0.13

Route Distinguisher:
113:10/32 10.0.0.13
i 10.0.0.13

Route Distinguisher:
114:10/32 10.0.0.14
i 10.0.0.14

Route Distinguisher:
114:10/32 10.0.0.14
i 10.0.0.14

nolabel

Processed 14 prefixes,

(default for vrf customerl:finance

.0.0 11:10/32 <*
16060 nolabel<*
16060 nolabel<*
289959 nolabel<*

(default for vrf customerl:engineering

.0.0 11:10/32 <*
16075 nolabel<*
16075 nolabel<*
289944 nolabel<*
10.0.0.12:32768
16060 nolabel<*
16060 nolabel *
10.0.0.12:32769
16075 nolabel<*
16075 nolabel *
10.0.0.13:32769
16060 nolabel<*
16060 nolabel *
10.0.0.13:32770
16075 nolabel<*
16075 nolabel *
10.0.0.14:32768
289959 nolabel<*
289959 nolabel *
10.0.0.14:32769
289944 nolabel<*
289944 nolabel *

20 paths

pMiw] a9 1 azsall L9 zivgs 9 laS (10.0.0.13) 3 azgall dawls, lic oMeYl pi il bWl LD 0id
110.0.0.10 9 10.0.0.3 ¢, Lusall LuSle JM5 (0 LU

RP/0/RSPO/CPUO:routerl#sh bgp 12vpn vpls rd 10.0.0.13:32770 13:10/32

BGP routing table entry for 13:10/32, 10.0.0.13:32770
:Versions

Process bRIB/RIB SendTblVer

Speaker 92 92
:10:44.100 for 01:23:38

Route Distinguisher:

Last Modified: May 30 15

(Paths: (2 available, best #1

Not advertised to any peer

Path #1: Received by speaker 0

Not advertised to any peer

Local

(metric 5) from 10.0.0.3 (10.0.0.13) 10.0.0.13

Received Label 16075

,Origin IGP, localpref 100, wvalid, internal, best, group-best

import-candidate, not-in-vrf, import suspect
Received Path ID 0, Local Path ID 1, wversion 92
Extended community: RT:0.0.0.1:2 L2VPN:19:0:1500



Originator: 10.0.0.13, Cluster list: 10.0.0.3

Block Size:10

Path #2: Received by speaker 0

Not advertised to any peer

Local

(metric 5) from 10.0.0.10 (10.0.0.13) 10.0.0.13

Received Label 16075

Origin IGP, localpref 100, valid, internal, not-in-vrf, import suspect
Received Path ID 0, Local Path ID 0, version 0

Extended community: RT:0.0.0.1:2 L2VPN:19:0:1500

Originator: 10.0.0.13, Cluster list: 10.0.0.10

Block Size:10

RP/0/RSPO/CPUO:routerl#sh bgp 12vpn vpls rd 10.0.0.13:32769 13:10/32
BGP routing table entry for 13:10/32, Route Distinguisher: 10.0.0.13:32769
:Versions

Process bRIB/RIB SendTblVer

Speaker 93 93

Last Modified: May 30 15:10:44.100 for 01:25:02

(Paths: (2 available, best #1

Not advertised to any peer

Path #1: Received by speaker 0

Not advertised to any peer

Local

(metric 5) from 10.0.0.3 (10.0.0.13) 10.0.0.13

Received Label 16060

,Origin IGP, localpref 100, valid, internal, best, group-best
import-candidate, not-in-vrf, import suspect

Received Path ID 0, Local Path ID 1, version 93

Extended community: RT:0.0.0.1:3 L2VPN:19:0:1500

Originator: 10.0.0.13, Cluster list: 10.0.0.3

Block Size:10

Path #2: Received by speaker 0

Not advertised to any peer

Local

(metric 5) from 10.0.0.10 (10.0.0.13) 10.0.0.13

Received Label 16060

Origin IGP, localpref 100, valid, internal, not-in-vrf, import suspect
Received Path ID 0, Local Path ID 0, version 0

Extended community: RT:0.0.0.1:3 L2VPN:19:0:1500

Originator: 10.0.0.13, Cluster list: 10.0.0.10

Block Size:10

PWs Las; 1a>g0ll Lisl

RP/0/RSPO/CPUO:routerl#sh 12vpn discovery bridge-domain

Service Type: VPLS, Connected

: (List of VPNs (2 VPNs

Bridge group: customerl, bridge-domain: finance, id: 3, signaling
protocol: BGP

: (List of Local Edges (1 Edges

(Local Edge ID: 11, Label Blocks (1 Blocks

Label base Offset Size Time Created

15:07:39 05/30/2013 10 10 16060

:(List of Remote Edges (3 Edges

(Remote Edge ID: 12, NLRIs (1 NLRIs

Label base Offset Size Peer ID Time Created

15:09:53 05/30/2013 10.0.0.12 10 10 16060
(Remote Edge ID: 13, NLRIs (1 NLRIs
Label base Offset Size Peer ID Time Created



15:10:43 05/30/2013 10.0.0.13 10 10 16060
(Remote Edge ID: 14, NLRIs (1 NLRIs
Label base Offset Size Peer ID Time Created

15:11:22 05/30/2013 10.0.0.14 10 10 289959

Bridge group: customerl, bridge-domain: engineering, id: 5, signaling
protocol: BGP

: (List of Local Edges (1 Edges

(Local Edge ID: 11, Label Blocks (1 Blocks

Label base Offset Size Time Created

15:08:54 05/30/2013 10 10 16075

: (List of Remote Edges (3 Edges

(Remote Edge ID: 12, NLRIs (1 NLRIs

Label base Offset Size Peer ID Time Created

15:09:53 05/30/2013 10.0.0.12 10 10 16075
(Remote Edge ID: 13, NLRIs (1 NLRIs
Label base Offset Size Peer ID Time Created

15:10:43 05/30/2013 10.0.0.13 10 10 16075
(Remote Edge ID: 14, NLRIs (1 NLRIs
Label base Offset Size Peer ID Time Created

15:11:22 05/30/2013 10.0.0.14 10 10 289944

RP/0/RSPO/CPUO:routerl#sh 12vpn bridge-domain autodiscovery bgp
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: finance, id: 3, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up

:List of VFIs

(VFI customerl-finance (up

Neighbor 10.0.0.12 pw-id 3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.13 pw-id 3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 3, state: up, Static MAC addresses: 0
,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up

:List of VFIs

(VFI customerl-engineering (up

Neighbor 10.0.0.12 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.13 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 2, state: up, Static MAC addresses: 0

RP/0/RSP0O/CPUO:routerl#sh 12vpn bridge-domain group customerl
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: finance, id: 3, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up

:List of ACs

Gi0/1/0/3.3, state: up, Static MAC addresses: 0

:List of Access PWs

:List of VFIs

(VFI customerl-finance (up

Neighbor 10.0.0.12 pw-id 3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.13 pw-id 3, state: up, Static MAC addresses: 0



Neighbor 10.0.0.14 pw-id 3, state: up, Static MAC addresses: 0
,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up

:List of ACs

Gi0/1/0/3.2, state: up, Static MAC addresses: 0

:List of Access PWs

:List of VFIs

(VFI customerl-engineering (up

Neighbor 10.0.0.12 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.13 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 2, state: up, Static MAC addresses: 0

RP/0/RSPO/CPUO:routerl#sh 12vpn bridge-domain group customerl detail
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: finance, id: 3, state: up
ShgId: 0, MSTi: O

Coupled state: disabled

MAC learning: enabled

MAC withdraw: enabled

MAC withdraw for Access PW: enabled

MAC withdraw sent on bridge port down: disabled
:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Bridge MTU: 1500

MIB cvplsConfigIndex: 4

:Filter MAC addresses

(Create time: 29/05/2013 15:36:17 (1d01h ago

No status change since creation

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up
:List of ACs

AC: GigabitEthernet0/1/0/3.3, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [3, 3

MTU 1500; XC ID 0xc40006; interworking none

MAC learning: enabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Storm Control: disabled

:Static MAC addresses



:Statistics

packets: received 10120, sent 43948

bytes: received 933682, sent 2989896

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic ARP inspection drop counters

packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

:List of Access PWs

:List of VFIs

(VFI customerl-finance (up

VPN-ID: 3, Auto Discovery: BGP, state is Provisioned
(Service Connected)

Route Distinguisher: (auto) 10.0.0.11:32769

:Import Route Targets

0.0.0.1:3

:Export Route Targets

0.0.0.1:3

Signaling protocol: BGP

Local VE-ID: 11 , Advertised Local VE-ID : 11
VE-Range: 10

( PW: neighbor 10.0.0.12, PW ID 3, state is up ( established
PW class not set, XC ID 0xc000000c

Encapsulation MPLS, Auto-discovered (BGP), protocol BGP
Source address 10.0.0.11

PW type VPLS, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

MPLS Local Remote

Label 16062 16061

MTU 1500 1500

Control word disabled disabled
PW type VPLS VPLS

VE-ID 11 12

MIB cpwVcIndex: 3221225484

(Create time: 30/05/2013 15:09:52 (01:29:44 ago

(Last time status changed: 30/05/2013 15:09:52 (01:29:44 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 2679, sent 575

bytes: received 171698, sent 51784

DHCPv4 snooping: disabled

IGMP Snooping profile: none

( PW: neighbor 10.0.0.13, PW ID 3, state is up ( established
PW class not set, XC ID 0xc000000e

Encapsulation MPLS, Auto-discovered (BGP), protocol BGP
Source address 10.0.0.11

PW type VPLS, control word disabled, interworking none

PW backup disable delay 0 sec

Sequencing not set

MPLS Local Remote

Label 16063 16061

MTU 1500 1500

Control word disabled disabled
PW type VPLS VPLS

VE-ID 11 13



MIB cpwVcIndex: 3221225486

(Create time: 30/05/2013 15:10:43 (01:28:54 ago

(Last time status changed: 30/05/2013 15:10:43 (01:28:54 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 11, sent 574

bytes: received 1200, sent 51840

DHCPv4 snooping: disabled

IGMP Snooping profile: none

( PW: neighbor 10.0.0.14, PW ID 3, state is up ( established
PW class not set, XC ID 0xc0000010

Encapsulation MPLS, Auto-discovered (BGP), protocol BGP
Source address 10.0.0.11

PW type VPLS, control word disabled, interworking none

PW backup disable delay 0 sec

Sequencing not set

MPLS Local Remote

Label 16064 289960

MTU 1500 1500

Control word disabled disabled

PW type VPLS VPLS

VE-ID 11 14

MIB cpwVcIndex: 3221225488

(Create time: 30/05/2013 15:11:22 (01:28:15 ago
(Last time status changed: 30/05/2013 15:11:22 (01:28:15 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 0, sent 561

bytes: received 0, sent 50454

DHCPv4 snooping: disabled

IGMP Snooping profile: none

:VFI Statistics

drops: illegal VLAN 0, illegal length 0

,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Coupled state: disabled

MAC learning: enabled

MAC withdraw: enabled

MAC withdraw for Access PW: enabled

MAC withdraw sent on bridge port down: disabled
:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled
DHCPv4 snooping: disabled

IGMP Snooping profile: none

Bridge MTU: 1500

MIB cvplsConfigIndex: 6

:Filter MAC addresses

(Create time: 28/05/2013 17:17:03 (1d23h ago

No status change since creation



(ACs: 1 (

MAC lim

Dynamic

packets:
bytes:

VPN-ID:

L

( PW: neighbor 1

Encapsulati

1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up
:List of ACs

AC: GigabitEthernet0/1/0/3.2, state is up
Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1500; XC ID 0xc40007; interworking none
MAC learning: enabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

it: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled
Split Horizon Group: none

ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled
DHCPv4 snooping: disabled

IGMP Snooping profile: none

Storm Control: disabled

:Static MAC addresses

:Statistics

packets: received 243532, sent 51089

bytes: received 17865888, sent 3528732
:Storm control drop counters

broadcast 0, multicast 0, unknown unicast 0
broadcast 0, multicast 0, unknown unicast 0
:Dynamic ARP inspection drop counters
packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

:List of Access PWs

:List of VFIs

(VFI customerl-engineering (up

2, Auto Discovery: BGP, state is Provisioned
(Service Connected)

Route Distinguisher: (auto) 10.0.0.11:32770
:Import Route Targets

0.0.0.1:2

:Export Route Targets

0.0.0.1:2

Signaling protocol: BGP

ocal VE-ID: 11 , Advertised Local VE-ID : 11
VE-Range: 10

0.0.0.12, PW ID 2, state is up ( established
PW class not set, XC ID 0xc000000d

on MPLS, Auto-discovered (BGP), protocol BGP
Source address 10.0.0.11

PW type VPLS, control word disabled, interworking none

PW backup disable delay 0 sec
Sequencing not set

MPLS Local Remote

Label 16077 16076

MTU 1500 1500

Control word disabled disabled
PW type VPLS VPLS

VE-ID 11 12

MIB cpwVcIndex: 3221225485

(Create time: 30/05/2013 15:09:52 (01:29:45 ago
(Last time status changed: 30/05/2013 15:09:52 (01:29:45 ago



MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 2677, sent 574

bytes: received 171524, sent 51670

DHCPv4 snooping: disabled

IGMP Snooping profile: none

( PW: neighbor 10.0.0.13, PW ID 2, state is up ( established
PW class not set, XC ID 0xc000000f

Encapsulation MPLS, Auto-discovered (BGP), protocol BGP
Source address 10.0.0.11

PW type VPLS, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

MPLS Local Remote

Label 16078 16076

MTU 1500 1500

Control word disabled disabled
PW type VPLS VPLS

VE-ID 11 13

MIB cpwVcIndex: 3221225487

(Create time: 30/05/2013 15:10:43 (01:28:54 ago

(Last time status changed: 30/05/2013 15:10:43 (01:28:54 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 17, sent 572

bytes: received 1560, sent 51636

DHCPv4 snooping: disabled

IGMP Snooping profile: none

( PW: neighbor 10.0.0.14, PW ID 2, state is up ( established
PW class not set, XC ID 0xc0000011

Encapsulation MPLS, Auto-discovered (BGP), protocol BGP
Source address 10.0.0.11

PW type VPLS, control word disabled, interworking none

PW backup disable delay 0 sec

Sequencing not set

MPLS Local Remote

Label 16079 289945

MTU 1500 1500

Control word disabled disabled
PW type VPLS VPLS

VE-ID 11 14

MIB cpwVcIndex: 3221225489

(Create time: 30/05/2013 15:11:22 (01:28:16 ago
(Last time status changed: 30/05/2013 15:11:22 (01:28:16 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 0, sent 559

bytes: received 0, sent 50250

DHCPv4 snooping: disabled

IGMP Snooping profile: none

:VFI Statistics

drops: illegal VLAN 0, illegal length 0

LDP ol)Ls] Juw,l9 BGP AutoDiscovery 4.4.3.2



9SS Jaws i .BGP signaling go Jio lolas ol family 12vpn vpls-vpws-glgisl &0 S BGP JI
.signaling-protocol Idp ol plaziwl LDP ol,li] plaziwy L2VPN

:ae,, VI Lightweight giogll (9 Jswooll bols gra> e awis 053] plasiuwl aiy

router bgp 65000
address-family 12vpn vpls-vpws
1
neighbor-group IOX-LAB-RR
address-family 12vpn vpls-vpws
1
neighbor 10.0.0.3
use neighbor-group IOX-LAB-RR
1
neighbor 10.0.0.10
use neighbor-group IOX-LAB-RR
!
12vpn
bridge group customerl
bridge-domain finance
interface GigabitEthernet0/1/0/3.3
!
vfi customerl-finance
vpn-id 3
autodiscovery bgp
rd auto
route-target 0.0.0.1:3
signaling-protocol 1ldp
vpls-id 65000:3
1
1
1
!
bridge-domain engineering
interface GigabitEthernet0/1/0/3.2
!
vfi customerl-engineering
vpn-id 2
autodiscovery bgp
rd auto
route-target 0.0.0.1:2
signaling-protocol 1ldp

vpls-id 65000:2

VPN & ,209 BGP JsSg59,4 (AS) ilill pliadl o8, oo VPLS-ID (655 ai

:aa.iiSall PES plasiwl PWs clis] a5 28 &l 1 azgall o0 &Ml Lol olol zuogs

RP/0/RSP0O/CPUO:routerl#sh 1l2vpn discovery

Service Type: VPLS, Connected

: (List of VPNs (2 VPNs

,Bridge group: customerl, bridge-domain: finance, id: 3
signaling protocol: LDP



VPLS-ID: 65000:3

Local L2 router id: 10.0.0.11

: (List of Remote NLRI (3 NLRIs

Local Addr Remote Addr Remote L2 RID Time Created
17:10:18 05/30/2013 10.0.0.12 10.0.0.12 10.0.0.11
17:10:18 05/30/2013 10.0.0.13 10.0.0.13 10.0.0.11
17:11:46 05/30/2013 10.0.0.14 10.0.0.14 10.0.0.11

,Bridge group: customerl, bridge-domain: engineering, id: 5
signaling protocol: LDP

VPLS-ID: 65000:2

Local L2 router id: 10.0.0.11

: (List of Remote NLRI (3 NLRIs

Local Addr Remote Addr Remote L2 RID Time Created

17:10:18 05/30/2013 10.0.0.12 10.0.0.12 10.0.0.11

17:10:18 05/30/2013 10.0.0.13 10.0.0.13 10.0.0.11

17:11:46 05/30/2013 10.0.0.14 10.0.0.14 10.0.0.11

RP/0/RSP0O/CPUO:routerl#sh 1l2vpn bridge-domain group customerl
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: finance, id: 3, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up

:List of ACs

Gi0/1/0/3.3, state: up, Static MAC addresses: 0

:List of Access PWs

:List of VFIs

(VFI customerl-finance (up

Neighbor 10.0.0.12 pw-id 65000:3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.13 pw-id 65000:3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 65000:3, state: up, Static MAC addresses: 0
,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up

:List of ACs

Gi0/1/0/3.2, state: up, Static MAC addresses: 0

:List of Access PWs

:List of VFIs

(VFI customerl-engineering (up

Neighbor 10.0.0.12 pw-id 65000:2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.13 pw-id 65000:2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 65000:2, state: up, Static MAC addresses: 0

RP/0/RSP0O/CPUO:routerl#sh 1l2vpn bridge-domain group customerl det
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: finance, id: 3, state: up
ShgId: 0, MSTi: O

Coupled state: disabled

MAC learning: enabled

MAC withdraw: enabled

MAC withdraw for Access PW: enabled

MAC withdraw sent on bridge port down: disabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog

MAC limit reached: no



MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Bridge MTU: 1500

MIB cvplsConfigIndex: 4

:Filter MAC addresses

(Create time: 29/05/2013 15:36:17 (1d01h ago

No status change since creation

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up
:List of ACs

AC: GigabitEthernet0/1/0/3.3, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [3, 3

MTU 1500; XC ID 0xc40006; interworking none

MAC learning: enabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Storm Control: disabled

:Static MAC addresses

:Statistics

packets: received 10362, sent 45038

bytes: received 956240, sent 3064016

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic ARP inspection drop counters

packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

:List of Access PWs

:List of VFIs

(VFI customerl-finance (up

VPN-ID: 3, Auto Discovery: BGP, state is Provisioned
(Service Connected)

Route Distinguisher: (auto) 10.0.0.11:32769

:Import Route Targets

0.0.0.1:3

:Export Route Targets

0.0.0.1:3

Signaling protocol: LDP

AS Number: 65000

VPLS-ID: 65000:3

L2VPN Router ID: 10.0.0.11

( PW: neighbor 10.0.0.12, PW ID 65000:3, state is up ( established
PW class not set, XC ID 0xc0000003

Encapsulation MPLS, Auto-discovered (BGP), protocol LDP
Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec



PW:

Sequencing not set

PW Status TLV in use
MPLS Local Remote

Label 16006 16033

BGP Peer ID 10.0.0.11 10.0.0.12

LDP ID 10.0.0.11 10.0.0.12

ATI 10.0.0.11 10.0.0.12

AGI 65000:3 65000:3

Group ID 0x3 0x0

Interface customerl-finance customerl-finance
MTU 1500 1500

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)
(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

MIB cpwVcIndex: 3221225475

(Create time: 30/05/2013 17:10:18 (00:06:32 ago

(Last time status changed: 30/05/2013 17:10:24 (00:06:25 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 190, sent 40

bytes: received 12160, sent 3600

DHCPv4 snooping: disabled

IGMP Snooping profile: none

neighbor 10.0.0.13, PW ID 65000:3, state is up ( established
PW class not set, XC ID 0xc0000004

Encapsulation MPLS, Auto-discovered (BGP), protocol LDP
Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use
MPLS Local Remote

Label 16016 16020

BGP Peer ID 10.0.0.11 10.0.0.13

LDP ID 10.0.0.11 10.0.0.13

ATI 10.0.0.11 10.0.0.13

AGI 65000:3 65000:3

Group ID 0x3 0x4

Interface customerl-finance customerl-finance
MTU 1500 1500

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)
(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message
MIB cpwVcIndex: 3221225476

(Create time: 30/05/2013 17:10:18 (00:06:32 ago



(Last time status changed: 30/05/2013 17:10:27 (00:06:22 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 0, sent 40

bytes: received 0, sent 3600

DHCPv4 snooping: disabled

IGMP Snooping profile: none

( PW: neighbor 10.0.0.14, PW ID 65000:3, state is up ( established
PW class not set, XC ID 0xc0000009

Encapsulation MPLS, Auto-discovered (BGP), protocol LDP
Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use

MPLS Local Remote

Label 16049 289970

BGP Peer ID 10.0.0.11 10.0.0.14

LDP ID 10.0.0.11 10.0.0.14

ATI 10.0.0.11 10.0.0.14

AGI 65000:3 65000:3

Group ID 0x3 0x4

Interface customerl-finance customerl-finance
MTU 1500 1500

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message
MIB cpwVcIndex: 3221225481

(Create time: 30/05/2013 17:11:46 (00:05:04 ago
(Last time status changed: 30/05/2013 17:11:51 (00:04:59 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 0, sent 31

bytes: received 0, sent 2790

DHCPv4 snooping: disabled

IGMP Snooping profile: none

:VFI Statistics

drops: illegal VLAN 0, illegal length 0
,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Coupled state: disabled

MAC learning: enabled

MAC withdraw: enabled

MAC withdraw for Access PW: enabled

MAC withdraw sent on bridge port down: disabled
:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled



Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Bridge MTU: 1500

MIB cvplsConfigIndex: 6

:Filter MAC addresses

(Create time: 28/05/2013 17:17:03 (1d23h ago

No status change since creation

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up
:List of ACs

AC: GigabitEthernet0/1/0/3.2, state is up

Type VLAN; Num Ranges: 1

[VLAN ranges: [2, 2

MTU 1500; XC ID 0xc40007; interworking none

MAC learning: enabled

:Flooding

Broadcast & Multicast: enabled

Unknown unicast: enabled

MAC aging time: 300 s, Type: inactivity

MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no

MAC port down flush: enabled

MAC Secure: disabled, Logging: disabled

Split Horizon Group: none

Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled

DHCPv4 snooping: disabled

IGMP Snooping profile: none

Storm Control: disabled

:Static MAC addresses

:Statistics

packets: received 243774, sent 52179

bytes: received 17888446, sent 3602852

:Storm control drop counters

packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic ARP inspection drop counters

packets: 0, bytes: 0

:IP source guard drop counters

packets: 0, bytes: 0

:List of Access PWs

:List of VFIs

(VFI customerl-engineering (up

(VPN-ID: 2, Auto Discovery: BGP, state is Provisioned (Service Connected
Route Distinguisher: (auto) 10.0.0.11:32770

:Import Route Targets

0.0.0.1:2

:Export Route Targets

0.0.0.1:2

Signaling protocol: LDP

AS Number: 65000

VPLS-ID: 65000:2

L2VPN Router ID: 10.0.0.11

( PW: neighbor 10.0.0.12, PW ID 65000:2, state is up ( established
PW class not set, XC ID 0xc0000005

Encapsulation MPLS, Auto-discovered (BGP), protocol LDP
Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use



PW:

MPLS Local Remote

Label 16027 16042

BGP Peer ID 10.0.0.11 10.0.0.12

LDP ID 10.0.0.11 10.0.0.12

ATI 10.0.0.11 10.0.0.12

AGI 65000:2 65000:2

Group ID 0x5 0x1

Interface customerl-engineering customerl-engineering
MTU 1500 1500

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

MIB cpwVcIndex: 0

(Create time: 30/05/2013 17:10:18 (00:06:33 ago

(Last time status changed: 30/05/2013 17:10:24 (00:06:26 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 190, sent 41

bytes: received 12160, sent 3690

DHCPv4 snooping: disabled

IGMP Snooping profile: none

neighbor 10.0.0.13, PW ID 65000:2, state is up ( established
PW class not set, XC ID 0xc0000006

Encapsulation MPLS, Auto-discovered (BGP), protocol LDP
Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use
MPLS Local Remote

Label 16043 16021

BGP Peer ID 10.0.0.11 10.0.0.13

LDP ID 10.0.0.11 10.0.0.13

ATI 10.0.0.11 10.0.0.13

AGI 65000:2 65000:2

Group ID 0x5 0x3

Interface customerl-engineering customerl-engineering
MTU 1500 1500

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message

MIB cpwVcIndex: 0

(Create time: 30/05/2013 17:10:18 (00:06:33 ago

(Last time status changed: 30/05/2013 17:10:27 (00:06:23 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses



:Statistics

packets: received 0, sent 40

bytes: received 0, sent 3600

DHCPv4 snooping: disabled

IGMP Snooping profile: none

( PW: neighbor 10.0.0.14, PW ID 65000:2, state is up ( established
PW class not set, XC ID 0xc000000a

Encapsulation MPLS, Auto-discovered (BGP), protocol LDP
Source address 10.0.0.11

PW type Ethernet, control word disabled, interworking none
PW backup disable delay 0 sec

Sequencing not set

PW Status TLV in use

MPLS Local Remote

Label 16050 289974

BGP Peer ID 10.0.0.11 10.0.0.14

LDP ID 10.0.0.11 10.0.0.14

ATI 10.0.0.11 10.0.0.14

AGI 65000:2 65000:2

Group ID 0x5 0x6

Interface customerl-engineering customerl-engineering
MTU 1500 1500

Control word disabled disabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x6 0x6

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

: (Incoming Status (PW Status TLV

Status code: 0x0 (Up) in Notification message
MIB cpwVcIndex: 3221225482

(Create time: 30/05/2013 17:11:46 (00:05:05 ago
(Last time status changed: 30/05/2013 17:11:51 (00:05:00 ago
MAC withdraw message: send 0 receive 0

:Static MAC addresses

:Statistics

packets: received 0, sent 31

bytes: received 0, sent 2790

DHCPv4 snooping: disabled

IGMP Snooping profile: none

:VFI Statistics

drops: illegal VLAN 0, illegal length 0
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| RP/0/RSP1/CPUO:router3#sh 12vpn bridge-domain bd-name engineering det
"i "PW:|VFI|neighbor |MAC w

MAC withdraw: enabled

MAC withdraw for Access PW: enabled

MAC withdraw sent on bridge port down: disabled

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up

:List of VFIs

(VFI customerl-engineering (up

( PW: neighbor 10.0.0.11, PW ID 2, state is up ( established
MAC withdraw message: send 0 receive 0

( PW: neighbor 10.0.0.12, PW ID 2, state is up ( established
MAC withdraw message: send 0 receive 4

( PW: neighbor 10.0.0.14, PW ID 2, state is up ( established
MAC withdraw message: send 0 receive 2

:VFI Statistics

ol JSuin oY1 aldass piy sills ' Jamwl | wxdl ddio e allu,] o5 s3I ol MAC! 68 pgall Jlawll
lbéiwly llu,l pi LIl MAC (o wxadl Jilw, sac oYl 3, LaS .4.2.1 luoYl Cisco 10S XR zob; 2z,
ol o L9 LYl pae | ool Jiluy oo gésall sael iy Sl Jlxe (9

puaill Jgludl I @2 SVl oueSill o8 1id
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withdraw state-down
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RP/0/RP0/CPU0:U-PEl#sh run int ten 0/1/0/5.2
interface TenGigE(0/1/0/5.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric
1

RP/0/RP0O/CPUO:U-PEl#sh run 1l2vpn xconnect group customerl
12vpn

xconnect group customerl

p2p engineering-0-1-0-5

interface TenGigE(0/1/0/5.2

neighbor 10.0.0.11 pw-id 15



backup neighbor 10.0.0.12 pw-id 15
|
|
|
|

!

RP/0/RP0O/CPUO:U-PEl#sh 12vpn xconnect group customerl
,Legend: ST = State, UP = Up, DN = Down, AD = Admin Down, UR = Unresolved
SB = Standby, SR = Standby Ready, (PP) = Partially Programmed

XConnect Segment 1 Segment 2

Group Name ST Description ST Description ST
customerl engineering-0-1-0-5

UP Te0/1/0/5.2 UP 10.0.0.11 15 UP

Backup

SB 15 10.0.0.12

JI e g 3500 5ls9 10.0.0.15 JI PW Jguwoy Jid N-PE1 9 »la=iwdl db> 9 10.0.0.12 JI PW
VFI

:VFI PWs g Access PW .c MAC ,,9lic sas, N-PE1 alsi,

RP/0/RSPO/CPUO:N-PEl#sh run 12vpn bridge group customerl bridge-domain
engineering

12vpn

bridge group customerl

bridge-domain engineering

interface GigabitEthernet0/1/0/3.2

|

neighbor 10.0.0.15 pw-id 15

|

vfi customerl-engineering

neighbor 10.0.0.12 pw-id 2

|

neighbor 10.0.0.13 pw-id 2

|

neighbor 10.0.0.14 pw-id 2

|

|

|

|

!

RP/0/RSPO/CPUO:N-PEl#sh 12vpn bridge-domain bd-name engineering
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 4 (4 up), PBBs: 0 (0 up

:List of ACs

Gi0/1/0/3.2, state: up, Static MAC addresses: 0

:List of Access PWs

Neighbor 10.0.0.15 pw-id 15, state: up, Static MAC addresses: 0
:List of VFIs

(VFI customerl-engineering (up

Neighbor 10.0.0.12 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.13 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 2, state: up, Static MAC addresses: 0
RP/0/RSPO/CPUO:N-PEl#sh 12vpn forwarding bridge-domain customerl:engineering



mac-address location 0/0/CPUO
...To Resynchronize MAC table from the Network Processors, use the command
12vpn resynchronize forwarding mac-address-table location

Mac Address Type Learned from/Filtered on LC learned Resync Age Mapped to
6c9c.ed3e.ed6d dynamic (10.0.0.15, 15) 0/0/CPUO 0d Oh Om Os N/A
0019.552b.b5c3 dynamic (10.0.0.12, 2) 0/0/CPUO 0d Oh Om Os N/A
0024.985e.6a42 dynamic (10.0.0.12, 2) 0/0/CPUO 0d Oh Om Os N/A
0014.4603.1£f42 dynamic (10.0.0.13, 2) 0/0/CPUO 0d Oh Om Os N/A

SlhaziwYl 209 L9 Jaosll dll> eSs (N-PE2 (10.0.0.12 8

RP/0/RSP0O/CPU0:N-PE2#sh run 12vpn bridge group customerl bridge-domain
engineering

12vpn

bridge group customerl

bridge-domain engineering

interface GigabitEthernet0/1/0/3.2

!

neighbor 10.0.0.15 pw-id 15

!

vfi customerl-engineering

neighbor 10.0.0.11 pw-id 2

!

neighbor 10.0.0.13 pw-id 2

!

neighbor 10.0.0.14 pw-id 2

1

1

1

1

!

RP/0/RSPO/CPUO:N-PE2#sh 12vpn bridge-domain bd-name engineering
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: engineering, id: 1, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 4 (3 up), PBBs: 0 (0 up

:List of ACs

Gi0/1/0/3.2, state: up, Static MAC addresses: 0

:List of Access PWs

Neighbor 10.0.0.15 pw-id 15, state: standby, Static MAC addresses: 0
:List of VFIs

(VFI customerl-engineering (up

Neighbor 10.0.0.11 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.13 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 2, state: up, Static MAC addresses: 0

(SHGS) damiiall 59V clegazo 4.4.6
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S VFIPW e doliuall o531 azgi olel (Say . pauiall 38Y1 6acld (0,9 aiy cuy VFI PWs oS
oSl S (0 le s> cand oY Jowogll (9 pSxil wla>99 (ACS) Jawgll (9 pSxill la>g

Lle daliuall o5l Ol Ligy los (ol i8] JSuin, SHG dcgazo (0 o> Jgogll PWs 9 ACS gua> asi Y -
Sl Jo Guss (8 PW I Jgwogll 9l ;3T AC JI Legai 65le] Sy Jawosll PW ol AC

&io 9@ Vagll ulS 13] split-horizon dcgozxe ol plaziwl SHG 2 _J| Access PWs 9 ACs usi Sy -

lgins a3l 5le

RP/0/RSPO/CPUO:N-PEl#sh run 12vpn bridge group customerl bridge-domain
engineering

12vpn

bridge group customerl
bridge-domain engineering
interface GigabitEthernet0/0/0/1.2
split-horizon group

1

interface GigabitEthernet0/1/0/3.2
split-horizon group

1

neighbor 10.0.0.15 pw-id 15
split-horizon group

1

vfi customerl-engineering
neighbor 10.0.0.12 pw-id 2

1

neighbor 10.0.0.13 pw-id 2

1

neighbor 10.0.0.14 pw-id 2

1

i

i

i

Gl 91 10.0.0.15 9 GI 0/0/0/1.2 3 GI 0/1/0/3.2 9 G 0/0/0/1.2 1y a5 ésle] 2255 ¥ 1 oSl 13D
o0 25> LY VFI PWs 9 ACS o 49,0 85,5 aes b3lel Jld 95 ol oSay U9 .10.0.0.15 9 0/1/0/3.2
(2 9 1) walico SHGs

| RP/0/RSPO/CPUO:N-PEl#sh 12vpn bridge-domain bd-name engineering detail
"i "state is|List of |VFI|Split

Split Horizon Group: none

(ACs: 2 (1 up), VFIs: 1, PWs: 4 (4 up), PBBs: 0 (0 up

:List of ACs

AC: GigabitEthernet0/0/0/1.2, state is unresolved

Split Horizon Group: enabled

AC: GigabitEthernet0/1/0/3.2, state is up

Split Horizon Group: enabled

:List of Access PWs

( PW: neighbor 10.0.0.15, PW ID 15, state is up ( established
Split Horizon Group: enabled

:List of VFIs

(VFI customerl-engineering (up

( PW: neighbor 10.0.0.12, PW ID 2, state is up ( established
( PW: neighbor 10.0.0.13, PW ID 2, state is up ( established
( PW: neighbor 10.0.0.14, PW ID 2, state is up ( established
:VFI Statistics

LS5 4-4-7
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2 8, VLAN aSuid )il 8 2 Jgzoll

switch2#sh spanning-tree vlan 2

MSTO

Spanning tree enabled protocol mstp

Root ID Priority 32768

Address 0024.985e.6a00

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32768 (priority 32768 sys-id-ext 0
Address 0024.985e.6a00



Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

(Gi0/1 Desg FWD 20000 128.1 P2p Bound(PVST
(Gi0/2 Desg FWD 20000 128.2 P2p Bound(PVST

:Gi 0/2 Jlax,9 Gi 0/1 _le ay Lol Ll ddiall e 1 Joxoll seix,

switchl#sh spanning-tree vlan 2

VLANO0002

Spanning tree enabled protocol ieee

Root ID Priority 32768

Address 0024.985e.6a00

Cost 4

(Port 1 (GigabitEthernetO0/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32770 (priority 32768 sys-id-ext 2
Address 0019.552b.b580

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Root FWD 4 128.1 P2p
Gi0/2 Altn BLK 4 128.2 P2p
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* RP/0/RSPO/CPUO:routerl#sh run int gigabitEthernet 0/1/0/3
interface GigabitEthernet0/1/0/3.1 1l2transport
encapsulation untagged

|

interface GigabitEthernet0/1/0/3.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric
ethernet-services access-group filter-stp egress
|

interface GigabitEthernet0/1/0/3.3 1l2transport
encapsulation dotlg 3

rewrite ingress tag pop 1 symmetric

ethernet-services access-group filter-stp egress
|

RP/0/RSPO/CPUO:routerl#sh run 12vpn bridge group customerl
12vpn

bridge group customerl
bridge-domain finance

interface GigabitEthernet0/1/0/3.3
|

vfi customerl-finance

neighbor 10.0.0.12 pw-id 3

|

neighbor 10.0.0.13 pw-id 3

|

neighbor 10.0.0.14 pw-id 3

|

|

!

bridge-domain engineering
interface GigabitEthernet0/1/0/3.2
!

vfi customerl-engineering
neighbor 10.0.0.12 pw-id 2

|

neighbor 10.0.0.13 pw-id 2

|

neighbor 10.0.0.14 pw-id 2

|

|

|

|

!

RP/0/RSP0O/CPUO:routerl#sh run 12vpn Xconnect group customerl
12vpn

xconnect group customerl

p2p mstag-gi-0-1-0-3

interface GigabitEthernet0/1/0/3.1

neighbor 10.0.0.13 pw-id 103

|

|

|

!



RP/0/RSPO/CPUO:routerl#sh run spanning-tree mstag customerl-0-1-0-3
spanning-tree mstag customerl-0-1-0-3
interface GigabitEthernet0/1/0/3.1
name customerl

revision 1

bridge-id 0000.0000.0001

instance 0

root-id 0000.0000.0001

priority 4096

root-priority 4096

1

instance 1

vlan-ids 2

root-id 0000.0000.0002

priority 8192

root-priority 4096

1

1

RP/0/RSP0O/CPUO:routerl#sh spanning-tree mstag customerl-0-1-0-3
GigabitEthernet0/1/0/3.1
Pre-empt delay is disabled
Name: customerl

Revision: 1

Max Age: 20

Provider Bridge: no

Bridge ID: 0000.0000.0001
Port ID: 1

External Cost: 0

Hello Time: 2

Active: yes

BPDUs sent: 3048

: (MSTI 0 (CIST

VLAN IDs: 1,3-4094

Role: Designated

Bridge Priority: 4096

Port Priority: 128

Cost: O

Root Bridge: 0000.0000.0001
Root Priority: 4096
Topology Changes: 369

MSTI 1

VLAN IDs: 2

Role: Designated

Bridge Priority: 8192

Port Priority: 128

Cost: O

Root Bridge: 0000.0000.0002
Root Priority: 4096
Topology Changes: 322

ol >y (eSill 13D 9
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* RP/0/RSPO/CPUO:router2#sh run int gig 0/1/0/3
interface GigabitEthernet0/1/0/3.1 1l2transport
encapsulation untagged

|

interface GigabitEthernet0/1/0/3.2 1l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric
ethernet-services access-group filter-stp egress
|

interface GigabitEthernet0/1/0/3.3 l2transport
encapsulation dotlg 3

rewrite ingress tag pop 1 symmetric

ethernet-services access-group filter-stp egress
|

RP/0/RSPO/CPUO:router2#sh run 12vpn bridge group customerl
12vpn

bridge group customerl
bridge-domain finance

interface GigabitEthernet0/1/0/3.3
|

vfi customerl-finance

neighbor 10.0.0.11 pw-id 3

|

neighbor 10.0.0.13 pw-id 3

|

neighbor 10.0.0.14 pw-id 3

|

|

!

bridge-domain engineering
interface GigabitEthernet0/1/0/3.2
!

vfi customerl-engineering
neighbor 10.0.0.11 pw-id 2

|

neighbor 10.0.0.13 pw-id 2

|

neighbor 10.0.0.14 pw-id 2

|

|

|

|

!

RP/0/RSP0O/CPUO:router2#sh run 12vpn xXconnect group customerl
12vpn

xconnect group customerl

p2p mstag-gi-0-1-0-3

interface GigabitEthernet0/1/0/3.1

neighbor 10.0.0.13 pw-id 103

|

|

|

!



RP/0/RSPO/CPUO:router2#sh run spanning-tree mstag customerl-0-1-0-3
spanning-tree mstag customerl-0-1-0-3
interface GigabitEthernet0/1/0/3.1
name customerl

revision 1

bridge-id 0000.0000.0002

instance 0

root-id 0000.0000.0001

priority 8192

root-priority 4096

|

instance 1

vlan-ids 2

root-id 0000.0000.0002

priority 4096

root-priority 4096

|

|

!

RP/0/RSPO/CPUO:router2#sh spanning-tree mstag customerl-0-1-0-3
GigabitEthernet0/1/0/3.1
Pre-empt delay is disabled
Name: customerl

Revision: 1

Max Age: 20

Provider Bridge: no

Bridge ID: 0000.0000.0002
Port ID: 1

External Cost: 0

Hello Time: 2

Active: yes

BPDUs sent: 3186

: (MSTI 0 (CIST

VLAN IDs: 1,3-4094

Role: Designated

Bridge Priority: 8192

Port Priority: 128

Cost: O

Root Bridge: 0000.0000.0001
Root Priority: 4096
Topology Changes: 365

MSTI 1

VLAN IDs: 2

Role: Designated

Bridge Priority: 4096

Port Priority: 128

Cost: O

Root Bridge: 0000.0000.0002
Root Priority: 4096
Topology Changes: 177

1 Joxall e Lawlwdl (Sl oD 13D

switchl#sh run | b spanning-tree
spanning-tree mode mst
spanning-tree extend system-id

!

spanning-tree mst configuration
name customerl

revision 1

instance 1 vlan 2
1



switchl#sh run int gig 0/1 | i spanning
spanning-tree mst 1 cost 100000

switchl#sh spanning-tree

MSTO

Spanning tree enabled protocol mstp

Root ID Priority 4096

Address 0000.0000.0001

Cost O

(Port 1 (GigabitEthernet(0/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32768 (priority 32768 sys-id-ext 0
Address 0019.552b.b580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Root FWD 20000 128.1 P2p
Gi0/2 Desg FWD 20000 128.2 P2p

MST1

Spanning tree enabled protocol mstp

Root ID Priority 4097

Address 0000.0000.0002

Cost 40000

(Port 2 (GigabitEthernet0/2

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32769 (priority 32768 sys-id-ext 1
Address 0019.552b.b580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Altn BLK 100000 128.1 P2p
Gi0/2 Root FWD 20000 128.2 P2p

1 Jsioll 9 59,0l &S,> azgi 8ole] pig 1 azgall M3 (o 0 Juiall (9 59,00l a5, azgs 8ole] o ( JWLY
2 a>gally 2 Jo=all JN5 40

switch1 Jio LeloVl Guis 2 Jexall Lle o083l ooy

switch2#sh run | b spanning
spanning-tree mode mst
spanning-tree extend system-id
!

spanning-tree mst configuration
name customerl

revision 1

instance 1 vlan 2

!

switch2#sh run int gig 0/1 | i spanning
spanning-tree mst 0 cost 100000

switch2#sh spanning-tree

MSTO
Spanning tree enabled protocol mstp



Root ID Priority 4096

Address 0000.0000.0001

Cost O

(Port 2 (GigabitEthernet0/2

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32768 (priority 32768 sys-id-ext 0
Address 0024.985e.6a00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Altn BLK 100000 128.1 P2p
Gi0/2 Root FWD 20000 128.2 P2p

MST1

Spanning tree enabled protocol mstp

Root ID Priority 4097

Address 0000.0000.0002

Cost 20000

(Port 1 (GigabitEthernet0/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32769 (priority 32768 sys-id-ext 1
Address 0024.985e.6a00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Root FWD 20000 128.1 P2p
Gi0/2 Desg FWD 20000 128.2 P2p

A Jsiall 2 azgall M5 509 0siall 1 azgally 1 Joxall NS (0 2 Jg=all o,
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switchl#sh spanning-tree

MSTO

Spanning tree enabled protocol mstp

Root ID Priority 4096

Address 0000.0000.0001

Cost O

(Port 2 (GigabitEthernet0/2

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32768 (priority 32768 sys-id-ext 0
Address 0019.552b.b580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

Gi0/2 Root FWD 20000 128.2 P2p

MST1



Spanning tree enabled protocol mstp

Root ID Priority 4097

Address 0000.0000.0002

Cost 40000

(Port 2 (GigabitEthernet0/2

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32769 (priority 32768 sys-id-ext 1
Address 0019.552b.b580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

Gi0/2 Root FWD 20000 128.2 P2p

switch2#sh spanning-tree

MSTO

Spanning tree enabled protocol mstp

Root ID Priority 4096

Address 0000.0000.0001

Cost O

(Port 1 (GigabitEthernet0/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32768 (priority 32768 sys-id-ext 0
Address 0024.985e.6a00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Root FWD 100000 128.1 P2p
Gi0/2 Desg FWD 20000 128.2 P2p

MST1

Spanning tree enabled protocol mstp

Root ID Priority 4097

Address 0000.0000.0002

Cost 20000

(Port 1 (GigabitEthernet0/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32769 (priority 32768 sys-id-ext 1
Address 0024.985e.6a00
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Root FWD 20000 128.1 P2p
Gi0/2 Desg FWD 20000 128.2 P2p
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* . RP/0/RSP1/CPUO:router3#sh run int gigabitEthernet 0/0/0/1
interface GigabitEthernet0/0/0/1.2 1l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

|

interface GigabitEthernet0/0/0/1.3 1l2transport
encapsulation dotlg 3

rewrite ingress tag pop 1 symmetric
|

RP/0/RSP1/CPUO:router3#sh run 12vpn bridge group customerl
12vpn

bridge group customerl

bridge-domain finance

interface GigabitEthernet0/0/0/1.3
|



vfi customerl-finance
neighbor 10.0.0.11 pw-id 3
i

neighbor 10.0.0.12 pw-id 3
i

neighbor 10.0.0.14 pw-id 3
i

i

i

bridge-domain engineering

interface GigabitEthernet0/0/0/1.2

|

vfi customerl-engineering
neighbor 10.0.0.11 pw-id 2
|

neighbor 10.0.0.12 pw-id 2
|

neighbor 10.0.0.14 pw-id 2
|

|

|

|

!

RP/0/RSP1/CPUO:router3#sh run spanning-tree pvstag customerl-0-0-0-1

spanning-tree pvstag customerl-0-0-0-1
interface GigabitEthernet0/0/0/1

vlan 2

root-priority 0

root-id 0000.0000.0000
root-cost 0

priority 0

bridge-id 0000.0000.0001
|

vlian 3

root-priority 0

root-id 0000.0000.0000
root-cost 0

priority 1

bridge-id 0000.0000.0001
|

|

!

RP/0/RSP1/CPUO:router3#sh spanning-tree pvstag customerl-0-0-0-1

(Sub-interface:

(Sub-interface:

GigabitEthernet0/0/0/1

VLAN 2

Pre-empt delay is disabled
GigabitEthernet0/0/0/1.2 (Up
Max Age: 20

Root Priority: O

Root Bridge: 0000.0000.0000
Cost: O

Bridge Priority: O

Bridge ID: 0000.0000.0001
Port Priority: 128

Port ID 1

Hello Time: 2

Active: Yes

BPDUs sent: 202821

Topology Changes: 0

VLAN 3

Pre-empt delay is disabled
GigabitEthernet0/0/0/1.3 (Up



Max Age: 20

Root Priority: O

Root Bridge: 0000.0000.0000
Cost: O

Bridge Priority: 1

Bridge ID: 0000.0000.0001
Port Priority: 128

Port ID 1

Hello Time: 2

Active: Yes

BPDUs sent: 202821
Topology Changes: 0

4 a>gall e 655 Jbo 1id

* . RP/0/RSP1/CPUO:routerd#sh run int gig 0/0/0/1
interface GigabitEthernet0/0/0/1.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

1

interface GigabitEthernet0/0/0/1.3 l2transport
encapsulation dotlg 3

rewrite ingress tag pop 1 symmetric
1

RP/0/RSP1/CPUO:routerd#sh run 1l2vpn bridge group customerl
12vpn

bridge group customerl
bridge-domain finance

interface GigabitEthernet0/0/0/1.3
!

vfi customerl-finance

neighbor 10.0.0.11 pw-id 3

1

neighbor 10.0.0.12 pw-id 3

1

neighbor 10.0.0.13 pw-id 3

1

1

1

bridge-domain engineering
interface GigabitEthernet0/0/0/1.2
!

vfi customerl-engineering
neighbor 10.0.0.11 pw-id 2

1

neighbor 10.0.0.12 pw-id 2

1

neighbor 10.0.0.13 pw-id 2

1

1

1

1

i

RP/0/RSP1/CPUO:routerd#sh run spanning-tree pvstag customerl-0-0-0-1
spanning-tree pvstag customerl-0-0-0-1

interface GigabitEthernet0/0/0/1

vlan 2

root-priority 0

root-id 0000.0000.0000

root-cost 0

priority 1



bridge-id 0000.0000.0002
|

vlian 3

root-priority 0

root-id 0000.0000.0000
root-cost 0

priority 0

bridge-id 0000.0000.0002
|

|

!

RP/0/RSP1/CPUO:routerd#sh spanning-tree pvstag customerl-0-0-0-1
GigabitEthernet0/0/0/1

VLAN 2

Pre-empt delay is disabled
(Sub-interface: GigabitEthernet0/0/0/1.2 (Up
Max Age: 20

Root Priority: O

Root Bridge: 0000.0000.0000
Cost: O

Bridge Priority: 1

Bridge ID: 0000.0000.0002
Port Priority: 128

Port ID 1

Hello Time: 2

Active: Yes

BPDUs sent: 202799

Topology Changes: 0

VLAN 3

Pre-empt delay is disabled
(Sub-interface: GigabitEthernet0/0/0/1.3 (Up
Max Age: 20

Root Priority: O

Root Bridge: 0000.0000.0000
Cost: O

Bridge Priority: O

Bridge ID: 0000.0000.0002
Port Priority: 128

Port ID 1

Hello Time: 2

Active: Yes

BPDUs sent: 202799

Topology Changes: 0

:CE3 Jsxo _le (655 Jbio 1id

switch3#sh spanning-tree vlan 2

VLANO0002

Spanning tree enabled protocol ieee

Root ID Priority 0

Address 0000.0000.0000

Cost 4

(Port 1 (GigabitEthernetO/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32770 (priority 32768 sys-id-ext 2
Address 001d.4603.1£00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type



Gi0/1 Root FWD 4 128.1 P2p
Gi0/2 Altn BLK 4 128.2 P2p

switch3#sh spanning-tree vlan 3

VLANOO0O3

Spanning tree enabled protocol ieee

Root ID Priority 0

Address 0000.0000.0000

Cost 4

(Port 2 (GigabitEthernet0/2

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32771 (priority 32768 sys-id-ext 3
Address 001d.4603.1£00

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gi0/1 Altn BLK 4 128.1 P2p
Gi0/2 Root FWD 4 128.2 P2p
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RP/0/RSP1/CPUO:router3#sh run redundancy
redundancy

iccp

group 2

mlacp node 1

mlacp system mac 0200.0000.0002
mlacp system priority 1

mlacp connect timeout 0

member

neighbor 10.0.0.14

!

backbone

interface TenGigE0/0/0/0
interface TenGigE0/0/0/1

!

isolation recovery-delay 300

1

1

i

RP/0/RSP1/CPUO:router3#sh run int bundle-ether 222
interface Bundle-Ether222

lacp switchover suppress-flaps 100

mlacp iccp-group 2

mlacp switchover type revertive

mlacp switchover recovery-delay 40

mlacp port-priority 1

mac-address 0.0.2

bundle wait-while 0

bundle maximum-active links 1

load-interval 30
1

* .RP/0/RSP1/CPUO:router3#sh run int bundle-ether 222
interface Bundle-Ether222.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

!

interface Bundle-Ether222.3 l2transport
encapsulation dotlg 3

rewrite ingress tag pop 1 symmetric



RP/0/RSP1/CPUO:router3#sh run 12vpn bridge group customerl
12vpn

bridge group customerl
bridge-domain finance
interface Bundle-Ether222.3
!

vfi customerl-finance
neighbor 10.0.0.11 pw-id 3
|

neighbor 10.0.0.12 pw-id 3
|

neighbor 10.0.0.14 pw-id 3
|

|

!

bridge-domain engineering
interface Bundle-Ether222.2
!

vfi customerl-engineering
neighbor 10.0.0.11 pw-id 2
|

neighbor 10.0.0.12 pw-id 2
|

neighbor 10.0.0.14 pw-id 2
|

|

|

|

!
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RP/0/RSP1/CPUO:router5#sh run redundancy
redundancy

iccp

group 2

mlacp node 2

mlacp system mac 0200.0000.0002
mlacp system priority 1

mlacp connect timeout 0

member

neighbor 10.0.0.13

!

backbone

interface TenGigE0/1/0/0
interface TenGigE0/1/0/1

|

isolation recovery-delay 300

|

|

!

RP/0/RSP1/CPUO:router5#sh run int bundle-ether 222
interface Bundle-Ether222

lacp switchover suppress-flaps 100

mlacp iccp-group 2

mlacp switchover type revertive

mlacp switchover recovery-delay 40

mac-address 0.0.2



bundle wait-while 0
bundle maximum-active links 1

load-interval 30
|

* .RP/0/RSP1/CPUO:router5#sh run int bundle-ether 222
interface Bundle-Ether222.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

|

interface Bundle-Ether222.3 l2transport
encapsulation dotlg 3

rewrite ingress tag pop 1 symmetric
|

RP/0/RSP1/CPUO:router5#sh run 12vpn bridge group customerl
12vpn

bridge group customerl
bridge-domain finance
interface Bundle-Ether222.3
!

vfi customerl-finance
neighbor 10.0.0.11 pw-id 3
|

neighbor 10.0.0.12 pw-id 3
|

neighbor 10.0.0.13 pw-id 3
|

|

!

bridge-domain engineering
interface Bundle-Ether222.2
!

vfi customerl-engineering
neighbor 10.0.0.11 pw-id 2
|

neighbor 10.0.0.12 pw-id 2
|

neighbor 10.0.0.13 pw-id 2
|

|

|

|

!

Al> 5 6 azgally 5 azgall o siaslly lais 6 azgally 3 azgall  dosxl giac oSy caplell B9 lall Lo
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RP/0/RSP1/CPUO:router3#sh bundle bundle-ether 222

Bundle-Ether222

Status: Up

Local links : 1 /0 / 1

Local bandwidth : 1000000 (1000000) kbps
(MAC address (source): 0000.0000.0002 (Configured
Inter-chassis link: No

Minimum active links / bandwidth: 1 / 1 kbps
Maximum active links: 1

Wait while timer: Off

Load balancing: Default

LACP: Operational

Flap suppression timer: 100 ms

Cisco extensions: Disabled



mLACP: Operational

ICCP Group: 2

Role: Active

Foreign links : 0 / 1
Switchover type: Revertive
Recovery delay: 40 s
Maximize threshold: 1 link
IPv4 BFD: Not configured

Port Device State Port ID B/W, kbps

Gi0/0/0/1 Local Active 0x0001, 0x9001 1000000

Link is Active

Gi0/0/0/1 10.0.0.14 Standby 0x8000, 0xa002 1000000
Link is marked as Standby by mLACP peer
RP/0/RSP1/CPUO:router3#

router6#sh etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended

(H - Hot-standby (LACP only

R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - walting to be aggregated

d - default port

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports
(Po2(SU) LACP Gi0/1(P) Gi0/2(w 2

router6#

(Lightweight (PEs giogll (9 Jgwogll blas JI lee>gi 05lelg 3 azgall e CE (0 j9,0ll aS,> 8l o
10usdl

RP/0/RSP1/CPUO:router3#sh 12vpn bridge-domain group customerl
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: finance, id: 4, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up

:List of ACs

BE222.3, state: up, Static MAC addresses: 0

:List of Access PuWs

:List of VFIs

(VFI customerl-finance (up

Neighbor 10.0.0.11 pw-id 3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.12 pw-id 3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 3, state: up, Static MAC addresses: 0
,Bridge group: customerl, bridge-domain: engineering, id: 3, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 3 (3 up), PBBs: 0 (0 up

:List of ACs



BE222.2, state: up, Static MAC addresses: 0

:List of Access PWs

:List of VFIs

(VFI customerl-engineering (up

Neighbor 10.0.0.11 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.12 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 2, state: up, Static MAC addresses: 0

:RP/0/RSP1/CPUO: router3#sh 1l2vpn forwarding bridge-domain customerl
engineering mac location 0/0/CPUO

...To Resynchronize MAC table from the Network Processors, use the command
12vpn resynchronize forwarding mac-address-table location

Mac Address Type Learned from/Filtered on LC learned Resync Age Mapped to
001d.4603.1£f01 dynamic BE222.2 0/0/CPUO 0d Oh Om Os N/A

001d.4603.1f42 dynamic BE222.2 0/0/CPUO 0d Oh Om Os N/A

6c9c.ed3e.ed6d dynamic (10.0.0.11, 2) 0/0/CPUO0 0d Oh Om 0Os N/A
0019.552b.b5c3 dynamic (10.0.0.12, 2) 0/0/CPUO 0d Oh Om Os N/A

azgall e golniull cliacVlg oy ol dojxll e MAC yslic jasy plsi 3 azgall ol 3V oVl xiog,
DlaciwYl g9 9 dxo gl Ul loy 4ol e ple, upperimac address} (o bo 5 2o gluwe le .3

RP/0/RSP1/CPUO:router5#sh 12vpn forwarding bridge-domain customerl:engineering
mac location 0/0/CPUO

...To Resynchronize MAC table from the Network Processors, use the command
12vpn resynchronize forwarding mac-address-table location

Mac Address Type Learned from/Filtered on LC learned Resync Age Mapped to
6c9c.ed3e.e46d dynamic (10.0.0.11, 2) 0/0/CPUO 0d Oh Om Os N/A
0019.552b.b5c3 dynamic (10.0.0.12, 2) 0/0/CPUO 0d Oh Om O0s N/A
001d4.4603.1f01 dynamic (10.0.0.13, 2) 0/0/CPUO 0d Oh Om O0s N/A

VPLS olSuis pgis .5 azgall e lnis dox)l siac puay 6 a>gally 3 a>gall o do =l giac lniuy loxic
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| RP/0/RSPO/CPUO:router2#sh 12vpn bridge-domain group customerl detail
"i "state is|withd|bridge-domain

,Bridge group: customerl, bridge-domain: finance, id: 3, state: up
ShgId: 0, MSTi: O

MAC withdraw: enabled

MAC withdraw for Access PW: enabled

MAC withdraw sent on bridge port down: disabled

AC: GigabitEthernet0/1/0/3.3, state is up

( PW: neighbor 10.0.0.12, PW ID 3, state is up ( established

MAC withdraw message: send 0 receive 0

( PW: neighbor 10.0.0.13, PW ID 3, state is up ( established

MAC withdraw message: send 0 receive 1

( PW: neighbor 10.0.0.14, PW ID 3, state is up ( established

MAC withdraw message: send 0 receive 1

,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

MAC withdraw: enabled

MAC withdraw for Access PW: enabled

MAC withdraw sent on bridge port down: disabled

AC: GigabitEthernet0/0/0/1.2, state is unresolved



AC: GigabitEthernet0/1/0/3.2, state is up

( PW: neighbor 10.0.0.15, Pw ID 15, state is up ( established
MAC withdraw message: send 2 receive 0

( PW: neighbor 10.0.0.12, PW ID 2, state is up ( established
MAC withdraw message: send 0 receive 0

( PW: neighbor 10.0.0.13, PW ID 2, state is up ( established
MAC withdraw message: send 0 receive 1

( PW: neighbor 10.0.0.14, PW ID 2, state is up ( established
MAC withdraw message: send 0 receive 1

:(10.0.0.14) 5 a>goJl _JI1 (10.0.0.13) 3 a=goll 40 2 azgoll e MAC ,9lic Jsin

:RP/0/RSP0O/CPUO:router2#sh 12vpn forwarding bridge-domain customerl
engineering mac-address location 0/0/CPUO

..To Resynchronize MAC table from the Network Processors, use the command
12vpn resynchronize forwarding mac-address-table location

Mac Address Type Learned from/Filtered on LC learned Resync Age Mapped to

6c9c.ed3e.ed46d dynamic (10.0.0.15, 15) 0/0/CPUO 0d Oh Om Os N/A
0019.552b.b5c3 dynamic (10.0.0.12, 2) 0/0/CPUO0 0d Oh Om Os N/A
001d.4603.1£f02 dynamic (10.0.0.14, 2) 0/0/CPUO 0d Oh Om Os N/A
001d.4603.1£f42 dynamic (10.0.0.14, 2) 0/0/CPUO 0d Oh Om Os N/A
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‘VFI PWs

RP/1/RSPO/CPUO:router2#sh bundle bundle-ether 222

Bundle-Ether222

Status: Up

Local links : 2 / 0 / 2

Local bandwidth : 20000000 (20000000) kbps
(MAC address (source): 0024.f71e.d309 (Configured
Inter-chassis link: No

Minimum active links / bandwidth: 1 / 1 kbps
Maximum active links: 64

Wait while timer: 2000 ms

Load balancing: Default

LACP: Not operational

Flap suppression timer: Off

Cisco extensions: Disabled

mLACP: Not configured

IPv4 BFD: Not configured

Port Device State Port ID B/W, kbps

Te0/0/0/8 Local Active 0x8000, 0x0005 10000000
Link is Active

Tel/0/0/8 Local Active 0x8000, 0x0001 10000000
Link is Active

RP/1/RSP0O/CPUO:router2#sh run int bundle-ether 222.2
interface Bundle-Ether222.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric
|

RP/1/RSP0O/CPUO:router2#sh run int bundle-ether 222.3
interface Bundle-Ether222.3 l2transport
encapsulation dotlg 3

rewrite ingress tag pop 1 symmetric



RP/1/RSP0O/CPUO:router2#sh run 12vpn bridge group customerl
12vpn

bridge group customerl
bridge-domain finance
interface Bundle-Ether222.3
!

vfi customerl-finance
neighbor 10.0.0.11 pw-id 3
|

neighbor 10.0.0.12 pw-id 3
|

neighbor 10.0.0.13 pw-id 3
|

neighbor 10.0.0.14 pw-id 3
|

|

!

bridge-domain engineering
interface Bundle-Ether222.2
!

vfi customerl-engineering
neighbor 10.0.0.11 pw-id 2
|

neighbor 10.0.0.12 pw-id 2
|

neighbor 10.0.0.13 pw-id 2
|

neighbor 10.0.0.14 pw-id 2
|

|

|

|

!

RP/1/RSPO/CPUO:router2#sh 12vpn bridge-domain group customerl
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: finance, id: 3, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 4 (4 up), PBBs: 0 (0 up

:List of ACs

BE222.3, state: up, Static MAC addresses: 0

:List of Access PWs

:List of VFIs

(VFI customerl-finance (up

Neighbor 10.0.0.11 pw-id 3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.12 pw-id 3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.13 pw-id 3, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 3, state: up, Static MAC addresses: 0
,Bridge group: customerl, bridge-domain: engineering, id: 4, state: up
ShgId: 0, MSTi: O

Aging: 300 s, MAC limit: 4000, Action: none, Notification: syslog
Filter MAC addresses: 0

(ACs: 1 (1 up), VFIs: 1, PWs: 4 (4 up), PBBs: 0 (0 up

:List of ACs

BE222.2, state: up, Static MAC addresses: 0

:List of Access PWs

:List of VFIs

(VFI customerl-engineering (up

Neighbor 10.0.0.11 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.12 pw-id 2, state: up, Static MAC addresses: 0

o O O



Neighbor 10.0.0.13 pw-id 2, state: up, Static MAC addresses: 0
Neighbor 10.0.0.14 pw-id 2, state: up, Static MAC addresses: 0
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ICCP-SM (Pseudo MCLAG)

Redundancy Group
Active link

DHD (CE)

Active link E PoAZ {PEEI E

i)

Access Redundancy Core redundancy

Figura 2 Passudo MCLAG

DHD has two separate bundles — one to PoA1 and the other to PoA2.
Both bundles are active for some vians and standy for others.

Active vlans on one bundle = standby vians for other bundle.

PoAs communicate over ICCP.

Only VPLS is supported in core (first release.)
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RP/0/RSPO/CPUO:router2#sh run 12vpn bridge group customerl bridge-domain
engineering

12vpn

bridge group customerl

bridge-domain engineering

interface GigabitEthernet0/1/0/3.2
storm-control unknown-unicast pps 10000
storm-control multicast pps 10000
storm-control broadcast pps 1000

1

neighbor 10.0.0.15 pw-id 15
storm-control unknown-unicast pps 10000
storm-control multicast pps 10000
storm-control broadcast pps 1000

1

vfi customerl-engineering

neighbor 10.0.0.10 pw-id 2

1

neighbor 10.0.0.12 pw-id 2

1

neighbor 10.0.0.13 pw-id 2

1

neighbor 10.0.0.14 pw-id 2

i
i
i
i
i

RP/0/RSPO/CPUO:router2#sh 12vpn bridge-domain bd-name engineering det
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: engineering, id: 5, state: up
ShgId: 0, MSTi: O

Coupled state: disabled

MAC learning: enabled

MAC withdraw: enabled


//www.cisco.com/en/US/docs/routers/asr9000/software/asr9k_r4.3/security/configuration/guide/b_syssec_cg43asr9k_chapter_01100.html
//www.cisco.com/en/US/docs/routers/asr9000/software/asr9k_r4.3/security/configuration/guide/b_syssec_cg43asr9k_chapter_01100.html
//www.cisco.com/en/US/docs/routers/asr9000/software/asr9k_r4.3/security/configuration/guide/b_syssec_cg43asr9k_chapter_01100.html

MAC withdraw for Access PW: enabled
MAC withdraw sent on bridge port down: disabled
:Flooding
Broadcast & Multicast: enabled
Unknown unicast: enabled
MAC aging time: 300 s, Type: inactivity
MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no
MAC port down flush: enabled
MAC Secure: disabled, Logging: disabled
Split Horizon Group: none
Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled
DHCPv4 snooping: disabled
IGMP Snooping profile: none
Bridge MTU: 1500
MIB cvplsConfigIndex: 6
:Filter MAC addresses
(Create time: 28/05/2013 17:17:03 (1lwld ago
No status change since creation
(ACs: 1 (1 up), VFIs: 1, PWs: 5 (5 up), PBBs: 0 (0 up
:List of ACs
AC: GigabitEthernet0/1/0/3.2, state is up
Type VLAN; Num Ranges: 1
[VLAN ranges: [2, 2
MTU 1500; XC ID 0xc40007; interworking none
MAC learning: enabled
:Flooding
Broadcast & Multicast: enabled
Unknown unicast: enabled
MAC aging time: 300 s, Type: inactivity
MAC limit: 4000, Action: none, Notification: syslog
MAC limit reached: no
MAC port down flush: enabled
MAC Secure: disabled, Logging: disabled
Split Horizon Group: none
Dynamic ARP Inspection: disabled, Logging: disabled
IP Source Guard: disabled, Logging: disabled
DHCPv4 snooping: disabled
IGMP Snooping profile: none
:Storm Control
(Broadcast: enabled (1000
(Multicast: enabled (10000
(Unknown unicast: enabled (10000
:Static MAC addresses
:Statistics
packets: received 251295, sent 3555258
bytes: received 18590814, sent 317984884
:Storm control drop counters
packets: broadcast 0, multicast 0, unknown unicast 0
bytes: broadcast 0, multicast 0, unknown unicast 0
:Dynamic ARP inspection drop counters
packets: 0, bytes: 0
:IP source guard drop counters
packets: 0, bytes: 0
<snip>
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12vpn

bridge group customerl
bridge-domain engineering
mac

secure

action none

logging
!

aJLuU Jlo L@ L@L>...u o5 syslog GJLA.U_)

: [LC/0/0/CPUO:Dec 13 13:38:23.396 : 12fib[239
L2-L2FIB-5-SECURITY_MAC_SECURE_VIOLATION_AC : MAC secure in AC%
:GigabitEthernet0_0_0_4.1310 detected violated packet - source MAC
destination MAC: 0000.0001.0001; action: none ,0000.0000.0001
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RP/1/RSPO/CPUO:router#sh run 12vpn bridge group customerl bridge-domain
engineering

12vpn

pw-class control-word

encapsulation mpls

control-word

1

!

bridge group customerl

bridge-domain engineering

vfi customerl-engineering

neighbor 10.0.0.11 pw-id 2

pw-class control-word

!

<snip>

RP/1/RSP0O/CPUO:router#sh 12vpn bridge-domain bd-name engineering det
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: engineering, id: 4, state: up
ShgId: 0, MSTi: O

<snip>

:List of VFIs

(VFI customerl-engineering (up

( PW: neighbor 10.0.0.11, PW ID 2, state is up ( established

PW class control-word, XC ID 0xc000000a

Encapsulation MPLS, protocol LDP

Source address 10.0.0.10

PW type Ethernet, control word enabled, interworking none

Sequencing not set

PW Status TLV in use
MPLS Local Remote

Label 281708 16043

Group ID 0x4 0x%5

Interface customerl-engineering customerl-engineering
MTU 1500 1500

Control word enabled enabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x7 0x7

(control word) (control word)

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)

Jo> ollw> ol8 .0x6 9l 0x4 go MPLS ol (wiSe (o lawdl o531 a2y 6,uibo Ll as o 13]
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ropeSil Jle Jlo 132

12vpn

pw-class fat-pw
encapsulation mpls
control-word
load-balancing

flow-label both

1

1

1

bridge group customerl
bridge-domain engineering
vfi customerl-engineering
neighbor 10.0.0.11 pw-id 2
pw-class fat-pw

RP/1/RSPO/CPUO:router#sh 12vpn bridge-domain bd-name engineering det
.Legend: pp = Partially Programmed

,Bridge group: customerl, bridge-domain: engineering, id: 4, state: up
ShgId: 0, MSTi: O

<snip>

:List of VFIs

(VFI customerl-engineering (up

( PW: neighbor 10.0.0.11, PW ID 2, state is up ( established

PW class fat-pw, XC ID 0xc000000a

Encapsulation MPLS, protocol LDP

Source address 10.0.0.10

PW type Ethernet, control word enabled, interworking none

Sequencing not set

Load Balance Hashing: src-dst-ip

(Flow Label flags configured (Tx=1,Rx=1), negotiated (Tx=1,Rx=1

PW Status TLV in use

MPLS Local Remote

Label 281708 16043

Group ID 0x4 0x5

Interface customerl-engineering customerl-engineering
MTU 1500 1500

Control word enabled enabled

PW type Ethernet Ethernet

VCCV CV type 0x2 0x2

(LSP ping verification) (LSP ping verification)
VCCV CC type 0x7 0x7

(control word) (control word)

(router alert label) (router alert label)

(TTL expiry) (TTL expiry)
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logging
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RP/0/RSPO/CPUO:router#sh run ethermnet-services access-list count-packets
ethernet-services access-1list count-packets

permit host 001d.4603.1f42 host 0019.552b.b5c3 10

permit any any 20

1

RP/0/RSPO/CPUO:router#sh run int gig 0/1/0/3.2
interface GigabitEthernet0/1/0/3.2 l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

ethernet-services access-group count-packets egress
1

RP/0/RSPO/CPUO:router#sh access-1lists ethernet-services count-packets
hardware egress location 0/1/CPUO

ethernet-services access-1list count-packets

(permit host 001d.4603.1£f42 host 0019.552b.b5c3 (5 hw matches 10
(permit any any (30 hw matches 20

20 9l S50 dpuwlwVl dalSl pasiwl .6 g2 VI duulwVl dalSIl plasiwl Losd 6562V olalos dla>No Say
Lgde Joogll dnsld gubas piy il dg2loll lasl @8la, @890 1Az piy oS . Jgwos)l dcgazo olx] wuws>

> Molg ellasVl BlisSiwl ol Glol 650512 Jis dgzl Ll IPV4 Jouwo9 daild  gulas Loyl cliSa,

RP/0/RSP0O/CPUO:router#sh run ipv4 access-list count-pings
ipv4d access-list count-pings

permit icmp host 192.168.2.1 host 192.168.2.2 10

permit ipv4 any any 20

1

RP/0/RSPO/CPUO:router#sh run int gig 0/1/0/3.2
interface GigabitEthernet0/1/0/3.2 1l2transport
encapsulation dotlg 2

rewrite ingress tag pop 1 symmetric

ipv4d access-group count-pings ingress



RP/0/RSP0O/CPUO:router#sh access-lists ipv4 count-pings hardware ingress
location 0/1/CPUO

ipvd access-list count-pings

(permit icmp host 192.168.2.1 host 192.168.2.2 (5 hw matches 10

(permit ipv4d any any (6 hw matches 20
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interface GigabitEthernet0/1/0/3.2 l2transport

encapsulation dotlg 2
1

interface GigabitEthernet0/1/0/3.3 l2transport

encapsulation dotlg 3
1

interface GigabitEthernet0/1/0/39.2 l2transport

encapsulation dotlg 2
!

12vpn

bridge group customer?2
bridge-domain test

interface GigabitEthernet0/1/0/3.2
1

interface GigabitEthernet0/1/0/3.3
1

interface GigabitEthernet0/1/0/39.2
1

ol Y (oSl 13D 9

Y &V 65,l9)l @M=l GigabitEthernet0/1/0/39.2 lc dot1q 2 aoMe pladiwl, adl a5 SVl cull baix, -
J3aall ] 4l ésle] ol a2,

sy ¥ 13D SU9 (a; dawoll dot1q 2 juas dodle go GigabitEthernet0/1/0/3.2 o cull 13D 3935 o, -
.dot1q 2 aoMe pladiwl Loyl aiyeSs o5 GigabitEthernet0/1/0/3.2 &Y dlSuiw

S0l 329; Y aV 2 LoVl agy =i 48 1 lasi, lao (GigabitEthernet0/1/0/3.3 (0 Loyl el 13D 85 289 -
GigabitEthernet0/1/0/3.3 _lc ol dot1q 3 dluuS ada=ll .GigabitEthernet0/1/0/3.3 _lec aLsJl é>le]
250l olxil 9 a9 pi o)
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interface GigabitEthernet0/1/0/3.2 l2transport
ethernet egress-filter strict
1

interface GigabitEthernet0/1/0/3.3 l2transport



ethernet egress-filter strict
1
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