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show crypto isakmp sa— sg,U2 gpse Uvedle IKE IJzldss Ws ubs). *

<#root>
ASA#

show crypto isaknp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.17.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

show crypto ipSec sa— sg)2 zpSE p&)rIdle Wisle gps IPsec IJzldso Vs vbs). *

<#root>
ASA#
show crypto ipsec sa

interface: outside
Crypto map tag: outside_map, seq num: 1, local addr: 172.16.1.1

| ocal ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remot e ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)

current_peer: 172.17.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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local crypto endpt.: 172.16.1.1, renote crypto endpt.: 172.17.1.1

path mtu 1500, ipsec overhead 58, media mtu 1500
current outbound spi: 434C4A7F

inbound esp sas:

spi: OxB7C1948E (3082917006)

transform: esp-des esp-sha-hmac none

in use settings ={L2L, Tunnel, PFS Group 2, }

slot: 0, conn_id: 12288, crypto-map: outside_map

sa timing: remaining key 1lifetime (kB/sec): (4274999/3588)
IV size: 8 bytes

replay detection support: Y

outbound esp sas:

spi: O0x434C4A7F (1129073279)

transform: esp-des esp-sha-hmac none

in use settings ={L2L, Tunnel, PFS Group 2, }

slot: 0, conn_id: 12288, crypto-map: outside_map

sa timing: remaining key 1lifetime (kB/sec): (4274999/3588)
IV size: 8 bytes

replay detection support: Y

£9z0 10S IJugs> - 1bol, 1JIsle,
show crypto isakmp sa— sg,U2 gpse Uvedle IKE IJzldss s ubs). *
<#root>

Router#

show crypto isaknp sa

dst src state conn-id slot status
172.17.1.1 172.16.1.1

QM I DLE

3 0

ACTI VE

show crypto ipSec sa— s&), 2 zpsE p&HIdle Visle g3p6 IPsec IJzldso Vs wbs). *

<#root>
Router#
show crypto ipsec sa

interface: FastEthernetO



Crypto map tag: SDM_CMAP_1, Tocal addr 172.17.1.1

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
renmote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current _peer 172.16.1.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 68, #pkts encrypt: 68, #pkts digest: 68
#pkts decaps: 68, #pkts decrypt: 68, #pkts verify: 68

#pkts compressed: 0, #pkts decompressed:
#pkts not compressed: 0, #pkts compr. failed:
#pkts not decompressed: 0, #pkts decompress failed:

0
0
0
#send errors 0, #recv errors 0

local crypto endpt.: 172.17.1.1, renote crypto endpt.: 172.16.1.1

path mtu 1500, ip mtu 1500
current outbound spi: OxB7C1948E(3082917006)

inbound esp sas:

spi: 0x434C4A7F(1129073279)

transform: esp-des esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2001, flow_id: C18XX_MBRD:1, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4578719/3004)

IV size: 8 bytes

replay detection support: Y

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxB7C1948E(3082917006)

transform: esp-des esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2002, flow_id: C18XX_MBRD:2, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4578719/3002)

IV size: 8 bytes

replay detection support: Y

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

show crypto engine connections active—sg ;o lJlouoldle 9ldpgdyple 1deldss zod 1Uz)e
IJpud,6 98y Idpuivdss (IJeszo SSb).

<#froot>



Router#

show crypt o engi ne connections active

ID Interface IP-Address State Algorithm Encrypt Decrypt
3 FastEthernet0 172.17.1.1 set HMAC_SHA+DES_56_CB 0 0
2001 FastEthernet0 172.17.1.1 set DES+SHA 0 59
2002 FastEthernet0 172.17.1.1 set DES+SHA 59 0
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debug crypto isakmp 7—sg,0 pdlgole ISAKMP Jde,yzds 1.

debug crypto ipSec—sg )0 plyole IPsec JJp,yeds 2. ¢

debug crypto isakmp—sg,) o p8lyole ISAKMP JJe,edo 1.
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