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lJbloys6 (VPN) Joudss lgpldop wuvdd Jos). 9895 bs 3JY 1Js sl plzis6 9086 BOs
IUzed eds pydle Igiodle 1Ugluos 1ble,ss (VPN) ppl 308 IJpuussdso 1Js lehs IJedds,
B peodle IUuvodle 1Jgluos 1d1blo,ss (VPN) 1JElu06 wope slehs cibsbol. ssabdy loglh
Bible puwous)s Joddsd Ideed eds prdsle ASA zpg preses Sluwes pu ldpedple pu
IUlze56 eds prs B0 pu ldip0 908sse wdJ ldpedsple: 905 pops pg 926 suwbde $o)l
Josil po ldsde BBl e IUSsle wol $o9sl.
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o eJId luwesle IJesss pu 925l Python 9Ui>3|c: 290926 1Up o) |J.p()3u.9_)5 lJsse JSlodsé
lJubvedle Jdoyeed soedsdle ldoslole spdo lo odeu Idu,)peed p8s36 JJElss WS zee
IJoslole sopdsdol sldegbsl Jlesh Idgveds 1Jglues [Jblo)yso (VPN) sozuwsyo.

IJoedsd IUlsds luwoobl JJs puwcedes VPN sldlouoldlc 1Jposleos

Jose lJopdsd spdud Ideuesd eds e Idpuwotseso IUpouodsu sldlosaldle IJpejlews
Uot,.s. op logilyol goles ol gds IJubl@ 1w 8. uwess) pezle le,y Cisco ASA IJeldsé
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- show vpn-sessionDB AnyConnect

- o Iptob :
SpIJu lgwwesle 9236 Python IJy plosé NetMiko Jo,90.999d SSH |Js 1dzolsc souugsd 1JIsl e
soedsd IJpdzle.

cisco_asa_device = {
"host": host,
"username": username,
"password": password,
"secret": secret,
"device_type": "cisco_asa",
}
net_conn = ConnectHandler (**cisco_asa_device)
command = "show vpn-sessiondb anyconnect"

command_output = net_conn.send_command (command)
Bp w2pE £ punddps Ubods VPN 9exs Idlooldle gds Woluod Seuss puebes (sedu lu
od9u JJ leosu wolss gs26) Vs Vlises sleuad eds Uz IUIGLos JJgss 1Us9ps Jsse
slg>.



#listl is the list of user counts collected in a day
#1list2 is the list of connection counts in a day
listl.sort()

max_vpn_user = listl[-1]

list2.sort()
max_conn = list2[-1]

dfl.append([max_vpn_user,max_conn])
PANDAS os pdoos Welds Jopdsd IJ;_,.%SIQIQ 9psldewol 9s5pdu wEisu gese Iduslule Jos
wpe wedsdol Juudwds I |bl) vslule s Idolusl ppel suved gpdsle Idoslule.

import pandas as pd

df = pd.DataFrame(dfl, columns=['Max Daily VPN Users Count',6 'Max Daily Concurrent
Connections'], index=<date range>)

Daily Max VPN user Count - Max concurrent count

3 180
5 148
2 160
17 250
23 348
34 300
27 258
26 250
31 320

cedsd e Wlduos IJgsps Jeuwotses Iuieds IUgluos IJblo,ss (VPN) sldes 1§ os
JJlouoldlo 1Jpolews IJos spdu lo ogwles Bs weass IJelzs IJs veuwsu leshloe IJgveds
lJgluos Idblo,sé (VPN).

Iwegse slJs 1yuwe ldoslos Bs pdous IJulusl sMatplotlib. Jel 09 090z Wb 1JLo9,6 oul.

df.plot ()

matplotlib.pyplot.show()



&
350 Max Daily Concurrent Sessions

Max Daily VPN Users Count

250
200
150
100

50

0
2018 Tue 02 Wed 03 Thu 04 Fri 05 Sat 08 Jan 07 Mon 08
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c pwwgdpe9 Uveds VPN IJzss sop luvdlbop.
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oo loglo 2098 1Upas) wlogle IduivwJs 1Uslgdiss Is Idbodle 1Jghrsé
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SourelP Destination IP Service Bytes

10.10.1.1 |10.30.2.2 tcp/445 1234
10.10.1.2 |40.5.2.3 tcp/443 2341
10.10.1.4 |42.4.2.33 tcp/80 5432
10.10.2.3 |52.3.2.34 tcp/443 1223
10.10.6.5 [10.30.22.2 tcp/80 212
10.10.3.2 |10.30.2.3 udp/389 1212
10.10.3.4 |32.3.22.2 tcp/443 2123

Suwod luwwgsle 9256 NetAddr python w9 wse 229d IJleuold 13s wpe ldzue9d edso |Js



wd@le |Js Idgvedle 1Jghzss slds Iduvedle 1UslgJss.

for £ in df['Responder IP']:
private.append (IPAddress(f) .is_private())

df['private'] = private
df_ext = df[df['private'] == False]
df_int = df[df[‘private’] == True]

030 05 29,6 eyJ6 IJp,y9) IUIEJS6.

SourelP Destination |Service Bytes
10.10.1.1 |10.30.2.2 |tcp/445 1234
10.10.6.5 [10.30.22.2 |tcp/80 212
10.10.3.2 ]10.30.2.3 |udp/389 1212
030 05 29,6 J6 IUp)9y IUEhzse.

SourelP Destination |Service Bytes
10.10.1.2 |40.5.2.3 tcp/443 2341
10.10.1.4 |42.4.2.33 |tcp/80 5432
10.10.2.3 |52.3.2.34 |tcp/443 1223
10.10.3.4 |32.3.22.2 |tcp/443 2123

9p0 Gpe Suwles 03l gJs w9, LIS pgpdd 29d IJuuwes 1Jpis9ss Jeyds p)9) Iduvodle
IJ¢lues Idblo,ss (VPN) 1deszos |Js Iduvedle 1Usldss 9dpswol IJos swpe buwldel [Us
IJloe,uw. 98pdu I suwles zpg 030 IUpedsple eds PIS WO y6 pu lJ9ge sopdsd loglel Vs
oS pl Bl dlow 2,36 )9, Uvods VPN pelbpol glhzsé 19 slgdss.



VPN Usage

Traffic Segregation - Internal and External

External Intexrnal
Jan 1, 2018 55 45
Jan 2, 2018 68 32
Jan 3, 2018 73 27
Jan 4, 2018 64 36
Jan 5, 2018 i o | 29
Jan 6, 2018 77 23
Jan 7, 2018 61 39

wosg sedle ped StreamlLit Jsw ;.'9L§Jo wedsd Iduslule 1Jgr9dso !Js OpdSd Hun9es wd
lsuol cbosy ldegssdlo edsol W 1Uyge U&?@&s JJP,J»IE_).&S Vs ldogdsd. spduo
ogdsd IUlbl) 1djeos Jdoslule [Upgegs 19 luolws wslule [uolwss lds Idpedele Idos sop
rOJIk_SquI

import streamlit

#traffic_ptg being a 2D array containing the data collected as in the table above
d = st.slider('Days',1,30,(1,7))

idx = pd.date_range('2018-01-01', periods=7, freg='D")

df = pd.DataFrame (d<subset of the list traffic_ptg based on slider
value>, columns=['External', 'Internal'], index=1idx)

st .bar_chart (df)
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9dJduol cubys eds weuo Idptlb,.
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O lugle Iy ds wuvww €30 929> budle zelsé pgpds posle W pdlu Idepd. 90z
luolowol spdu lu wuowe IJzol) 1Uss we Ido il 0 8bs 029,86 pu lJluesue [Js Idzje
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IJoblss IUzsss Jduslole s1Jeslds pe pssé Iielo DUo. yusdss lecpl o3l dlzls 1Js
lJeuwless W gldo wozso ¥ Jos) pu uIs 1Je9) Uabaso lJos weo pdlgbool puuodl
JJeuesd eds eele Idguodle IUlews 030. 903l oo Luloo 1o swus 1Jzles IUs cedsd cbusdle
IJsso Idos spdo Jepuwegsps dubodle 1Jglues IUblo,ss (VPN) 1dyosd Idsol.

wzwds pebe 2lu Igelsd pu ldzsd IJelds ped Cisco Firepower Threat Defense (FTD) eJs
pedople wbusyd pdu,us uldese Vs Iduvedle. spdu 1o w9V, gpdss wedsd vslule
IJuwed 030 9oubsol Llgwegsle pdocle Python csv gessle peldzé wslule Pandas ezesgs
wslule peleds Jel 09 p9 oz ledle pg luolws IJobosdle IJos swpe lJsuesd [Jsol sldos
e wESssuwol.

#connections.csv contains the connection events from ASA and events_with_app.csv contains
connection events with Application details fromFTD

dfl = pd.read_csv(‘connections.csv’) df2 = pd.read_csv(‘events_with_app.csv') df_merged =

od.merge (df1,df2,on=["'Source IP', 'Destination IP', 'Service'])

Soure|P Destination IP Service Bytes Application
10.10.1.1 ]10.30.2.2 tcp/445 1234

10.10.1.2 |40.5.2.3 tcp/443 2341 |Microsoft
10.10.1.4 |42.4.2.33 tcp/80 5432 |Microsoft
10.10.2.3 |52.3.2.34 tcp/443 1223 | Office365
10.10.6.5 ]10.30.22.2 tcp/80 212

10.10.3.2 ]10.30.2.3 udp/389 1212

10.10.3.4 |32.3.22.2 tcp/443 2123 |Youtube

| wee Iewesd eds 1bl wslule Jpl o3 ps og lgdle: spedud
Cuous Jo IJpsgy Iehese IUlepldss wole eds ldobosy gws Idolosl.

df2 df .groupby ('Application')

df3 = df2['Bytes'].sum()



Application
Microsoft 7773
Office365 1223

Teamviewer 1234
Youtube PAVE
Name: Bytes, dtype: int64

228188 szued luweesle Streamlight eJs wpisd Huuses Juuwed IJ cbosd Bs 2)Js
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ouodse IdJobosyle gds 9lzes IJpuwegse ool 590 1Jzlzs IUs s wessile Vs
IJeedsele IUo)pzséd: ppl szed Idopdsd gwodl 93958

import matplotlib.pyplot as plt

apps = ['Office365', 'Microsoft', 'Teamviewer', 'Youtube']
app_select = st.sidebar.multiselect('Select Apps',activities)

# app_bytes - list containing the applications and bytes

plt.pie(app_bytes, labels=apps)
plt.title('Application Usage')

st.pyplot ()
External Traffic - Application usage
Select Apps
Application Usage
Office365
. Youtube
Office365

Teamviewer

Microsoft
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Top VPN users, Select one to hiter... = 38

. N External Traffic - Application usage

Application Usage - per selected user
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Microsoft
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