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g.f System &1 Identity Management [ Metwork Resources
Matwork Devices Matwork Devicea Groups Extarnal RADIUS Sarvars

Hetwork Devices List = I750-5

MNetwork Devices
Metwork Devices
[ -3 * Name[ 3750.5]
&~ _ Deseription
[ Network Devices ;
i Defoult Device *IF Address: | 10.48.66.109 UE-
Model Mame -
Softwara Varsion -
* Metwork Device Group
L.ar:a!inn|,.u| Locations & | Set To Dafault
Device Type [ all Device Types @ | [ Set To Default |

¥« Authentication Settings

Enable Authentication Settings
Protocol  RADIUS

* Sharad Saeral |..... | [ Show J
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Hatwork Access Users Lat = NMew Network Access User

e ¥ Metwork Access User

s P |

& . “Name | cisco |
£ Users : SRR Enabled =

— Endpoints ¥ e | J

[ Latest Manual Hetwork Scan Res. 5

v Passwon

*Password | saaee J Meed halp with password policy 7

* Re-Enter Passward I TIL) J
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¢ Home Operations|v Policy| v  Administration | v

|, Authentication  |s, Authorization |4 Profiling  |# Posture |5 ClientProvisioning |5 Security Group Access

Dictionaries Conditions Reasults

Authorization Profiles = MACSECprofile

Results
l o | Authorization Profile
*Name | MACSECprofile |
{; i E: o @1 .
» B3 Authentication Description |
=
v [ Authorization *Access Type | ACCESS ACCEPT - |

¥ [ Authorization Profiles

] ; Downloadable ACLs

3 ; Inling Posture Node Profies
¥ 55 Profiling

o

] =|Pb_ﬂm

Senice Template [

. tlase v Common Tasks
v O Client Provisioning i
v [ Securily Group Access

[ Aute Smart Port
O Fitter-ip
[ reauthentication

MACSec Policy musk-secure | *

2o, wez > wW¥es o Jluwwesle pJud we sy IJogssd Bs Bless IJogasd. soze o3l 1dpeld
pdV IJog)s0 1Uss wp odysuoe Jdpuwegspe "cisco”. I3l uze Idpezed 802.1x. Wl ISE s)ze
2536 "dw9d vV IS b," IUs 1dezad wluwegsle Cisco AVPair linkSec-policy=must-secure.
oyEp 030 IJuwpo 1Jpzad £ds wie gduws MKA. B zldo Wyivd oo Idzgduwo: sWyvd lsuol
w9952 802.1X gds IJpz9d.

. J— -

s Home Operations |  Poliey| »  Administration | v

[ Prafiling |7 Posturs e, Cllent Provisioning |z Security Group Azeess &, Policy Elzmemts

Authorization Policy
Dredime the Authorization Policy by configuring rules bagsed on identity groups andior other condiions, Drag and drop ules to ehange the crdar

| First Matched Rule Applies v

b Exceplions (0]

Standad
Hatus  Rule Mame Condittons {identity groups and ether conditions) Pemmissions
B Macser I Radius:User-Nama EQUALS cisco fen MACSECprofile
Cn..a-)v.ScJ

Couoey leshle 1deulds 1duessess weesl 802. 1x (IJzss IJedss IJpsuor):

aaa new-model
aaa authentication dotlx default group radius
aaa authorization network default group radius



aaa group server radius ISE
server name ISE

dotlx system-auth-control

interface GigabitEthernetl/0/2
description windows?7

switchport mode access
authentication order dotlx
authentication port-control auto
dotlx pae authenticator

radius server ISE

address ipv4 10.48.66.74 auth-port 1645 acct-port 1646

timeout 5

retransmit 2
key cisco
Swp lugile guvslgwé MKA 1dpezdsé sobos@ol gds 1Jglzos. lsuoli wp wpdsy MACsec gds
IJglz06.

mka policy mka-policy
replay-protection window-size 5000

interface GigabitEthernetl/0/2
macsec
mka policy mka-policy

Suvee wog MKA Idpeeds JY wodssu Idleshble Idowosdss IJos Jl spdo s9¢ol po ISE.
wsluws MKA 1Jpedss [goshss.
AnyConnect NAM

Spdu odasu pdV IJog s Jpbdo 802.1x s9sl 19 3dgo g,y Cisco ASA. we, ) o IJgbsle
lJoldsé odysy $296.

p0 l2d bhs w9 osdle NAM:
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'Y Cisco AnyConnect Secure Mobility Client | @ ([

W P

You may need to use a browser to gain access.

- Connect

Web Authentication Required

6 Network:

Connected (10.48.67.84)
wired Manage Metworks...

Connect only to current network

ol pdud wiguosue 802. 1X 236> wluwedsle MacSec. Llduuweo Jegsl) 802. 1x swp
lowesle w190999d 1Upols 96 IJecsume Ipzes (PEAP) (IJpuwcése IUss p odssuoe "Cisco”
eJs ISE):

' Cisco AnyCennect Secure Mobility Client e =]

atfeenfne N
cisco AnyConne

Status Ovenview

Metwork Service: Enabled >

Wi-Fi: No Wi-F adapters

Type

IJordd pu lJuoes

luwegse 03l 1dGuwe Joldss god Idodsse wuvdd Lorse.



wulbdo AnyConnect NAM IJo s wpe wdysuel J EAP-PEAP Cslole lgwpel ogszs.

[

|

Cisco AnyConnect | macsec

Please enter your username and password for the
network: macsec

sername: cisco
Password: rrrreesy
|| Show Password
[ QK ] | Cancel |

@ Cisco AnyConnect Secure Mobility Client

'You may need to use a browser to gain access.

-

Connect

Web Authentication Required

Network:
Authenticating

* O]

M@ CseC

Stw puohds eduws IJged eds IUpead SlUoBdas o, suwés lu odss 1delds Iduoploss

llpkppsoé":

bsns-3750-5#show authentication sessions interface gl/0/2

Interface:

MAC Address:

IP Address:
User-Name:
Status:

Domain:
Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

GigabitEthernetl/0/2
0050.5699.36ce
192.168.1.201

cisco

Authz Success

DATA

Must Secure

Secured

single-host

both

Authentication Server
10




Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8000100000D56FD55B3BF
Acct Session ID: 0x00011CB4
Handle: 0x97000D57

Runnable methods list:
Method State
dotlx Authc Success

w99 leuolissle MANCsec eJds IJpeod Idovdlosd Bspl sogdd wlesh IJuoeg IUpzds: .
Spé_)gélo lJBusle 1Jlews (SCls) JzyJs 1Je,9) Idpuweded/ld eyl slsual leuolissle 1Jpolds
slJligble.

bsns-3750-5#show macsec interface gl/0/2
MACsec is enabled
Replay protect : enabled
Replay window : 5000
Include SCI : yes
Cipher : GCM-AES-128
Confidentiality Offset : 0
Capabilities
Max. Rx SA : 16
Max. Tx SA : 16
Validate Frames : strict
PN threshold notification support : Yes
Ciphers supported : GCM-AES-128
Transmit Secure Channels
SCI : BC166525A5020002
Elapsed time : 00:00:35
Current AN: 0 Previous AN: -
SC Statistics
Auth-only (0 / 0)
Encrypt (2788 / 0)
Receive Secure Channels
SCI : 0050569936CE0000
Elapsed time : 00:00:35

Current AN: 0 Previous AN: -
SC Statistics
Notvalid pkts 0 Invalid pkts 0
Valid pkts 76 Late pkts 0
Uncheck pkts 0 Delay pkts 0
Port Statistics
Ingress untag pkts 0 Ingress notag pkts 2441
Ingress badtag pkts 0 Ingress unknownSCI pkts 0
Ingress noSCI pkts 0 Unused pkts 0
Notusing pkts 0 Decrypt bytes 176153

Ingress miss pkts 2437
Is AnyConnect. wusy IJlzuolele [Js luvegsle IJogvds) sleualele 1Uz)e6.



Network Access Manager

Configuration | Statistics |Message History

subnet Mask (LFv4a) 299.295,4595.0
Default Gateway (IPv4) 192.163.1.10

Bytes ~
Sent: 16567
Received: 5760

Frames #
Sent: 115
Received: 49

Security Infoermation A
Configuration: 802, 1¥ (MACsec) |
Encryption: GCM{Software) 3
EAP Method: eapPeap(eapMschapv?)
Server: ise 2. test-cisco.com
Credential Type: Username Password

1

lwedunldd IJigble gl oJlzol

S99, 03l lJSuwpe pedsple spdud luuegsleol Jluwad il lgble IJodsse sluadlzol.

cuwoese ighle Juusobess eod

Sp woedso ouoese Uigble eds 1dezad (0p 238 weus ptele JJsuase)-

debug
debug
debug
debug
debug
debug

macsec event
macsec error
epm all

dotlx all
radius

radius verbose

&> logble gduwd gpd 802.1% swp wobd 2ip EAP o036 gu) EAPOL. couopy &) luwegled
ulged pu ISE (ugleg EAP) Idpegeds s1gd RADIUS-Acccept s ol £36 wpele RADIUS.

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

EAP-Key-Name [102]
Vendor, Cisco [26]
Cisco AVpair [1]
Vendor, Microsoft [26]
MS-MPPE-Send-Key [16]
Vendor, Microsoft [26]

67
34
28
58
52
58

Received from id 1645/40 10.48.66.74:1645, Access-Accept, len 376

*

"linksec-policy=must-secure"

*



RADIUS: MS-MPPE-Recv-Key [17] 52 *

Swp luweesle EAP-Key-Name Jedwé gpd MKA. s09,00 wog Linksec gJds 1dpzod luveesle
MACsec (sWiud IJowwgso 131 Jp sYu 3JdY pdopdl). spdu lsuol Idezdd po odd [duwelo
VIS e IJIdeylb

18 10.48.66.74 10.48.66.109 RADIUS 418 Access-Accept(2) (id=40, 1=376

AVP: 1=7 t=lUser-Name(l): cisco
AVP: 1=40 t=State(24): 52656175746853657373696f6e3a43304138303030313630, ..
AVP: 1=51 t=Class(25): 434143533a43304138303030313030303030443536464435. ..
AVP: 1=6 t=Tunnel-Type(64) Tag=0x81: VLAN(13)
AVP: 1=6 t=Tunnel-Medium-Type(65) Tag=0x01: IEEE-802(6)
AVP: 1=6 t=EAP-Message(79) Last Segment[1]
AVP: 1=18 t=Message-Authenticator(80): 05fc3fo450d6b4f80564404551992972
AVP: 1=5 t=Tunnel-Private-Group-Id(81) Tag=0x81: 18
AVP: 1=67 t=EAP-Key-Name(102): \031R\315g\206%\334\236\254\344:\333 jH\355(\353\343\
[Length: 65]
EAP-Key-Name: \031R\315g\206\334\236\254344:3333" jH\355 (\353\343\255\004\362H\ 3761
= AVP: 1=34 t=Vendor-Specific(26) v=ciscoSystems(9)
* VSA: 1=28 t=Cisco-AVPair(l): linksec-policy=must-secure
P AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
B OAVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)

4 T v v v T T T T

lJpuol> 96 ulges.

%$DOT1X-5-SUCCESS: Authentication successful for client (0050.5699.36ce) on
Interface Gil/0/2 AuditSessionID C0A8000100000D56FD55B3BF

$AUTHMGR-7-RESULT: Authentication result 'success' from 'dotlx' for client
(0050.5699.36ce) on Interface Gil/0/2 AuditSessionID C0A8000100000D56FD55B3BF

Ssbod 1pdelz 1duwes (03l souopes VLAN ;@ [2oshs ks sodds sdso ksual huwde).

$AUTHMGR-5-VLANASSIGN: VLAN 10 assigned to Interface Gil/0/2 AuditSessionID
C0A8000100000D56FD55B3BF

Sp sl Idpele eduwé MKA g0 pl s)uud 9suwede EAPOL o b.

SMKA-5-SESSION_START: (Gil/0/2 : 2) MKA Session started for RxSCI 0050.5699.36ce/0000,
AuditSessionID COA8000100000D56FD55B3BF, AuthMgr-Handle 97000D57

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

EAPOL pak dump rx

dotlx-packet (Gil/0/2): Received an EAPOL frame

dotlx-packet (Gil/0/2): Received an MKA packet

s logle 4 pg,Ble Tews Joubd Igse e loalo lelo IJodds (RX).

HULC-MACsec: MAC: 0050.5699.36ce, Vlan: 10, Domain: DATA

HULC-MACsec: Process create TxSC i/f GigabitEthernetl/0/2 SCI BC166525A5020002
HULC-MACsec: Process create RxSC i/f GigabitEthernetl/0/2 SCI 50569936CE0000
HULC-MACsec: Process install RxSA request79F6630 for interface GigabitEthernetl/0/2

lowoes lJgduws slupde 1J transmit (tx) low L@,

%MKA-5-SESSION_SECURED: (Gil/0/2 : 2) MKA Session was secured for



RxSCI 0050.5699.36¢ce/0000, AuditSessionID COA8000100000D56FD55B3BF,
CKN A2BDC3BE967584515298F3F1B8A9CC13
HULC-MACsec: Process install TxSA request66B4EEC for interface GigabitEthernetl/0/

ops pbluds 1Juog "sew clesy” suele IUodssue.

$AUTHMGR-5-SUCCESS: Authorization succeeded for client (0050.5699.36ce) on
Interface Gil/0/2 AuditSessionID COA8000100000D56FD55B3BF

Sop oubd 25 MKA Hello JJ elosaso Juoelo 1o zese lJpuibdso eds B> 1Jzsls.

dotlx-ev(Gil/0/2): Received TX PDU (5) for the client O0x6E0001EC (0050.5699.36ce)
dotlx-packet (Gil/0/2): MKA length: 0x0084 data&colon; "A

dotlx-ev(Gil/0/2): Sending EAPOL packet to group PAE address

EAPOL pak dump Tx

cuoese igble Juusobsy Sl

ewpl Jlsep cdosse ldeblde J MKA ssbJo ISE lJo s, wes puold s 802.1x IUolzzs:

RADIUS: Received from id 1645/224 10.48.66.74:1645, Access-Accept, len 342
%$DOT1X-5-SUCCESS: Authentication successful for client (0050.5699.36ce) on
Interface Gil/0/2 AuditSessionID COA8000100000D55FD4D7529

%AUTHMGR-7-RESULT: Authentication result 'success' from 'dotlx' for client
(0050.5699.36ce) on Interface Gil/0/2 AuditSessionID COA8000100000D55FD4D7529

s2lod 1dpzod wse 2duws MKA gosel syumd 5 250 EAPOL.

$MKA-5-SESSION_START: (Gil/0/2 : 2) MKA Session started for RxSCI 0050.5699.36ce/0000,
AuditSessionID COA8000100000D55FD4D7529, AuthMgr-Handle A4000D56
dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

9zl suwos 1U9Be 9B vd B 1Jegssd.

%MKA-4-KEEPALIVE_ TIMEOUT: (Gil/0/2 : 2) Peer has stopped sending MKPDUs for RxSCI
0050.5699.36ce/0000, AuditSessionID COA8000100000D55FD4D7529, CKN
F8288CDF7FA56386524DD17F1B62F3BA
IMKA-4-SESSION_UNSECURED: (Gil/0/2 : 2) MKA Session was stopped by MKA and not
secured for RxSCI 0050.5699.36ce/0000, AuditSessionID COA8000100000D55FD4D7529,
CKN F8288CDF7FA56386524DD17F1B62F3BA
$AUTHMGR-5-FAIL: Authorization failed or unapplied for client (0050.5699.36ce)
on Interface Gil/0/2 AuditSessionID COA8000100000D55FD4D7529

Uy aduws £pd 802.1x 1Js welz Ideuolb s Jdo Buid IUewss .

bsns-3750-5#show authentication sessions int gl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699.36ce
IP Address: 192.168.1.201



User-Name: cisco
Status: Authz Failed
Domain: DATA
Security Policy: Must Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: both
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8000100000D55FD4D7529
Acct Session ID: 0x00011CA0
Handle: 0xA4000D56

Runnable methods list:
Method State
dotlx Authc Success

WSO ) Js pi9) ldoslule.
IJodlb 1Jz;e

g IJodlb 2,96 1dps9) eds 1dpsde IJSres 4 sop bhuwld bdololngs uoss wi9esdsd
ouvlsd Idogdp s IJloe,uw (ICMP) gluvegoldol gusdoy ould:

-4 bJolo puvd)o0 Juods ICMP swpe huwldol [Js 1Jezed (88€5 ppzyjo J 802.1ae)

s op odds 409 £Js uodS ICMP e VWY oyibds)ol
9JY vuwow JsIss louold AnyConnect o Windows API (9..J libpcap gus buw!d 1Uzje 98wJ
libpCAP g luwedle 1Uzjp):

Mo, |51:-ume Destination |F'ro1:uwl Length| Info

3 Vmware 99:36:ce

Cisco_25:a5:43

4 192.168.1.18 192.168.1.281 ICHP 4 Echo (ping) reply id=0x0e0l, seq=23/5888, ttl=255
5 Vmware 99:36:ce Cisco 25:a5:43 0x88e5 186 Ethernet IT
6 192,168, 1.18 192,168, 1.281 TCHP 74 Echo (ping) reply id=0z0061, seq=24/6144, til1=255
7 ¥aware 99:36:ce Cisco_25:a5:43 Oxgges 106 Ethernet 11
B 192,168,1.18 192,.168.1.281 ICHP 74 Echo (ping) reply 1d=0x0001, seq=25/64008, Ltl=255
O ¥aware 99:36:ce Cisco_25:a5:43 Oxd8e5 186 Ethernet TIT
18 192,168, 1.18 192,168, 1,281 TCHP T4 Echo (ping} reply id=0xdB0l, seq=26/065%0, tt1=25%

* Frame 3: 106 bytes on wire (B48 bits), 106 bytes captured (B48 bits)
¢ Ethernet TI, Src: Ymware 99:36:ce (00:58:56:99:36:ce), Dst: Cisco 25:a5:43 (bo:l6:65:25:a5:43)
= Data {92 bytes)

Data; 2c0Q0000013cA305056090936c0000565d05c5d fas5dT345d3, .

[Length: 92]

pdlzlod: Jl suwles 182,68 1o suuvd MKA Iy 802.1ae 2,36 p)9) eds IJpdele pe Lups
pod s29d pedd lsuw) (Buwzd s selpos) 19 sbp) Hob IJoglb (EPC).

9u2¢&s MacSec 9 802.1x

Jl sep sep zpse louole 802.1x J MacSec.

Luuble Cisco TrustSec 3.0: p 9306 s MacSec 9 NDAC oo gJs:

* 9028 IJpuo s Iglz>: >80 MACseC wuvdd Jlpd S 9u0¢ Ipuosd IUsles. B o)l
lJsuog: Spdu B9 pol> 96 gu9lu MAC g IP glz> 9ulpsuo wluwwgsle MACsec. o
Juv e pgodud {upperimac address sJ9u eJds Idpsule wgd I 0dbs volso sedds
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