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IJpcbdule Ilguluss
IJeobJule
9008 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:
- wgpesd wdssy SNMP s $legss wslule odysy NSO (CDB).

- op luogile wouwsole gdJs NSO.
- oy 580 "snmpwalk" gJs 1Jgh .

lJedyule IJpuuwcspd
Jl s, o3l ldpuwows eds luesble wilpz 9pdsvle pbssé pesus.
Up louble IJngg,olu Uglyé Os o3l IJp e pu L_Jiao_)é |Je92926 OGS LSSo pEpdso ¢l os.

u.)lu apsg_ Ulao_)o Upu»ua_\po -_95 05l IJrouuUL_p uudgsu prouuga (Idujluos) LI IJlye

peJ9ple iuﬂ'uv~§5

op ltooh Idodssu 91wz 8l pu wozwo WS wble IJovgsd CentOS 7. Ws Ubuntu 18.04.



sIdyu IJuleg peled Juleg CentOS. 9JIJo Jl sep wadss IJlu3ble.

SpIJu lsB¥lW 306 SNMP 1Jp o w0 lJos w990l uble IJogiugsd Linux:

[root @so-recreate ~]# service snmpd status

Redirectin to /bin/systenctl status snnpd. service

snnpd. service - Sinple Network Managenent Protocol (SNW) Daenon.

Loaded: | oaded (/usr/lib/systend/system snnpd. service; disabled; vendor preset: disabled)
Active: inactive (dead)

IJodssu

B 9lzod Lwl, 19l NSO. luodd [Js suoe IJodss shéd o3 IJogss)let odssy SNMP
lJooliss o9:

adm n@cs# show running-config snmp
snnp agent enabl ed

snnp agent ip 0.0.0.0

snnp agent udp-port 4000
snnp agent version vl

snnp agent version v2c
snnp agent version v3

snnp agent engine-id enterprise-nunber 32473
snnp agent engine-id fromtext testing
snnp agent nax-nmessage-si ze 50000
snnp system cont act

snnp system nanme ""

snnp systemlocation ""
snnp usmlocal user initial
auth sha password aut hpass
priv aes password privpass
|

snnp target nonitor

ip 127.0.0.1

udp-port 162

tag [ nmonitor ]

ti meout 1500

retries 3

v2c sec-nane public

|

snnp comunity public
sec-nanme public

|

snnp notify foo

tag nonitor

type trap

|

snnp vacmgroup initial
menber initia

sec-nmodel [ usm]

|

access usm no-aut h-no-priv
read- vi ew i nt ernet
notify-view internet

|

access usm aut h-no-priv
read- vi ew i nt ernet
notify-view internet



1
access usm auth-priv
read-vi ew i nt ernet
notify-view internet

1

!

snnp vacm group public
nmenber public

sec-nodel [ v1 v2c ]

1

access any no-auth-no-priv
read-vi ew i nt ernet
notify-view internet

1

!

snnp vacm vi ew i nt er net
subtree 1.3.6.1

i ncl uded

!

!

snnp vacm view restricted
subtree 1.3.6.1.6.3.11.2.1
i ncl uded

!

subtree 1.3.6.1.6.3.15.1.1
i ncl uded

!

1

odosule |uoldse

JJoedd pu gpd SNMP. spdod lugsle couwse ldoedl pu lJouwse oluuegsle show alarms

alarm-list :

adm n@cs# show alarms alarm-list

alarns alarmlist nunber-of-alarnms 2

alarns alarmlist |ast-changed 2022-03-31T09: 26: 58. 912259+00: 00

alarns alarmlist alarmiosO connection-failure /devices/device[name="ios0']
is-cleared fal se

| ast - st at us- change 2022-03-31T09: 26: 58. 912259+00: 00

| ast - percei ved-severity major

last-alarmtext "Failed to connect to device i0s0O: connection refused: NEDCOM CONNECT:
Connecti on refused (Connection refused) in new state"

st at us- change 2022-03-31T09: 26: 58. 912259+00: 00

recei ved-time 2022-03-31T09: 26: 58. 912259+00: 00

percei ved-severity major

alarmtext "Failed to connect to device ios0: connection refused: NEDCOM CONNECT: Connecti on
refused (Connection refused) in new state"

alarns alarmlist alarmjunO connection-failure /devices/device[name="jun0']
is-cleared fal se

| ast - st at us- change 2022-03-31T09: 26: 57. 507969+00: 00

| ast - percei ved-severity major

last-alarmtext "Failed to connect to device junO: connection refused"

st at us- change 2022-03-31T09: 26: 57. 507969+00: 00

recei ved-time 2022-03-31T09: 26: 57. 507969+00: 00

percei ved-severity major

alarmtext "Failed to connect to device junO: connection refused”

IJoedd pu lJuoes



JJdozdd pu woed Idodssuler wgdd pu luoshle SNMP 1Jeg o Jwds:

IJluosl, 1

pdlebd: JJeuosd eds IUlle wlddled: spdud [wesle perd Bisé 1pg)s (OID)

1.3.6.1. JJzuo9d £Js Ilosh, Bl spdoud luvoesle 1.3.6.1.4.1,

snmpWalk -v 1 -c glp 0.0.0.0:4000.1.3.6.1

snmpWalk -v 1 -c glp 0.0.0.0:4000.1.3.6.1.4.1

IJluesl 2

snmpWalk -v 2¢ -c glp 0.0.0.0:4000.1.3.6.1
snmpWalk -v 2¢ -c glp 0.0.0.0:4000.1.3.6.1.4.1

IJluesl 3

snmpwalk -on -v3 -a SHA -x AES -a 'authpass' -x 'privpass' -l 'authPriv' -u 'initial'
0.0.0:4000.1.3.6.1

snmpWalk -on -v3 -a SHA -x AES -a 'authpass' -x 'privpass' -l 'authPriv' -u 'initial'
0.0.0:4000.1.3.6.1.4.1

IJolez IJpesde J snmpwalk |

[ root @so-recreate
"initial'

-u

=

PPrPPPPRPPREPRPPRPRPEPRPPRPRPRREPRERRREPRRRERRRRR

S i e e e e A e S S S S L S S S S S S S
PRRPRPRPRPRPRPRPRPRERPRPRPRRERRRRRRRRRR
el e ol S el ol Sl ol Sl ol o

6.

1.

4.

PPrPPPPRPRPEPRPPRPRPRPRPPRPRPRREPREPREREPRPRREPRERRRERRER

0.0.0.

. 24961.
. 24961.

24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.
24961.

. 24961.
. 24961.

~]# snmpwalk -On -v3 -a SHA -x AES -A 'authpass' -X 'privpass' -1 "authPriv’

0:
2
2
2
2
2
2
2
2
2
2
2
2
2.
2
2
2
2
2
2
2
2
2
2
2
2
2

Hex- STRING 07 E6 03 1F 09 1A 3A 09 2B 00 00
STRING "connection-failure"
STRING "connection-failure"

STRING "/ ncs: devi ces/ ncs: devi ce[ ncs: name="jun0']"
STRING "/ ncs: devi ces/ ncs: devi ce[ ncs: name="i0s0']"

07 E6 03 1F 09 1A 39 05 2B 00 00
07 E6 03 1F 09 1A 3A 09 2B 00 00
07 E6 03 1F 09 1A 39 05 2B 00 00
07 E6 03 1F 09 1A 3A 09 2B 00 00

4000 .1.3.6.1.4.1
.103.1.1.1.0 = Gauge32: 2
.103.1.1.2.0 =
.103.1.1.5.1.2.1 =
.103.1.1.5.1.2.2 =
.103.1.1.5.1.3.1 = STRING "j un0"
.103.1.1.5.1.3.2 = STRING "i 0s0"
.103.1.1.5.1.4.1 =
.103.1.1.5.1.4.2 =
.103.1.1.5.1.5.1 = QD .0.0
.103.1.1.5.1.5.2 = AD .0.0
.103.1.1.5.1.6.1 = ""
.103.1.1.5.1.6.2 =

103.1.1.5.1.7.1 =
.103.1.1.5.1.7.2 =
.103.1.1.5.1.8.1 = | NTEGCER 2
.103.1.1.5.1.8.2 = | NTEGCER 2
.103.1.1.5.1.9.1 = Gauge32: O
.103.1.1.5.1.9.2 = Gauge32: O
.103.1.1.5.1.10.1 = Hex- STRI NG
.103.1.1.5.1.10. 2 = Hex- STRI NG
.103.1.1.5.1.11.1 = Hex- STRING
.103.1.1.5.1.11. 2 = Hex- STRING
.103.1.1.5.1.12.1 = INTEGCER 4
.103.1.1.5.1.12. 2 = INTEGCER 4
.103.1.1.5.1.13.1 = INTEGER 2
.103.1.1.5.1.13.2 = INTEGER 2



.1.3.6.1.4.1.24961.2.103.1.1.5.1.14.1 = STRING "Failed to connect to device jun0O: connection

refused"”
.1.3.6.1.4.1.24961.2.103.1.1.5.1.14.2 = STRING "Failed to connect to
devi ce i 0s0: connection refused: NEDCOM CONNECT: Connection refused (Connection refused) in new

state"
lowedusled [Jpusldd sluodlizol
9p0 wsu Id8uols! Ipe 996!
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