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... Building configuration

Current configuration : 1595 bytes

!

version 12.1

no service single-slot-rel oad-enabl e

service timestanps debug dateti ne nsec

service timestanps | og datetime nsec

no service password-encryption

!

host name angel a

!

logging rate-limt console 10 except errors
Enable AAA services here. aaa new nodel aaa ---!
aut hentication login default group radius |ocal aaa




aut hentication | ogin console none aaa authentication ppp
default group radius |ocal aaa authorization network
default group radius |ocal enable password ww ! nmenory-
size iomem 30 ip subnet-zero ! ! no ip finger no ip
donmai n-1 ookup ip host rund 172.17.247.195 ! ip audit
notify log ip audit po max-events 100 ip address-poo

local ! | !/--- Enable VPN/VPDN services and define
groups and !--- specific variables required for the
group. vpdn enabl e no vpdn | ogging ! vpdn-group

L2TP_W ndows 2000Cl i ent !--- Default L2TP VPDN group. !-

-- Allow the Router to accept incoming requests. accept-
dialin protocol L2TP virtual-tenplate 1 no L2TP tunne
authentication !--- Users are authenticated at the NAS

or LNS !--- before the tunnel is established. This is
not !--- required for client-initiated tunnels. ! | cal
rsvp-sync ! ' I 1 1 I 1 controller E1 2/0 ! ! interface
LoopbackO i p address 172.16.10. 100 255.255.255.0 !
interface Ethernet0/0 ip address 10.200. 20.2
255.255.255.0 hal f-duplex ! interface Virtual - Tenpl atel
i p unnunbered LoopbackO peer default ip address poo
default ppp authentication ns-chap ! ip |ocal poo
default 172.16.10.1 172.16.10.10 ip classless ip route
0.0.0.0 0.0.0.0 10.200.20.1 ip route 192.168.1.0
255. 255. 255. 0 10.200.20.250 no ip http server ! radius-

server host 10.200.20.245 auth-port 1645 acct-port 1646

radi us-server retransnit 3 radi us-server key cisco

di al -peer cor custom! ! I 1 I |line con O exec-tineout O

0 login authentication console transport input none |line

33 50 mbdem InQut line aux O line vty 0 4 exec-tineout O

0 password ww ! end angel a# *Mar 12 23:10:54.176: L2TP:

I SCCRQ from RSHANMUG V2K1. ci sco.comtnl 5 *Mar 12
23:10: 54.176: Tnl 8663 L2TP: New tunnel created for
renot e RSHANMUG- V2K1. ci sco. com address 192.168. 1. 56
*Mar 12 23:10:54.176: Tnl 8663 L2TP: O SCCRP to
RSHANMUG- V2K1. ci sco.comtnlid 5 *Mar 12 23: 10: 54. 180
Tnl 8663 L2TP: Tunnel state change fromidle to wait-
ctl-reply *Mar 12 23:10:54.352: Tnl 8663 L2TP: | SCCCN

f rom RSHANMUG- W2K1. ci sco. comtnl 5 *Mar 12 23:10: 54. 352
Tnl 8663 L2TP: Tunnel state change fromwait-ctl-reply
to established *Mar 12 23:10:54.352: Tnl 8663 L2TP: SM

State established *Mar 12 23:10:54.356: Tnl 8663 L2TP: |

| CRQ from RSHANMUG W2K1. ci sco.comtnl 5 *Mar 12
23:10:54.356: Tnl/Cd 8663/44 L2TP: Session FS enabl ed

*Mar 12 23:10:54.356: Tnl/d 8663/ 44 L2TP: Session state
change fromidle to wait-connect *Mar 12 23:10: 54. 356

Tnl/Cd 8663/ 44 L2TP: New session created *Mar 12
23:10:54.356: Tnl/d 8663/44 L2TP. O | CRP t o RSHANMUG

W2K1. ci sco.com 5/1 *Mar 12 23:10:54.544: Tnl/Cd 8663/ 44

L2TP: | 1 CCN from RSHANMUG W2K1. ci sco.comtnl 5, cl 1
*Mar 12 23:10:54.544: Tnl/d 8663/ 44 L2TP: Session state
change fromwait-connect to established *Mar 12
23:10:54.544: Vil VPDN: Virtual interface created for
*Mar 12 23:10:54.544: Vil PPP: Phase is DOANN, Setup [O
sess, 0 load] *Mar 12 23:10:54.544: Vil VPDN. Clone from
Vtenplate 1 filterPPP=0 bl ocking *Mar 12 23:10: 54. 620
Tnl/Cd 8663/ 44 L2TP: Session with no hwi db *Mar 12

23:10: 54. 624: 9%.I NK- 3- UPDOMN: I nterface Virtual - Accessl,

changed state to up *Mar 12 23:10:54.624: Vil PPP: Using

set call direction *Mar 12 23:10:54.624: Vil PPP:
Treating connection as a callin *Mar 12 23:10: 54. 624:
Vil PPP: Phase is ESTABLI SHI NG Passive Open [0 sess, O
| oad] *Mar 12 23:10:54.624: Vil LCP:. State is Listen
*Mar 12 23:10:54.624: Vil VPDN:. Bind interface
direction=2 *Mar 12 23:10:56.556: Vil LCP. | CONFREQ




[Listen] id 1 len 44 *Mar 12 23:10:56.556: Vil LCP:
Magi cNunber Ox595E7636 (0x0506595E7636) *Mar 12
23:10:56.556: Vil LCP: PFC (0x0702) *Mar 12
23:10:56.556: Vil LCP: ACFC (0x0802) *Mar 12
23:10:56.556: Vil LCP: Callback 6 (0x0D0306) *Mar 12
23:10:56.556: Vil LCP: MRRU 1614 (0x1104064E) *Mar 12
23:10:56.556: Vil LCP: EndpointDisc 1 Local *Mar 12
23:10:56.556: Vil LCP:
(0x1317012E07E41982EB4EF790F1BF1862) *Mar 12

23:10: 56.556: Vil LCP: (0x10DOACO0000002) *Mar 12
23:10: 56.556: Vil AAA/ AUTHOR/ FSM (0): LCP succeeds
trivially *Mar 12 23:10:56.556: Vil LCP: O CONFREQ
[Listen] id 1 len 15 *Mar 12 23:10:56.556: Vil LCP:

Aut hProt o Ms- CHAP (0x0305C22380) *Mar 12 23:10: 56. 556:
Vil LCP: Magi cNunber Ox4E1B09B8 (0x05064E1B09B8) *Mar 12
23:10:56.560: Vil LCP: O CONFREJ [Listen] id 1 len 34
*Mar 12 23:10:56.560: Vil LCP: Callback 6 (0x0D0306)
*Mar 12 23:10:56.560: Vil LCP: MRRU 1614 (0x1104064E)
*Mar 12 23:10:56.560: Vil LCP: EndpointDisc 1 Local *Mar
12 23:10:56.560: Vil LCP:
(0x1317012E07E41982EB4EF790F1BF1862) *Mar 12

23:10: 56.560: Vil LCP: (0x10DOACO0000002) *Mar 12
23:10:56.700: Vil LCP: | CONFACK [REQsent] id 1 len 15
*Mar 12 23:10:56.700: Vil LCP: AuthProto Ms-CHAP
(0x0305C22380) *Mar 12 23:10:56.704: Vil LCP:

Magi cNunber Ox4E1B09B8 (0x05064E1B09B8) *Mar 12
23:10:56.704: Vil LCP: | CONFREQ [ACKrcvd] id 2 len 14
*Mar 12 23:10:56.704: Vil LCP: Magi cNunber O0x595E7636
(0x0506595E7636) *Mar 12 23:10:56.704: Vil LCP: PFC
(0x0702) *Mar 12 23:10:56.704: Vil LCP: ACFC (0x0802)
*Mar 12 23:10:56.704: Vil LCP: O CONFACK [ACKrcvd] id 2
len 14 *Mar 12 23:10:56.708: Vil LCP: Magi cNunber
0x595E7636 (0x0506595E7636) *Mar 12 23:10:56.708: Vil
LCP: PFC (0x0702) *Mar 12 23:10:56.708: Vil LCP: ACFC
(0x0802) *Mar 12 23:10:56.708: Vil LCP: State is Open
*Mar 12 23:10:56.708: Vil PPP: Phase is AUTHENTI CATI NG
by this end [0 sess, 0 load] *Mar 12 23:10:56.708: Vil
MsS- CHAP: O CHALLENGE id 28 len 21 fromangela *Mar 12

23:10:56.852: Vil LCP: | IDENTIFY [Qpen] id 3 len 18
magi ¢ 0x595E7636 MSRASVS. 00 *Mar 12 23:10:56.872: Vil
LCP: | IDENTIFY [Open] id 4 len 27 magic Ox595E7636

MSRAS- 1- RSHANMUG W2K1 *Mar 12 23:10:56.880: Vil M5
CHAP: | RESPONSE id 28 len 57 fromtac *Mar 12

23:10: 56. 880: AAA: parse nane=Virtual - Accessl idb
type=21 tty=-1 *Mar 12 23:10:56.880: AAA: nane=Virtual -
Accessl flags=0x11l type=5 shel f=0 sl ot =0 adapter=0
port=1 channel =0 *Mar 12 23: 10: 56. 884: AAA/ MEMORY:
create_user (0x6273D024) user='tac' ruser=""
port="Virtual - Accessl' rem.addr=""' authen_type=MSCHAP
service=PPP priv=1 *Mar 12 23:10: 56. 884:

AAA AUTHEN START (3634835145): port='Virtual - Accessl'
list=""' action=LOd N servi ce=PPP *Mar 12 23:10: 56. 884:
AAA/ AUTHEN START (3634835145): using default list *Mar
12 23:10: 56.884: AAA/ AUTHEN START (3634835145):

Met hod=r adi us (radius) *Mar 12 23:10:56.884: RADI US:
ustruct sharecount=0 *Mar 12 23:10: 56.884: RADI US:
Initial Transmit Virtual - Accessl id 173

10. 200. 20. 245: 1645, Access-Request, |len 129 *Mar 12
23:10:56.884: Attribute 4 6 0AC81402 *Mar 12
23:10:56.884: Attribute 5 6 00000001 *Mar 12
23:10:56.884: Attribute 61 6 00000001 *Mar 12
23:10:56.884: Attribute 1 5 7461631A *Mar 12
23:10:56.884: Attribute 26 16 000001370B0A0053 *Mar 12
23:10:56.884: Attribute 26 58 0000013701341C01 *Mar 12




23:10:56.884: Attribute 6 6 00000002 *Mar 12
23:10:56.884: Attribute 7 6 00000001 *Mar 12

23:10: 56.900: RADI US: Received fromid 173

10. 200. 20. 245: 1645, Access-Accept, len 116 *Mar 12
23:10:56.900: Attribute 7 6 00000001 *Mar 12
23:10:56.900: Attribute 6 6 00000002 *Mar 12
23:10:56.900: Attribute 25 32 502605A6 *Mar 12
23:10:56.900: Attribute 26 40 000001370C22F6D5 *Mar 12
23:10:56.900: Attribute 26 12 000001370A061CAE *Mar 12
23:10: 56. 900: AAA/ AUTHEN (3634835145): status = PASS
*Mar 12 23:10:56.900: Vil AAA/ AUTHOR/ LCP: Aut horize LCP
*Mar 12 23:10:56.900: Vil AAA/ AUTHOR/ LCP (1995716469):
Port='"Virtual - Accessl' list=""' service=NET *Mar 12
23:10: 56. 900: AAA/ AUTHOR/ LCP: Vil (1995716469)

user='tac' *Mar 12 23:10:56.900: Vil AAA AUTHOR/ LCP
(1995716469): send AV service=ppp *Mar 12 23:10: 56. 900:
Vi1 AAA/ AUTHOR/ LCP (1995716469): send AV protocol =l cp
*Mar 12 23:10:56.900: Vil AAA/ AUTHOR/ LCP (1995716469):
found list default *Mar 12 23:10:56.904: Vil

AAA/ AUTHOR/ LCP (1995716469): Met hod=radi us (radius) *Mar
12 23:10:56.904: RADIUS: unrecogni zed M crosoft VSA type
10 *Mar 12 23:10:56.904: Vil AAA/ AUTHOR (1995716469) :
Post aut hori zation status = PASS REPL *Mar 12
23:10:56.904: Vil AAA/ AUTHOR/ LCP: Processing AV

servi ce=ppp *Mar 12 23:10:56.904: Vil AAA/ AUTHOR/ LCP:
Processi ng AV

nschap_nppe_keys*1pl1T11=1v101~11alWL 1151\ 1VIML#11Z1" 1k1}
111 *Mar 12 23:10:56.904: Vil Ms-CHAP: O SUCCESS id 28
len 4 *Mar 12 23:10:56.904: Vil PPP: Phase is UP [0
sess, 0 load] *Mar 12 23:10:56.904: Vil AAA AUTHOR/ FSM
(0): Can we start |PCP? *Mar 12 23:10:56.904: Vil

AAA/ AUTHOR/ FSM (2094713042): Port="Virtual - Accessl'
list="" service=NET *Mar 12 23:10: 56. 904:

AAA/ AUTHOR/ FSM Vi 1 (2094713042) user='tac' *Mar 12
23:10:56.904: Vil AAA/ AUTHOR/ FSM (2094713042): send AV
servi ce=ppp *Mar 12 23:10:56.904: Vil AAA/ AUTHOR/ FSM
(2094713042): send AV protocol =ip *Mar 12 23:10: 56. 904:
Vi1 AAA AUTHOR/ FSM (2094713042): found list default *Mar
12 23:10:56.904: Vil AAA/ AUTHOR/ FSM (2094713042) :

Met hod=r adi us (radius) *Mar 12 23:10:56.908: RADI US:
unrecogni zed M crosoft VSA type 10 *Mar 12 23: 10: 56. 908:
Vi 1 AAA AUTHOR (2094713042): Post authorization status =
PASS REPL *Mar 12 23:10:56.908: Vil AAA/ AUTHOR/ FSM W
can start IPCP *Mar 12 23:10:56.908: Vil | PCP: O CONFREQ
[Closed] id 1 len 10 *Mar 12 23:10:56.908: Vil | PCP:
Address 172.16.10.100 (0x0306AC100A64) *Mar 12
23:10:57.040: Vil CCP: | CONFREQ [ Not negotiated] id 5
len 10 *Mar 12 23:10:57.040: Vil CCP: Ms-PPC supported
bits 0x01000001 (0x120601000001) *Mar 12 23:10:57.040:
Vil LCP: O PROTREJ [Open] id 2 len 16 protocol CCP
(0x80FD0105000A120601000001) *Mar 12 23:10:57.052: Vil

I PCP: | CONFREQ [ REQsent] id 6 len 34 *Mar 12
23:10:57.052: Vil | PCP: Address 0.0.0.0 (0x030600000000)
*Mar 12 23:10:57.052: Vil IPCP: PrinmaryDNS 0.0.0.0
(0x810600000000) *Mar 12 23:10:57.052: Vil |PCP:
PrimaryWNS 0.0.0.0 (0x820600000000) *Mar 12

23:10: 57.052: Vil | PCP: SecondaryDNS 0.0.0.0
(0x830600000000) *Mar 12 23:10:57.052: Vil |PCP:
SecondaryW NS 0.0.0.0 (0x840600000000) *Mar 12
23:10:57.052: Vil AAA/AUTHOR/ | PCP: Start. Her address
0.0.0.0, we want 0.0.0.0 *Mar 12 23:10:57.056: Vil

AAA/ AUTHOR/ | PCP:  Processi ng AV servi ce=ppp *Mar 12
23:10:57.056: Vil AAA/ AUTHOR/ | PCP: Processing AV
nschap_nppe_keys*1p1T11=1v101~11alWL 1151\ 1VIML#11Z1" 1k1}




111 *Mar 12 23:10:57.056: Vil AAA AUTHOR/ | PCP:

Aut hori zati on succeeded *Mar 12 23:10:57.056: Vil

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want
0.0.0.0 *Mar 12 23:10:57.056: Vil | PCP: Pool returned
172.16.10.1 *Mar 12 23:10:57.056: Vil | PCP: O CONFREJ
[REGsent] id 6 len 28 *Mar 12 23:10:57.056: Vil | PCP:
PrimaryDNS 0.0.0.0 (0x810600000000) *Mar 12
23:10:57.056: Vil IPCP: PrimaryWNS 0.0.0.0
(0x820600000000) *Mar 12 23:10:57.056: Vil |PCP:
Secondar yDNS 0. 0. 0.0 (0x830600000000) *Mar 12
23:10:57.056: Vil | PCP: SecondaryWNS 0.0.0.0
(0x840600000000) *Mar 12 23:10:57.060: Vil |IPCP: |
CONFACK [REQsent] id 1 len 10 *Mar 12 23:10:57.060: Vil
| PCP: Address 172.16.10. 100 (0Ox0306AC100A64) *Mar 12
23:10:57.192: Vil IPCP: | CONFREQ [ACKrcvd] id 7 len 10
*Mar 12 23:10:57.192: Vil I PCP: Address 0.0.0.0
(0x030600000000) *Mar 12 23:10:57.192: Vil

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want
172.16.10.1 *Mar 12 23:10:57.192: Vil AAA AUTHOR/ | PCP:
Processing AV service=ppp *Mar 12 23:10:57.192: Vil
AAA/ AUTHOR/ | PCP:  Processi ng AV
nschap_nppe_keys*1pl1T11=1v101~11alW 1151\ 1VIML#11Z1" 1k1}
111 *Mar 12 23:10:57.192: Vil AAA AUTHOR/ | PCP:

Aut hori zation succeeded *Mar 12 23:10:57.192: Vil

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want
172.16.10.1 *Mar 12 23:10:57.192: Vil | PCP: O CONFNAK
[ACKrcvd] id 7 len 10 *Mar 12 23:10:57.192: Vil | PCP:
Address 172.16.10.1 (0x0306AC100A01) *Mar 12
23:10:57.324: Vil IPCP: | CONFREQ [ACKrcvd] id 8 len 10
*Mar 12 23:10:57.324: Vil | PCP: Address 172.16.10.1
(0x0306AC100A01) *Mar 12 23:10:57.324: Vil

AAA/ AUTHOR/ | PCP: Start. Her address 172.16.10.1, we want
172.16.10.1 *Mar 12 23:10:57.324: Vil AAA AUTHOR/ | PCP
(413757991): Port="Virtual - Accessl' list="" service=NET
*Mar 12 23:10:57.324: AAA/ AUTHOR/ | PCP: Vi1l (413757991)
user='tac' *Mar 12 23:10:57.324: Vil AAA AUTHOR/ | PCP
(413757991): send AV service=ppp *Mar 12 23:10: 57. 324:
Vil AAA AUTHOR/ | PCP (413757991): send AV protocol =ip
*Mar 12 23:10:57.324: Vil AAA/ AUTHOR/ | PCP (413757991):
send AV addr*172.16.10.1 *Mar 12 23:10:57.324: Vil

AAA/ AUTHOR/ | PCP (413757991): found list default *Mar 12
23:10:57.324: Vil AAA/ AUTHOR/ | PCP (413757991):

Met hod=r adi us (radius) *Mar 12 23:10:57.324: RAD US:
unrecogni zed Mcrosoft VSA type 10 *Mar 12 23:10:57. 324:
Vi 1 AAA/ AUTHOR (413757991): Post authorization status =
PASS REPL *Mar 12 23:10:57.324: Vil AAA/ AUTHOR/ | PCP;

Rej ect 172.16.10.1, using 172.16.10.1 *Mar 12
23:10:57.328: Vil AAA/ AUTHOR/ | PCP: Processing AV

servi ce=ppp *Mar 12 23:10:57.328: Vil AAA/ AUTHOR/ | PCP:
Processi ng AV

nschap_nppe_keys*1pl1T11=1v101~11alW 1151\ 1VIML#11Z1" 1k1}
111 *Mar 12 23:10:57.328: Vil AAA AUTHOR/ | PCP:
Processing AV addr*172.16.10.1 *Mar 12 23:10:57.328: Vil
AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded *Mar 12
23:10:57.328: Vil AAA/ AUTHOR/ | PCP: Done. Her address
172.16.10.1, we want 172.16.10.1 *Mar 12 23:10: 57. 328:
Vil IPCP: O CONFACK [ACKrcvd] id 8 len 10 *Mar 12
23:10:57.328: Vil IPCP. Address 172.16.10.1
(O0x0306AC100A01) *Mar 12 23:10:57.328: Vil IPCP:. State
is Qpen *Mar 12 23:10:57.332: Vil IPCP: Install route to
172.16.10.1 *Mar 12 23:10:57.904: %.1 NEPROTO 5- UPDOWN:
Li ne protocol on Interface Virtual - Accessl, changed
state to up *Mar 12 23:11:06.324: Vil LCP: | ECHOREP
[Open] id 1 len 12 nmagi ¢ Ox595E7636 *Mar 12




| 23:11:06.324: Vil LCP: Received id 1, sent id 1, line upl

angel a#show vpdn
L2TP Tunnel and Session Information Total tunnels 1 sessions 1
Locl D Rem D Renote Nane State Renote Address Port Sessions

RSHANMUG- V2K1. ¢ est 192.168. 1. 56 1701 1 5 8663
Locl D Rem D Tunl D Intf User nane State Last Chg Fastswitch
Vil tac est 00:00: 18 enabled 8663 1 44

No active L2F tunnel s%
No active PPTP tunnel s%
No active PPPOE tunnel s%
Mar 12 23:11:16.332: Vil LCP: | ECHOREP [Open] id 2 len 12 magic*

0x595E7636

Mar 12 23:11:16.332: Vil LCP: Received id 2, sent id 2, line upsh caller*
ip

<->Li ne User | P AddressLocal Nunber Renote Nunber

Vil tacl72.16.10.1--in

angel a#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - ISI1S L1 - IS I1Slevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *

P - periodic downl oaded static route

Gateway of last resort is 10.200.20.1 to network 0.0.0.0

is variably subnetted, 2 subnets, 2 masks 172.16.0.0/16

C172.16.10.0/24 is directly connected, LoopbackO

C172.16.10.1/32 is directly connected, Virtual-Accessl

is subnetted, 1 subnets 10.0.0.0/24

C10. 200.20.0 is directly connected, Ethernet0/0

S 192.168.1.0/24 [1/0] via 10.200. 20. 250

S* 0.0.0.0/0 [1/0] via 10.200.20.1

Mar 12 23:11:26.328: Vil LCP: | ECHOREP [Open] id 3 len 12 magic*
0x595E7636
Mar 12 23:11:26.328: Vil LCP: Received id 3, sent id 3, line upl72.16.10.1*

angel a#ping 172.16.10.1
. Type escape sequence to abort
: Sending 5, 100-byte |ICMP Echos to 172.16.10.1, tinmeout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 156/ 160/ 168 ns

Jsoe (8 jusiall oz oo ST Lvirtual-template 1 dg2lgll <> ppp encrypt mppe 40=_,All aSlo|
.Lay| Microsoft

Mar 12 23:27:36.608: L2TP: | SCCRQ from RSHANMUG W2KL1. ci sco.comtnl 13*
Mar 12 23:27:36.608: Tnl 31311 L2TP: New tunnel created for renote*
RSHANMUG- W2K1. ci sco. com address 192.168.1.56

Mar 12 23:27:36.608: Tnl 31311 L2TP: O SCCRP to RSHANMUG W2K1. ci sco. con¥
tnlid 13

Mar 12 23:27:36.612: Tnl 31311 L2TP: Tunnel state change fromidle to*
wait-ctl-reply

Mar 12 23:27:36.772: Tnl 31311 L2TP: | SCCCN from RSHANMUG W2K1. ci sco. con¥
tnl 13

Mar 12 23:27:36.772: Tnl 31311 L2TP: Tunnel state change front



wait-ctl-reply to established

Mar 12 23:27:36.776: Tnl 31311 L2TP: SM State established*

Mar 12 23:27:36.780: Tnl 31311 L2TP: | ICRQ from RSHANMUG W2K1. ci sco. cont
tnl 13

Mar 12 23:27:36.780: Tnl/d 31311/52 L2TP: Session FS enabl ed*

Mar 12 23:27:36.780: Tnl/d 31311/52 L2TP: Session state change fromidl e*
to wait-connect

Mar 12 23:27:36.780: Tnl/d 31311/52 L2TP: New session created*

Mar 12 23:27:36.780: Tnl/d 31311/52 L2TP: O I CRP to*

RSHANMUG- V2K1. ci sco. com 13/ 1

Mar 12 23:27:36.924: Tnl/d 31311/52 L2TP: | I CCN fron¥

RSHANMUG- W2K1. ci sco.comtnl 13, cl 1

Mar 12 23:27:36.928: Tnl/d 31311/52 L2TP: Session state change fronf
wai t - connect to established

Mar 12 23:27:36.928: Vil VPDN: Virtual interface created for*

[ Mar 12 23:27:36.928: Vil PPP: Phase is DOM, Setup [0 sess, O | oad*
Mar 12 23:27:36.928: Vil VPDN: Cone fromVWtenplate 1 filterPPP=0 bl ocki ng*
Mar 12 23:27:36.972: Tnl/d 31311/52 L2TP: Session with no hw db*

Mar 12 23:27:36.976: %.1 NK-3-UPDOMN: | nterface Virtual - Accessl, changed*
state to up

Mar 12 23:27:36.976: Vil PPP: Using set call direction*

Mar 12 23:27:36.976: Vil PPP: Treating connection as a callin*

,Mar 12 23:27:36.976: Vil PPP: Phase is ESTABLI SHI NG Passive Open [0 sess*
[load O

Mar 12 23:27:36.976: Vil LCP: State is Listen*

Mar 12 23:27:36.976: Vil VPDN: Bind interface direction=2*

Mar 12 23:27:38.976: Vil LCP: TIMEout: State Listen*

Mar 12 23:27:38.976: Vil AAAN AUTHOR/ FSM (0): LCP succeeds trivially*
Mar 12 23:27:38.976: Vil LCP: O CONFREQ [Listen] id 1 |en 15*

(Mar 12 23:27:38.976: Vil LCP: AuthProto Ms-CHAP (0x0305C22380*

(Mar 12 23:27:38.976: Vil LCP: Magi cNunber Ox4E2A5593 (0x05064E2A5593*
Mar 12 23:27:38.984: Vil LCP: | CONFREQ [ REQsent] id 1 len 44*

(Mar 12 23:27:38.984: Vil LCP: Magi cNunber 0x4B4817ED (0x05064B4817ED*
(Mar 12 23:27:38.984: Vil LCP: PFC (0x0702*

(Mar 12 23:27:38.984: Vil LCP: ACFC (0x0802*

(Mar 12 23:27:38.984: Vil LCP: Callback 6 (0x0D0306*

(Mar 12 23:27:38.984: Vil LCP: MRRU 1614 (0x1104064E*

Mar 12 23:27:38.984: Vil LCP: EndpointDisc 1 Local*

(Mar 12 23:27:38.984: Vil LCP: (0x1317012E07E41982EB4EF790F1BF1862*
(Mar 12 23:27:38.984: Vil LCP: (0x10DOACO000000A*

Mar 12 23:27:38.984: Vil LCP: O CONFREJ [REQsent] id 1 len 34*

(Mar 12 23:27:38.984: Vil LCP: Callback 6 (0x0D0306*

(Mar 12 23:27:38.984: Vil LCP: MRRU 1614 (0x1104064E*

Mar 12 23:27:38.984: Vil LCP: EndpointDisc 1 Local*

(Mar 12 23:27:38.988: Vil LCP: (0x1317012E07E41982EB4EF790F1BF1862*
(Mar 12 23:27:38.988: Vil LCP: (0x10DOACO000000A*

Mar 12 23:27:39.096: Vil LCP: | CONFACK [REQsent] id 1 len 15*

(Mar 12 23:27:39.096: Vil LCP: AuthProto Ms-CHAP (0x0305C22380*

(Mar 12 23:27:39.096: Vil LCP: Magi cNunber Ox4E2A5593 (0x05064E2A5593*
Mar 12 23:27:39.128: Vil LCP: | CONFREQ [ACKrcvd] id 2 len 14*

(Mar 12 23:27:39.128: Vil LCP: Magi cNunber 0x4B4817ED (0x05064B4817ED*
(Mar 12 23:27:39.128: Vil LCP: PFC (0x0702*

(Mar 12 23:27:39.128: Vil LCP: ACFC (0x0802*

Mar 12 23:27:39.128: Vil LCP: O CONFACK [ACKrcvd] id 2 len 14*

(Mar 12 23:27:39.128: Vil LCP: Magi cNunber 0x4B4817ED (0x05064B4817ED*
(Mar 12 23:27:39.128: Vil LCP: PFC (0x0702*

(Mar 12 23:27:39.128: Vil LCP: ACFC (0x0802*

Mar 12 23:27:39.128: Vil LCP: State is Open*

Mar 12 23:27:39.128: Vil PPP: Phase is AUTHENTI CATING by this end [O*
[sess, O | oad

Mar 12 23:27:39.128: Vil M5-CHAP: O CHALLENGE id 32 len 21 from angel a*
Mar 12 23:27:39.260: Vil LCP: | IDENTIFY [Open] id 3 len 18 nmgic*
0x4B4817ED MSRASV5. 00

Mar 12 23:27:39.288: Vil LCP: | IDENTIFY [Open] id 4 |en 27 nmgic*



0x4B4817ED MSRAS- 1- RSHANMUG V2K1

Mar 12 23:27:39.296: Vil M5-CHAP: | RESPONSE id 32 Ien 57 fromtac*

Mar 12 23:27:39.296: AAA: parse name=Virtual - Accessl idb type=21 tty=-1*
Mar 12 23:27:39.296: AAA: nane=Virtual - Accessl fl ags=0x11l type=5 shel f =0*
sl ot =0 adapter=0 port=1 channel =0

"Mar 12 23:27:39.296: AAA/ MEMORY: create_user (0x6273D528) user='tac*

ruser=""' port="Virtual - Accessl' remaddr="' authen_type=MSCHAP servi ce=PPP
priv=1

"Mar 12 23:27:39.296: AAA/ AUTHEN START (2410248116): port="Virtual - Accessl*
list="" action=LOG N servi ce=PPP

Mar 12 23:27:39.296: AAA AUTHEN START (2410248116): using default list*
(Mar 12 23:27:39.296: AAA/ AUTHEN START (2410248116): Met hod=radi us (radi us*
Mar 12 23:27:39.296: RADI US: ustruct sharecount =0*

Mar 12 23:27:39.300: RADIUS: Initial Transmt Virtual - Accessl id 181*
Access- Request, |en 129 , 10. 200. 20. 245: 1645

Mar 12 23:27:39. 300: Attribute 4 6 0AC81402*

Mar 12 23:27:39. 300: Attribute 5 6 00000001*

Mar 12 23:27:39. 300: Attribute 61 6 00000001*

Mar 12 23:27:39. 300: Attribute 1 5 7461631A*

Mar 12 23:27:39. 300: Attribute 26 16 000001370BOAFC72*
Mar 12 23:27:39. 300: Attribute 26 58 0000013701342001*
Mar 12 23:27:39. 300: Attribute 6 6 00000002*

Mar 12 23:27:39. 300: Attribute 7 6 00000001*

, Mar 12 23:27:39.312: RADIUS: Received fromid 181 10.200. 20. 245: 1645*
Access- Accept, len 116

Mar 12 23:27:39.312: Attribute 7 6 00000001*

Mar 12 23:27:39.312: Attribute 6 6 00000002*

Mar 12 23:27:39.312: Attribute 25 32 502EO05AE*

Mar 12 23:27:39.312: Attribute 26 40 000001370C225042*

Mar 12 23:27:39.312: Attribute 26 12 000001370A06204E*

Mar 12 23:27:39.312: AAA/ AUTHEN (2410248116): status = PASS*

Mar 12 23:27:39.316: Vil AAA/ AUTHOR/ LCP: Aut horize LCP*

s(Mar 12 23:27:39.316: Vil AAA/ AUTHOR/ LCP (2365724222*

Port="Virtual - Accessl' list="" service=NET

"Mar 12 23:27:39.316: AAA AUTHOR/ LCP: Vi1l (2365724222) user='tac*

Mar 12 23:27:39.316: Vil AAA/ AUTHOR/ LCP (2365724222): send AV servi ce=ppp*
Mar 12 23:27:39.316: Vil AAA AUTHOR/ LCP (2365724222): send AV protocol =l cp*
Mar 12 23:27:39.316: Vil AAA AUTHOR/ LCP (2365724222): found list default*
Mar 12 23:27:39.316: Vil AAA AUTHOR/ LCP (2365724222): Met hod=r adi us*

(radi us)

Mar 12 23:27:39.316: RADIUS: unrecogni zed Mcrosoft VSA type 10*

Mar 12 23:27:39.316: Vil AAA AUTHOR (2365724222): Post authorization*
status = PASS_REPL

Mar 12 23:27:39.316: Vil AAA AUTHOR/ LCP: Processing AV servi ce=ppp*

Mar 12 23:27:39.316: Vil AAA AUTHOR/ LCP: Processi ng AV*
nmschap_nppe_keys*1p1T11=1v101~11a1W 1151\ 1VIMI#1171" 1k1} 111

Mar 12 23:27:39.316: Vil M5-CHAP: O SUCCESS id 32 |en 4*

[Mar 12 23:27:39.316: Vil PPP: Phase is UP [0 sess, 0O |oad*

?Mar 12 23:27:39.316: Vil AAA/AUTHOR/ FSM (0): Can we start |PCP*

s(Mar 12 23:27:39.320: Vil AAA/ AUTHOR/ FSM (1499311111*

Port="Virtual - Accessl' list="" service=NET

"Mar 12 23:27:39.320: AAAN AUTHOR/ FSM Vi1 (1499311111) user='tac*

Mar 12 23:27:39.320: Vil AAA/ AUTHOR/ FSM (1499311111): send AV servi ce=ppp*
Mar 12 23:27:39.320: Vil AAA/ AUTHOR/ FSM (1499311111): send AV protocol =i p*
Mar 12 23:27:39.320: Vil AAA AUTHOR/ FSM (1499311111): found list default*
Mar 12 23:27:39.320: Vil AAA AUTHOR/ FSM (1499311111): Met hod=r adi us*
(radius)

Mar 12 23:27:39.320: RADIUS: unrecogni zed Mcrosoft VSA type 10*

Mar 12 23:27:39.320: Vil AAA AUTHOR (1499311111): Post authorization*
status = PASS_REPL

Mar 12 23:27:39.320: Vil AAAN AUTHOR/ FSM We can start | PCP*

Mar 12 23:27:39.320: Vil IPCP: O CONFREQ [Closed] id 1 len 10*

(Mar 12 23:27:39.320: Vil |IPCP: Address 172.16. 10. 100 (0x0306ACL00A64*
?Mar 12 23:27:39.320: Vil AAAN AUTHOR/ FSM (0): Can we start CCP*



S(Mar 12 23:27:39.320: Vil AAA/ AUTHOR/ FSM (327346364*

Port="Virtual - Accessl' list="" service=NET

"Mar 12 23:27:39.324: AAAN AUTHOR/ FSM Vi 1 (327346364) user='tac*

Mar 12 23:27:39.324: Vil AAA AUTHOR/ FSM (327346364): send AV servi ce=ppp*
Mar 12 23:27:39.324: Vil AAA/ AUTHOR/ FSM (327346364): send AV protocol =ccp*
Mar 12 23:27:39.324: Vil AAA/ AUTHOR/ FSM (327346364): found list default*
Mar 12 23:27:39.324: Vil AAA AUTHOR/ FSM (327346364): Met hod=r adi us*

(radi us)

Mar 12 23:27:39.324: RADIUS: unrecogni zed Mcrosoft VSA type 10*

Mar 12 23:27:39.324: Vil AAA AUTHOR (327346364): Post authorization status*
PASS_REPL =

Mar 12 23:27:39.324: Vil AAAN AUTHOR/ FSM W can start CCP*

Mar 12 23:27:39.324: Vil CCP: O CONFREQ [Closed] id 1 len 10*

Mar 12 23:27:39.324: Vil CCP: Ms-PPC supported bits 0x01000020*
(0x120601000020)

Mar 12 23:27:39.460: Vil CCP: | CONFREQ [ REQsent] id 5 len 10*

Mar 12 23:27:39.460: Vil CCP: Ms-PPC supported bits 0x01000001*
(0x120601000001)

Mar 12 23:27:39.460: Vil AAA/ AUTHOR/ FSM Check for unaut horized nandat ory*
AV s

Mar 12 23:27:39.460: Vil AAAN AUTHOR/ FSM Processi ng AV servi ce=ppp*

Mar 12 23:27:39.460: Vil AAAN AUTHOR/ FSM Processi ng AV*
nmschap_nppe_keys*1p1T11=1v101~11a1W 1151\ 1VIMI#1171" 1k1} 111

Mar 12 23:27:39.460: Vil AAAN AUTHOR/ FSM Succeeded*

Mar 12 23:27:39.464: Vil CCP: O CONFNAK [ REQsent] id 5 len 10*

Mar 12 23:27:39.464: Vil CCP: Ms-PPC supported bits 0x01000020*

(0x120601000020)

Mar 12 23:27:39.472: Vil IPCP: | CONFREQ [ REQsent] id 6 |en 34*

(Mar 12 23:27:39.472: Vil | PCP: Address 0.0.0.0 (0x030600000000*

(Mar 12 23:27:39.472: Vil | PCP: Pri maryDNS 0.0.0.0 (0x810600000000*
(Mar 12 23:27:39.472: Vil | PCP: PrimaryWNS 0.0.0.0 (0x820600000000*
(Mar 12 23:27:39.472: Vil | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000*
(Mar 12 23:27:39.472: Vil | PCP: SecondaryW NS 0.0.0.0 (0x840600000000*

Mar 12 23:27:39.472: Vil AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we*
want 0.0.0.0

Mar 12 23:27:39.472: Vil AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp*

Mar 12 23:27:39.472: Vil AAA AUTHOR/ | PCP: Processi ng AV*
nmschap_nppe_keys*1p1T11=1v101~11alW 1151\ 1VIMI#1171" 1k1} 111

Mar 12 23:27:39.472: Vil AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded*

Mar 12 23:27:39.472: Vil AAA AUTHOR/ | PCP: Done. Her address 0.0.0.0, we*
want 0.0.0.0

Mar 12 23:27:39.472: Vil | PCP. Pool returned 172.16.10. 1*

Mar 12 23:27:39.476: Vil I PCP: O CONFRE]J [REQsent] id 6 |len 28*

(Mar 12 23:27:39.476: Vil | PCP: Pri maryDNS 0.0.0.0 (0x810600000000*
(Mar 12 23:27:39.476: Vil | PCP: PrimaryWNS 0.0.0.0 (0x820600000000*
(Mar 12 23:27:39.476: Vil | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000*
(Mar 12 23:27:39.476: Vil | PCP: SecondaryW NS 0.0.0.0 (0x840600000000*
Mar 12 23:27:39.480: Vil IPCP: | CONFACK [REQsent] id 1 len 10*

(Mar 12 23:27:39.484: Vil | PCP: Address 172.16.10. 100 (0x0306AC100A64*

Mar 12 23:27:39.488: Vil CCP: | CONFACK [REQsent] id 1 len 10*

Mar 12 23:27:39.488: Vil CCP: Ms-PPC supported bits 0x01000020*
(0x120601000020)

Mar 12 23:27:39.596: Vil CCP: | CONFREQ [ACKrcvd] id 7 len 10*

Mar 12 23:27:39.596: Vil CCP: Ms-PPC supported bits 0x01000020*
(0x120601000020)

Mar 12 23:27:39.596: Vil AAA/ AUTHOR/ FSM Check for unaut horized nandat ory*
AV s

Mar 12 23:27:39.596: Vil AAAN AUTHOR/ FSM Processi ng AV servi ce=ppp*
Mar 12 23:27:39.596: Vil AAA AUTHOR/ FSM Processi ng AV*
nmschap_nppe_keys*1p1T11=1v101~11alW 1151\ 1VIMI#1171" 1k1} 111

Mar 12 23:27:39.596: Vil AAAN AUTHOR/ FSM Succeeded*

Mar 12 23:27:39.596: Vil CCP: O CONFACK [ACKrcvd] id 7 len 10*

Mar 12 23:27:39.596: Vil CCP: Ms-PPC supported bits 0x01000020*
(0x120601000020)



Mar 12 23:27:39.596: Vil CCP: State is Open*

Mar 12 23:27:39.600: Vil MPPE: Cenerate keys using RADI US dat a*

Mar 12 23:27:39.600: Vil MPPE: Initialize keys*

[Mar 12 23:27:39.600: Vil MPPE: [40 bit encryption] [stateless node*

Mar 12 23:27:39.620: Vil IPCP: | CONFREQ [ACKrcvd] id 8 len 10*

(Mar 12 23:27:39.620: Vil |PCP: Address 0.0.0.0 (0x030600000000*

Mar 12 23:27:39.620: Vil AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we*
want 172.16.10.1

Mar 12 23:27:39.620: Vil AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp*

Mar 12 23:27:39.620: Vil AAA/ AUTHOR/ | PCP: Processi ng AV*
nmschap_nppe_keys*1p1T11=1v101~11a1WL 1151\ 1VIMI#1171" 1k1} 111

Mar 12 23:27:39.620: Vil AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded*

Mar 12 23:27:39.620: Vil AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we*
want 172.16.10.1

Mar 12 23:27:39.624: Vil I PCP: O CONFNAK [ACKrcvd] id 8 len 10*

(Mar 12 23:27:39.624: Vil | PCP: Address 172.16.10.1 (0x0306ACL00A01*
Mar 12 23:27:39.756: Vil IPCP: | CONFREQ [ACKrcvd] id 9 len 10*
(Mar 12 23:27:39.756: Vil | PCP: Address 172.16.10.1 (0x0306ACL00A01*

,Mar 12 23:27:39.756: Vil AAAN AUTHOR/ | PCP: Start. Her address 172.16.10. 1*
we want 172.16.10.1

D(Mar 12 23:27:39.756: Vil AAA/ AUTHOR/ | PCP (2840659706*

Port="Virtual - Accessl' list="" service=NET

"Mar 12 23:27:39.756: AAA AUTHOR/ | PCP: Vi1 (2840659706) user='tac*

Mar 12 23:27:39.756: Vil AAA AUTHOR/ | PCP (2840659706): send AV servi ce=ppp*
Mar 12 23:27:39.756: Vil AAA AUTHOR/ | PCP (2840659706): send AV protocol =i p*
Mar 12 23:27:39.756: Vil AAA/ AUTHOR/ | PCP (2840659706): send AV*
addr*172.16. 10. 1

Mar 12 23:27:39.756: Vil AAA/ AUTHOR/ | PCP (2840659706): found |ist*

def aul t

Mar 12 23:27:39.756: Vil AAA/ AUTHOR/ | PCP (2840659706): Met hod=r adi us*

(radi us)

Mar 12 23:27:39.756: RADIUS: unrecogni zed Mcrosoft VSA type 10*

Mar 12 23:27:39.756: Vil AAA AUTHOR (2840659706): Post authorization*
status = PASS_REPL

Mar 12 23:27:39.756: Vil AAA/ AUTHOR/ | PCP: Reject 172.16.10.1, using*
172.16.10.1

Mar 12 23:27:39.760: Vil AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp*

Mar 12 23:27:39.760: Vil AAA/ AUTHOR/ | PCP: Processi ng AV*
nmschap_nppe_keys*1p1T11=1v101~11alW 1151\ 1VIMI#1171" 1k1} 111

Mar 12 23:27:39.760: Vil AAA AUTHOR/ | PCP: Processing AV addr*172.16. 10. 1*
Mar 12 23:27:39.760: Vil AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded*

, Mar 12 23:27:39.760: Vil AAA/ AUTHOR/ | PCP: Done. Her address 172.16.10. 1*
we want 172.16.10.1

Mar 12 23:27:39.760: Vil |PCP: O CONFACK [ACKrcvd] id 9 len 10*

(Mar 12 23:27:39.760: Vil |IPCP: Address 172.16.10.1 (0x0306ACL00A01*
Mar 12 23:27:39.760: Vil IPCP: State is Open*

Mar 12 23:27:39.764: Vil IPCP: Install route to 172.16.10. 1*

Mar 12 23:27:40.316: %. NEPROTO 5- UPDOMN: Line protocol on Interface*
Virtual - Accessl, changed state to up

Mar 12 23:27:46.628: Vil LCP: | ECHOREP [Open] id 1 len 12 mmgic*
0x4B4817ED

Mar 12 23:27:46.628: Vil LCP: Received id 1, sent id 1, line up*

Mar 12 23:27:56.636: Vil LCP: | ECHOREP [Open] id 2 len 12 magic*

0x4B4817ED

Mar 12 23:27:56.636: Vil LCP: Received id 2, sent id 2, line upcaller ip*
<->Li ne User | P AddressLocal Nunber Renpt e Nunber

Vil tacl72.16.10.1--in

angel a#show ppp mppe virtual-Access 1

(Interface Virtual - Accessl (current connection

Sof tware encryption, 40 bit encryption, Stateless node
packets encrypted = 0 packets decrypted= 16

sent CCP resets =0 receive CCP resets = 0

next tx coherency =0 next rx coherency= 16



tx key changes =0 rx key changes= 16

rx pkt dropped =10 rx out of order pkt= 10

rx mssed packets =0

Mar 12 23:28:06.604: Vil LCP: | ECHOREP [(Open] id 3 len 12 magic*
0x4B4817ED

Mar 12 23:28:06.604: Vil LCP: Received id 3, sent id 3, |line up*

angel a#ping 172.16.10.1
. Type escape sequence to abort
: Sending 5, 100-byte | CMP Echos to 172.16.10.1, tinmeout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 188/ 196/ 204 ns

angel a#show ppp mppe virtual-Access 1
(Interface Virtual - Accessl (current connection
Sof tware encryption, 40 bit encryption, Stateless node

packets encrypted =5 packets decrypted= 22
sent CCP resets =0 receive CCP resets = 0
next tx coherency =5 next rx coherency= 22
tx key changes =5 rx key changes= 22

rx pkt dropped =10 rx out of order pkt= 10

rx mssed packets =0

angel a#ping 172.16.10.1

. Type escape sequence to abort

: Sending 5, 100-byte | CMP Echos to 172.16.10.1, tinmeout is 2 seconds
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 184/ 200/ 232 ns
angel a#ping 172.16.10.1sh ppp mppe virtual-Access 1

(Interface Virtual - Accessl (current connection

Sof tware encryption, 40 bit encryption, Stateless node

packets encrypted = 10 packets decrypted= 28
sent CCP resets =0 receive CCP resets = 0
next tx coherency = 10 next rx coherency= 28
tx key changes = 10 rx key changes= 28

rx pkt dropped =10 rx out of order pkt= 10
rx mssed packets =0

#angel a

debugg show ,olsl

.debug olol paziws ol i clasVl xjuuai 4ol9l e dago wlogles JI g2

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lass (laad ulxualleVasl)) 2151 a2 is 6131 ac
. Show oVl 2,50 Jul>s

il oloVl caini elasVl auas oo LisVl Al iVl Josi o) 5]

+AAA/TACACS a9sLan Jo> wlogles o ,2,—debug aaa authentication -
a9 Jo> Slogleo Lo 2—(AAA) duulxally Jaygsilly d830aall Layeis clias asas -
.+AAA/TACACS
ohls Jo> Joglaill piy u> (PPP s ey clil dluw ,0ll PPP 0> ues—debug ppp negotiation -
.PPP
J9S9i9p o> i cllae ceunii (ilg a9sLanll JgSei9 » Jilw, Lo,2—debug ppp authentication -
(PAP) ,9,0)l daalS" a95Lan JgSgi9 » Joli wllacg (CHAP) dubiall a95Lasll
RADIUS . g o)l aduasill ellasVl auxas ologleos Lo ,2,—debug radius -
2>l paziwld (MPPE) dass J| dass o0 Microsoft i (9 JSlivw JUd SJ9 Joss adskaall colS I5]
adWl ol



//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

.6ylall 6 5Lall MPPE 9,0 &S ,> JS Lo ,2—lny, debug ppp mppe -

.awwlwVI MPPE ol S5 o ,2,—debug ppp mppe event -

.dglaoll MPPE ©logles o ,2—debug ppp mppe detail -

.adl>9 (L2F) 2 sgimall ax>gi o5le] JoS6i9 4 w99y Jo> Jilw, Lo ,=—debug vpdn 12x-packet -

absis Bl 9l wol=ll gadl elis] oo lej> a5 il olaoVl Je> Jilw, Lo 2s —debug vpdn events -

o5 385 BVl L8 s Ll elasVl gl 885 eliw] gias Lill elasVI o ,2,—debug vpdn errors -
.o9Liw|

Jilusy o S 338 L 13D (538 35 lghols piz JoSig e doj> JS 2,2 —debug vpdn pacdn -
Jlais 63>19 Jae dwlxy ellasVl aouas JSod e hasd ple JSuin aolasiow] w9 clasVl aouas

a3l JlaVl a9 Jilw )l o809 louindl L2F JgSgi9 0 (395 Jo> wlogleo o2 —show vpdn -
.(VPDN) 4, ,®Unll

VPDN o aolsJl 5,3V show olgl Lo =) Sshow vpdn LoVl plaziw] Loyl cliSa,

2l JlasV

dasi oo _aaill JLasVl JsSsi9 85 gl loaic (ISP) e iVl doas 3950 a>g0 o8 dilodl azso ol Lol
siis D« grladl LoVl o el Gulidas PPTP jlue e iy «wasiidl yiguaS)l e (PPTP) dais |
Slasoll cuiis 83lely ol 81 luall i) Microsoft ases s b calSuisall 03® J=J .cu ¥l Jlasl
1(172.16.10.1 58 13® Il Jlial) tad PPTP Jsae s o3 sl IP Glgic @9 ,20 el lai) Lol 8V

route delete 0.0.0.0
route add 0.0.0.0 mask 0.0.0.0 192.168.1.47 netric 1
route add 172.16.10.1 nmask 255.255.255.0 192.168.1.47 netric 1

Le>Nolg clas VI BlaSiuwl

Le>Wools oSl elasi GliSiwy lgolaiwl liSay ologles pumill 13D 9,

IPSec Jiaes ai o) 1 lSsisall

Uose
bl 04D LiguaSUl pasiwe S
:Error connecting to L2TP

Error 781: The encryption attenpt failed because
.no valid certificate was found

JA

o o 08 .GVl (gl dode (G99 Liily ,@Uall Lokl JasVl 8380 3 Laslasdl puwd I Jasl
Ul s b

789 lUas 12 alSiw

wose

Al 5euaSIl 2o a)oVl olioglaall elisl dxdles Uas cgzly GVl dasls oY L2TP Jlasl dgleo clisd



oY L2TP 9,0 45> aolaziw| pi ae clisl Policy Agent 9 Microsoft Remote Access wloas pgés
Microsoft Windows 9 Microsoft Windows 2000 Advanced Server _lc giai 1309 . uais 99, ¥V L2TP
.Microsoft Windows 2000 Professional 9 2000 Server

JA

Microsoft gilis _JI g2l IPSec Juasi) )l Jzuul J155] édloY (Regedtd2.exe) "Jxull y2o" pasia]
.Regedt32.exe J Microsoft ladsi g9090 9l

9l L2TP JlasV Windows 2000 _J] aiiwo dlg dass LigmaS JS JI BanlpSec Juuwill dnsd adlol vy
ule BanlpSec Jixuws doud cusi aic IPSec 9 L2TP 9,0 S, (slalil dwuaill Jole clin] gia IPSec
.CA a9slan paziwy SVl Sl asaill Jole clisl Windows 2000 JI aiiwy SV jiguaSIl pgés ¥ a9
Jixuill a8 asloy .Active Directory J IPSec E__k@.i_Qi k=0 IPSec agi o0 o= 4l 3 0 Yo

9 tlisall 13® 2990 1axi) Regedt32.exe roAk"Lwi Windows 2000 _J| xiwall jieueSIl JI BanlpSec
gy

HKEY_LOCAL_MACHI NE\ Syst eml Curr ent Cont r ol Set\ Servi ces\ Rasnan\ Par anet er s
reliaoll 13® | 038 Jyouil] dagd adlo]

Val ue Nane: ProhibitlpSec
Data Type: REG DWORD
Val ue: 1

6380 lyuai pwas _i> Windows 2000 sl plas J| sty sl iouaS] Jais 6sle] ooy tadasVo
Jg=iall

Gl d9kao 9 dSuine 13 dSinall

L2TP Jio Jso=l Bl Ll LW Collns e 13 . gaill elis] Jid LNS 9l NAS (8 uoasiuall d85lao pis
.Microsoft Jiwac (,0

rdlw | 038 JiguaSI| pasiuue S

.. Connecting to 10.200. 20.2
.Error 651: The nodem(or other connecting device) has reported an error
: Rout er debugs

Mar 12 23:03:47.124: L2TP: | SCCRQ from RSHANMUG W2K1.cisco.comtnl 1*

Mar 12 23:03:47.124: Tnl 30107 L2TP: New tunnel created for renote*
RSHANMUG- V2K1. ci sco. com address 192. 168. 1. 56

Mar 12 23:03:47.124: Tnl 30107 L2TP: O SCCRP to RSHANMUG W2K1. ci sco. con¥
tnlid 1

Mar 12 23:03:47.124: Tnl 30107 L2TP: Tunnel state change fromidle to*
wait-ctl-reply

Mar 12 23:03:47.308: Tnl 30107 L2TP: | SCCCN from RSHANMUG WK1. ci sco. cont
tnl 1

Mar 12 23:03:47.308: Tnl 30107 L2TP: Got a Chall enge Response in SCCCN*
from RSHANMUG W2KL1. ci sco. com

Mar 12 23:03:47.308: AAA: parse nanme= idb type=-1 tty=-1*

"Mar 12 23:03:47.308: AAA/ MEMORY: create_user (0x6273D528) user='angel a*
ruser='"' port='"' rem.addr= aut hen_t ype=CHAP servi ce=PPP priv=1

"Mar 12 23:03:47.308: AAA/ AUTHEN START (4077585132): port=""' list="default*
act i on=SENDAUTH ser vi ce=PPP

Mar 12 23:03:47.308: AAA/ AUTHEN START (4077585132): found |ist default*



(Mar 12 23:03:47.308: AAA/ AUTHEN START (4077585132): Met hod=radi us (radi us*
Mar 12 23:03:47.308: AAA AUTHEN SENDAUTH (4077585132): no aut henstruct*

hwi db

Mar 12 23:03:47.308: AAA/ AUTHEN SENDAUTH (4077585132): Fail ed sendaut hen*
for angel a

Mar 12 23:03:47.308: AAA/ AUTHEN (4077585132): status = FAIL*

Mar 12 23:03:47.308: AAA/ AUTHEN START (4077585132): Met hod=LOCAL*

Mar 12 23:03:47.308: AAA AUTHEN (4077585132): SENDAUTH no password for*
angel a

Mar 12 23:03:47.308: AAA/ AUTHEN (4077585132): status = ERROR*

Mar 12 23:03:47.308: AAA/ AUTHEN START (4077585132): no nmethods left to try*
Mar 12 23:03:47.308: AAA/ AUTHEN (4077585132): status = ERROR*

Mar 12 23:03:47.308: AAA/ AUTHEN START (4077585132): failed to authenticate*
Mar 12 23:03:47.308: VPDN. authentication failed, couldn't find user*
information for angel a

"Mar 12 23:03:47.308: AAA/ MEMORY: free_user (0x6273D528) user='angel a*
ruser='"' port=""' rem.addr=""' authen_type=CHAP servi ce=PPP priv=1

Mar 12 23:03:47.312: Tnl 30107 L2TP: O StopCCN to*

RSHANMUG- V2K1. ci sco. comtnlid 1

Mar 12 23:03:47.312: Tnl 30107 L2TP: Tunnel state change fronr
wait-ctl-reply to shutting-down

Mar 12 23:03:47.320: Tnl 30107 L2TP: Shutdown tunnel *

Mar 12 23:03:47.320: Tnl 30107 L2TP: Tunnel state change fronr
shutting-down to idle

Mar 12 23:03:47.324: L2TP: Could not find tunnel for tnl 30107, discarding*

ICRQns 3 nr 1
Mar 12 23:03:47.448: L2TP: Could not find tunnel for tnl 30107, discarding*

ICRQns 3 nr 2

do olbd ol

(L2TP) aull aayall , aaill JuaiVl JoSqig, -

a109 )1 oblgidl 955 Jls plaziwl, VPN 3000 9 Windows 2000 S ,0 o IPsec e L2TP -
whblgdll plaziwl, Windows 2000 j5eu059 PIX dlo> Hla> o IPSeC e L2TP 105G -

é o)l dwoll SISl 19SS -
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