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apn test-apn
accounting-mode none
aaa group AAA
authentication msisdn-auth
ip context-name destination
tunnel 12tp peer-address 1.1.1.1 local-hostname lac_1l2tp

configure

context destination-gi

lac-service 12tp_service
allow called-number value apn
peer-1lns 1.1.1.1 encrypted secret pass
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bind address 1.1.1.2
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configure
context destination-gi
Ilns-service lns-svc
bind address 1.1.1.1
authentication { { [ allow-noauth | chap < pref > | mschap < pref > | | pap < pref > | msid-auth

}
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aaa group server radius AAA
server 2.2.2.2 auth-port 1812 acct-port 1813

ip radius source-interface GigabitEthernet0/1
|

aaa authentication login default local
aaa authentication ppp AAA group AAA
aaa authorization network AAA group AAA
aaa accounting network default
action-type start-stop

group radius

vpdn-group vpdn
accept-dialin
protocol 12tp
virtual-template 10

12tp tunnel password pass

interface Virtual-TemplatelO

ip unnumbered GigabitEthernet0/1
peer default ip address pool AAA
ppp authentication pap chap AAA
ppp authorization AAA
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[local]1X-PDSN# show 12tp tunnels all | more
| +----State: (C) - Connected (c) - Connecting
(d) - Disconnecting (u) - Unknown

< —_—

LocTun ID PeerTun ID Active Sess Peer IPAddress Service Name Uptime

c 30 1 511 214.97.107.28 TestLNS 00603h50m
c 31 56 468 214.97.107.28 TestLNS 00589h31m
c 10 105 81 79.116.237.27 TestLAC 00283h53m
c 29 16 453 79.116.231.27 TestLAC 00521h32m
Cc 106 218 63 79.116.231.27 TestLAC 00330h10m
c 107 6 464 79.116.237.27 TestLAC 00329h47m
c 30 35 194 214.97.107.28 TestLNS 00596h06m
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show (lac-service | lns-service) name <lac or lns service name>

939spl sJs peld eds puosr6 L2ZTPTunnelDownPeerUnreachable pg ¢306 LAC 1.1.1.2 9856
LNS (IJubs)) 1.1.1.1

Internal trap notification 92 (L2TPTunnelDownPeerUnreachable) context destination service lac
peer address 1.1.1.1 local address 1.1.1.2
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****THIS IS TO BE RUN CAREFULLY and UPON verification of TAC/BU****

Active logging (exec mode) - logs written to terminal window

logging filter active facility 12tpmgr level debug
logging filter active facility 12tp-control level debug
logging active

To stop logging:
no logging active
Runtime logging (global config mode) - logs saved internally

logging filter runtime facility 12tpmgr level debug
logging filter runtime facility 1l2tp-control level debug

To view logs:

show logs (and/or check the syslog server if configured)
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16:34:00.017 [l2tpmgr 48140 debug] [7/0/555 <l2tpmgr:1> 12tpmgr_call.c:591] [callid 4144ade2]
[context: destination, contextID: 3] [software internal system] L2TPMgr-1 msid 0000012345
username laclnsuser service <lac> - IPSEC tunnel does not exist

16:34:00.018 [l2tp-control 50069 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_fsm.c:105] [callid
4144ade2] [context: destination, contextID: 3] [software internal user] 12tp fsm: state
L2TPSNX_STATE_OPEN event L2TPSNX_EVNT_APP_NEW_SESSION

16:34:00.018 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM_VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:00.928 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM_VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:02.943 [1l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid



4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM_VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:06.870 [l2tp-control 50001 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM_VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:14.922 [12tp-control 50001 debugl [7/0/555 <12tpmgr:1> 12tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

12tp: [TLS] (0/0)Ns=0,Nr=0 *MSGTYPE (SCCRQ) *PROTO_VER(1.0) *FRAMING_CAP(AS) *BEARER_CAP (AD)
TIE_BREAKER (0706050403020100) FIRM_VER(256) *HOST_NAME (lac) VENDOR_NAME (StarentNetworks)
*ASSND_TUN_ID(10) *RECV_WIN_SIZE(16) *CHALLENGE (dbed79cdc497f266bd374d427607cd52)

16:34:22.879 [l2tp-control 50001 debug] [7/0/555 <12tpmgr:1> 1l2tpsnx_proto.c:1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (38)

12tp: [TLS] (0/0)Ns=1,Nr=0 *MSGTYPE (StopCCN) *RESULT_CODE(2/0) *ASSND_TUN_ID(10)

16:34:22.879 [l2tp-control 50069 debug] [7/0/555 <l2tpmgr:1> 12tpsnx_fsm.c:105] [callid
4144ade2] [context: destination, contextID: 3] [software internal user] 12tp fsm: state
L2TPSNX_STATE_WAIT TUNNEL_ESTB event L2TPSNX_EVNT_PROTO_TUNNEL_DISCONNECTED
Ospl sds puors>6 SNMP IJulezs Idos wp ouvgsdoel Jpblo$s Idwedle [Jgl)ss ledlo
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16:34:22 2009 Internal trap notification 92 (L2TPTunnelDownPeerUnreachable) context
destination service lac peer address 1.1.1.1 local address 1.1.1.2
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max-retransmission 5
retransmission-timeout-first 1
retransmission-timeout-max 8
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INBOUND>>>>> 12:54:35:660 Eventid:50000(3)
L2TP Rx PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (20)
12tp: [TLS] (5/0)Ns=19,Nr=23 *MSGTYPE (HELLO)

<<<<OUTBOUND 12:54:35:661 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13660 (12)
12tp: [TLS] (1/0)Ns=23,Nr=20 ZLB

<<<<OUTBOUND 12:55:35:617 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13660 (20)
12tp: [TLS] (1/0)Ns=23,Nr=20 *MSGTYPE (HELLO)

INBOUND>>>>> 12:55:35:618 Eventid:50000(3)
L2TP Rx PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (12)
12tp: [TLS] (5/0)Ns=20,Nr=24 ZLB

12:54:35.660 [l2tp-control 50001 debug] [7/0/555 <12tpmgr:1> 1l2tpsnx_proto.c:1474] [callid
106478e8] [context: lns, contextID: 11] [software internal user outbound protocol-log] L2TP Tx
PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (20) 12tp:[TLS](5/0)Ns=19,Nr=23 *MSGTYPE (HELLO)

12:55:35.618 [1l2tp-control 50000 debugl [7/0/555 <1l2tpmgr:1> 12tp.c:13050] [callid 106478e8]
[context: 1lns, contextID: 11] [software internal user inbound protocol-log] L2TP Rx PDU, from
1.1.1.2:13661 to 1.1.1.1:13660 (20) 12tp:[TLS](1/0)Ns=23,Nr=20 *MSGTYPE (HELLO)

925l ol 09 p..";.U 2w wldouwws |Js 08 s 09295 Jp ouwoew Huwlisd IJojesw: Wop Gbgs
lJlouold 9ldows 8. gz puve,d zolj Ide)yo:

<<<<OUTBOUND 14:06:21:406 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:22:413 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:24:427 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:28:451 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)



<<<<OUTBOUND 14:06:36:498 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

<<<<OUTBOUND 14:06:44:446 Eventid:50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (38)
12tp: [TLS] (2/0)Ns=5,Nr=2 *MSGTYPE (StopCCN) *RESULT_CODE (2/0) *ASSND_TUN_ID(6)

oul Iduwedlo IUpgusé.

Jlizb podo 9§ IJwpdpe -..9._5 IIE)lz - wpw lebé Idpelads Jgpuw aole: 9ldul ol IJigs, 8000
edds oluss Jdezladle 1JwlguJs.

14:06:21.406 [l2tp-control 50001 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:22.413 [1l2tp-control 50001 debug] [7/0/9133 <l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:24.427 [1l2tp-control 50001 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HE LLO)

14:06:28.451 [l2tp-control 50001 debug] [7/0/9133 <l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:36.498 [l2tp-control 50001 debug] [7/0/9133 <l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

12tp: [TLS] (2/0)Ns=4,Nr=2 *MSGTYPE (HELLO)

14:06:44.446 [l1l2tp-control 50068 warning] [7/0/9133 <l1l2tpmgr:2> 12tp.c:14841] [callid 42c22625]
[context: destination, contextID: 3] [software internal user] L2TP (Local[svc: lacl: 6
Remote[1l.1.1.1]: 2): Control tunnel timeout - retry-attempted 5 , last-interval 8000 ms, Sr 2,
Ss 5, num-pkt-not-acked 1, Sent-Q-len 1, tun-recovery-flag 0, instance-recovery-flag 0, msg-type
Hello

14:06:44.446 [l1l2tp-control 50001 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_proto.c:1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-log]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (38)

12tp: [TLS] (2/0)Ns=5,Nr=2 *MSGTYPE (StopCCN) *RESULT_CODE(2/0) *ASSND_TUN_ID(6)

14:06:44.447 [12tp-control 50069 debug] [7/0/9133 <l1l2tpmgr:2> 12tpsnx_fsm.c:105] [callid
42¢c22625] [context: destination, contextID: 3] [software internal user] 12tp fsm: state
L2TPSNX_STATE_CONNECTED event L2TPSNX_ EVNT_PROTO_SESSION_DISCONNECTED

9pJlisp SNMP 1o bl 6

14:06:44 2009 Internal trap notification 92 (L2TPTunnelDownPeerUnreachable) context
destination service lac peer address 1.1.1.1 local address 1.1.1.2

USUVS) uuu&s.J I.JlroJ IJ..;I.J& IJs ol Bl Jlpe ould punldd Vs lpdluss 1Usuesd 1Js IJubs,
P& ubs) pesu (|_9 Jod I.JIUgQI,_g WO g0 lac/ins pgswo)

show 12tp statistics (peer-address <peer ip address> | ((lac-service | lns-service) <lac or lns
service name>))



soblog eb ldlegaldle IJougvlbs pg 35 Uludla 1Jp92956 J3JI 1Jubs, ould spdy o
sJou 1Je,) pu 9le> Jpl 09 p9 oz Vs IUIE)Iz pu I8l s show 12tp zeseol pu luosble ywlo8é.

Suvs) &b " ud IJlosold" [ds g5 2ldle Ouud [@I):Uodé IJos ppow.

9> SJ9u esb "ldes> 1JIBuos Jlghe 1dezlads Idpeezlys" lope g3l Jlve subvs) IJs Wyl
lIJlouold ouvew Idpods (zlose JJ lelbs pglads Iuclisg Bs puos6
L2TPTunnelDownPeerUnreachable). w¢o 3 o030 |.JroE_.J_9ro|u WYb gu oIyl IJ,ouudJo Jubs,
ro(<=_g5u‘_9._J| UEUJJ Jdebdl 2ooo I.J,oo.Jo 9JIU pgyW96 1Jw )33 8> SYIU pdSl BS wepsE I.Jla)lc
pel Vs gpdso quuduuld IJIaJoIc sluedlzel wuvdd gle.

i,39;'9_., L'g),_,up lIJeduwle IJoBluosd eJs puwess eduwsd god IUpuive,d (pdlod puvess
N

soblod b eduwle IJgpd IJogvbd g prese (B Jlu ool e, pu wdd JJoubs)) 095
Active Sess IJolog po loWl@ show 12tp JJoubs) Ipesw.

Subsy &3 "wuvd IJlouold" Ids 35 eduwle 1dgpd Idos Wuvde Ws Idlouold. Jigb Io
lesble gduws g pd IJVluvdo JI o 89p woubgsd L2TPTunnelDownPeerUnreachable trap.
B9 W ud leshble IJuwwd o@9pe wi3JJI.

ould lsol luosl, e3ble pu IJie, show 12tp tunnel Iss spdu 1o Yoo pdsol.

show 12tp tunnels counters peer-address <peer address>

Slesle £Js puwess eduwd IUged: Spdu 8502 zese Idpubesdso Vs ubs) pesu.

show 12tp sessions peer-address <peer ip address>
sew lu sobloy e [Jpube,dso 1dis0 wp lJees) edsop pg £33 eduvle ldeed IJuyilos Jol
e pulguuwol.
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