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VPN Wizard =

r VPN Wizard IPsec IKEvl Remote Access Wizard (Step 1of..)

IUse this wizard to configure new new IPsec (IKEV 1) remote access VPN tunnels. A tunnel established
by calls from remote users such as telecommuters is called remote access tunnel.
This wizard creates basic tunnel configurations that you can edit later using the ASDM.,

VPN Remole Access

Logal

Remote Access

VPN Tunnel Interface:

Enable inbound IPsec sessions to bypass interface access lists. Group policy and per-user
authorization access lists still apply to the trathc.

< Back Finish [ Cancel ] [ Help ]

IJglo96 3. Ize,0 Jg oo B 030 1Uuo9,é: IU5w90 uee Jepsd Microsoft Windows svoged
L2TP g, IPSec gMS-CHAP-V1 MS-CHAP-V2 J.,,909d9J puolb 96 PPP Jlu PAP £, Tew
slugle Idpob 6 1UIR)s g 028906 pg Sless Iduslule Idpedss Jebe puols$s slud) wed
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T VPN Wizard X

VPN Wizard Remote Access Client (Step 2 of ...)

Remote access users of various types can open VPN tunnels to this ASA. Select the type of VPN
dient for this tunnel,

WPM Client Type:

() Cisco WPN Client, Release 3.x or higher,or other Easy VPN Remote product

@ Microsoft Windows dient using LZTP aver IPsec

Spedfy the PPP authentication protocol. If a protocol is not spedfied on the
remote dient, do not spedify it.

Spedfy if the dient will send tunnel group name as -
username @tunnelgroup.

[ Client will send tunnel group name as username @tunnelgroup.

If pre-shared authentication is used with this option then DefaultRAGroup's
pre-shared key and ppp authentication are also modified.

[ « Back ” Mext = ] Finish ’ Cancel ] ’ Help ]

IJglogs 4. 1zc) luwdow el 88 JpBdole pubend puwedl sldou Iplolz IJpube,d
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FEy VPN Wizard o

| VPN Wizard VPN Client Authentication Method and Tunnel Group Name (Step 3 of ...)

The ASA allows you to group remote access tunnel users based on common connection
parameters and dient attributes configured in the subseguent screens. Configure authentication
method and tunnel group for this remote connection. Use the same tunnel group name for the
device and the remote dient.

Authentication Method

i@ Pre-shared key

Pre-Shared Key: | (Clscl@123

() Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame:

(7 Challenge fresponse authentication (CRACK)

Tunnel Group

For WPN dients using LZTP over IPsec with pre-shared key authentication, DefaultR AGroup
tunnel group must be used.

Tunnel Group Mame: DefaultRAGroup

‘ [ < Back ” Mext = ] Finish [ Cancel ] [ Help ]

lJglo9s 3. 235 bbys86 Jpuolb 9o ldpwogrpsu IU3so selydyu L2TP eo, looldle IPsec.
Sedu luwosle Ehe puolb 88 AAA thzs 1y Sless wslule pedss ¢lups vo. IRose suedd
Swwoged 1JBless pebslo puvogpd peds lo Suss loe 1o sued8 1djwsu pdled Bless
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/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98594-configure-radius-authentication.html

.
VPN Wizard [

| VPN Wizard Client Authentication (Step 4 of ...)

To authenticate remote users using local device user database, select the first option below.
You can create user accounts in the next step.

To use external AAA servers instead, select the second option. You can select an existing
AAM server group or create a new one using the Mew button below.

To manage all other AAA settings, go to Configuration = Device Management = Users/AAA in
the main ASDM window.

(71 Authenticate using an AAA server group

AAA Server Group Mame: Mew. ..

[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ]
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(5 VPN Wizard amn it

i VPN Wizard User Accounts (Step 5 of 11)

Add new users into the user authentication database. To edit existing entries in the database

aor to remove them from the database, go to Configuration > Device Management =
UsersfAAA = User Accounts in the main ASDM windaow.

Username:

—

Password (optional):

Delete

]
Confirm Passwaord {optional):
----|
L]
[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ] |
he ]
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[Ey VPN Wizard 28|

| VPN Wizard Address Pool (Step 6 of 11) ||

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote VPN
dients,

Tunnel Group Name : DefaultRAGroup

Puul e _ I

Pool Settings

Range Start Address: Il
Range End Address:

Subnet Mask:

[ < Back ” Mext = ] Finish [ Cancel ] [ Help ]

1. bgd lowp wree guldso IP 1zos>.
2. 1bgd gulysu IP IJoslss glduoelss.
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VPN Wizard | =

¥ VPN Wizard Address Pool [Step 6 of 11)

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote VPN
dients.

"7 Add IPv4 Pool

MName: Address-poal

Starting IP Address: |192.168.1.1

Ending IF Address: |192.165.1.254

Subnet Mask: 55.255.255.0

ok || cancel

| [ « Back ” Mext = ] Finish [ Cancel ] [ Help ]
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" [E VPN Wizard X

i VPN Wizard Address Pool (Step 6 of 11)

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote WPM
dients.

Tunnel Group Mame : DefaultRAGroup

Pool Mame: Address-poal -

Pool Settings

Range Start Address: 192.168.1.1

Range End Address: 192.163.1.254

Subnet Mask: 255.255.255.0

[ + Back Finish [ Cancel ] [ Help ]
[
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[E VPN Wizard — | 25|

¥ VPN Wizard Attributes Pushed to Client (Optional) (Step 7 of 11)

Attributes you configure below are pushed to the VPN dient when the dient connects to the
ASA, If you do not want an attribute pushed to the dient, leave the corresponding field blank.

I
Tunnel Group: DefaultR AGroup
Prirmary DMNS Server: 3.8.8.8
Secondary DNS Server: 4.4.4.7

Primary WIMS Server:

Secondary WINS Server;

Default Domain Mame: cisco.com

[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ]
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VPN Wizard =

IPsec Settings (Optional) (Step 8 of 11)

Metwork Address Translation (MAT) is used to hide the internal network from outside users. You can
make exceptions to MAT to expose the entire or part of the internal network to authenticated remote
users protected by VPN,

To expose the entire network behind the most secure interface to remote VPN users without NAT,
leave the Exempt Metworks field blank.

Interface: :uutsjde -

Exempt Metworks: E]

[ Enable split tunneling to let remote users have simultaneous encrypted access to the resources
defined above, and unencrypted access to the internet.

[] Enable Perfect Forwarding Secrecy (PFS)

Diffie-Hellman Group: 1

[ < Back ” Mext = ] Einish [ Cancel ] [ Help ]
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r@ VPN Wizard
¥ VPN Wizard

Summary (Step 9 of 11)
¥ou have created a Remote Access VPN tunnel with the following attributes:

VPM Tunnel Interface: outside

PPP authentication: M5-CHAP-Y1 MS-CHAP-VZ

IPsec authentication uses pre-shared key: ClscO0@123

Transform-sets: ESP-AES-128-5HA ESP-AES-192-5HA ESP-AES-256-5HA ESP-3DES-SHA ESP-DES-SHA

ESP-AES-128-5HA-TRAMS ESP-AES-192-5HA-TRANS ESP-AES-256-SHA-TRAMS ESP-3DES-SHA-TRAN

5 ESP-DES-SHA-TRAMS

Tunnel Group Mame; DefaultRAGroup

Default Group Policy: DefaultRAGroup

IUser authentication using local user database I

Mew users created in the local database: test

Pool of IP addresses for VPN dients: Address-pool
(192.168.1.1 - 192. 168. 1.254)

Primary DM5: 8.8.8.8

Secondary DNS: 4.4.4.2

Default Domain Mame: cisco.com |

Internal network elements exposed to remote VPN users without MAT: any

Split tunneling: disabled

Perfect Forward Secrecy (PFS): disabled

Mext = [ Finish ] i cancel | [ Help ]

odosyu ASA Llgwogsle CLI

IJg1096 1. cdasy pedple wor IpseJs IJlss J IKE.

sop luwosle odo lUuwsluws Jeelss ©rds w9, Idoslule wso IJIG)lo (s Twol wepps IJpdele
IJpsivcnd puwedl 9plole 1deyzds 2)

C
C
C
C
C
C

scoasa(config)#crypto i kevl policy 10
scoasa(config-i kevl-policy)#authentication pre-share
scoasa(config-ikevl-policy)#encryption 3des
scoasa(config-ikevl-policy)#hash sha
scoasa(config-ikevl-policy)#group 2
scoasa(config-ikevl-policy)#lifetime 86400

ci scoasa(config-i kevl-policy)#exit

1Jelo9é 2. cd9su pzesed lJuessd.

Szw9s eds pedple vor lderzds 2 J IKE IJos swp luwegsleol Jeelss 2yds p)9) Ideslole.
ob)l Jlu gpsd Windows L2TP/IPsec suveisp 9028 IJudd IPsec: §p wogssu Isuoe eds
lJo¥d. Idsuoe IJlseslgos 09 90 1Jus

ci scoasa(config)#crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA esp- 3des esp-sha- hmac
ci scoasa(config)#crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA npode transport
IJglogs 3. cdssu IJg)shbos IUssulpsdss.

o€ 2009 £pdle Windows gJs gusle IP ssolesds J ISP iy g0 DHCP ppdes (peld p930). JI



S€Je ASA gu gusly IP IJubs) 9031 suvew puvdds Os cdyso vbs) uwldo lwelosds
edJs volsoe ASA. J3JJ: szu Idogled pe cdssu Idogvlds) Idssulpsds zese Jl sop
U096 wers zese Idpedele 9swp IJog,d wuvdd dsulesds eds Idpedele 1Upd 8956
Jlzdl vosgo Jedlyole IPSec pu 1Jg psJ.

ci scoasa(config)#crypto dynam c-nmap outside_dyn_map 10 set ikevl transform set TRANS- ESP- 3DES-
SHA
1Jglogs 4. ;ubo 1Ugnsbs 1 sulpsdsd wiinsbs IJogbds) IJoluws sobusd grsbs lJoguds) sopdsy IKEVT gds 1Uslzos 1Jghzse

JI @pdg ob.__,..,ské @§b6=|Joubgé§J |J>§Q|p§d§6 eds _9|ao<3 _9.__,|J9|.J.§ J.__,Jool .__;@@Joé
9956 Bes pe9ed usbo Uuu»d@ (s sew v ceoss eds ieds Lole IJouwduwd) zos
Swedy ASA pu wldsse Slsb IJogvlds, I._Jla)s |_9J| luo SO0 p2e9es Brsbo lJovlds,
lU>sulpsdss Wb guspl Jl woblog béldle 1Ugsbo I.Jla).s (IJelows).

ci scoasa(config)#crypto map outside_map 65535 i psec-i saknp dynam ¢ outsi de_dyn_map
ci scoasa(config)#crypto map outside_map interface outside

ci scoasa(config)#crypto ikevl enabl e outside

IJgk9d 5. lugils ozeg guldsu IP

Ie vloble pzesed pu ldeulasu sop pu ¢dldol cessu eoldsu IP wubvdd ssulesds [Us
gpdle VPN IJog 6. wzlod 030 1Jgbbgs Jluueesle ez e 1Up9z9 eds ASA.

ci scoasa(config)#i p |ocal pool Address-pool 192.168.1.1-192.168.1.254 nask 255.255.255.0
1Jglogs 6. oosw woe lJpreoesd

OEHSW wog ldpzeses Juog slgds pel seus uvew IJuvele po Sless Idoslule IUpedss.

ci scoasa(confi g) #group-policy L2TP-VPN i nternal

pdlebbé: spdu cdysu lopaldle L2TP/IPsec Clgwegsle vog lJpzpogo IJle,)los
(DfltGrpPolicy) I9 0T PELRIES P& pu Bud lJpuedre. Vs JJol IUzldosu: Sgw
od9su wog Idpzeses Jigwedsle wygwydd Idleuold 1o ds J L2TP/IPsec. (§p
wudysy I2tp-ipSec gJs Lwpd w9e99Y9d VPN gds wog IJpzpesgs Il e,)los 1J3s
WSO 09seo IUs woz Idezeses IUperd pu Sud IJpuwese bl Jp sop 0dosu IUuwed
VPN-protocol g Jso.

Ip wodssu Idywele ped )y9099d9d 09§ VPN (VWs zldoul: o9 12tp-ipsSec). 9l w e IJpzlJ:
980l IP 1Jgluo wélbe WINS geusly IP 1UglLo wélse WINS gz wlole Ideuwedse 1Ug>8506

ci scoasa(confi g) #group-policy L2TP-VPN attri butes

ci scoasa(config-group-policy)#dns-server value 8.8.8.8 4.4.4.2
ci scoasa(config-group-policy)#vpn-tunnel -protocol |2tp-ipsec
ci scoasa(config-group-policy)#default-domain val ue cisco.com

od9su luwple IJpuwegspso 99Jple 1009, eds IJzol wldluplds [Js luweesle IJpuolb$é
SlJed9s,o sldpzluvwd (AAA). 3l JIo IJpuuetse epsd L2TP suuegse Microsoft CHAP
lJlool) 1 |3 IJIUO)I_, 2. 90p wd9su ASA Jdeuolb 96 pdled Bless Idoslule 1Jpedss: Bsze
L8016 1wl suss mschap. gJs gvosd Idecld: luve ldeouegse <usernames> JJes
lJp,9,) <password> mschap.



ci scoasa(config-group-policy)# usernane test password test nschap
[Jglo9s 7. o dasu preses IJudd

Sp lousle pzeses vd$ wluweesle IUle, tunnel-group. 9235 Iuvp wzee IJevlsso 1dpzds
IJpuwere Jotuoswe euslu IP s Idgpsd. BBl Jlue bysds IJpuol$s os pldele puive,d
puvodl Oszw 1o sdou luwp preses IJud S DefaultRAGgroup zse Jl 9> esb eds Idgpsd
Joass peeses 1Judd soldelds sde eds preses IJoSS IUIVe,)losé S3b. ;ob wog
lJpzp980 wpzesssd IJuwwyd wluwesle IJle, default-group-policy

ci scoasa(config)#t unnel - group Defaul t RAG oup general -attri butes
ci scoasa(config-tunnel -general ) #addr ess- pool Address-pool

ci scoasa(config-tunnel - general ) #def aul t - group-pol i cy L2TP- VPN
ci scoasa(config-tunnel -general ) #exit

pdlebsé: szo wdasu pdd wg)rsd IUlouold I, luos (pzeogs IJudd).
DefaultRAGgroup. B glJs lg)le puolb 36 ouwews IJs pulz pubve,d puvodl. W 2lJs
lole puob 96 Slises eds Idubolss: spdu eosh wauosd waLosd persd pu uod
lJpuweesp wole gds perole ldyuoble

Iuwegse 1Jle, tunnel-group ipSec-attributes J|>¢lJ 9 o8 wdasy wwpeé IPsec Jogsso lJpale
IJeubo,d puwodl.

ci scoasa(config)# tunnel -group Defaul t RAG oup i psec-attributes
ci scoasa(config-tunnel -ipsec)# ikevl pre-shared-key Clsc0@z23
ci scoasa(config-tunnel -i psec) #exi t

Sp wodsu w99dsd puob§s PPP Lluwcesle ey 09g IJeuoldds pu suoe yuple PPP
Jeeeses IJuwy. welbsd CHAP IUss swp wpdsuoe vuvdd 1ol uos Jlue £ pr890 WOS
eldé wdysy ghp AAA Jless wslule pedss.

ci scoasa(config)#t unnel - group Def aul t RAG oup ppp-attributes
ci scoasa(config- ppp) #no aut hentication chap
ci scoasa(confi g- ppp) #aut henti cati on ns-chap-v2

ci scoasa(confi g- ppp) #exi t
1Jglogé 8. cdysu luvesuls NAT

Ip wodysy !uuoool.c NAT zos sopdu ldgpdle pu ldsuosd 1ds 1Jeslys 1UsIJss [Jpeoods
wldslzole 1Us1gJss (WBs 03l ldpold swp wysosd IJeshs 1UsIeJsé wldslgos 1UsIgJss).

ci scoasa(confi g)#obj ect network L2TP-Pool

ci scoasa(confi g- net wor k- obj ect) #subnet 192.168. 1.0 255. 255. 255.0

ci scoasa(confi g- net wor k- obj ect) #exi t

ci scoasa(config)# nat (inside,outside) source static any any destination static L2TP-Pool L2TP-
Pool no-proxy-arp route-|ookup

|Jpld vpse IJoYssy

crypto i kevl policy 10
aut henti cation pre-share
encrypti on 3des

hash sha

group 2

lifetinme 86400

exit



crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA esp- 3des esp-sha- hmac
crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA node transport

crypto dynamni c-map outside_dyn_nmap 10 set ikevl transform set TRANS- ESP- 3DES- SHA

crypto map outside_map 65535 ipsec-isaknmp dynam c out si de_dyn_nap
crypto map outside_map interface outside
crypto i kevl enabl e outside

ip |local pool Address-pool 192.168.1.1-192.168.1.254 mask 255.255.255.0

group-policy L2TP-VPN i nternal
group-policy L2TP-VPN attri butes
vpn-tunnel - protocol |2tp-ipsec

def aul t - domai n val ue ci sco. com
usernane test password test nschap
exit

tunnel - group Defaul t RAG oup general -attributes
addr ess- pool Address- pool

def aul t - gr oup-policy L2TP- VPN

exit

tunnel - group Def aul t RAG oup ipsec-attributes
i kevl pre-shared-key Clsc0@z23
exit

tunnel - group Def aul t RAG oup ppp-attributes
no aut hentication chap

aut henti cati on ms-chap-v2

exit

obj ect network L2TP-Poo

subnet 192.168. 1.0 255.255.255.0

exit

nat (i nsi de, outsi de) source static any any destination static L2TP-Pool L2TP-Pool no-proxy-arp
rout e- | ookup

odosu gpsd Windows 8 L2TP/IPsec

1. 10wz "dogo Idwede" 9235 "oy Iduvedle 9ldpil,Jo".



+ 1 [#E » Control Panel » All Control Panel lterns »

Adjust your computer's settings

of!
g AutoPlay

o Date and Time

% Devices and Printers

& Family Safety
Folder Options

8 Indexing Options

&2 Language

I_:E Metwork and Sharing Centerl

Personalization

{5l Programs and Features

3 Remotelpp and Desktop Connections
2 Storage Spaces

Taskbar

m Yiware Tools

ﬂ Windows Firewall

B8 Add features to Windows 8
O Color Management
Default Programs

Display

File History

Fonts

7 Internet Opticns

Location Settings

D B2 & &M &

Motification Area lcons
Phone and Modem

ﬁ Recovery
# Sound

@ Sync Center
Troubleshooting

E Windows 7 File Recovery
% Windows Update

2. i) lesb wouosd 233 Is 2sbh Lbwds.

v Search Contral Panel

Wiew by:  Small icons *

3 Administrative Tools
Credential Manager
ﬂ Device Manager

@ Ease of Access Center
Flash Player (32-bit)
* HomeGroup

Z2 Keyboard

F Mouse

B Performance Information and Tools
3 Power Options

@ Region

% Speech Recognition
1B System

82, User Accounts

i Windows Defender




Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

@ - 1 _;E <« All Control Panel lterns » MNetwork and Sharing Center v & Search Control Panel Do

View your basic network information and set up connections

View your active networks

Network 2 Access type: Mo Internet access
Public network Connections: [ E -

& Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,

3. Iz, louold wish pdlo IJgpd slod) W98 IJols.



Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.,

y Set up a new nebwork
=agg Set up a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

Mext

| | Cancel

4168, 8938 luwegsle esb loueld IUlueyue (VPN).




How do you want to connect?

=< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

< Dial directly
Connect directly to a phone number without going through the Internet.

A [P

5. 1¢J guslo IP Jslzos WAN g FQDN IJglos o ASA sls luupe Jeolsis VPN IJpoe peds! 9lod,
eJds logsle.



Internet address:

Destination name:

[ |Use a smart card

Type the Internet address to connect to

Your network administrator can give you this address.

172.16.1.2

L2TP VPN

Femember my credentials

@ [ ] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

| Create || Cancel

6. O o5 IJubodle sldeuuhds: ige) cissy tsb ledble IUpzad B IUzie Uisuw pu
IUlbl,.

Ea
e

Control Panel Home

I Change adapter settings I

Change advanced sharing
settings

@ - 4 ﬁ <« All Control Panel lterns » MNetwork and Sharing Center v O Search Control Panel 2

View your basic network information and set up connections

View your active networks

Network 2 Access type: Mo Internet access
Public network Connections: [H] Ethernet

Change your networking settings
Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair nebwork problems, or get troubleshooting information.

7. 108 win 1Jplauw IJlspo 98 1Jpolsis 1Jss wp logbldo pd) Juveds VPN Il 06 Lldb,ls

L2TP gl o, IJguolisue.




@ - 4t l_-@« Metwork and Internet » Metwork Connections » AN Search Metwork Connections 2

Organize = Start this connection Rename this connection Delete this connection  » g: ~ [ @

II Ethernet — | LZTP VPN
: MNetwork 2 Disconnected
vimxnetd Ethernet Adapter W, C t / Di &
Status

Set as Default Connection
Create Copy

Create Shortcut

@ Delete

@ Rename

@ Properties I

8. 1bwdd [Js edles IUowsse Iiplo: slge, wog uvwds VPN do9esdsd IUlouold IJodds
JUbu 6 2 pg IPsec (L2TP/IPsec) & p 1o, 996 Ilgsble Idpcdsps.



Type of VPN:

|Laya'2TL.u'1n&I.ing Frotocol with [Psec (LZTF/IPsec) W

Data encryption:
Require encryption (disconnect if server declines)

Authertication
() Use Extensible Authentication Protocol (EAP)

W
Properties

() Allow these protocols

|| Unencrypted password (PAP)
|| Challenge Handshake Authertication Protocol (CHAP)
[ ] Microsoft CHAP Version 2 (MS-CHAP v2)

[ | Automatically use my Windows logon name and
password (and domain, if ary)

9. bed IJpbole Ipuie,d puwwdl Jel 09 0399, B Tunnel-group DefaultRAGgroup sl 6,
999 p9ld§. Vs o3l Idpeldr sop luwegsle Clsc0@123 Jpbole puivend puwedl.



(®) Use preshared key for authentication

Key: | ClscO@123

[ Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

10. i'acu b)s86 ldpolb 86 Jduwpelz wodo IJo,9e9dsdle 9olds pU weds lus IJlizosl
Microsoft CHAP 1J]_o>l) 2 (MS-CHAP v2) W 9b 9lu 9, 999 p9ldd.



General | Options | Securty | Networking | Sharing

Type of VPN:
Layer 2 Tunneling Protocol with |Psec (LZTP/IPsec) W
Advanced settings
Data encryption:
Require encryption (disconnect if server declines) W
Authentication

() Use Extensible Authentication Protocol (EAP)

Properties

(@) Allow these protocols

[ ] Unencrypted password (PAP)

[ ] Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ ] Automatically use my Windows logon name and
password (and domain, if ary)

OK Cancel

1. ceo logaldlo IJgveds: o9,y v 1Jplogw |Ji§pg eJds polsss L2TP VPN glg e,
IJlouolJidbe IJlouolJ.



Set as Default Connection
Create Copy

Create Shortcut
'E‘i' Delete
'E‘i' Rename

'E‘i' Properties

12. wsbo, e lduvodle e lud) eds logald eds louold L2TP VPN.

£ Network Connections Networks
(—:l - T .‘;' <« Metwork and Internet » Metwork Connections v &
Organize = Start this connection Rename this connection Delete this connection ke Connecuons
.:. Ethernet [ | LITPVEN Network 2
= _ MNetwork 2 =gy Disconnected
W~  wmxnet3 Ethernet Adapter &2 WAN Miniport (L2TP)

L2TP VPN

13. bgd wslole lgcpb IJpuuegse 9@, 898 p9ldd.

£ Network Connections - =
:(-:' - 4 E' « Metwork and Internet » Metwork Connections » v & Search Metwork Connections 2
Organize = Start this connection Rename this connection Delete this connection Eed ﬁ; hd |j ii
— Ethernet — L2TP VPN
.-E!ﬁ Metwork 2 L'--J. Disconnected
Wi~ wvmxnet3 Ethernet Adapter gz W Connect / Disconnect
Status

Limited [




lJSEr name

Password

Domain:

B 2lJs eblod Ieedple IUpbdycs gds Ul Uoolseso: uusepe lousle louald L2TP/IPsec.



Networks

Connections

L2TP VPN Connected ﬂ*g-’

Network Limited

odosu UG IJodumse

loQuwle IJlouold |Jud§§ 08 pSJ6 SpIdud [gwogslpol Juzgsss 2yIdé py9) Idoslule
JJUAJoulu lJo,es0 |3 Ulao_)o lJposW96 IJos Sge wuvdsol. 9o.>| Suoey wdysy Ylispd
lJVCdP k_96 IJS&JOSJ (ACL) |Jp§u_)u0 uO)O IJP&S_)O SUp uwk-ggs_) E’)JO ©o9) |Ju;5|u|
I iodle 1UG,es8 19 1UIz036 IUpuowsds 1ezsss g Blisped lJoede B 19 o9J (ACL) odo
g IJud @ pu wolss IUgpsd: 9swp wovse Idpuwble Joso IUgvodle 1J8,e86 eJs 229J
w9zso IJYdposyo) Iduvguos. sewyue ASA jwlds DHCPenform oo gpsd 985 wluwedsle
Jule Iduveds 1J,ess 9lgupe 1Jpzld sldpuwble Ieloes 590 Wisle.

IJodosu eJs ASA

ci scoasa(config)# access-list SPLIT standard permt 10.1.1.0 255.255.255.0

ci scoasa(config)# group-policy DefaultRAG oup attributes

ci scoasa(config-group-policy)# split-tunnel-policy tunnel specified

ci scoasa(config-group-policy)# split-tunnel-network-list value SPLIT
ci scoasa(config-group-policy)# intercept-dhcp 255.255. 255. 255 enabl e

IJodaso gds gpsd L2TP/IPsec

1. 108, wiv Jplsgw Ilspew eds peod L2TP VPN slée, guolisuo.



@ - 4 l_-@« Metwork and Internet » Metwork Connections » v &

Organize = Start this connection

I Ethernet
Metwork 2
vimxnetd Ethernet Adapter

Search Metwork Connections 2

Rename this connection Delete this connection  » Er ~ [ @

Disconnected

! l | L2TP VPN
w Connect / Disconnect

Status
Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename

e S

Properties I

2. 1uo@d IJs gdlps ousse Iduveds: glge,) IUluosh 4 pu wy9wsded IUloe,uw (TCP/IIPV4) &

b8y 998 guolisue.



General | Options | Security Sharing

This connection uses the following tems:

. |Intemet Protocol Version &
Intemet Protocol Version 4 (TCP/ IF"-A:I

[v] ﬂ_f_ Client for Microsoft Netwarks

C— &) Uninstal

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected networks.

3. 108, V938 s gsble ped> 6.



izeneral

You can get |P settings assigned automatically if your network
supports this capability. Ctherwise, you need to ask your networlk
administrator for the appropriate IP settings.

(@) Obtain an P address automatically
() Use the following IP address:

IF addrezz:

(@) Obtain DNS server address automatically

() Use the following DNS server addresses:

Freferred DS zerver;

Altermate DS zerver:

4. 8p Vlgle woass luwodsle Iwsles IJIBe,luoss gds tsb Jubeds IJwgss 9lud) $98
P9I S.



IP Settings | DNS | WINS

This checkbox only applies when you are connected to a local
network and a dialup network simultaneously. When checked, data
that cannot be sent on the local netwarl is forwarded to the dial-up
networ.

|:| Use default gateway on remote netwark

[ ] Disable class based route addition

Automatic metric

Interface metric:

lJoz2dd pu lJuors

lwegse 03l ldBuwe Joldss gpd Idodssy wuvdd Loese.

plelbd: wogp 316 penzp 12z (IUgpdle lpwzdon S3b) weo Isle, show. Iuucse
"blé pesee IJIBIR" Jerue wedsd Jeise 1Jle, show.

« show crypto ikevl sa = SEH U2 PSE ui.l-__;é“& IKE |Ja|J.50 L9.5 QJ'DQJ.

ci scoasa# show crypto ikevl sa
| KEvl SAs:
Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

1 | KE Peer:

10.1.1.2
Type :ouser Rol e : responder
Rekey : no

State : MM ACTIVE

+ show crypto ipSec = SEHLL gPSE ro&;x.ékb O:sle Cop0 IPsec |JC|J§O t_9§ ubs).

ci scoasa# show crypto ipsec sa
interface: outside
Crypto map tag:

outside_dyn_map

, seq num 10, local addr: 172.16.1.2

| ocal ident (addr/mask/prot/port): (172.16.1.2/255.255.255. 255/

17/1701

renote ident (addr/mask/prot/port): (10.1.1.2/255.255.255. 255/

17/1701

current_peer: 10.1.1.2, username: test

dynamic allocated peer ip: 192.168.1.1

dynami c al |l ocated peer ip(ipv6): 0.0.0.0

#ipkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29

#ipkts decaps: 118, #ipkts decrypt: 118, #pkts verify: 118

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 29, #pkts conp failed: O, #pkts deconp failed: O
#post-frag successes: 0, #post-frag failures: 0, #fragnents created: O
#PMTUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICWP Errors rcvd: O



#send errors: 0, #recv errors: O

| ocal crypto endpt.: 172.16.1.2/0, renote crypto endpt.: 10.1.1.2/0
path mu 1500, ipsec overhead 58(36), nedia nmtu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

| CMP error validation: disabled, TFC packets: disabled

current outbound spi: EBAF927A

current inbound spi : 71F346AB

i nbound esp sas:
spi: Ox71F346AB (1911768747)
transform esp-3des esp-sha-hmac no conpression
in use settings ={RA, Transport, |KEvl, }
slot: 0, conn_id: 4096, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (237303/3541)
1V size: 8 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x00000003
out bound esp sas:
spi: OxE8AF927A (3903820410)
transform esp-3des esp-sha-hmac no conpression
in use settings ={RA, Transport, |KEvl, }
slot: 0, conn_id: 4096, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (237303/3541)
1V size: 8 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

+ show vpn-sessiondb detail ra-ikev1-ipsSec filter protocol I2tpOverlpSec - sg,,2 pedople odLo8Js6 29J L2TP gy, louolJle IPsec.

ci scoasa# show vpn-sessiondb detail ra-ikevl-ipsec filter protocol |2tpQOverlpSec

Session Type: |KEvl | Psec Detail ed

Username ¢ test
I ndex 1
Assigned IP : 192.168.1.1 Public IP s 10.1.1.2
Pr ot ocol : I KEvl | Psec L2TPOver| Psec
Li cense : OGther VPN
Encryption : I KEvl: (1)3DES |Psec: (1)3DES L2TPOverlPsec: (1)none
Hashi ng © IKEvl: (1)SHA1 |Psec: (1)SHAl1 L2TPOverl Psec: (1)none
Bytes Tx : 1574 Byt es Rx : 12752
Pkts Tx : 29 Pkts Rx : 118
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : L2TP-VPN Tunnel Group : DefaultRAGroup
Login Tinme : 23:32:48 UTC Sat May 16 2015
Dur ati on : Oh: 04m 05s

Inactivity : Oh: 00m 00s



VLAN Mappi ng :
Audt Sess ID:
Security Gp :

| KEvl Tunnel s:

| Psec Tunnel s:

IKEvl:

Tunnel ID
UDP Src Port

| KE Neg Mode :

Encryption
Rekey Int (T):
D'H G oup
Filter Name

IPsec:

Tunnel D
Local Addr
Renot e Addr
Encryption
Encapsul ati on:
Rekey Int (T):
Rekey Int (D):
Idle Tine Qut:
Bytes Tx

Pkts Tx

L2TPOverIPsec:

Tunnel ID

Username

Assigned IP

Public IP :

Encryption

N A

none

1
1
L2TPOver | Psec Tunnels: 1

1.1

500

Mai n

3DES

28800 Seconds
2

1.2

VLAN
0a6a2577000010005557d3a0

UDP Dst Port
Aut h Mode
Hashi ng

Rekey Left(T):

172.16. 1. 2/ 255. 255. 255, 255/ 17/ 1701
10. 1. 1. 2/ 255. 255. 255. 255/ 17/ 1701

3DES

Transport

3600 Seconds
250000 K-Bytes
30 M nutes
1574

29

1.3

test

192.168.1.1

10.1.1.2

none

Hashi ng

Rekey Left(T):
Rekey Left(D):

Idle TO Left
Bytes Rx
Pkts Rx

Hashi ng

none

500

pr eShar edKeys
SHA1

28555 Seconds

SHA1

3576 Seconds
250000 K-Bytes
29 M nutes
12752

118

none



Auth Mode : msCHAPV2

Idle Tine Qut: 30 M nutes Idle TO Left : 27 M nutes
Client OS : Mcrosoft

Client OS Ver: 6.2

Bytes Tx . 475 Bytes Rx : 9093

Pkts Tx ;18 Pkts Rx ;105

Vs ASDM: ceo IJpyldew6 > VPN > Jo olissle VPN > eduvlo IJgpd Spdu 1986 IUpedsple
lJeled [Jpoed 86 weduwd vwdo VPN. spdy wuodso L2TP g eduwle gpd IPsec w9luubo
IPsec (IKEV1) IUsosd g0 wed > IJu)yseeded > L2TP g IPsec.

File View Tools Wizards Window Hel [Type topc to searc Go
<l mmim
@} Hame 2, Configuration ‘DM mg“ Jswre QU retresh| Q asck () rorvas| D | j cisco
Device List Monitoring > VPN > VPH Statistics > Sessions. o
& Add [ Delet= ﬁc nnnnn t
Find: s Type active Cumuiative Peak Concurrent Tnactve
& 10.105.130.63 B TKEW1 TPsec/LZTP IPsec 1 15 1
= 10.105.130.92
5 10.105.130.58
# 10.105.130.102
# 10.105.130.153
B 10.105.130.211
= 10.105.130.214
3 10.105.130.225 = —
2 e i) Aot s < o e |
ven a s
eElwnsatsic ||| | ysername erD Policy Protocl Lugmme Chenm’eer) Type Bytes Tx NACR \« Details
M¥scscons] SO v e vt v Bytes R
B PN Cluster Loads 192.168.1.1 [IKEw1 IPsec &{05:45: 13 UTC Sat May 9 2015 uzz Logout.
=0, rpo St le2.103.236.175 e (3Dke Peee (1 fonoam 250 e
B Compression statistics prg
ner

luwed bl 1Jisble sl oJlzol
$98, 03l IJBuwpe pedsple spdud luuegsleol Jluvaduuld igble IJodssy sluadlzol.

pdlebd: Ize 1Js pedople popd 29 19le) o0z Bud luveésle 1910, debug.

o238y £Js ASAL 5pdud wessy puvessle wuoese leble POLIES: LI o)l os:
sop luwople ldegwess 1. Bl Ypo wogss) puvoss vuogse IJIRblec ©9> wojlss )28
o9uwe wueese ldligble. oW 3Jd wgd) glued Vs wssle [Jloole!

lwogse I9ley ouoese igble IJolJsé pe wots Ies) Jluved il Tgble ud g VPN sl olzol

- debug crypto ikev1 - sg,0 pedople wuopse IJigble 29d IKE
- debug crypto ipSec - s& 2 pedsele wuozse IJigble z9J IPsec
Bspel sds 18l wuoese IJigble Jlouold L2TP olzz su) louold IPSec:

May 18 04:17:18 [|1 KEv1] | KE Receiver: Packet received on 172.16.1.2:500 from 10.1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, | KE_DECODE RECElI VED Message (nsgid=0) with payl oads : HDR
+ SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + VENDOR (13) + NONE (0) total length : 408

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing SA payl oad

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Recv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Rcv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Cakley proposal is acceptable
May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, Received NAT-Traversal RFC VID


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Received NAT-Traversal ver 02 VID
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Received Fragnentation VID

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing | KE SA payl oad

May 18 04:17:18 [IKEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Rcv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Rcv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1. 2,

IKE SA Proposal # 1, Transform # 5 acceptable Matches global IKE entry # 2

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing | SAKMP SA payl oad
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing NAT-Traversal VID ver RFC payl oad
May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, constructing Fragnentation VID + extended

capabilities payl oad

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE SENDI NG Message (nsgi d=0) with payl oads : HDR +
SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 124

May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE _DECODE RECElI VED Message (nsgi d=0) w th payl oads : HDR
+ KE (4) + NONCE (10) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 260

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing ke payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing | SA KE payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing nonce payl oad

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, processing NAT-D scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, processing NAT-D scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, constructing ke payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing nonce payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing C sco Unity VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing xauth V6 VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Send IOS VID

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Constructing ASA spoofing | GS Vendor |ID payl oad
(version: 1.0.0, capabilities: 20000001)

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Send Altiga/Ci sco VPN3000/Ci sco ASA GW VI D
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing NAT-Di scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing NAT-Di scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEV1]IP = 10.1.1. 2,

Connection landed on tunnel_group DefaultRAGroup

May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, Generating keys for
Responder-. . .

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE SENDI NG Message (nsgi d=0) with payl oads : HDR +
KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D
(20) + NONE (0) total length : 304

May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE _DECODE RECElI VED Message (nsgi d=0) w th payl oads : HDR
+ ID (5 + HASH (8) + NONE (0) total length : 64

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, processing |ID payl oad

May 18 04:17:18 [I KEvl DECODE] Group = Defaul tRAG oup, IP = 10.1.1.2, ID_IPV4_ADDR I D received
10.1.1.2

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, processing hash payl oad



May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, Conputing hash for | SAKMP
May 18 04:17:18 [I KEvl] G- oup = DefaultRAG oup, IP = 10.1.1.2,

Automatic NAT Detection Status: Remote end is NOT behind a NAT device This end is NOT
behind a NAT device

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, Connection |anded on tunnel _group Defaul t RAG oup

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing |ID payl oad

May 18 04:17:18 [I KEvl DEBUQG G oup Def aul t RAGroup, | P = 10.1.1.2, constructing hash payl oad
May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, Conputing hash for | SAKMP
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing dpd vid payl oad
May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE SENDI NG Message (nsgi d=0) with payl oads : HDR +
ID (5) + HASH (8) + VENDOR (13) + NONE (0) total length : 84

May 18 04:17:18 [I KEvl] Group = DefaultRAG oup, IP = 10.1.1.2,

PHASE 1 COMPLETED

May 18 04:17:18 [IKEV1]IP
May 18 04:17:18 [IKEV1]IP
alives (type = None)

May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, Starting Pl rekey tiner:
21600 seconds.

May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500

May 18 04:17:18 [IKEvl DECODE] I P = 10.1.1.2, |IKE Responder starting Q4 msg id = 00000001

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE RECElI VED Message (nsgid=1) with payl oads : HDR
+ HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) total length : 300

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, processing hash payl oad

May 18 04:17:18 [I KEvl DEBUQG G oup Def aul t RAGroup, | P = 10.1.1.2, processing SA payl oad

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, processing nonce payl oad
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, processing |ID payl oad

May 18 04:17:18 [I KEvl DECODE] Group = Defaul tRAG oup, IP = 10.1.1.2, 1D _IPV4_ADDR ID received
10.1.1.2

May 18 04:17:18 [I KEvl] Group = DefaultRAG oup, IP = 10.1.1.2,

10.1.1.2, Keep-alive type for this connection: None
10.1.1.2, Keep-alives configured on but peer does not support keep-

Received remote Proxy Host data in ID Payload: Address 10.1.1.2, Protocol 17, Port 1701

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, processing |ID payl oad

May 18 04:17:18 [I KEvl DECODE] Group = Defaul tRAG oup, IP = 10.1.1.2, ID_IPV4_ADDR ID received
172.16.1.2

May 18 04:17:18 [I KEvl] Group = DefaultRAG oup, IP = 10.1.1.2,

Received local Proxy Host data in ID Payload: Address 172.16.1.2, Protocol 17, Port 1701

May 18 04:17:18 [I KEvl] Group = DefaultRAG oup, IP = 10.1.1.2,

L2TP/IPSec session detected.

May 18 04:17:18 [I KEvl] G oup = Defaul t RAG oup, IP = 10.1.1.2, QM IsRekeyed old sa not found by
addr
May 18 04:17:18 [I KEvl] Group = DefaultRAG oup, IP = 10.1.1.2,

Static Crypto Map check, map outside_dyn map, seq = 10 is a successful match

May 18 04:17:18 [IKEvl] G oup = Defaul t RAG oup, IP = 10.1.1.2, |IKE Renpte Peer configured for
crypto map: outside_dyn_map



May 18 04:17:18 [I KEvl DEBUQG G oup
May 18 04:17:18 [I KEvl DEBUQG G oup

Def aul t RAGroup, IP =
Def aul t RAGroup, IP =

|
[EnY
©

2, processing | PSec SA payl oad
2, |

|
[EnY
o

PSec SA Proposal # 2, Transform # 1 acceptable

Mat ches gl obal 1PSec SA entry # 10
May 18 04:17:18 [IKEvl] G oup = Defaul t RAGroup, IP = 10.1.1.2, I KE requesting SPI!
| PSEC. New enbryoni c SA created @ 0x00007fffel3ab260,
SCB: 0xE1C00540,
Di rection: inbound
SPI : Ox7AD72EOD
Session | D: 0x00001000
VPl F num : 0x00000002
Tunnel type: ra
Pr ot ocol 1 oesp
Lifetime : 240 seconds
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, IKE got SPI from key engi ne:
SPI = 0x7ad72e0d
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, oakley constucting quick
node
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, constructing bl ank hash

payl oad

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, |IP = 10.1.1.2, constructing |PSec SA
payl oad

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, |IP = 10.1.1.2, constructing |IPSec nonce
payl oad

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing proxy |D
May 18 04:17:18 [I KEvl DEBUQG G oup = Defaul t RAG oup, IP = 10.1.1. 2,

Transmitting Proxy Id:
Remote host: 10.1.1.2 Protocol 17 Port 1701

Local host: 172.16.1.2 Protocol 17 Port 1701

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing gm hash payl oad
May 18 04:17:18 [I KEvl DECODE] Group = DefaultRAG oup, IP = 10.1.1.2, |KE Responder sending 2nd
QM pkt: msg id = 00000001
May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE SENDI NG Message (nsgi d=1) with payl oads : HDR +
HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) total length : 160
May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500
May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE RECElI VED Message (nsgid=1) with payl oads : HDR
+ HASH (8) + NONE (0) total length : 52
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, processing hash payl oad
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, loading all |PSEC SAs
May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, Generating Quick Mde Key!
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, NP encrypt rule | ook up for
crypto map outside_dyn_map 10 mat chi ng ACL Unknown: returned cs_i d=e148a8b0;
encrypt _rul e=00000000; tunnel Fl ow_rul e=00000000
May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, Generating Quick Mde Key!
| PSEC. New enbryoni c SA created @ 0x00007fffelc75c00,

SCB: 0xE13ABD20,

Di rection: outbound

SPI : 0x8Cl4FD70

Session | D: 0x00001000



VPIF num : 0x00000002
Tunnel type: ra
Pr ot ocol 1 oesp
Lifetinme : 240 seconds
| PSEC. Conpl et ed host OBSA update, SPI 0x8Cl4FD70
| PSEC. Creating outbound VPN context, SPI 0x8Cl4FD70
Fl ags: 0x00000205
SA . 0x00007fffelc75c00
SPI : 0x8Cl4FD70
MIU : 1500 bytes
VCI D : 0x00000000
Peer : 0x00000000
SCB : Ox0AC609F9
Channel : 0x00007fffed817200
| PSEC. Conpl et ed out bound VPN context, SPI 0x8Cl4FD70
VPN handl e: 0x00000000000028d4
| PSEC. New out bound encrypt rule, SPI 0x8Cl4FD70
Src addr: 172.16.1.2
Src mask: 255. 255, 255. 255
Dst addr: 10.1.1.2
Dst mask: 255.255. 255. 255

Src ports

Upper: 1701

Lower: 1701
(04] : equal

Dst ports

Upper: 1701

Lower: 1701
(04] : equal
Protocol: 17

Use protocol: true
SPI: 0x00000000



Use SPI: false
| PSEC. Conpl et ed out bound encrypt rule, SPI 0x8Cl4FD70
Rul e I D. 0x00007fffelc763d0
| PSEC. New out bound permit rule, SPI 0x8Cl4FD70
Src addr: 172.16.1.2
Src mask: 255. 255. 255. 255
Dst addr: 10.1.1.2
Dst mask: 255.255.255. 255

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Protocol : 50
Use protocol: true
SPI: 0x8C14FD70
Use SPI: true
| PSEC. Conpl eted outbound permit rule, SPI 0x8Cl4FD70
Rul e I D: 0x00007fffelc76a00
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, NP encrypt rule | ook up for
crypto map outside_dyn_map 10 matchi ng ACL Unknown: returned cs_i d=e148a8b0;
encrypt _rul e=00000000; tunnel Fl ow_rul e=00000000
May 18 04:17:18 [I KEvl] G oup = Defaul tRAG oup, IP = 10.1.1.2, Security negotiation conplete for
User () Responder, Inbound SPI = 0Ox7ad72e0d, Qutbound SPI = 0x8cl14fd70
May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, IKE got a KEY_ADD nsg for
SA: SPI = 0x8c14fd70
| PSEC. New enbryoni c SA created @ 0x00007fffel3ab260,
SCB: 0xE1C00540,
Di rection: inbound
SPI : Ox7AD72EOD
Session I D: 0x00001000
VPIF num : 0x00000002
Tunnel type: ra
Pr ot ocol 1 oesp
Lifetinme : 240 seconds
| PSEC. Conpl et ed host | BSA update, SPI 0x7AD72EOD
| PSEC. Creating inbound VPN context, SPI 0x7AD72EOD
Fl ags: 0x00000206
SA . 0x00007fffel3ab260
SPI  : O0x7AD72EOD
MIU : O bytes
VCI D : 0x00000000
Peer : 0x000028D4
SCB : OxOAC5BD5B
Channel : 0x00007fffed817200
| PSEC. Conpl et ed i nbound VPN context, SPI 0x7AD72EOD
VPN handl e: 0x0000000000004174
| PSEC. Updating out bound VPN cont ext 0x000028D4, SPI 0x8Cl4FD70
Fl ags: 0x00000205
SA . 0x00007fffelc75c00
SPI . 0x8Cl4FD70
MIU : 1500 bytes
VCI D : 0x00000000
Peer : 0x00004174
SCB : OxOAC609F9
Channel : 0x00007fffed817200
| PSEC. Conpl et ed out bound VPN context, SPI 0x8Cl4FD70
VPN handl e: 0x00000000000028d4
| PSEC. Conpl et ed out bound inner rule, SPI 0x8Cl4FD70
Rul e I D: 0x00007fffelc763d0
| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x8Cl4FD70



Rul e 1 D: 0x00007fffelc76a00
| PSEC. New i nbound tunnel
Src addr: 10.1.1.2
Src mask: 255. 255, 255. 255

Dst addr: 172.16.1.2
Dst mask: 255.255. 255. 255
Src ports

Upper :

Lower :

(0]
Dst ports

Upper :
Lower :
(04] equal
Protocol : 17
Use protocol: true
SPI: 0x00000000
Use SPI: false
| PSEC. Conpl et ed i nbound tunnel
Rul e I D: 0x00007fffel3aba90
| PSEC. New i nbound decrypt rule,
Src addr: 10.1.1.2
Src mask: 255.255. 255. 255
Dst addr: 172.16.1.2
Dst mask: 255.255. 255. 255
Src ports

Upper :

Lower :

(0]
Dst ports

Upper :
Lower :
(04] i gnore
Protocol : 50
Use protocol: true
SPI: 0x7AD72EOD
Use SPI: true
| PSEC. Conpl et ed i nbound decrypt
Rul e I D: 0x00007fffelc77420
| PSEC. New i nbound pernit rule,
Src addr: 10.1.1.2
Src mask: 255.255. 255. 255
Dst addr: 172.16.1.2
Dst mask: 255.255. 255. 255
Src ports

Upper :

Lower :

(0]
Dst ports

Upper :
Lower :
(04] i gnore
Protocol : 50
Use protocol: true
SPI: 0x7AD72EOD
Use SPI: true
| PSEC. Conpl et ed i nbound perm t
Rul e I D: 0x00007fffel3abb80
May 18 04:17:18 [I KEvl DEBUQG G oup
KEY_UPDATE, spi Ox7ad72e0d
May 18 04:17:18 [I KEvl DEBUQG G oup
3420 seconds.
May 18 04:17:18 [I KEv1l] Group

1701
1701
equal

1701
1701

0
0
i gnore

0
0

SPI

0
0
i gnore

0
0

rul

flow rule,

flow rule,

SPI

rul e,

SPI

0x7AD72EOD

SPI

0x7AD72EOD

SPI

0x7AD72EOD

e,

Def aul t RAGr oup,

SPI 0x7AD72EOD

Def aul t RAGr oup,
Def aul t RAGr oup,

I P

0x7AD72EOD

0x7AD72EOD

| P 10.1.1.2, Pitcher: received

IP =10.1.1.2, Starting P2 rekey tiner:

10.1.1. 2,



PHASE 2 COMPLETED

(msgi d=00000001)

May 18 04:17:18 [I KEv1] | KEQM Active() Add L2TP classification rules: ip <10.1.1.2> mask
<OXFFFFFFFF> port <1701>

May 18 04:17:21 [I KEv1l] Group = Defaul t RAG oup,

Username = test, IP = 10.1.1.2, Adding static route for client address: 192.168.1.1
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