od9so wble luwple IJublgle (DNS) gds
lJpe9zole

lesls pozo Jlwegol sle 5 DNS

lJp 95,00

Suod 03l IJpwews Jsidsé wdosy uble wuwpss Idezld (DNS) Jeszole Cisco.
lJeobdole IUIuljusé
lJeobdolo
900 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:
¢ 9lzos ub, 1Jigle, (CLI) ®IOS oy Cisco
* wJ9YJ DNS IJglp
lJpdyole |dpuuegspd
Jlsoue) ol ldeuwews eds luosble wolez 9pdsule pldss pesus.
oo logble Idpedople 15136 B o3l ldpumwows pu Ilzoss 1092936 B wsiss pepduss ¢luos.
wlo gpse IJlzojé IJ,ouuoé_)pé'z WO odl IJ,ouuoo{yodgtﬂso PPUNIT (;I;'Qo)lub@). Bl Jlpo
dredod 96 Idogvgsd Bolds pu Wopd Jdules) IJpzeed Jls le).
IJIsobdlzle

Jdewesd eds pis> pu ldpedsple od luobdizle Idpuwowslo bee lds luobdlizle wdesele
Cisco lJo9uss.



lesl> pogo Jlwegsle gpdsle vz DNS

|J|3|ron|ngtraceroute|_9 P luwp puosd @l pu E.U9IU |P lLJ”UC-)P 0o U|.9|r°.) JJ&&Lo wSJY:

lJ9 o

Joze
cU |opds wzed luwe lJpLos [Us g0l IJpuwawsé s DNS. sop pdso o3l 1Jie,
eeld lvupdd 1ol os.
ip

ip
names . 2910 213 lgwpe sl I e
sorver| G252 €910 e luwp sles Iy 1.

S8S9 Ylises uldezldle JJ puol Jswpe weywwe wlidoulye.

Slisps
ezldlo

pdlzlbs: ds elJo €50 929> Slispd peldloc swp luvogsle luwe Idpeld 1J3s 2ado0
cluweddle 1oy IJodssy IUgle ip domain-name.

WO 2lJs 929> Blispo peldle: Jl swp lvogsle luwe IJpzld UGl os.




l e
eelJ
ip

u&)sd Iu*’r" PE'J |L9u)|u05 §uuot>po VJQ'PE Cisco 10S .J|¢Jro|.J iwro|c LJ;_;@{SL;)
IJpos 96 £y 1Jpdeds (Iuwple wo9u luwe peld euins pudsb). Jl e wouopsU
lJwe,6 1Jlsdss Idos o od luwe £8) pood g0 luwpe 1Jpeld.

ip
ospf
name-
lookup

$89p wodaso Boz b, puwb isdl (OSPF) JJuze gu luwple DNS Jdiweisle B
zesE 82902 19lp) EXEC J OSPF. weed 0do ldpsid pu lduwod weised 1Upsze Jlu
IJeszo swp ru20 wldluwe wadl pu perd Ipsze IJEluo wo g pe)yd Idpzly, Jo.

S9uPC

o3l IJpold wpsdel JJodssy s p9zo wp wdssue Jdued IJiuwlus bs DNS:

VP93 vd9su IJued gu DNS IJigwlyws

Router#

<#troot>

show runni ng-config

Building configuration...

Current configuration : 3922 bytes

! Last configuration change at 16:24:57 UTC Fri May 12 2023
version 17.3

service timestamps debug datetime msec
service timestamps log datetime msec

I Call-home is enabled by Smart-Licensing.
service call-home

platform gfp utilization monitor Toad 80
platform punt-keepalive disable-kernel-core
platform console serial

hostname Router

boot-start-marker
boot-end-marker

no aaa new-model

i p name-server 192.168.1.1

I--- Configures the IP address of the name server. !--- Domain lookup is enabled by default.

interface GigabitEthernetl
ip address 192.168.1.10 255.255.255.0




negotiation auto
no mop enabled
no mop sysid

!
!

I--- Output Suppressed.
end

<#root>
Router#

pi ng www. ci sco. com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.37.145.84, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Router#

o duuld 1Jigble gl oJlzol

wew eldle wlé spdud 1o o elds pu zldle 1Jg bl o3o:

<#root>
Router#
debug ip udp

UDP packet debugging
Router#

pi ng www. ci sco. com

*Mar 8 06:26:41.732:

10. 250. 35. 250( 53)

, length=59

*Mar 8 06:26:44.740:
*Mar 8 06:26:47.744:

% Unr ecogni zed host

Router#undebug all

is on

UDP: sent src=10.69.16.66(5476), dst=

UDP: sent src=10.69.16.66(5476), dst=10.250.35.250(53), Tength=59
UDP: sent src=10.69.16.66(5476), dst=10.250.35.250(53), Tength=59

or address, or protocol not running.

A1l possible debugging has been turned off

Router#

pi ng www. ci sco. com

Transl ati ng "www. ci sco. conf'...donain server (172.16.249.4) ;|

Not process



Router#

pi ng www. ci sco. com

*May 12 16:48:36.302:
*May 12 16:48:36.302:

255. 255. 255. 255( 53)

, length=50

*May 12 16:48:37.303:
*May 12 16:48:37.303:
*May 12 16:48:37.304:
*May 12 16:48:37.304:

Reserved port 43478 in Transport Port Agent for UDP IP type 1
UDP: sent src=0.0.0.0(43478), dst=

Reserved port 56191 in Transport Port Agent for UDP IP type 1
UDP: sent src=0.0.0.0(56191), dst=255.255.255.255(53), length=50
Released port 43478 in Transport Port Agent for IP type 1
Released port 43478 in Transport Port Agent for IP type 1%

Unr ecogni zed host or address, or protocol not running.

io,oo o3| steps ig Soys 03l puudJé:

1. olds po !rodlo..fsé':guogJ lJe9zo !._Jk_';= ¢lbe DNS. 59 &l>p DNS oy 1Jpsze wluwesle gusly
IP 1J¢gluo woi 9ulds oy luwasle IJlp, ip name-server Jodosy guslu IP 1Uglue wEbe
DNS gJs lJpe9zo.

2. lgwegsp 030 IJgbsle Juoelo 1o 1Jesze $W@9p wlghs wozse blule IJuzw:

a. w8 Ylisps wepdpe Vs IJsue9d (ACL) wblu @ eds zjpe DNS:

<#froot>

access-1li st
access-1li st

101 pernmit udp any any eq donmain
101 pernmit udp any eq donmin any

b. Iuveése 11, debug ip packet 101.



o;')@_,: olds PU 2SS Ylispes IJozdp Vs 1U9uo9d (ACL). bl Ypo wopdsy
|Jlo, debug ip packet ws9u $lispo wede Vs [J9ue9d (ACL). Wspduo luwle
Jpso Jus)yé pu IJIR)lz IJs 9e206 Idoedp sldoles,) eds 1Uauesd IUs 1Jzols.

3. olds po wpdsy lJie, ip domain-lookup gJs 1Jeszo.

SpeJdud ool lousld ébe 98w 9dIdu JI spdud g0
we9zle HTML

O eldle v, sees) edsd 1dguosd IUs p9lde 95w pesus wldluwe. cuog 0o ldpuudJs
€156 pu 1dpslde IJos sogs) IJsuesd Idsel sldes wdse wlole wze DNS gduws eds guslo
IP 1Jp05) JJozdd po ee loceld IJewslo. 131 Je sop bele beld g5 wozse 19 Jp soe bele
beld (vegus e Jl 9z luwp pdesw Jubly IP) Bspdu eb, bd HTTP.

cwd Idzuosd eds luwp peld IUloe,oe: Sgw L;u'ol w93Spe bdo Jezld inaddr.arpa. sgwpes o3l
IJeeld 1Jglue lzslol wezld edums. sepd Ipeld IJedums eds cesso guldsu IP 1)$pss
IJs iuuro|c lJeelJlw. 31 G 0395 300 IJlucsyue (ISP) IJgluo wd $99) Ebe IJlwe |_9 Ilp p59>
e300 IJlue,yuw (ISP) vosssu guslu JY po Jods pu ldgolsse 1Jgluoo woc WJu oy welzo
lJs ©9>s5p bbdo Jeeld in-addr.arpa gJs bysgod [Jgluos. ©zdd pu 3JY pg £395 E206



lIJloe,oe (ISP).

Ospl sds pold suvwgse www.cisco.com. wp IJodlb o3l 1UIE)lz IJelds pu pelos god UNIX.
IS ensookupldeyulpz 9wmulez 1dzw). Jizb 1,99 Ws IUeé)zle:

<#root>

sj-cse-280%

nsl ookup www. ci sco. com

Note: nslookup is deprecated and can be removed from future releases.

Consider with the 'dig' or 'host' programs instead. Run nslookup with
the '-sil[ent]' option to prevent this message from appearing.

Server: 172.16.226.120
Address: 172.16.226.120#53
Name: www.Cisco.com

Address: 192.168.219.25

sj-cse-280%
nsl ookup 192. 168. 219. 25
Note: nslookup is deprecated and can be removed from future releases.

Consider with the 'dig' or 'host' programs instead. Run nslookup with
the '-sil[ent]' option to prevent this message from appearing.

Server: 172.16.226.120
Address: 172.16.226.120#53
10.219.133.198.1in-addr.arpa name = www.CiSco.com.

sbog wolee IJed) pedople 1o, odLosdl pu 250 DNS:

<#root>
sj-cse-280%

dig 192.168. 219. 25

; <<>> DiG 9.0.1 <<>> 192.168.219.25

;3 global options: printcmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, 1id: 5231

;; flags: qr aa rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: O

;5 QUESTION SECTION:
;192.168.219.25. IN A

;35 AUTHORITY SECTION:

. 86400 1IN SOA
A.ROOT-SERVERS.NET. nstld.verisign-grs.com.
( 2002031800 1800 900 604800 86400 )

;5 Query time: 135 msec



;5 SERVER: 172.16.226.120#53(172.16.226.120)
;5 WHEN: Mon Mar 18 09:42:20 2002

;3 MSG SIZE

rcvd: 107

lJesze Suwwede e9l>p luvple pugsss

sedo JJpsze: IUss seops 8ds puwess vublb IJuiods. IJluuogdlp g0 31 Iuvple pogsss
pzd S Idodssu. 03l pold pu wBluosd peld IP 1JElLe vouozse IRl

<tfroot>

Router#

show run

secti on nane-server

ip name-server 192.168.1.1 10.0.0.2 Router#

Router#

debug i p domain det ai

Router#

t est 002
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56:
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56:
56:
56:
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32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.

32.

32.
33.
33.
34.
34.
34.
34.
34.
34.
34.
35.

723:
723:
723:
723:
723:
724:
724:
724:
724:
724:
724:
724:
725:
725:
725:
726:
726:
726:

726:

726:
726:
726:
726:
726:
726:
727:
727:
727:
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DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:

DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:

detail: cdns_name_verify_internal: Checking if hostname is valid or not..
info: cdns_name_verify_internal: Hostname is valid

detail: cdns_get_rr_type: converting name kind 2000 to type 28

detail: read_forwards: Forward zone server Tlist:

info: delegpt_log: DelegationPoint<.>: 0 names (0 missing), 2 addrs (0 resul
detail: val_operate: validator[module 0] operate: extstate:module_state_init
info: log_nametypeclass: validator operate: query test002. AAAA IN

detail: iter_operate: iterator[module 1] operate: extstate:module_state_init
info: Tog_nametypeclass: resolving test002. AAAA IN

detail: error_response: return error response NXDOMAIN

detail: val_operate: validator[module 0] operate: extstate:module_wait_modul
info: log_nametypeclass: validator operate: query test002. AAAA IN

detail: cdns_get_rr_type: converting name kind 2000 to type 28

detail: read_forwards: Forward zone server Tlist:

info: delegpt_log: DelegationPoint<.>: 0 names (0 missing), 2 addrs (0 resul
detail: val_operate: validator[module 0] operate: extstate:module_state_init
info: log_nametypeclass: validator operate: query test002. AAAA 1IN

detail: iter_operate: iterator[module 1] operate: extstate:module_state_init

i nfo: | og_nanetypecl ass: resolving test002. AAAA IN *May 12 17:56: 32. 726: DNS

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
detail: cdns_get_first_hop: dst 192.168.1.1, intf GigabitEthernetl

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
detail: iter_operate: iterator[module 1] operate: extstate:module_wait_reply
info: log_nametypeclass: iterator operate: query test002. AAAA IN

info: log_nametypeclass: processQueryTargets: test002. AAAA IN

info: log_nametypeclass: sending query: test002. AAAA IN

detail: log_name_addr: sending to target: <.> 192.168.1.1#53

detail: cdns_get_first_hop: dst 192.168.1.1, intf GigabitEthernetl

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
detail: iter_operate: iterator[module 1] operate: extstate:module_wait_reply
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35.
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35.
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730:
732:
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732:
732:
732:
732:
732:

DNS:
DNS:

DNS:
DNS:
DNS:

DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:
DNS:

info: Tog_nametypeclass: iterator operate: query test002. AAAA IN
info: log_nametypeclass: response for test002. AAAA IN

info: log_nane_addr: reply from<.> 192.168. 1. 1#53 *May 12 17:56: 35.729: DNS
info: log_nametypeclass: processQueryTargets: test002. AAAA IN
i nfo: | og_nanetypecl ass: sending query: test002. AAAA IN *May 12 17:56: 35. 72¢

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
error: comm_point_tcp_handle_write: tcp connect: Connection refused

detail: log_addr: remote address 1is ip4 10.0.0.2 port 53 (len 16)

detail: outnet_tcp_cb: outnettcp got tcp error -1

detail: log_addr: tcp error for address ip4 10.0.0.2 port 53 (len 16)
detail: iter_operate: iterator[module 1] operate: extstate:module_wait_reply
info: Tog_nametypeclass: iterator operate: query test002. AAAA IN

info: log_nametypeclass: processQueryTargets: test002. AAAA IN
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