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Which symtom best
describes your problem?

BEP neighbor is lapping or unable to BGP N
I H | Iz erghbor
establish BIGP peering —'M)
; GP Rowles nol in
BGP routes are not in rouling Lable 4-@ Routing Table )

BGF Routr
——| BGF routes not adverfising to neghbors | Advertizemant
_ _ _ Kultshoming/
Troubleshooting multihoming and _ Loadshanng

B lnadshanng

b

i the autonomous system (A3) path
Iength = longer than 50 ASs (100 bytes),
the rower uses regular memaory

a a allocation and returns this error
HHtEll'l'll'IE ?EDGFPABB_JEEQUEEEHUMHE | E— message. For more information, see
What Does the "FaBGP-3-
INSUFCHUNES: Insufficient chunk pools
for aspath” Ermor Message Mean?

MALL L OCFAIL error occurs when the
Receming *%3YS-2-MALLOCFAIL" errar _ router runs out of memory. To optimize
message and troubleshoot BGF memory related
igeues, refar lo Achieve Optimal Routing
and Reduce BGP Memory Congumption.

Pl neads to be configured 1o allow the
—— Unable to run BGP across PIX firewall | gl BGP trafic between BGP peers. For

details, sea Sample Configurations of
BGP acrogs & P Firewall

Common symptems of recursve routing

in BGF are BGF routes keep flapping
BGP routes are flapping in the IP routing from routing table and loss of
table (racursive routing failure) = conhectivty toward BGP-leamed

destinations. For more information, see
Troubleshooting Flapping BGF Routes

Unable 1o do BGP conditional For more information, see Lonfiguring
— advettisamant e and Verfying the BGP Conditienal
Adverlisement Feature

ptbb louuslos BGP jissuvs

lovoduulds gble |ouvle 2L, BGP gloJlzol






Wot Coming Up

£ d

Look forthe log messages.
“ample log rmessages
provided below the flow
chart

Y

Use the werite erminal or
show mnning commands
to find the bgp neighbor
satement for the
nielghbor In guestion.

% the A5
number
correcty

Tes

Melghbor
Establishment

Isthe
neighbor not
aming up or isthe neighbo
flappi ng? U se the show ip bgp
carmrm and to chec

[ o

T o fix thie configuration
s, see Wy Do BGP
Neighbors Toggle
Bebween |dle, Connect,
and Adtive States?

A
Isthe peer
IP address
correcty
Can you
e ping from peer
addressto peeraddress
using extended ping? Referto
Using Extended ping and
A Extended trace route
Eeepalive and
Hold tirme s
correcty
Yes
Y
Yes
sthere an
Mo acce ss list :
dering TCR
ort 1747
= rrltibop configured
[if the eBGP peerisnot
directly connected)?
Yes
Y
Allow TCP part
Yes 179 In an access
Mo list.
supdate-souwrc
oopbackD configure

(if peering on the
oo pback address)?

Is there an MTU n:f:mMuT;::Jh
problerm? Check using ;
il 4 Yese=| problem using
T TLAR e thie lp vt
racirmum siie S
ackek**

the showe ip bgp

neighbor command to
finid the reason Far the

Mo

Fror the lags
see if the
rmessage has
hald tirme
expired and
verify the Brmers
configured.

N

If wou receive the
EITOF ME 55BE
"BGP-4-
MESPFX Mo, of
prefix received
frorm A, B,C. D
reaches{] max
¥ please referto
Configuring the
BGP # aximuem-
Prefix Festure,

Mo

both peers in the
routing table ¥ Use show
ip route to check

Mo
Y

To fix the routing i2sus,
sen Why Do BGP
Heighbors Taggle

Bebereen |dle, Connect,
and sctive States?
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EGF‘ Routes not
in Route Table

.,
.
,f/ S

e .

/QHGF' peereil:ablish:}\
.~ with neighbor advertising
the route (use show ip bpg
summary and show ip bgp
eighbor commands]?

Mo

oesthe path
gxigt inthe BGP table

[usq showe ip bgp
cnmmmd]?
{‘fes

Flapping /’ e

Meighbor

Isbtst path Jtarned Estahlishrme nt

from an iBGP oreBGP peer

{use show ip
gp command)?

Check if the BGP /,&reyuuleammg B

routes are flapping “BGP routesfrom a peer (use®
using the showip shiow ip bgp neighbor < peer-
route | include, address= routes and debug ip
00:00 command. See bgp x.at.x.x updates
Troubleshooting cormrm ards]?

Flapping BGP Route s
{Recursive Routing

Mo

Y

Troubleshoot
the router that

Failure], B is adve rtising
- ¥ the route,
i Iz
Are these filters

5 :
“15 the re ;E“*-

?EW{/valld route to

gxt hop?

synchronization
turned off?

Ifu_‘ configured on either
BGF peer? Uss the
wirite terminal or
show running

Route
Advertiserment

table marked

N N R e et b commands to check
Y * \ ; wvourfilters, Look for
& BGP router with Establish a route i il
sy nchronization for the next hop or i
enabled will not use the next-hop es
install iBGP leamed | | self command an Mo
routes intnllts iBGP Peers. For It fne=ansthat Inbound
routing table tf it is | | more information, soft reconfiguration is
not able to ""3*_":'_3“ see Using BGF for configured and inbound
those routesin its Inte rdomain filters are not allowing
IGP. Tum off Routing. the prefix. Check the
synchronization inbound filte rs and
using the no sync ( Open aTAL change it to permit the
cammand. CagE prefix.
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For more information
oo Sample
Configurations for Load
Sharing with BGF in
Single and Multihomed
Emaronments

Diffarent
I5Ps

If the BGP conneciion
15 terminated on &
single rauter on bhath
sides, load balancing
can be achieved by
peering with a
loopback address. For
mare Information, see
|Load Shanng Using the
Loopback Address a5 a
BGP Meighbaor,

+—Single

Multihoming/
Loadsharnng

Is your load-

share traffic
destined for
inbound or

—— Clutbound —.

3o ta Multihoming
Cutbound

outhound ?

Inbound

Sultihomed wit
samea ISP or two
different 1SPs

Same
5P

terminated on single
router or multiple ?

Mulipl e —e

You can configure load
sharing in many ways
using MED, AS-path
prepends, or community
attributes. For more
information about the most
commonly used A5-path
sample confiquration, see
Load Shanng when
Dualhomed to One |SP
Theough Multiple Local
Routars. For More
infarmation on MED and
community altibutes, Refer
to Uging B for
Interdomain Routing,

loweduulyd igble le i puuly BGP sluoJlzol




Rouls
Sverrsem e nt

Do you use
& aggregate addre
x.x.x 37 command in BGP
onfiguration fo advertisg

hlo Yo

Yes

Are you
redistrbuting
the netwosk fram
any static or other
IGP rowing
profocol 7

4

Usze the show ip route x.x.xx
command 1o check for an
component route match for the
prefix n routing fable. Refer 1o
Troubleshooting Routes Announced
Llging @ Bazec Metwork Statemen)

Mo

A the
redistnbut ed
roules subnets
of majar
nats?

aulp-summary
enabled [chack

uging show ip

Are you
advartising
mutes learned

et IBGF

Linahle 1o
_ Chack il
advertize
EE :Blé!ll:‘pn!ﬁl ils subnel route exists in
o & pear the BGP table using the

show ip bgp <prefix>

[y p—

BGP allows sggregation of
rytes wheh 3 companent
(subnriet) roufe axists inthe
BGP table. For mara
information, see
Tresbeshooing Roules
Announced Using the
sparegale-address Command

Hnﬁ
Ligw The network x.xa0x
mask yyyy command
under BGF. Use the show
ip route w800 mask
¥y command (o check
for an exact match in the
routing lable See
Troubleshootng RHoutes
Announced Using the
Metwork Statement wath &
bdmak

The IGP rotes will be
summarized fo the
majar netwark when
injecied inio BGP
becauss BGP
Wes—e  summarizahion is in
offect | aulo-swmmary
iz enabled) Disable
gummanz shion using
the mo auin
summany command,

Ho

Mo Mo
Yes l
4 Is thara an access lst or roufe
map applied to redistribution?
See Check {o make sura the natwaork
Troubleshooting w1k wly is nat gettng denied See
Unable 10 Linderstanding Redistribution of
Anrounce iBGP. | No DSPF Routes info BGP
Laamad Rpules

I probiem is still not
resolved, open a TAC case
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k.

Check if a route map or

filter list iz appliad to the
particular neighbor not
recenng BGF mutes




Multihaming
COutbound

ultthomang with
same ISP or twa
differant [SPg?

Dfferent
IZPs

Same ISP

If the BGP conmection is
terminated on a single router on
both sides, load balancing can be

achieved by peering with a
loopback address. For more
information, see Load Sharing
Lizing the Loopback Address as &
BGF Neighbor. Configuring BGP
max-paths allows you to have
rultiple routes to 3 destinalion
when all BGP attnbutes are the
same. For more information, see
Lizing BGF for Interdomain

A thi two

conneclions to the
same ISP terminaled
an single router

Houting

CEF or Fast Swiching

|

Loadshanng also depends on the
type of switching path used When
CEF switching is used, lnadsharing
can be achieved per destination or

per source’destination pair. To
troubleshoot loadsharing in CEF,
refer to Troubleshooting Load
Balancing Cwer Parallel Links Lising
Cisco Express Forwarding (CEF)

You can configure
loadshanng outhound wsing
differamt attrbutes (weight,
local preference). Far mare

on information, sea Load
Shaning when Multihomed
1o Two ISPs Through a
=ingle Local Router,

pedyple dlo LoJs

et partial rowtes from both
I5Pg using reqular
exprezsion'prefix-list. Refar
o SBample Configuration
for BGP with Two
Different Service
Providers (Multihoming).

— (1R

Mo

When terminating on
diffarent routers, use local
preference. For more
information, see
Load Sharng when
Multikomed to Two [5Ps
wia Mulliple Local Routers.

OR

.

Cutbound loadsharning
could also be achigvad
using HSRP. For more
infomation, ses How to
Uer HSEF to Provide
Redundancy in @
Multithomed BizF Network.
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