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lJuwsobsgole gldpguldJ

IJoele) Jigwsd

Bl Yoo gduws BGP pgbdé 9Jl wbo) §p wluo>sl) showip bgp al summary command. ol ioo Suvubsg
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Bl de odo duws Iged B 2lds cusgsd: spdu v ctadd wso suoe Iduwdsu
Sldogslb (sewes eds peldes zolj eldé pz2936).
c BlUlpo ldegduws 8> IJogvgsd: uvos £33 Idobisle Idos op lugvodeldol.

<#froot>
R2#

show ip bgp all sumary

For address family: IPv4 Unicast

BGP router identifier 198.51.100.2, Tocal AS number 65537

BGP table version is 19, main routing table version 19

18 network entries using 4464 bytes of memory

18 path entries using 2448 bytes of memory

1/1 BGP path/bestpath attribute entries using 296 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-Tist cache entries using 0 bytes of memory

BGP using 7208 total bytes of memory

BGP activity 18/0 prefixes, 18/0 paths, scan interval 60 secs

18 networks peaked at 11:21:00 Jun 30 2022 CST (00:01:35.450 ago)

Neighbor Vv AS MsgRcvd MsgSent TbT1Ver InQ OutQ Up/Down State/PfxRcd
10.0.23.3 4 65537 6 5 19 0 0 00:01:34 18
198. 51.100.1 4 65536 0 0 1 0 0 never Idle
Jls9es louold

lJpobdo IJloJ 1Js.s STw :_,'o,oluo o9 lJloold wSU JJlNJobs,su zos spdu logsle gduwéd
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Swp luwoesdle guslo IP JJslzed 1Uplsé 1Uuols,6 Jeogly IP Jpuos) 1Jgied wadl pu guslo IP
Jdeszo ldpuwess 1Jglue oldeszo.

I3l Jp suze leooh IJlouold: Boled Bs 1digvolo IJelJss:

« Jlsged ubs) puwh poued i_9 Jl s92> puwl gds Il JI8: show ip route peer_IP_address Sp Iy
luvweslpol.
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lJgbzss (IJudd 9ldesss Bl Jlo 3dd subewg).

© 02dd pu ks 23b 2elss 19 B9lispe 9,09 Sedu v weue Ileuald.

I3l oze leeob IJleuold: Bolpd B pl sdis:
euuldd lJodssy

* eoslo IP g5y Lorse 9 Jpl wp wdasue: J IP gy wozse euslo JI @9z> ped odo 1,uulJs
P&9,26 9JIu wlds pu lp)le IUodssu lJpulwe. JEgbl AS: seo 1o w)s Huwlds pod show



logging erasecat4000_flash:.

%BGP-3-NOTIFICATION: sent to neighbor 198.51.100.1 passive 2/2 (peer in wrong AS) 2 bytes 1B39

o298 pu wdysy BGP gds JJl lJuolswsu Jouozse AS Number ig ewslu IP JJulbbs,.

* pEr 920 p:

%BGP-3-NOTIFICATION: sent to neighbor 198.51.100.1 passive 2/3 (BGP identifier wrong) 4 bytes 0OAOAOAOA
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JIBod pplyws: olds o0 ©ESSO perd 1Upozo 839! £JS LB e Biso.
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“290999d IJgwhhd Isledss. sz oersd 9lzed Iluwanzle 0o wubdd Losst Jpuodi Sp
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9p& 3JIJ Bl Uluw ould v @Jlw pugssé LU ié)lo eBGP: sJjp £3> v 9dle puluvo: Selds PU
neighbor ip-address ebgp-multihop [hop-count] e J9swol wluwwesle £33 IUgbsle IUuoesed eos Spdu
logwle Idgdwé.
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el gdwo TCP
IJl)le 1dpdss Jigewl IJpudd 179 09 yulez Telnet $39s pu wbs) 1Us 1)
<#root>

R1#

tel net 198.51.100.2 179



Trying 198.51.100.2, 179 ... Open

[Connection to 198.51.100.2 closed by foreign host]
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p0d> TCP 179,19 250 BGP. Ig s W 9> JJzie £Js IJpuml).

WO 2ldo 929> pubIddo Vs Idpuob 8o wbo) Iy wlisd IJos spdud j9swol:

%TCP-6-BADAUTH: Invalid MD5 digest from 198.51.100.1(179) to 198.51.100.2(20062) tableid - 0
%TCP-6-BADAUTH: No MD5 digest from 198.51.100.1(179) to 198.51.100.2(20062) tableid - O
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I3l Jp oo, gduwd TCP. Bspdud luwegsle 1disle, IJoldss JJgs5J:

show tcp brief all
show control-plane host open-ports
debug ip tcp transactions

229> Ideels,
bBldlpo IJgduwé igJ._s 9l wd . loze &0 showlog 9 Spdudp 4986 weue [duvsulysyole.

%BGP-5-ADJCHANGE: neighbor 198.51.100.2 Down Interface flap
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%BGP-3-NOTIFICATION: sent to neighbor 198.51.100.2 4/0 (hold time expired) 0 bytes


https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/112188-configure-md5-bgp-00.html
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https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/112188-configure-md5-bgp-00.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/112188-configure-md5-bgp-00.html
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P98,

* 9226 pelJzs )y diss (CPU) eldss: 9> coguwo 2lds 9226 1Jeeldes 1de,djs6 (CPU)
lJpyo9gs W eldle Iduwdsb sds puvess [Jogde: show processes cpu [sorted|history]
SIS VS weasd ldpuvddo. luwoobl |Us IJuble |Ji,_}u|uu.___s‘ SpJdud ldeey) eds
IJglogs IJoldss Jlgweduled i'a]olc 9236 ldpeldes 1Upydis6 9luodlzol luweesle
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* puwlisd wslws CoPP: wgoddd puozss Ioveduulad IJigble 9l odlzol JUJ wble
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o &30 wblo® MTU: Bl Jlpe ould [godlvle MTU s Idegwly 9Bl wp 2,y juwlisd ICMP
B IJpuwl po Idpuos) 1Js 1Uszes. Bl PMTUD Jl sged 95090 lo Suor guo 58,096
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<#root>
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https://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/ar_ae/support/docs/routers/10000-series-routers/15095-highcpu.html

Bl oo ldees) eds eubldd poed$s w9e28 1z WIS JJudd (MTU): Bsey lle polzes
38898 JJodssu Juoelu lowwld Bsp 9226 1Ue IUILos JJudd (MTU) o) Idubods.

plelos: JJzuosd eds pisd po UPEJ.9r°|U 29d 9226 Ua> Uksuw JJosd (MTU). ba&
lJs vl 1Jguosd | -
MTU) sl_oJlzol .

Suols! AFI/SAFI

%BGP-5-ADJCHANGE: neighbor 198.51.100.2 passive Down AFI/SAFI not supported
%BGP-3-NOTIFICATION: received from neighbor 198.51.100.2 active 2/8 (no supported AFI/SAFI) 3 bytes 000

&) 956 1Jeusly (AFI) 09 lewsly 95,6 wew luoldeo wyluulbs BGP pegss 1w 90999l
(MP-BGP). 909 5,00l wungesdsd Gvods ez ped IPVA 9 IPVB 90l Liloo 39 9085, |l
ou IJozosu pu Jld pe,Wd Wisé Idgusle (SAFI) Idelds: pod IJoe IUizbs sldoe Ieegss.
288 MBGP 031 1lJB_od oo gJIJ Lwele pusl, BGP (PAs) MP_REACH_NLRI
MP_UNREACH_NLRL. s&p 66J 030 I owple sled suwlisd ¢ease BGP 9sop luuessleol JzpJ
pedople lpdluss 1Jsuesd IJs 1duvwds Jelisdle Idgolasy Ipgod 96,

oebsd 1,uulds hdle AFISAF] o0 1Jpuwzds oo God ANA:

.« Bpuoe oubdsd BGP Jelsdle IJgulssy Idpeuouos eds JJl lJzlowss Jousese ks
glsdle golysu €5y 29w Dsol.

* |uwwgsle neighbor ip-address dont-capability-negotiate 9 JJI IUlb,0s0. Jdzuodd £JS 038> pu
lJpedople: bhze 1Js @oilo £5) 038906 wowoe Bs wgbsd ubs, BGP.

oouse Idpuul) 9ogrsoo

JJzwesd eds uing 1Bad 29d Jsdess £od BGP. sdezas> IBod puwb: bze s 2aliiess
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https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/116377-troubleshoot-bgp-mtu.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/116377-troubleshoot-bgp-mtu.html
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https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/116377-troubleshoot-bgp-mtu.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/116377-troubleshoot-bgp-mtu.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/116377-troubleshoot-bgp-mtu.html
https://www.iana.org/assignments/address-family-numbers/address-family-numbers.xhtml
https://www.iana.org/assignments/address-family-numbers/address-family-numbers.xhtml
https://www.iana.org/assignments/safi-namespace/safi-namespace.xhtml
https://www.iana.org/assignments/safi-namespace/safi-namespace.xhtml
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/116189-problemsolution-technology-00.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/116189-problemsolution-technology-00.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

Spdud o wolds po 1Ugbes IJoldss pg showipbgp [prefix]. wol wgbbsd 1Ugbes IJoldss 9lJIdpd
IJos Jlspdo 1Jsuosd lJsol. B 1pald: 030 Llbsiss sep Idledlo suol pu dwd R1 e, eBGP
lJs R2 95w p wedeol woluwbs R3 oy ¢JIJ louold IBGP oo R2.

<#root>

R3#

show ip bgp 192.0.2.1

BGP routing table entry for 192.0.2.1/32, version 0
Paths: (1 avail able, no best path)

Not advertised to any peer
Refresh Epoch 1
65536

198.51.100. 1 (inaccessible)

from 10.0.23.2 (10.2.2.2)
Origin incomplete, metric 0, localpref 100, valid, internal
rx pathid: 0, tx pathid: 0
Updated on Jul 1 2022 13:44:19 CST

eds etz 1Jgbgs 1Jeldss os 1Jslzos IJuol>yé J R1 sldos JI sgybol R3. in order to | oJe e
o3l 2lJs |l low suvebse ledow IJolds zued gu bysd IGP: bys$ uwldu lpwelosds Iy
lwegpdo |J neighbor ip-address next-hop-salf o) eJds wlbs) IBGP Jogssd guslo IP JJgbys IJoldso
(909 puod pului,d). eds pold ldpgbb: seu io SY9u o3l ldodysy eds R2: 9ldzl) wloeglo R3
(Idezley 10.0.23.3 IJolds-hop-self).

Jueses JddI ougs) 1Jgbes IJeldss (wg> adearipbgp 10.0.232soft) |Js 1J9lzod IJpoodd
polui)é (spdo ldsuesd IUsoel) ssope vovuse Idulss.

<#root>

R3#

show ip bgp 192.0.2.1

BGP routing table entry for 192.0.2.1/32, version 24
Paths: (1 avail able, best #1, table default)

Not advertised to any peer
Refresh Epoch 1
65536

10.0.23.2

from 10.0.23.2 (10.2.2.2)
Origin incomplete, metric 0, localpref 100, valid, internal, best
rx pathid: 0, tx pathid: 0x0
Updated on Jul 1 2022 13:46:53 CST
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IJublisg 09 &UfPI odyy Idolbiss udwol p9z930 wIded eds Rl? Joaswsdad wogso 1@ sle
o896 |blyso UJ‘gcJeJo lJovew ez JOyvd RIB sbo, pg IJle, show ip bgp rib-failure.
Jdeuesd eds ue Yo, gpllc spdud pilees odl IULoolb:

pdlzbo: spdud weass 030 IJpuvdJdo 9oozseol Jel 09 p9 oz WOS WYop O v ) BGP
9l o, BGP suppress-inactive.

elJo IJuwel s

Sldpuwlds IJIde, sbssgl Idos Jogbo os guwsel sBuod wiswsdsd IUgwlys 15l Jss eds
w29w999d eBGP W ywsubsy lehs Idegjse Idpowhbd. gusel wope lehs wysse punh
w29w999d 1Jg w6 1Us1gJs6 s BGP. Bluo sgows &3 wp louvlde peds! woluvlbs BGP
9szued 8Js 950 32768 L v dd 10u)luos. Sop CesSU 950 peds JIJ IJobsle Idegwedesd
o0 ubs) BGP p®sl) 0 wuvdd le,)luos. J3Jdd BBl o sge pdbuo Idwbsoe odwoel swpe
oowsw ldulss sle 1dgju IJigJ5 Vs 229d Idwszsoe luweubl |Js gpdss weass puwly) BGP
IJIGod 9Jo3l I wow Sop oouse push IGP gJs RIB.

IJzd Joso IJpundJs. 09 wgssu 9iu lgds Jzpse IUpuble Idpuuedes po ubs, BGP wze
odosu BGP JJdpeszo:

<#root>
nei ghbor
ip-address

wei ght 40000

pdlzbbs: JJzuosd eds Uing oduosds: bze [s Bop lopss wes puwly 930 BGP s
hsgole ozles Wi I boJs.

puwlisd Ig)s
ubs) BGP ubse

luo ldubs) 1J3s Jl spduo p9ldus pesd lousle e und Jyuwlisd Idogsse. gould 1Jg>ss pu
Uluuulu lJos UCEJ lJubs,) sg)ue 0o Upuu-JJo‘ Lowle 9256 IUpgldzo IJP_)-J_)so (CPU) W
|a.> I.Jla_o_)o IJUng_)O‘ Iy _)..5|.>o oJdo 1des) I Wl 2yJs Ide,y9) eds howlb. Is ,9)> IJubl g
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https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/213286-understand-bgp-rib-failure-and-the-bgp-s.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/213286-understand-bgp-rib-failure-and-the-bgp-s.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/213286-understand-bgp-rib-failure-and-the-bgp-s.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/213286-understand-bgp-rib-failure-and-the-bgp-s.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/213285-understand-the-importance-of-bgp-weight.html#anc7
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/213285-understand-the-importance-of-bgp-weight.html#anc7
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/213285-understand-the-importance-of-bgp-weight.html#anc7
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/213285-understand-the-importance-of-bgp-weight.html#anc7

pdlzbé: Jdpuulg_m &_9.,5 oSS punldd IJuJo_,Ic lJobsssy 9uuoasaol bee lJs

u.)l

wld

euvddlo U516

Suwwede BGP 1Us1Y 6 Idos swp wgsswel Jgpdss Cisco 10S JJzudlb gds whsle Iyveds
sluod Ideuwble slduvsluwle szese IJedsse Idpsovb wol Jdepd wuvdd Lozse.
lJepdsle |duuledsé wbo, pg |J 9156 show processes memory sorted:

<#root>
R1#

show processes nenory sorted
Processor Pool Total:

reserve P Pool Total:
Tsmpi_io Pool Total:

2121414332 Used:

102404 Used:
3149400 Used:

255911152 Free

88 Free:
3148568 Free:

PID TTY Allocated Freed
Hol di ng
Getbufs Retbufs Process
0 0 266231616 81418808 160053760
662 0 34427640 51720 34751920
85 0 9463568 0 8982224
0 0 34864888 25213216 8513400 861627
504 0 696632 0 738576
518 0 940000 8616
613760
0 0
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228 0 856064 345488 510080
82 0 547096 118360 417520
0 0 0 0 395408
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SBC main process
IOSD 1ipc task
*Dead*
QOS_MODULE_MAIN

mDNS
SAMsgThread
*MalloclLite*
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<ttroot>
R3#

show processes cpu sorted

CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
163 36 1463 24 0.07% 0.00% 0.00% O ADJ background
62 28 132 212 0.07% 0.00% 0.00% O Exec
2 39 294 132 0.00% 0.00% 0.00% O Load Meter
1 0 4 0 0.00% 0.00% 0.00% 0 Chunk Manager
3 27 1429 18 0.00% 0.00% 0.00% O
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63 4 61 65 0.00% 0.00% 0.00% O
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BGP Scanner
96 142 11651 12 0.00% 0.00% 0.00% O Tunnel BGP
7 0 1 0 0.00% 0.00% 0.00% O DiscardQ Backgro
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