uuolisg 9odeszlo Nexus (NX-OS)
lJpzossle

l, wu?>|p qudﬂu CL|
u?l OSSO I,c>|>|._, lJozbbo |Jb,d§o

|" Ui < wesl§ Leorso/VRE

Oubgs 9lzod wb, Ulgl,o,(CLl)JVDC | Jpg is Fu)l)uulbouLC N7k 21, 0
lJoossd dolul glslol oo, o9lé Linux g NX-0OS Lsgg | > 50 290 O |Jiz ble

lwogsle Diffs - w)s IJIZoJlle oo IJgsble

lwogsle 9lzoé b, |.Ji9|.,o, (CLD |._J=oo9|g9.§6 po& peslh Watch - v o 02355 NIK o0 1] ool,
7.0(3)12(x)

O o lwegsle 9236 IJpgldzo 1Jp)d 556 (CPU) sz Jsl

loosly Lol Lol [Jlosly [bIg s

NFX YY)

lSUDk_9 O.)l l\-JrDLJ‘”UU') u&uo L_JquSClu ﬁlJUUDI.,SC |JLJUJ§€O |Ju§ L9') UEJJ”U uC)uO
I wed sl IUlgble sl_oJlzol g NX-OS.

SIS UISE uwdluwsd EuiS6/pUiS)6

HEX sped gwdluws guivss « DEC JJdeiss

NX- Os# dec 0x89
137
NX- OS# hex 137
0x89

Suds3 1Jgsss pu 9lzos yub) IJigle, B loedld sles

CLI sped 9lzoé Lwlb; 1JIsle,

N7k- LabSWt show cl ock ; show switchnane ; show |license host-id
19:10:59.016 UTC Mon Apr 04 2016

N7k- LabSW

Li cense hostid: VDH=TBML4354170

#sepd JJodsso lsuol:



N7k- LabSWt conf t ; hostnane N7k- LabSW DEFAULT ; end
Enter configuration conmands, one per line. End with CNTL/Z.
N7k- LabSW DEFAULT#

#1980 1dpuwaésrd Jlople 9lzos w119l

N7k- LabSW# show cl ock ; show run | ex .* ; show cl ock
07:56: 08. 709 UTC Tue Apr 05 2016
07:56: 08. 834 UTC Tue Apr 05 2016

luvodsle pogsyle CLI

N7k- LabSW# show cli vari abl es
VSH Vari abl e List (* = session vars)

SW TCHNAME=" N7k- LabSW
TI MESTAMP="2016- 04- 05- 08. 34. 18"

N7k- LabSW# t ac-pac boot flash: $( SW TCHNAME) - $( TI MESTAMP) - show-t ech-al | . gz

N7k- LabSW# dir bootflash: | i showtech-all
15091722 Apr 05 08:41:27 2016 Nr7k-LabSW 2016-04-05-08. 35.57-showtech-all.gz

lsuol spdu o wd9p lousle pogsle gluos wd:

oze CCO

SeuosL lesble Idpeebs IUb,es6

1) cevw Vol luwele IJzgduwle 1Jb,8s6:

N7k- LabSW¢ show term nal | i Timeout
Session Tinmeout: 30 nminutes

N7k- LabSWt t erm nal session-tinmeout ?
<0-525600> Enter timeout in mnutes, 0 to disable

N7k- LabSWt t erm nal session-tinmeout O

N7k- LabSW¢ show term nal | i Timeout
Session Timeout: 0 minutes

2) cessu eruollbyd 9236 IJe,uo 1, 856!
$I90 pB$l g0l Il enss o wuduwe Iprzle Ids b, 228> Jdetoele sle 1desue 1dbssd

N7k- LabSW¢ show terminal | i Wdth
Length: 25 lines, Wdth: 98 col umms

N7k- LabSW¢t term nal wi dth 300

N7k- LabSW¢ show terminal | i Wdth
Length: 25 lines, Wdth: 300 col ums

olgs) codss IUbsle, zuwe IUeles

N7k- LabSW¢ show cl ock ; sleep 10 ; show cl ock


/content/en/us/td/docs/switches/datacenter/mds9000/sw/4_1/configuration/guides/cli_4_1/clibook/bb.html#pgfId-1126355

19: 27: 07. 435 UTC Mon Apr 04 2016
19:27:17. 445 UTC Mon Apr 04 2016

lJse9d |Js uwsly IJoseso/VRF
Jes VRF JJdeseso slehs 1deszso IJblos

Ubgd CLI J VRF ¢l 590 |Uolds VRF <> JJ )6 1 1l

N7k- LabSW# routing-context vrf managenent

N7k- LabSWWranagenent # sh ip route

| P Route Table for VRF "managenent”

'*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

0.0.0.0/0, ubest/nmbest: 1/0
*via 10.48.61.129, [1/0], 1w4d, static

10. 48. 61. 128/ 26, ubest/nbest: 1/0, attached
*via 10.48.61.150, mgnmt O, [0/0], 1wAd, direct

10. 48. 61. 150/ 32, ubest/nbest: 1/0, attached
*via 10.48.61.150, mgnt 0, [0/0], 1w4d, |ocal

N7k- LabSW/ranagenent #

N7k- LabSW/ranagenent # routi ng-context vrf default
N7k- LabSW#¢ sh ip route

I P Route Table for VRF "default"

'*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

oubgsd slzed uub, IJisle, (CLI) J VDC lJpgus guws bowlbo
w LC: N7k ¢l_o

0295 VDC Juwslg IJgols 1dblos
LC spod oblgs IUgb
N7K speod Nexus 7000

wped bdlgoel ¢ LC: swp wuvgsd 9lzos yub, IJislo, (CLI) Bspl sewedd o VDC IJIBe, )l os.
lg ceele IUs wedss VDC # JJle) ds 1o Js.

Wl po 3dY spdud wuvgsd slzes uub, 1Jisle, B VDC # puules pod pusld IJwszso.

chLJZ

N7k- LabSW¢ attach nodul e 4
Attaching to nodule 4 ...
To exit type 'exit', to abort type '$.'
nodul e- 4# show hardware nac address-tabl e
FE | Valid] PI| BD | MAC | Index| Stat| SW | Mdi| Age| Tnr| GM Sec|] TR NT| RM
RVA| Cap| Fld|Always| PV | RD| NN| UCJPI_E8 VIF | SWD SSWD LID
| | | | | | ic | | fied| Byte|l Sel] | ure| AP FY]|



| TURE] | Learn| I I I I

S T oo oo S S S o
R R GRREL EPEEPEREE R e et Py EEEETI FEPTR] EERPE EREREE ERETEEE

4 1 1 2 0023. ac66. 1dc1 0x010c7 1 0x000 0 0 0 1 0 0 0

0 0 0 0 0 0x00 O 0 0 0 0x000 0Ox000 0Ox000 0x010c7

5 1 1 2 0023. ac66. 1dc1 0x010c7 1 0x000 0 0 0 1 0 0 0

0 0 0 0 0O O0x00 0 O O 0 0x000 0x000 0x000 0x010c7
Conmand out puts from Default VDC are pulled here

nodul e-4# vdc 6 >>>>>>> switches LC to pull this VDC specific outputs only
nodul e- 4# show hardware nac address-table

FE | Validl PI| BD | MAC | Index| Stat| SW | Mdi| Age| Tnmr| GV Sec| TR NI| RM
RVA| Cap| FId|Always| PV | RD] NN UCIPI_E8] VIF| SWD| SSWD| LID
| | | | | | ic | | fied|Byte| Sel| | ure| AP| FY|
I | TURE]| | Learn| I I I I
T T T e omm omm omm e LD CE L E ST Ier epepep Spepeg
ERRRSREEECREEECREEES e R Bt RERI EEEEE |----- |----- |----- |-------
0 1 1 92 0023. ac66. 1dc6 0x010c7 1 0x000 O 0 0 1 0O 0 o
0 0 0 0 0O O0x00 0 0 O 0 0x000 0x000 0x000 0x010c7
0 1 0 91 0019. 3074.9c02 0x00414 0 0x009 O 118 2 0 0O 0 o

0 0 0 0 0 0x00 1 0 1 0 0x000 0x000 0x000 0x00414

lJowssd Solul glslo! wu u9lé Linux 9 NX-OS w9y IJgu9e pu
ooy wuogse IJIgble IU]olds

N5600- Lab# | oad dpl ugg

Loadi ng plugin version 7.1(1)N1(1)
TR HH

War ni ng: debug-plugin is for engineering internal use only!

For security reason, plugin innage has been del eted.
TR HH
Successfully | oaded debug-plugin!!!

Li nux(debug)# vsh >>>>> Moves back to NX-OS prompt

Cisco Nexus Operating System (NX-0OS) Software
TAC support: http://ww. ci sco. com'tac

Copyright (c) 2002-2015, Cisco Systenms, Inc. Al rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain conponents of this software are |icensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at

http://ww. opensource.org/licenses/gpl-2.0.php and

http://ww. opensource.org/licenses/|gpl-2.1.php

N5600- Lab# show cl ock

20: 20: 07. 468 UTC Mon Apr 04 2016

N5600- Lab# exit >>>>> Moves back to Linux prompt

Li nux(debug) #

Li nux(debug) # cl ock

Mon Apr 4 20:20:13 2016  -0.282195 seconds UTC

NOTE: "Debug Pl ugin" should only be used in presence of C sco TAC and is not available for
cust oner use.
Pl ease do not nodify any setting unless guided by C sco TAC.

o3l p0 3J9. sed0 wubgsd Slzes uuls, Iisles (CLI) IJgluos wuble Ieigsd NX-OS
poluing o pdou wuozse IJlgble IUluolbs:

Li nux(debug)# vsh -c¢ "show swi t chnane"
N5600- Lab



Li nux(debug)# vsh -c "show nodul e"

Mod Ports Modul e- Type Model St at us

1 52 Nexus 56128P Supervisor  NGK CS6128P-SUP active *
Mod  Sw Hw Wor | d- W de- Narme(s) (W)

LN L1
<sni pped>

ogesd IJodsy puluiv)s pu eJIJ VSH

NEXUS- LABSW CTH# echo "hostnane LAB" | vsh
LAB#

Mon Apr 4 20:51:14 2016:type=update:i d=10.61.236. 97@t s/ 1: user =adm n: cnd=echo "host nane LAB"
vsh ( SUCCESS)

Mon Apr 4 20:51:14 2016:type=start:id=vsh. 9326: user =admni n: cnd=

Mon Apr 4 20:51:14 2016:type=update:i d=vsh. 9326: user =admi n: cnd=confi gure term nal ; hostnane
LAB ( SUCCESS)

LAB# echo "host name NEXUS- LABSW TCH' | vsh
NEXUS-LABSWITCH#

Mon Apr 4 20:51:23 2016:type=update:i d=10.61. 236. 97@t s/ 1: user =adm n: cnd=echo "host nane NEXUS-
LABSW TCH' | vsh ( SUCCESS)

Mon Apr 4 20:51:23 2016:type=start:id=vsh. 9390: user =admi n: cnd=

Mon Apr 4 20:51:23 2016:type=updat e:i d=vsh. 9390: user =admi n: cnd=confi gure term nal ; hostnane
NEXUS- LABSW TCH ( SUCCESS)

N5600- Lab# show run | i hostnane | sed "s/N5600-Lab/N56128/" | vsh

N56128#

N56128# show accounting log | last 3

Mon Apr 4 21:23:23 2016:type=start:id=vsh. 6762: user =admni n: cnd=

Mon Apr 4 21:23:23 2016:type=update:i d=vsh. 6762: user =adm n: cnd=confi gure term nal ; hostnane
N56128 ( SUCCESS)

Mon Apr 4 21:23:23 2016:type=stop:id=vsh. 6762: user=adm n: cnd=

N5600- Lab# echo "hostnane N56128" > bootfl ash: CLI
N5600- Lab#

N5600- Lab# show file CL

host nane N56128

N5600- Lab# show file CLI | vsh

N56128#

luweesle DIffs - Gy IIEoJIdle wso IJgsble

1IUS,8 spod U,

N5600- Lab# show int mgntO0 | diff

N5600- Lab# show int mgntO0 | diff

11, 12c11, 12

< 9393 i nput packets 829764 bytes

<141 uni cast packets 3715 nulticast packets

> 9395 input packets 830217 bytes



>142 uni cast packets 3716 nulticast packets
15, 16c15, 16

< 214 out put packets 47396 bytes

<27 uni cast packets 181 nulticast packets

> 215 out put packets 47640 bytes

>27 uni cast packets 182 nulticast packets

luveéale 9lzos yulo IJi9le, (CLI) IJpcsld 86 pg pesl, Watch -
Op a8 NIK o0 1U]uosl) 7.0(3)12(x)

NIK s,eed Nexus 9000

BRU- N9K3- 1# wat ch differences interval 1 show int ngntO counter

Every 1.0s: vsh -c "show int ngntO
counter"

Mon Apr 4 23:42:27 2016
CCO reference

B2 luwodle 9228 IJpeldes 1Jprdssé (CPU) slgJsl
9226 IJpeldzd lJprdiss o5 9226 Ipeldes 1Jpydsss

s99, 031 1Jlp, 1)lz IJ 5 &slu ($pdo wessr0) JJgpdss IJos cuwwedd 928 IJpelJzé
IJeydjsé (CPU). 909 vouw pszle IUle) IJedss pu Jsusduw:

NEXUS# show system internal processes cpu 5| no-nore

top - 12:41:55 up 117 days, 17:00, 5 users, |oad average: 0.44, 0.50, 0.55 Tasks: 2883 total, 2
runni ng, 1022 sl eeping, O stopped, 1859 zonbie Cpu(s): 1.0%s, 0.9%y, 0.0%i, 98.0%d, 0.0%a,
0.0%i, 0.1%i, 0.0%t Mem 32744992k total, 14563132k used, 18181860k free, 61308k buffers
Swap: Ok total, Ok used, Ok free, 4091160k cached PID USER PR NI VIRT RES SHR S %CPU %UEM TI ME+
COMVAND 18465 adnmin 20 0 5200 3108 1148 R 16.6 0.0 0:00.17 top 6389 root 20 0 699m 53m 14m S 3.3
0.2 113:49.07 netstack 18473 root 20 0 97940 3804 2796 R 3.3 0.0 0:00.02 vsh 10 root 15 -5 0 0 O
S 1.7 0.0 9:10.85 ksoftirgd/2 4876 root 15 -5 369m 27m 6564 S 1.7 0.1 67:33.91 sysnmgr 9581 svc-
isan 20 0 446m 41m 11mS 1.7 0.1 21:16.15 isis_|l2np 1 root 20 O 1980 652 572 S 0.0 0.0 3:02.73
init 2 root 15 -5000 S 0.0 0.0 0:00.03 kthreadd 3 root RT -5 0 0 0 S 0.0 0.0 0:00.49
mgration/O 4 root 15 -5 0 0 0 S 0.0 0.0 22:48.66 ksoftirgd/0 5 root -2 -5000 S 0.00.0

0: 00. 00 wat chdog/0 6 root RT -5 0 0 0 S 0.0 0.0 0:00.65 mgration/1 7 root 15 -500 0 S 0.0 0.0
2:27.70 ksoftirqd/1 top - 12:42:01 up 117 days, 17:00, 5 users, |load average: 0.37, 0.48, 0.54
Tasks: 2887 total, 1 running, 1027 sl eeping, O stopped, 1859 zombie Cpu(s): 1.0%s, 0.9%y,
0.0%i, 98.0%d, O.0%wa, O.0%i, O0.1%i, 0.0%t Mem 32744992k total, 14562360k used, 18182632k
free, 61308k buffers Swap: Ok total, Ok used, Ok free, 4091160k cached PID USER PR NI VIRT RES
SHR S %CPU %EM Tl ME+ COMVAND 18502 admin 20 0 5200 3112 1148 R 18.5 0.0 0:00.17 top 6389 root
20 0 699M53m 14m S 1.7 0.2 113:49.08 netstack 6402 root -2 0 366m 13m 8660 S 1.7 0.0 1032: 41
clx 9015 root 20 0 482m 21m 11m S 1.7 0.1 225:45.72 pm 10066 svc-isan 20 0 403m22m9.9m S 1.7
0.1 268:31.28 ospf 10487 svc-isan 20 0 354m 9992 6596 S 1.7 0.0 194:52.11 ecp 1 root 20 0 1980
652 572 S 0.0 0.0 3:02.73 init 2 root 15 -5 0 0 0 S 0.0 0.0 0:00.03 kthreadd 3 root RT -5 00 0
S 0.0 0.0 0:00.49 mgration/O 4 root 15 -5 0 0 0 S 0.0 0.0 22:48.66 ksoftirgd/0 5 root -2 -5 00
0 S 0.0 0.0 0:00.00 watchdog/0 6 root RT -5 0 0 0 S 0.0 0.0 0:00.65 mgration/1 7 root 15 -5 0 0
0 S0.00.0 2:27.70 ksoftirqd/1

luosy luosls luosly Wluesly Islgdis

N7k/N9k


/content/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide_7x_chapter_010001.html#concept_E74B40A4C3D241288FD7202471D9A3F8

N7k- LabSW¢ show version internal build-identifier
Ki ckstart image file: bootflash:///n7000-s2-kickstart.6.2.10.bin : S102
System image file: bootflash:///n7000-s2-dk9.6.2.10.bin : S102

BRU- N9K3- 1# show version internal build-identifier
nxos image file: bootflash:///nxo0s.7.0.3.12.2a.bin : S30

IUb, 15 N5k/6K:

N5600- Lab# show platformfwminfo global | i FwM
FwM bui |l d Details: Built at Sat Apr 18 11:11:18 PDT 2015 on nuo-sw buil d40 in directory
[ aut o/ n5ki | uka/ dai | y_bui I d/i pl us/ nexus/ 522/ src/ build by buil dsa)



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



