lwodulld Igble [quegsle 9256 1egles
IJe,d5s6 (CPU) elJsé J Nexus 7000 9] oJlzol

lJpzogsle

show process cpu detail i,g

lJp 95,00

$s0od 03l 1Jpuwows pdsle @il §us luweesle 9238 1Jpgles IJerdiss (CPU) sluwed il
lgble |guegsle 9226 1peldes 1Jerdss6 (CPU) IJgldss sluadizel eds Ilubes [Ulgwlgnss po
wJuwdo Cisco Nexus 7000.

luwegsle 9236 1dpeldes 1Jpsdisé (CPU) edis IJlobpes
IJIwl_wsé Nexus 7000

wgd puuod Nexus 7000 g blel Slisel eds wsisé Jsugduw pe 516 lJz>9J6 1Jjpus6
Ilpwooldss ldos wose Idsuesd 1debd 1ds e9bo 9226 Ipeldes 1dprdiss Jeese IJepdsle.

eJs eJw Cisco Catalyst 6500 Series. JI s9z> peldz puvh poduod (RP) 9p0eldz 1Jpz9d (SP).

* e ey 1 wo pelde wuliss 1Jusls.
© Sewds pd JpuinDd 2 eds peldz ovles [Uplds.
* Stw9s Supervisor Engine 2E gJs pgeldesu svless [Jeolds.

sepd ublp wuvgsd NX-0S oy Cisco s wzdsd 18uos luwedls oo Ipole IJpees58
Il ooldss J9zss Idpeldes IJesdiss (CPU) wese spdu JJgpdsle Idlpuadhs oo 9226
IJeeldes 1dpsdiss (CPU) IJeleds pu led [9eld 1deole b dd Tgue.

J5J: $89p b Ipedoble Llledle go ls ssble peopds B 92268 1JpelJzs 1prdsss
(CPU) Jl wuivs) wIJu2,9,6 [ds pundJs. 9pg 3JI: I3l b poyuwlo [uwegosle 9236 1UpglJes
Iy 586 (CPU) pyodel p s wluwogsle 9236 1Jpeldzs 1e,dssé (CPU) IUgbs IUss sped
elo IJlwluw Jueds pesus: Sozdd po luwesle 9228 1dpeldes 1Jerdiss (CPU) 1Jeode.

$op wpdso bole wpass pedd Idizess IUIBC,luass (HWRL) sldoble IJIBe,lgos Jeuwess
IJoede (CoPP) Jdpuwlers B zelss sleos IJulbld Islgds Jdpuind eds 1lubpes



IJlwl_usé Nexus 7000.

OUNOUd |Ji_9|,o_) 9esué wylpz IMIJuuoss [Js IUluosl) 6.1 oo Nexus 7000 9,1 9o 905 £,,06
Jdogssy B lJluesble Idpuwedodss.

IJI9le) Sldenlez Iduuosd Jesldws IUgpdsle 99pale Ipegles
lJeydj56 (CPU)

19l 0,

s>& 0 Cisco CLI Analyzer (oz.J)J 8lz08 wlo, Ilsle; o0, Cisco) (g pdle Lo wz e «8.8b) lala,
show pgsué. luuegse Cisco CLI Analyzer (opJd 9lzos yulo, IUisle, oo Cisco) Je,ue wedsd
Jetoz 1Jle, show.

ey 1ol IJg pdsle

Iowegse 03l 1Ule, Jg)ruo pedsple 2od IUg pdsle IJo ibs.

switch# show processes

PID State PC Start_cnt TTY Type Process
1 S 41520eb8 1 - 0 init
2 S 0 1 - 0 kthreadd
3 S 0 1 - 0 migration/0
4 S 0 1 - 0 ksoftirqd/0
5 S 0 1 - 0 watchdog/0
6 S 0 1 - 0 migration/1
7 S 0 1 - 0 ksoftirqd/1
8 S 0 1 - 0 watchdog/1
9 S 0 1 - 0 events/0
10 S 0 1 - 0 events/1
11 S 0 1 - 0 khelper
12 S 0 1 - 0 kblockd/0
IJe8J lJ9 o
PID 28, IUg pdst
lJelJé elJé 1dgpdsé
Jowse) &b Idoslez 1delds voouwsd uwdluws eui)
SIS
Start_cnt £33 pylo e lJgpdss L9 lghé wugsdol
e tty pelos bbyse wupdpe Vs IJgpdso. 1Ugluods (—) weus gbo glopl Jl sgpd
eJs |s pglod by 956 pesub.
IJgpdsé luve IJepdsd
2lJs 1Jepdsé IUg o8
D 09p £8) podbe (s leule IJbEIUNJIEIR)
R Ilod JJouvgsd (eds Ylispsd luobl) IJougsd)



https://cway.cisco.com/cli
https://cway.cisco.com/cli
https://cway.cisco.com/cli
https://cway.cisco.com/cli
http://tools.cisco.com/RPF/register/register.do

S

ulisp

T op lJogde I IUlséld

z epdss (19pws) purdd

lo b Josuww 9> IJogbésd

£)96 IUbglys|eu IJewsde lo sdsu G Ioubgsd sJYo Jsuw §s> IJogvgsd elds!

IJlo, show system resources

Iwegse 03l 1Ule, Jesuo leuolissle 9236 Ipeldes 1Jpd586 (CPU) olJsld 6 I poed 86

lJoble.

switch#show system resources
Load average: 1 minute: 0.36 5 minutes: 0.39 15 minutes: 0.44

Processes :
CPU states

1068 total, 1 running
: 0.

5% user, 5.5% kernel, 94.0% idle

Memory usage: 8245436K total, 3289920K used, 4955516K free

Current memory

status: OK

N/XN) IJs o8

er9do e ldegpdslo Idos sop wubgsdol. sedyw IJpoguub zed IJuble gds el 1
959 1555586 lJplos6.

lJepdsle €3 Ug_ro:_Jg;Io Vs Iduble 9833 Idgpdsle IUos sop ouvgsdol wldwed gus
luosl)y 1Jle).

2lJé 9226 Owd luwasle 9296 1Upeldes 1dpydjss (CPU) Os 9uog Idpuwciap 99028

IJpelJzé kernel 99.9< 1Uge9d B 1Joloss 1Jizs)6. wldouwws Jdpuind 36 IJEJw

IJp, 56 IJpj292 Sop wa$d pogumb 9236 IJpeldes IUpyJdjss (CPU) eo) JJlJusesu.

lowegsle lzpldes 1U3156 9lUsle)s I puegses 9ldsld,s 1Uz,6 9131d,6 1 puwe s pé

lJ31,0 JJdediu Idpsde 9ldsld,o [dpuweses J3ld)o Idegisu IUpsde wlddsdovlse.
Sop wuoesu Ideghio 1Jesdes 931456 IJogisu IJedde B¢ leuolissle
13158 1 puwcéspes.

o) ©202 gedsle 9226 1JpelJes 1Up,disé

Iweese o3l 1Jle, Jesuo luweole 9226 1Jpeldes IJpsdiss (CPU) eds puvess IJgpdss:

switch#show processes cpu | ex 0.0

PID Runtime(ms) Invoked uSecs 1Sec Process

26 66399 269718 246 0.9% kide/1
2908 115550 11310 10216 2.9% platform

3223 7248 9208

CPU util

: 1.0% user,

787 0.9% R2D2_usd

3.0% kernel, 96.0% idle

Please note that only processes from the requested vdc are shown above




lJz8J lJg o9

98w ldouvgsd (pdds 98w 9226 IUpeldzs Idp,dss6 (CPU) IUds wuvegseo 1Jgpdss
olusé) oldpdds eluss

luveeuoool 2> plo lywesgle IJgpdss

uSeconds pu9 b 990 9236 IJpeldzs 1Jpeydjsé (CPU) JIJJ luwwsgle gpdséd
I Idpsdygeluss

1 elusé [Jouwed [Jpisgss Jlgwegsle 9236 lJpeeldes 1Ueyds6 (CPU)

JJoloss 1Jigs, 6

JJews) eds luwosle 9226 1Jpeldes 1Uprdjss (CPU) Jeese psuisle Idu)lob ldos cuops
IJs ey £pdss o> (PID). lwwgse 1Jle, show process cpu detail <pid>. 9lJss sw9d, B
IJluosl, 6.2% oo, NX-OS.

e, 1boly gpdsle prdsble 9236 IUpeldes IUpsdiss
Iowegse 03l 1Jle, Jeruo luwegsle 9236 1Jpeldes 1p,d5s8 (CPU) Jig, 60 &losé 9 60 58586 9

72 Lulgs. olds pu 1Joedd pu posuub luuedsle 9226 IJpeldes IJerdiss (CPU) (#)
sldhoulele ().

switch# show processes cpu history

1 131 12 11 1 12 1 11
195388933456577607393535376775867507294877653564353456145546
100
90
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40 #
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20 ## ## # # #

10 #######  HHHHHHRH H HHHHHHHHHH T B O HEE # #
0....5....1....1....2....2....3....3....4....4....5....5....
0 5 0 5 0 5 0 5 0 5
CPU% per second (last 60 seconds)
# = average CPU%

222222224221222212222222222642222112221222222222222121221412
523210211239434396322261541608790993139620151432210949597392
100
90
80
70
60
50
40
3 O *
2 0 dededededede el ddedefhdde NNl ddedefddt Fededededededehdededehdded Nl Nl fdddendd
10 ###HARHRHHHAHHRRRRHHAH AR R R AH AR R R R AR
0....5....1....1....2....2....3....3....4....4....5....5....
0 5 0 5 0 5 0 5 0 5




CPU% per minute (last 60 minutes)
= maximum CPU% # = average CPU%

*

1
666765454544445544555669844465554466654464446069464554545555665544444474
459056619185613722269482096333506853055519639003005209696949867484693724

100 *
90 * * %
80 % * %
70 * e * ESE
60
50
40
30 i
20 % EE S
10 ######HHIHHHHH BRI R R R R R R
0....5....1....1....2....2....3....3....4....4....5....5....6....6....7.
0 5 0 5 0 5 0 5 0 5 0 5 0

CPU% per hour (last 72 hours)
= maximum CPU% # = average CPU%

*

i,oJ show process cpu detail <pid>

s&ue 03l 1Jloy 1Uss wpo luoldoo B 1Jluosl 6.2 pedople [uwegsle 9236 1pglJzs
Jrsdiss (CPU) Jzmse pduinle Weslob I coops I pead wbiss PID pe.sc.

switch# show processes cpu sorted | grep cli

3965 23734 17872 1328 0.0% 0.1% 0.7% - clis

4024 3047 1256 2426 0.0% 0.0% 0.0% - diagclient
4094 787 258 3052 0.0% 0.0% 0.0% - cardclient
4728 227 209 1088 0.0% 0.0% 0.0% - port_client
4729 1351 499 2708 0.0% 0.0% 0.0% - statsclient
4730 2765 550 5028 0.0% 0.0% 0.0% - xbar_client

switch# show processes cpu sorted | grep clis
3965 23734 17872 1328 0.0% 0.1% 0.7% - clis
switch# show process cpu detailed 3965

CPU utilization for five seconds: 3%/3%; one minute: 0%; five minutes: 1%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

3965 23734 17873 1327 0.0% 0.1% 0.6% - clis

4227 45 334 135 0.0% 0.0% 0.0% - clis:clis-cli-t
4228 24 153 162 0.0% 0.0% 0.0% - clis:clis-nvdb-
4760 75 224 335 0.0% 0.0% 0.0% - clis:clis-seria

switch# show processes cpu sorted | grep netstack
4133 353 892 395 0.0% 0.0% 0.0% - netstack
switch# show process cpu detailed 4133

CPU utilization for five seconds: 5%/5%; one minute: 1%; five minutes: 1%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process



4133 353 892 395 0.0% 0.0% 0.0% - netstack

4145 322 6492 49 0.0% 0.0% 0.0% - netstack:active
4151 239 247 971 0.0% 0.0% 0.0% - netstack:ip-sys
4153 0 3 162 0.0% 0.0% 0.0% - netstack:mplsda
4155 2 3 717 0.0% 0.0% 0.0% - netstack:mplsct
4163 0 2 240 0.0% 0.0% 0.0% - netstack:ipv6-d
4164 97 957 101 0.0% 0.0% 0.0% - netstack:netsta
4166 15 628 25 0.0% 0.0% 0.0% - netstack:ip-sys
4167 0 3 224 0.0% 0.0% 0.0% - netstack:ip-pm-
4170 1 12 154 0.0% 0.0% 0.0% - netstack:ip-uri
4171 9 30 323 0.0% 0.0% 0.0% - netstack:ip-ipc
4173 0 5 167 0.0% 0.0% 0.0% - netstack:ip-ipc
4175 0 2 305 0.0% 0.0% 0.0% - netstack:ip-ret
4176 12 7 1838 0.0% 0.0% 0.0% - netstack:ip-ppf
4178 4 15 289 0.0% 0.0% 0.0% - netstack:ipv6-c
4179 41 445 93 0.0% 0.0% 0.0% - netstack:disp
4180 0 6 98 0.0% 0.0% 0.0% - netstack:worker
4181 33 501 66 0.0% 0.0% 0.0% - netstack:worker
4182 0 2 232 0.0% 0.0% 0.0% - netstack:worker
4183 0 2 227 0.0% 0.0% 0.0% - netstack:worker
4184 0 3 152 0.0% 0.0% 0.0% - netstack:worker
4185 0 2 278 0.0% 0.0% 0.0% - netstack:worker
4186 0 2 254 0.0% 0.0% 0.0% - netstack:worker
4187 0 3 168 0.0% 0.0% 0.0% - netstack:worker
4188 0 2 266 0.0% 0.0% 0.0% - netstack:worker
4189 0 2 248 0.0% 0.0% 0.0% - netstack:worker
4190 0 2 254 0.0% 0.0% 0.0% - netstack:worker
4191 0 3 201 0.0% 0.0% 0.0% - netstack:worker
4192 0 2 258 0.0% 0.0% 0.0% - netstack:worker
4193 0 7 111 0.0% 0.0% 0.0% - netstack:worker
4194 0 8 78 0.0% 0.0% 0.0% - netstack:worker
4195 0 2 313 0.0% 0.0% 0.0% - netstack:worker
4196 15 632 23 0.0% 0.0% 0.0% - netstack:ptacti
4197 0 5 120 0.0% 0.0% 0.0% - netstack:tcp_ip
4198 4 11 390 0.0% 0.0% 0.0% - netstack:ipv6-m
4199 0 3 240 0.0% 0.0% 0.0% - netstack:ipv6-c
4200 0 1 561 0.0% 0.0% 0.0% - netstack:ipv6-c
4201 0 3 246 0.0% 0.0% 0.0% - netstack:icmpv6é
4513 0 5 112 0.0% 0.0% 0.0% - netstack:ipv6-m
4514 0 2 291 0.0% 0.0% 0.0% - netstack:ipv6-m

% pdlebé: o uuows gpse pedsple IUgpdsd engs NX-OS. $§~NX-OS‘ coushd JJ psuinlo
IJolob B 131956 1dpguou0s pu Bud s pduiy wolub ) vese Jl spdu 00
peJ9ple JJ ps iy el b,

o) 100 Wepdsle 1sledss JJoble

03l 1lp,y pdldis Jdiey Idedos B Jseadw: 9lUss $998) b6 puweprs eds wublb 1Upeldz
S IJsde Uz dsds.

switch# show system internal processes cpu

top - 23:51:41 up 51 min, 3 users, load average: 0.56, 0.49, 0.46
Tasks: 433 total, 1 running, 431 sleeping, O stopped, 1 zombie



Cpu(s): 5.9%us, 7.8%sy, 0.0%ni, 81.9%id, 3.6%wa, 0.1%hi, 0.6%si, 0.0%st

Mem: 82454

36k total, 3531776k used, 4713660k free, 5360k buffers

Swap: Ok total, Ok used, Ok free, 1458188k cached

PID USER P
3589 svc-i

R NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
san 25 5 112m 8864 4572 S 5.7 0.1 0:21.60 stats_client

10881 sjlan 20 0 3732 1648 1140 R 3.8 0.0 0:00.04 top

26 root 20
3280 root
3570 root
5151 root

1 root 20 O 1988 604 524

root 15
root RT
root 15
root -2
root RT
root 15

NOoOuvibh WwiN

0000S 1.9 0.0 1:07.07 kide/1

-2 0 101m 6104 3680 S 1.9 0.1 0:32.57 octopus
20 0 123m 19m 6456 .2 0:06.07 diag_port_1b
20 0 205m 45m 9.8m .6 0:02.61 netstack
0. :03.75 1init

:00.00 kthreadd

.00 migration/0

:00.61 ksoftirqd/0

:00.06 watchdog/0

:00.00 migration/1

:04.80 ksoftirqd/1

o O O
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-5000
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e 93 1U318,6 IUbloysé IJos wouwwespol IUgpdsd

DSV

p& 31956 1Usosd Idgungliss I Sedss IJos wuvagspel Igpdss (zeeol Idpdse)
wJIssolse
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e 9> 1U31,6 1Jpuve,Jdé 1Jpuegsesd woluwbs |Jgpdso

S

eldo ldepdss. wouopu IJ8se IUpzopds:

* > -1duge d9u luwble

* R-8w ldogvgsd

© S-1duge

s T-opldogdu s 1dlsdles
» Z-Zombied

7CPU

IJouwed 1Jpis9ss Jadw 9226 IJpelded 1Jpydisé (CPU) IJss wuwagspo IUgpdso

Z/MEM

lJouwes IJpissse Js1Y,e 1Usuesd 1deisliss IJvedso Idpolze IJos ouueéspeol
IJepdss

lJs 9w+

lzelds 98w 9226 IJpgldes 1Upydiss (CPU) 1Uss luwwoddeoe Idgpdss pud woe
ouvgsdol

luwe IJle, 1Uss wp bbgldo Juse IUg pdsd

{#seconds} | suwpee 1Sl no-more Loodss IJie, JJ #seconds wdélissl zos sop bbgld Ctrl-
C. o3l up9dz Jdpiele:

<#root>

switch# show system internal processes cpu




5| no-nore

top - 17:31:12 up 4 days, 18:31, 3 users, Tload average: 0.52, 0.40, 0.32
Tasks: 449 total, 3 running, 446 sleeping, 0 stopped, 0 zombie
Cpu(s): 3.5%us, 4.5%sy, 0.0%ni, 91.2%id, 0.1%wa, 0.1%hi, 0.5%si, 0.0%st

Mem: 8245436k total, 4192740k used, 4052696k free, 27644k buffers
Swap: 0Ok total, Ok used, Ok free, 1919612k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
2908 root 20 0 112m 8516 5516 S 7.5 0.1 264:44.25 pfm
31487 sjlan 20 0 3732 1652 1140 R 5.6 0.0 0:00.05 top
3059 svc-isan 20 0 80288 7536 4440 S 3.8 0.1 65:44.59 diagmgr
3192 root 20 0 334m 47m 11m S 1.9 0.6 25:36.52 netstack
3578 svc-isan 20 0 118m 13m 6952 S 1.9 0.2 24:57.36 stp
5119 svc-isan 20 O 139m 14m 7028 S 1.9 0.2 3:48.60 urib
5151 root 20 0 209m 46m 11m S 1.9 0.6 38:53.39 netstack
5402 svc-isan 20 O 117m 15m 9140 S 1.9 0.2 36:07.13 stp
6175 svc-isan 20 0 118m 16m 9580 S 1.9 0.2 47:09.41 stp
1 root 20 O 1988 604 524 S 0.0 0.0 0:06.51 init
2 root 15 -5 0 0 0S 0.0 0.0 0:00.00 kthreadd
3 root RT -5 0 0 0S 0.0 0.0 0:00.08 migration/0
4 root 15 -5 0 0 0S 0.0 0.0 1:07.77 ksoftirqd/0

top - 17:31:18 up 4 days, 18:31, 3 users, Tload average: 0.48, 0.39, 0.32
Tasks: 449 total, 1 running, 448 sleeping, 0 stopped, 0 zombie
Cpu(s): 3.5%us, 4.5%sy, 0.0%ni, 91.2%id, 0.1%wa, 0.1%hi, 0.5%si, 0.0%st

Mem: 8245436k total, 4192592k used, 4052844k free, 27644k buffers
Swap: 0Ok total, Ok used, Ok free, 1919612k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
2908 root 20 0 112m 8516 5516 S 7.5 0.1 264:44.47 pfm
31490 sjlan 20 0 3732 1656 1140 R 3.8 0.0 0:00.04 top
1 root 20 0 1988 604 524 S 0.0 0.0 0:06.51 1init
2 root 15 -5 0 0 0S 0.0 0.0 0:00.00 kthreadd
3 root RT -5 0 0 0S 0.0 0.0 0:00.08 migration/0
4 root 15 -5 0 0 0S 0.0 0.0 1:07.77 ksoftirqd/0
5 root -2 -5 0 0 0S 0.0 0.0 0:13.74 watchdog/0
6 root RT -5 0 0 0S 0.0 0.0 0:00.10 migration/1
7 root 15 -5 0 0 0S 0.0 0.0 0:54.47 ksoftirqd/1
8 root -2 -5 0 0 0S 0.0 0.0 0:00.20 watchdog/1
9 root 15 -5 0 0 0S 0.0 0.0 0:02.94 events/0
10 root 15 -5 0 0 0S 0.0 0.0 0:02.58 events/1
11 root 15 -5 0 0 0S 0.0 0.0 0:00.00 khelper
top - 17:31:23 up 4 days, 18:31, 3 users, Tload average: 0.44, 0.39, 0.32

Tasks: 449 total, 1 running, 448 sleeping, 0 stopped, 0 zombie
Cpu(s): 3.5%us, 4.5%sy, 0.0%ni, 91.2%id, 0.1%wa, 0.1%hi, 0.5%si, 0.0%st

Mem: 8245436k total, 4192584k used, 4052852k free, 27644k buffers
Swap: 0Ok total, Ok used, Ok free, 1919612k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
31493 sjlan 20 0 3732 1656 1140 R 3.8 0.0 0:00.04 top
5004 svc-isan 20 O 118m 13m 6852 S 1.9 0.2 41:35.81 stp
10337 svc-isan 20 0 133m 11m 7948 S 1.9 0.1 1:42.81 mcecm
1 root 20 0 1988 604 524 S 0.0 0.0 0:06.51 1init
2 root 15 -5 0 0 0S 0.0 0.0 0:00.00 kthreadd
3 root RT -5 0 0 0S 0.0 0.0 0:00.08 migration/0
4 root 15 -5 0 0 0S 0.0 0.0 1:07.77 ksoftirqd/0
5 root -2 -5 0 0 0S 0.0 0.0 0:13.74 watchdog/0
6 root RT -5 0 0 0S 0.0 0.0 0:00.10 migration/1
7 root 15 -5 0 0 0S 0.0 0.0 0:54.47 ksoftirqd/1
8 root -2 -5 0 0 0S 0.0 0.0 0:00.20 watchdog/1
9 root 15 -5 0 0 0S 0.0 0.0 0:02.94 events/0



10 root 15 -5 0 0 0S 0.0 0.0 0:02.58 events/1
top - 17:31:29 up 4 days, 18:31, 3 users, Tload average: 0.41, 0.38, 0.32
Tasks: 449 total, 1 running, 448 sleeping, 0 stopped, 0 zombie
Cpu(s): 3.5%us, 4.5%sy, 0.0%ni, 91.2%id, O0.1%wa, 0.1%hi, 0.5%si, 0.0%st
Mem: 8245436k total, 4192708k used, 4052728k free, 27644k buffers
Swap: Ok total, Ok used, Ok free, 1919616k cached

i,oJ show system internal sysmgr service pid <pid

lgwegse 03l 1Jiey Jerue wuluasd luolbdss: pod 98w lehs Idouvgsd selds Idogbd sldzlJs
IJzldss. B 1dgpdsslldgses woluubs PID.

switch# show system internal processes cpu

top - 17:37:26 up 4 days, 18:37, 3 users, Tload average: 0.16, 0.35, 0.33
Tasks: 450 total, 2 running, 448 sleeping, 0 stopped, 0 zombie

Cpu(s): 3.5%us, 4.5%sy, 0.0%ni, 91.2%id, 0.1%wa, 0.1%hi, 0.5%si, 0.0%st

Mem: 8245436k total, 4193248k used, 4052188k free, 27668k buffers
Swap: 0Ok total, 0Ok used, Ok free, 1919664k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
2908 root 20 0 112m 8516 5516 S 7.5 0.1 264:58.67 pfm
31710 sjlan 20 0 3732 1656 1140 R 3.8 0.0 0:00.04 top
3192 root 20 0 334m 47m 11m S 1.9 0.6 25:38.39 netstack
3578 svc-isan 20 0 118m 13m 6952 S 1.9 0.2 24:59.08 stp
5151 root 20 0 209m 46m 11m S 1.9 0.6 38:55.52 netstack
5402 svc-isan 20 O 117m 15m 9140 S 1.9 0.2 36:09.08 stp
5751 root 20 0 209m 46m 10m S 1.9 0.6 41:20.58 netstack
6098 svc-isan 20 0 151m 15m 6188 S 1.9 0.2 3:58.40 mrib
6175 svc-isan 20 0 118m 16m 9580 S 1.9 0.2 47:12.00 stp
1 root 20 O 1988 604 524 S 0.0 0.0 0:06.52 init
2 root 15 -5 0 0 0S 0.0 0.0 0:00.00 kthreadd
3 root RT -5 0 0 0S 0.0 0.0 0:00.08 migration/0
4 root 15 -5 0 0 0S 0.0 0.0 1:07.83 ksoftirqd/0

switch# show system internal sysmgr service pid 2908
Service "Platform Manager" ("platform", 5):
UUID = 0x18, PID = 2908, SAP = 39
State: SRV_STATE_HANDSHAKED (entered at time Mon Oct 15 23:03:45 2012).
Restart count: 1
Time of Tast restart: Mon Oct 15 23:03:44 2012.
The service never crashed since the last reboot.
Tag = N/A
PTugin ID: O

vedz Ll IM

o3l peld gds Iesulez Idowos IUss sdodb Iluvedsle Idpodbe IJeyode Jozss IJpeldes
|Jp_yﬂ_j§5. §pdo Q&)@J |.J@.,5p |J|ouuoé_)roc"> 9diJY |J|9|p_) lJuol>,6 wule E_JnS I\JPQbJL_Jli:J:

event manager applet HIGH-CPU
event snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.6.1 get-type exact entry-op ge
entry-val 80 exit-val 30 poll-interval 5



action 1.0 syslog msg High CPU hit $_event_pub_time

action 2.0 cli enable

action 3.0 cli show clock >> bootflash:high-cpu.txt

action 4.0 cli show processes cpu sort >> bootflash:high-cpu.txt

% pdlebo: pu lduo)9)s wg)sWd 'exit-val.' ol o lIJeoulez IJuuos sgee Ideslulos Bluo
SiS> pU luwedsle 9236 1Jpeldzs 1dpsdis6 (CPU). wuopo $spé IUg9e-Old 30 wuvgsd
lJoue IJouwdsis s eJdBs Jl wolss Jol.

luvoesle eld Jsgrs Ipeldes Idpsdss6 (CPU) wuwow IJgpdso
9 2Jé 19, Idoslule

JI 092> gpdss pdlod luwoeole 5206 1peldes 1dpsdsss (CPU) IJpldlbes (Jel o9 IUeld O
IJlob 08 1Jlwluwsd Juolez Cisco 10S®) g0 o)l 3us [uuegsle 9236 1peldes 1Jprd586. ool
b)588 LisEs Jugasd uwwww luweele 9226 1deeldes 1de,dsss (CPU) Idelds: o luweeole
ley 9226 IJpgldesd IJp,ydss6 (CPU) show system internal process. gldol ol souwoo IUlgwegsle
IJesode Jogas ldpeldes 1deydss6 (CPU) Ides swp wubésdol waluubbs 2)ds p)9) IJoslole
B ouvésd NetStack. UlJluolWds [Us Iesile slde pdsle IUig s pod wi9esdsd cedsd
IJewslo (ARP) 9¢u90999d bls pzesele ldlue,ue (IGMP). wuvdd pyode.

cogwew IJepdss Vs luvosle gld Jogss 1Jpeeldes 1Ueydssd

eds zuve epdsle sldeunldd IJos cogwow Bs luwosle eld J9zos 1peldes 1Jerdjss.
ould IJpobde IJpzeed JIJodlb I9le) pesus. ouoW 030 IUIGuwle I, § 1Jeds56.

Ibol, uble slgds <feature>pg Jgple/pid)le | Bs IJEshe IJeJs!

Iwegse o3l 1Jlp, Jlboel, céuosue 11,6 Jeedss plt luwegse 1ésl, 'in Grand' Jp,ldws
lzelds 1U318,6. spdu 1o sSouwow cuse 1316 BOs Iuwles gudad 1Jgpdso: ppl §5 $958
IJs luweeale 9226 1dpeldes IJprdssé (CPU) wubvdd Jos.

lseloldsi

Ipwegse IUlseloldsiy Jpldws ©rds 1Upus 1Js 9226 Idpeldes IUpsdsss.

I9l o, debug

N odiebe: Lee s 1o pop6 29.) [9la) L o252 God luwcisle 19lp, debug. Iuuegsp
I9le) cuoese IJiRble wedpd eds pr9d lucle Jorue websd 1Ugspé.

Iuwegse Ile, debug logfile el lody 309 Joseso lJprzle [Js pdd pess 9ozuw KN
lJzduwé Jogwise syslog. ol pold gds w)y9w9ded bls Iduveds Idouwshb Jouoese IJIgble
(SNMP):


https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

switch# debug logfile snmpdebug
switch# debug snmp all
switch# show debug logfile snmpdebug
2012 Oct 17 23:53:25.905914 snmpd: SDWRAP message Successfully processed
2012 Oct 17 23:53:25.906162 snmpd: Src: 0x00000501/23852 Dst: 0x00000501/28 1D
: Ox006E3C9B Size: 276 [REQ] Opc: 182 (MTS_OPC_DEBUG_WRAP_MSG) RR: 0x006E3C9B
HA_SEQNO: 0x00000000 TS: Ox10ADFFA1666FC REJ:0 SYNC:0 OPTIONS:0x0
2012 Oct 17 23:53:25.906208 snmpd: 01 00 00 00 E7 03 00 00 00 00 00 00 00 00 00 00
2012 Oct 17 23:53:25.906225 snmpd: 00 00 00 00 00 00 00 OO 00 00 OO 00 00 00O 00 00
2012 Oct 17 23:53:25.906239 snmpd: 00 00 00 00 00 00 00 OO0 00 00 00 00 00 0O 00 00
2012 Oct 17 23:53:25.906255 snmpd: FF FF FF FF 2F 64 65 76 2F 70 74 73 2F 30 00 00
2012 Oct 17 23:53:25.906271 snmpd: 00 00 00 00 00 00 00 OO 00 00 OO 00 00 00 00 00

switch# show log last 10

2012 Oct 17 17:51:06 SITE1-AGG1l %ETHPORT-5-IF_TX_FLOW_CONTROL: Interface
Ethernetl0/10, operational Transmit Flow Control state changed to off

2012 Oct 17 17:51:09 SITE1-AGG1l %ETH_PORT_CHANNEL-5-PORT_SUSPENDED:
Ethernet10/10: Ethernetl0/10 is suspended

2012 Oct 17 17:51:51 SITE1-AGGl Tast message repeated 1 time

2012 Oct 17 17:51:51 SITE1-AGGl %ETHPORT-5-IF_DOWN_LINK_FAILURE:
Interface Ethernetl0/10 is down (Link failure)

2012 Oct 17 17:51:52 SITE1-AGG1l %ETHPORT-5-SPEED: Interface Ethernetl10/10,
operational speed changed to 10 Gbps

2012 Oct 17 17:51:52 SITE1-AGG1l %ETHPORT-5-IF_DUPLEX: Interface
Ethernetl0/10, operational duplex mode changed to Full

2012 Oct 17 17:51:52 SITE1-AGG1l %ETHPORT-5-IF_RX_FLOW_CONTROL: Interface
Ethernetl0/10, operational Receive Flow Control state changed to off

2012 Oct 17 17:51:52 SITE1-AGG1l %ETHPORT-5-IF_TX_FLOW_CONTROL: Interface
Ethernetl0/10, operational Transmit Flow Control state changed to off

2012 Oct 17 17:51:55 SITE1-AGG1l %ETH_PORT_CHANNEL-5-PORT_UP: port-channelll:
Ethernet10/10 1is up

2012 Oct 17 17:51:56 SITE1-AGG1l %ETHPORT-5-IF_UP: Interface Ethernetl10/10
is up in mode trunk

Iuvegse IJle, debug-filter gos 1J]pIle Josddsd oz eds oble llovlz lJs 1> IJbos. eds
wosd dpold suvow B> Hob Iy gbys Izhbs IUlegle (UDLD) Loss Wl)¢:

switch# debug logfile test size 1000000

switch# debug-filter pktmgr direction inbound
switch# debug-filter pktmgr dest-mac 0100.0ccc.cccc
switch# debug pktmgr client uuid 376

switch# debug pktmgr frame

switch# debug pktmgr pkt-errors

switch# debug-filter ?
fabricpath Debug fabricpath events

ip IP events

ipv6 IPv6 events

12pt L2 Protocol Tunneling events
mpls MPLS events

pktmgr Pm debug-filter

routing Routing events



couwy J6 1Upg) B luweesle 9258 IJpeldes IJerdss6 (CPU) wuudd
pICOE

Iwegsp 030 1JIx9le guspl wouwow 2r9é 1Jpu9, B luveesle 9258 1Jpeldzs 1Up,d 586 (CPU)
cuvdd Jdos):

- Ilseloldsi - poldws wog s 1ee) 1S 926 1Jpgldzs 1deydiss Iy puol.

* IJodssu - IJozdd po cdosu Ieesdldslzes/l ps 6

¢« bole wpass pesd IUlz036/CoPP - Lo ely ©J9s0 COPP 9 HWRL w i dd Lozse. Jl ogpd
9228 IJpeldes IJprdsss (CPU) B weus Uleslo wuindd erodde Jivol press woluwbs
CoPP Iglw wesss Idpegsd. wzdd pu CoPP 9 HWRL Jeg )96 ol 31 Jlue ould gpdslo
luwSllo JorJs 019,250 pESUS.

N LUlebs: Jl s, I o CoPP s HWRL JJI s Luesld 1Jzols IUblo s 11 el o
(VDC). ssop whbosyel po gJIJ IJ 9226 el Doos6. I sild wledlo 2)96
1Je9) 1JIJisé pu spole pogss lu wuvdd eusl ol eds 9226 1pelJes
IJe,djs6 (CPU).

wedsd [duvouw 1Jgdys Jluwesle 9256 1Upeelded [Jpe,d 506
NI

:§de ed lugble IJgvods wwsgd ldpuweds e |9 SpIdu luwedbo wud o . Bl Yoo wuvd Vs
lo IJlgweésle Idelds J9gso UfEUEE’ lJpydis0 (CPU) o wow O ludble IJgvodo Oluuegse
oo IJLuuble Jdozvy pu lJluwole.

IJig )l o

couops Ielue Uluvesle 1elds Jozs 1Jpeldes 1Jpsdiss (CPU) g0 luvodoly puvess
IJoede 9puuldd louold puvess Idoslole 1dulzges g0 Wubd puwess and,o: 9,996
lJe,9w999d pod wy9w9ded pogo IUluwe sl Iduwyse (HSRP)/RP‘ggogJo@J ¢l UDLD.
90gbisd w9999 1z s [Jpad,es (STP). 9o uldd 1l Lol 1Jig)s.

P99 ble 9226 Ipeldes IUp,dssé

o) 500 Epdsle prdsble 5236 1JpelJzs 1psdisé

I3l Jo sop lehs wppsd 1Jpesd 19 weasde. Bedsd wuvésd IJie, show process cpu history s
€090 72 wlgd pu lu@ble IJosl) Jeg )96 ol I3 Jly 8> 28 luwwgsle gld Jogso IJegldzo
lJpydjs0 WS 99w IJgre.

CoPP ¢ HWRL

B3I Iy lgweale 9296 1dpeldzs IJeydiss (CPU) Ields o IJuvow Idssuvs Jludble
IJoslole Idugwled 9bl oo ouvd Vs lu lodble Idoslule @ wp wubgsdo woluubs 2yJs



9, o ds. Bspdud luvagsle CoPP 9 HWRL (bgle weass pesd IJizess) Jpuwless b
O8> LE I8 IJe)9).

i,oJ show policy-map interface control-plane

903l up9dz lBle pu IJi o, show policy-map interface control-plane:

switch# show policy-map interface control-plane
Control Plane

service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-igmp
match access-group name copp-system-p-acl-msdp
match access-group name copp-system-p-acl-ospf

match access-group name copp-system-p-acl-pim
match access-group name copp-system-p-acl-pimé
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mpls-Tdp
match access-group name copp-system-p-acl-mpls-oam
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-otv-as
match access-group name copp-system-p-acl-mac-otv-isis
match access-group name copp-system-p-acl-mpls-rsvp
match access-group name copp-system-p-acl-mac-fabricpath-isis
match protocol mpls router-alert
match protocol mpls exp 6
set cos 7
police cir 39600 kbps , bc 250 ms
module 1 :
conformed 1108497274 bytes; action: transmit
violated 0 bytes; action: drop

module 3 :
conformed 0 bytes; action: transmit

violated 0 bytes; action: drop

module 10 :
conformed 0 bytes; action: transmit

I, show hardware rate-limiter mod <x>



903l up93z Ie)le pu 1Jip, show hardware rate-limiter mod 1 1Ji 83 o0 IJluosl, 6.1 oo NX-OS:

switch# show hardware rate-limiter mod 1

Units for Config: packets per second
Allowed, Dropped & Total: aggregated since last clear counters

Rate Limiter Class Parameters
Tayer-3 mtu Config : 500
AlTlowed : 0
Dropped : 0
Total : 0
Tayer-3 ttl Config : 500
AlTlowed : 0
Dropped : 0
Total : 0
Tlayer-3 control Config : 10000
AlTlowed : 0
Dropped : 0

03l up9sz JJpésele pu IJie, show hardware rate-limiter mod 1 Wb.s Il osl, 6.1 oo NX-OS g
luosl) i@&:

switch# show hardware rate-limiter mod 1
switch# show hardware rate-limiter module 1

Units for Config: packets per second
Allowed, Dropped & Total: aggregated since last clear counters

Module: 1
R-L Class Config AlTlowed Dropped Total

e et e e Fom Fommmmm - +
L3 mtu 500 0 0 0
L3 ttl 500 0 0 0
L3 control 10000 0 0 0
L3 glean 100 0 0 0
L3 mcast dirconn 3000 0 0 0
L3 mcast Toc-grp 3000 0 0 0
L3 mcast rpf-leak 500 0 0 0
L2 storm-ctrl Disable
access-1list-log 100 0 0 0
copy 30000 0 0 0
receive 30000 40583 0 40583
L2 port-sec 500 20435006 0 20435006
L2 mcast-snoop 10000 0 0 0
L2 vpc-Tow 4000 0 0 0
L2 12pt 500 0 0 0
fl rl-1 4500 0
fl r1-2 1000 0



f1 r1-3 1000 0
f1 rl1-4 100 0
f1 r1-5 1500 0
L2 vpc-peer-gw 5000 0 0 0
L2 Tlisp-map-cache 5000 0 0 0

loed e ls Wisé pg jshé £33 ol IUluudlb. o ol 31 Yo 3JY ghsl JWss woely; IJes
lJ3s wp wdosue.

wulez wubgsdled IJublg
&ue IJoblé 1Uslgds J9grs Ieeldes 1Jerdssé (CPU) Juble [Ieshle | 1dedle | lzsle] Te,
Ipwegse 03l iy JJozdd pu gldle 1duvdsl Bs puwl 9236 1peldes IJprdiss. sldoedp B

w99 XOFF. 9lJz»> I.JiLéuo..s Jegsddle odids 9226 1Jpgldezd 1Jp,djs6 (CPU) 9u8Joli 9l IS
3Jdy.

switch# show hardware internal cpu-mac inband stats
182571 registers

RMON counters Rx Tx
______________________ oo o .
total packets 70563313 139905960
good packets 70563313 139905960
64 bytes packets 0 0
65-127 bytes packets 66052368 135828505
128-255 bytes packets 1424632 1327796
256-511 bytes packets 280422 325220
512-1023 bytes packets 17060 14480
1024-max bytes packets 2788831 2409959

broadcast packets 0 0
multicast packets 0 0
good octets (hi) 0 0
good octets (Tow) 18573099828 25929913975
total octets (hi) 0 0
total octets (low) 18573090123 25929922452
XON packets 0 0
XOFF packets 0 0
————————————— > Pause Frame back to R2D2 when the traffic exceeds SUP limit
management packets 0 0

Interrupt counters

e 4=
Mine 57079706
Other 0
Assertions 57079706
Rx packet timer 9638

Rx absolute timer 0

Rx overrun 0

Rx descr min thresh 0

Tx packet timer 4189

Tx absolute timer 6476



Tx queue empty 0
Tx descr thresh low 0

txdw ..... 44983549
txge ..... 2

Isc ...... 0

rxseq .... 0

rxdmt .... 213229
rXo ...... 0

rxt ...... 32433891
mdac ..... 0

rxcfg 0

gpi ...... 0

el $--
CRC errors ....iiiieiiennnnnnans 0
Alignment errors ............... 0
Symbol errors .................. 0
Sequence errors ........c...eu... 0
RX errors ........cciiiiiinan. 0
Missed packets (FIFO overflow) 0
Single collisions .............. 0
Excessive collisions ........... 0
Multiple collisions ............ 0
Late collisions ................ 0
ColTlisions ...vviiiiiniiinnnnnn. 0
Defers ... 0
Tx no CRS ... .. .. 0
Carrier extension errors ....... 0
Rx length errors ............... 0
FC Rx unsupported .............. 0
Rx no buffers .................. 0 —-—————mm——— no buffer
Rx undersize ................... 0
Rx fragments ................... 0
Rx oversize ........cciiiiiun.. 0
Rx jabbers .......... ..., 0
Rx management packets dropped .. 0
Tx TCP segmentation context .... 0

Tx TCP segmentation context fail 0

Throttle statistics

_____________________________ fomm
Throttle interval ........... 2 * 100ms

Packet rate Timit ........... 32000 pps

Rate Timit reached counter .. 0O

Tick counter ................ 2132276

Active ...t 0

Rx packet rate (current/max) 169 / 610 pps ------------——-——-—- Rx rate (current/max)

Tx packet rate (current/max) 429 / 926 pps

NAPI statistics
________________ I
Weight ......... 64

Po11 scheduled . 57079706
Po11 rescheduled 0

Pol11 invoked ... 117135124
Weight reached . 9

Tx packets ..... 139905960
Rx packets ..... 70563313
Rx congested ... 0

Rx redelivered . 0O



gdisc stats:

________________ I
Tx queue depth . 1000

glen ........... 0

packets ........ 139905960
bytes .......... 23411617016
drops .......... 0

Bahrain registers (cleared by chip reset only)

revision 0x00000108
scratchpad Oxaaaaaaaa
MAC status 0x00000001
MAC SerDes synced 0x00000001
MAC status 2 0x000100f8

Auto-XOFF config 1
Auto-XOFF status 0

MAC counters MACO (R2D2) MAC1 (CPU)
______________________ o o o
Rx Tx Rx Tx
—————————————————————— s st e
64 bytes packets 0 0 0 0
65-127 bytes packets 66907289 136682635 135828505 66052368
128-255 bytes packets 570131 473705 1327796 1424632
256-511 bytes packets 280003 325182 325220 280422
512-1023 bytes packets 17061 14482 14480 17060
1024-1518 bytes packets 623614 242009 241831 623569
1519-max bytes packets 2165215 2167947 2168128 2165262
—————————————————————— s st e
total packets 70563313 139905960 139905960 70563313
total bytes 405350248 2496404376 160120520 1393236630
—————————————————————— s st e
undersized packets 0 0
fragmented packets 0 0
FCS errors 0 0
—————————————————————— s st e
auto-XOFF state entered 0 times
auto-XOFF reset 0 times
XOFF packets auto-generated 0
XOFF packets 0 0
XON packets 0 0
—————————————————————— s st e
parity error 0 0 0 0
fifo errors 0 0
overflow errors 0 0
—————————————————————— s st e

w83 NX-0S Los§s 5.x. 'events' og gsl) o) 98, 198w 1U3s swp Bso lJsosd [Us 1es
IJIuos Jdzie B 1Jeloss (PPS) gus luvodold (RX) Is pesd wéd (TX) CPU. s9 og o3l
lJpeld JsBs6 wpass [J99e 1U3s wpw Bso p9lzod I¢) 3,96 Jpyds p)9) 926 1Jpeldes
lJpydjs06 (CPU):

switch# show hardware internal cpu-mac inband events



1) Event:TX_PPS_MAX, length:4, at 648617 usecs after Fri Oct 19 13:23:06 2012
new maximum = 926

2) Event:TX_PPS_MAX, length:4, at 648622 usecs after Fri Oct 19 13:15:06 2012
new maximum = 916

3) Event:TX_PPS_MAX, length:4, at 648612 usecs after Fri Oct 19 13:14:06 2012
new maximum = 915

4) Event:TX_PPS_MAX, Tength:4, at 648625 usecs after Fri Oct 19 13:12:06 2012
new maximum = 914

5) Event:TX_PPS_MAX, Tength:4, at 648626 usecs after Fri Oct 19 13:11:06 2012
new maximum = 911

6) Event:TX_PPS_MAX, length:4, at 648620 usecs after Fri Oct 19 13:08:06 2012
new maximum = 910

i,oJ show system internal pktmgr >lgJs vde »lgd [dobl g <int>

luwegse o3l lJlpy Jozass puos) 2098 1Upas)y IJes sop loodliel |Js 9226 1Jpeldzs 1Jesdiss.

switch# show system internal pktmgr internal vdc inband el/5

Interface Src Index VvDC ID Packet rcvd
Ethernetl/5 Oxald 1 14640
NetStack/PKTMGR

NetStack o pdow IP Jlod Swp w9830 BOS puwles IJpuwedse IJglues o Nexus 7000.
wouoew IJedoule pos) 2ip pu ldpumvess IJolus: 9 ARP. 9035, Ideeles 9 IPVA 90 ,909d9d
suwlsd IJepde B IUloesue 1luosl, 4 (ICMP4). g IPV6. g ICMPV6. 3 TCP/UDP. gpdous plgs
IJosuosd. ewpl 0958 2096 1Upus) [s 9296 Idpeldes 1de,diss (CPU) [ds luwagsle 9226
IJpeldzs IJpyd 586 (CPU) wuvdd Josy: Eldul pl ous To NetStack gldg pdss Ipdluds wol
sepdlo gds puvos eld.

oy 2lJs £500 Blisps lowbl, sled IJubld 1de,sss JJuble
S9uoe 03l ldpeld Jsss 8500 29Ljpso B9lispe luwbl) NetStack 1Jewwgspé:
switch# show system inband queuing status

Weighted Round Robin Algorithm
Weights BPDU - 32, Q0 - 8, Q1 - 4, Q2 - 2 Q3 - 64



&2 1oy leuolssle @slise lowbl sled IJobld 1Je,sss JJuble

S9uoe o3l ldpeld Ideshle Vs 1dgzss IJupbss IJ8leds Jdogesd pu Kernel (KLM) 9¢ pJs6
purles ldpuucop.

KLM o5 posd 9le> S ougugsdoe edJs VDC IJIuréo_)Iubq 9sepd eds JJ pu gleos 1JD)6
sldobly IUslgds. slos KLM [Js L;J,_,ogjé B9b leule peldzs 2pd 1Usgsd Jhuw!d Ibble
lJ>29d IJs pdouw yuvwdle VDC IJlspo JJpeeldzs.

switch# show system inband queuing statistics
Inband packets unmapped to a queue: 0
Inband packets mapped to bpdu queue: 7732593
Inband packets mapped to q0: 686667
Inband packets mapped to ql: O
Inband packets mapped to g2: 0
Inband packets mapped to g3: 20128
In KLM packets mapped to bpdu: 7732593
In KLM packets mapped to arp : 912
In KLM packets mapped to q0 : 686667
In KLM packets mapped to q1 : O
In KLM packets mapped to g2 : O
In KLM packets mapped to g3 : 20128
In KLM packets mapped to veobc : 0
Inband Queues:
bpdu: recv 1554390, drop 0, congested O rcvbuf 2097152, sndbuf 262142 no drop 1
(g0): recv 686667, drop 0, congested 0 rcvbuf 2097152, sndbuf 262142 no drop O
(gl): recv 0, drop 0, congested O rcvbuf 2097152, sndbuf 262142 no drop O
(g2): recv 0, drop 0, congested O rcvbuf 2097152, sndbuf 262142 no drop O
(g3): recv 20128, drop 0, congested O rcvbuf 2097152, sndbuf 262142 no drop O

show system internal pktmgr >I¢ Js vdc global-stats ipJ

Subwo 03l 1Jle, 1Jle, 1Jle, 1wl @ show system in band queuing statistics Command 95948,
lJesxss pu ldoevdlosd:

switch# show system internal pktmgr internal vdc global-stats

VDC KLM global statistics:
Inband packets not mapped to a VDC: O
Inband diag packets received: 998222
Weighted Round Robin Algorithm
Weights BPDU - 32, Q0 - 8, Q1 - 4, Q2 - 2 Q3 - 64
Inband packets unmapped to a queue: 0
Inband packets mapped to bpdu queue: 7734430 (7734430)
Inband packets mapped to q0: 686779 (686779)
Inband packets mapped to ql: 0 (0)
Inband packets mapped to g2: 0 (0)
Inband packets mapped to g3: 20128 (20128)
Pkt Size History : 2811395 for index 1
Pkt Size History : 274508 for index 2



Pkt Size History : 74284 for index
Pkt Size History : 43401 for index
Pkt Size History : 70915 for index
Pkt Size History : 35602 for index
Pkt Size History : 30085 for index
Pkt Size History : 29408 for index
Pkt Size History : 21221 for index
Pkt Size History : 15683 for index 10
Pkt Size History : 13212 for index 11
Pkt Size History : 10646 for index 12
Pkt Size History : 9290 for index 13
Pkt Size History : 50298 for index 14
Pkt Size History : 5473 for index 15
Pkt Size History : 4871 for index 16
Pkt Size History : 4687 for index 17
Pkt Size History : 5507 for index 18
Pkt Size History : 15416 for index 19
Pkt Size History : 11333 for index 20
Pkt Size History : 5478 for index 21
Pkt Size History : 4281 for index 22
Pkt Size History : 3543 for index 23
Pkt Size History : 3059 for index 24
Pkt Size History : 2228 for index 25
Pkt Size History : 4390 for index 26
Pkt Size History : 19892 for index 27
Pkt Size History : 524 for index 28
Pkt Size History : 478 for index 29
Pkt Size History : 348 for index 30
Pkt Size History : 447 for index 31
Pkt Size History : 1545 for index 32
Pkt Size History : 152 for index 33
Pkt Size History : 105 for index 34
Pkt Size History : 1424 for index 35
Pkt Size History : 43 for index 36
Pkt Size History : 60 for index 37
Pkt Size History : 60 for index 38
Pkt Size History : 46 for index 39
Pkt Size History : 58 for index 40
Pkt Size History : 829 for index 41
Pkt Size History : 32 for index 42
Pkt Size History : 26 for index 43
Pkt Size History : 1965 for index 44
Pkt Size History : 21 for index 45
Pkt Size History : 1 for index 46
Pkt Size History : for index 48
Pkt Size History : for index 51
Pkt Size History : for index 52
Pkt Size History : for index 53
Pkt Size History : 3 for index 55
In KLM packets mapped to bpdu: 7734430
In KLM packets mapped to arp : 912
In KLM packets mapped to g0 : 686779
In KLM packets mapped to gl : O
In KLM packets mapped to g2 : 0O
In KLM packets mapped to g3 : 20128
In KLM packets mapped to veobc : 0O
In KLM Queue Mapping (0 1 2 3 4)
Data Available in FDs (0 0 0 0 0)
Inband Queues:
bpdu: recv 1556227, drop 0, congested O rcvbuf 2097152, sndbuf 262142 no drop 1
(g0): recv 686779, drop 0, congested 0 rcvbuf 2097152, sndbuf 262142 no drop O
(gl): recv 0, drop 0, congested O rcvbuf 2097152, sndbuf 262142 no drop O
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(g2): recv 0, drop 0, congested O rcvbuf 2097152, sndbuf 262142 no drop O
(g3): recv 20128, drop 0, congested O rcvbuf 2097152, sndbuf 262142 no drop O
Mgmt packets not mapped to a VDC: 227551

Mgmt multicast packets dropped: 92365

Mgmt multicast packets delivered: 0

Mgmt packets broadcast to each VDC: 23119

Mgmt debugging packets copied: 0

Mgmt IPv6 multicast packets delivered: 0

Mgmt IPv6 link-local packets delivered: 0

Mgmt LLDP packets received: 0

i,oJ show system internal pktmgr interface ethernet <int>

lwegsp 03l 1Jle, JJub, Bs pesd 1Jzp6 Lldluols IUs wog 2rds 1ps9) (e IJizhbs s
lJoo [dpwgss) Jerds p)9) gesle 1dpeldesd 1Jpe,djs6 (CPU) IJos swp vouswol pu lJglzos.

switch# show system internal pktmgr interface el/5
Ethernetl/5, ordinal: 73
SUP-traffic statistics: (sent/received)
Packets: 63503 / 61491
Bytes: 6571717 / 5840641
Instant packet rate: 0 pps / 0 pps
Packet rate Timiter (Out/In): O pps / O pps
Average packet rates(lmin/5min/15min/EWMA) :
Packet statistics:
Tx: Unicast 3198, Multicast 60302
Broadcast 3
Rx: Unicast 3195, Multicast 58294
Broadcast 2

IJi o, show system internal pktmgr client <uuid

s&yue 03l 1Jley wbusdle pod STP Iy wy9e9dsd Iuweduldd Cisco (CDP) IJos wp ouvzsdol
p& p>sy IJeip 993JY 35 1deip IJos wp huwldol sluwogoldol woluwlos oJd IJobosyle.

switch# show system internal pktmgr client
Client uuid: 268, 4 filters, pid 3127
Filter 1: EthType 0x0806,
Rx: 2650, Drop: O
Filter 2: EthType Oxfff0, Exc 8,
Rx: 0, Drop: O
Filter 3: EthType 0x8841, Snap 34881,
Rx: 0, Drop: O
Filter 4: EthType 0x0800, DstIf 0Ox150b0000, Excl. Any
Rx: 0, Drop: O
Options: TO 0, Flags 0x18040, AppId 0, Epid O
Ctrl SAP: 278, Data SAP 337 (1)
Total Rx: 2650, Drop: 0, Tx: 1669, Drop: O
Recirc Rx: 0, Drop: O
Rx pps Inst/Max: 0/20
Tx pps Inst/Max: 0/5



C0S=0 Rx: 0, Tx:
C0S=2 Rx: 0, Tx:
C0S=4 Rx: 0, Tx:
C0S=6 Rx: 0, Tx:

Client

COS=1 Rx: 912, Tx: O
C0S=3 Rx: 0, Tx: O
COS=5 Rx: 0, Tx: 1669
COS=7 Rx: 1738, Tx: O

[=NeNeNe)

uuid: 270, 1 filters, pid 3128

Filter 1: EthType 0x86dd, DstIf 0x150b0000, Excl. Any

Rx:

0, Drop: O

Options: TO 0, Flags 0x18040, AppId 0, Epid O

ctril

SAP: 281, Data SAP 283 (1)

Total Rx: 0, Drop: 0, Tx: O, Drop: O
Recirc Rx: 0, Drop: O
Rx pps Inst/Max: 0/0
Tx pps Inst/Max: 0/0

C0S=0 Rx: 0, Tx: O C0S=1 Rx: 0, Tx:
C0S=2 Rx: 0, Tx: O
C0S=4 Rx: 0, Tx: O C0S=5 Rx: 0, Tx:
C0S=6 Rx: 0, Tx: O

C0S=3 Rx: 0, Tx:

o O OO

C0S=7 Rx: 0, Tx:

i,oJ show system internal pktmgr stats

lwegse o3l 1Jlp) JJerdd po el 131 oo IUesie wuod IJs e IJzie B pumly 10589d 9pl I3l
o sop buwld IUzie Jdebe wsluwbs pos) Idzie: spdo o suwlesd osldle, lsuol B wross
ol 131 oo ould puildd e 1dpglio B puvh IJluveduld i 1ol

switch# show system internal pktmgr stats
Route Processor Layer-2 frame statistics

Inband driver: valid 1, state 0, rd-thr 1, wr-thr 0, Q-count O

Inband sent: 56441521, copy_drop: 0, ioctl_drop: O,
unavailable_buffer_hdr_drop: 0

Inband standby_sent: 0

Inband encap_drop: 0, linecard_down_drop: O

Inband sent by priority [0=11345585,5=164281,6=43280117,7=1651538]

Inband max output queue depth 0

Inband recv: 89226232, copy_drop: 0, ioctl_drop: O,
unavailable_buffer_hdr_drop: 0

Inband decap_drop: 0, crc_drop: 0, recv by priority: [0=89226232]

Inband bad_si 0, bad_if 0, if_down O

Inband last_bad_si 0, Tast_bad_if 0, bad_di 0

Inband kernel recv 44438488, drop 0, rcvbuf 2097152, sndbuf 4194304

Mgmt
Mgmt

driver: valid 1, state 0, rd-thr 1, wr-thr 0, Q-count 0
sent: 971834, copy_drop: 0, ioctl_drop: O,

unavailable_buffer_hdr_drop: 0

Mgmt
Mgmt
Mgmt
Mgmt
Mgmt

standby_sent: 0

encap_drop: 0, linecard_down_drop: 0O

sent by priority [0=925871,5=45963]

max output queue depth 0

recv: 1300932, copy_drop: 0, ioctl_drop: O,

unavailable_buffer_hdr_drop: 0

Mgmt
Mgmt
Mgmt
Mgmt

decap_drop: 0, crc_drop: 0, recv by priority: [0=1300932]
bad_si 0, bad_if 0, if_down O

last_bad_si 0, Tast_bad_if 0, bad_di 0

kernel recv 1300932, drop 0, rcvbuf 2097152, sndbuf 2097152



Inband2 driver: valid 0, state 1, rd-thr 0, wr-thr 0, Q-count O

No of packets passed by PM Policy database 876452
No of packets dropped by PM Policy database 0
No of packets bypassed by PM Policy database 424480

No of packets dropped by PM originating from kernel 0

MBUFSK Tx: 57413355 pkts (requested 57413355 denied 0), 62236110 mbufs
function invoked 57413355 denied 0/0 c/realloc 0/0

MBUFSK Rx: 90527161 pkts, 90527421 mbufs (requested 2388154951 denied 0)
function invoked 35132836

Global input drops: bad-interface 0, bad-encap 0, failed-decap O,

no prot 42371
recv_encaptype_err 0, recv_decap_err 0, recv_mac_mismatch 0, recv_no_client 0
recv_no_svi 0, recv_no_vlan 0, recv_client_notreg 0, recv_enqueue_fail 0

Global output drops:

send_ifdown_fail 13, send_invalid_iod 0O

send_invalid_vlan 0, send_security_drop 0 send_loopback_drop 0,
send_small_pkt_fail O

send_vsl_err 0, send_dce_err 0,send_enqueue_fail 0, send_alloc_fail 0

DCE errors:
misc_err 0, lookup_err 0, encap_err 0, decap_err 0

Platform errors:
generic_encap_err 0, encap_err 0, decap_err 0O
vlan_encap_err 0, vlan_decap_err 0

DC3HDR errors:
pkt_err 0, vlan_err 0, ifidx_err 0, portidx_err 0

RECIRC errors:
misc_err 0, lookup_err 0O

Lcache errors:
init_err 0, timer_err O

Stats errors:
misc_err 0, init_err 0, timer_err O

Client errors:
alloc_err 0, pid_err 0, register_err 0, unregister_err 0O
add_err 0, delete_err 0, update_err O

VDC errors:
alloc_err 0, set_err 0, update_err O

Misc. errors:

mts_err 0, mbuf_err 0, drop_exception 0

invalid_drv_type 0, interface_err 0

eth_output_err 0, gre_err 0 otv_err O

tunnel_6to4_err 0, mcec_err 0, invalid_gpc 0 invalid_ftag 0 invalid_12_type :0

register_err 0, unregister_err 0, invalid_args 0, file_open_err 0

inband_err 0, vlan_err 0, pm_alloc_err 0, pm_ha_err 0, pm_init_err O

arp_init_err 0, rtm_init_err 0, am_init_err 0, ui_init_err 0, mpls_init_err O,
evc_init_err 0

sdb_err 95670, sdb_init_err 0O

sysmgr_err 0, eth_span_err 0, buf_pool_err 0, feature_err 0

uuid2client_err 16, dotlg_drop 0, nfcache_init_err 0



Crossbar down drops : 0O

Exception packets: mtu-fail 0, icmp-redirect 0, icmp-unreach 0, ttl 0
options 0, rpf 0, two-mcast-rpf 0, 13-bridge-drop 0O
mcast-next-hop 0, municast 0
drop 0, acl-redirect 0, acl-redir-arp 0, acl-redir-dhcp 0
sup-shim-pkt 229385 Pkts recvd with peergway SUP DI 0

VPC Frame Statistics
VPC Mgr reg state 1, im-ext-sdb-state 1
Ingress BPDUs qualified for redirection 0
Ingress BPDUs redirected to peer 0O
Egress BPDUs qualified for redirection 0
Egress BPDUs dropped due to remote down 0
Egress BPDUs redirected to peer 0
Ingress pkts qualified for peergateway tunneling 0O
Ingress pkts tunneled to peer with peergateway conf 0
Peer-gw pkts tunneled tx :
From VPC+ Teg 0, From VPC leg 0, From 12mp network 0
From orphan port in VPC+ 0, from orphan port in VPC 0
For ARP 0, IP 0, IPv6 0, unknown O
Total Tunneled packets received from peer 0
Local delivery 0, Transmit down 0, peer-gw tunneled O
Tunnel rx packets drop due to local vpc leg down O
Peer-gw pkts tunneled rx :
From VPC+ Teg 0, VPC leg 0, From 12mp network 0
From orphan port in VPC+ 0, from orphan port in VPC 0
For ARP 0, IP 0, IPv6 0, unknown O

Error Statistics
VPC manager: uninit 0, Tibrary 0O
Tunnel (ingress): non-mct rx 0, bad hdr 0, badpkts 0, non gpc peer O
Tunnel (ingress): redirlooperror 0
Tunnel (egress): in-bpdu 0, e-bpdu 0, peer-gw O
MBuf: alloc: 0, prepend: 0, pullup: O
Invalid filter: 0
Peergw tunneling tx: invalid ftag 0, invalid swid O
invalid iftype 0, invalid GPC of peer 0
Peergw tunneling rx: invalid msg subtype 0, invalid GPC of core 0
invalid GPC of peer 0, invalid svi O
Unicast pkts which passed egress redirection check 0

statistics Tast reset 2wOd
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