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IPSec pslg> dxwo (o axill paiuall Guaxill 52> .3

The CSM is located in slot 4. nodul e ContentSwitchingWdule 4 vian 51 client ip ---!
address 172.21.51.244 255.255.255.240 ! vlan 61 server ip address 172.21.51.244
I 255.255.255.240 ! probe ICMP_PROBE icnp interval 5 retries 2

dwsxll IPSec pslg> plaziwl ServerFarm >a> 4

oMl gl iy

Serverfarm VPN_IOS and real server members. serverfarm VPN_IOS ---!
nat server
no nat client

Set the behavior of connections when the real servers have failed. failaction purge ---!

real 172.21.51.242

i nservice
real 172.21.51.247
i nservice
probe | CVP_PROBE
Ensure that connections from the same client match the same server !--- load ---!!
balancing (SLB) policy. !--- Use the same real server on subsequent connections; 1ssue the

. I-—- sticky command

sticky 5 netmask 255.255.255.255 timeout 60

policy VPNIOS
sticky-group 5
serverfarm VPN IOS

290 a5,> 393 JSJ a>lg VServers xaxi 09 .7

Virtual server VPN_IOS_ESP. vserver VPN_IOS_ESP ---!

The virtual server IP address 1s specified. virtual 172.21.51.253 50 !--- Persistence ---!
rebalance is used for HTTP 1.1, to rebalance the connection !--- to a new server using the
load balancing policy. persistent rebalance !--- Associate the load balancing policy with

the VPNIOS virtual server. slb-policy VPNICS inservice ! vserver VPN_|IOS_IKE virtual
1 172.21.51. 253 udp 500 persistent rebal ance sl b-policy VPNICS inservice

7206VXR - o)l a>gall oS

crypto isakmp policy 10

aut hentication pre-share
crypto i saknp key ciscol23 address 0.0.0.0

!
crypto ipsec transformset nyset esp-3des esp-sha-hmac
crypto mib ipsec flowrb history tunnel size 200
crypto mb ipsec flowrib history failure size 200
!
crypto dynam c-nmap nydyn 10

set transformset myset

reverse-route

!
crypto map nynap 10 ipsec-isaknp dynam ¢ nydyn

!
i nterface FastEthernet0/0
ip address 172.21.51. 247 255. 255. 255. 240

crypto map nymap
!

interface FastEthernet2/0



i p address 10.1.1.6 255.255.255.0

router eigrp 1

redistribute static

network 10.0.0.0

no aut o- sunmary

no ei grp | og-nei ghbor-changes

!
i p default-gateway 172.21.51. 241

i p classless
iproute 0.0.0.0 0.0.0.0 172.21.51.241

no ip http server
!

7206 - aic Gaxill o5 Sl azgoll 1SS

crypto isaknmp policy 10

aut henti cation pre-share
crypto i saknp key ciscol23 address 172.21.51. 253
!
crypto i psec transformset nyset esp-3des esp-sha-hmac
crypto mib ipsec flowrib history tunnel size 200
crypto mib ipsec flowrib history failure size 200
!
crypto map nmymap 10 i psec-i saknmp

set peer 172.21.51.253

set transformset nyset

mat ch address 101

!
i nterface LoopbackO

i p address 10. 3. 3.3 255.255.255.0

[
interface Ethernet0/0

i p address 172.21.51. 250 255. 255. 255. 240

dupl ex auto

crypto nmap nymap
|

i p classless
iproute 0.0.0.0 0.0.0.0 172.21.51.241

no ip http server
!

access-list 101 pernmit ip 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0. 255

2o Sy oueSill Jac 2Tl punsl] 138 paciuwl

w22 (OIT) 2L3Vl a2 o 8151 pazkial .ShOW olol Lass (Jaad ulualleNasll) 213V a2 yio 6131 ac
. Show oVl 2,50 Jul>

\S 09,9 .show module contentSwitchingModule all si show module csm all ,oYl ol 28 -
show module contentSwitchingModule all vservers ,oVl o ,2,.obgleoll Guss clisly 0Vl
Sl SLB o35 wloglso

Cat 6506- 1- Nati ve# show module contentSwitchingModule all vservers
---------------------- CSMin slot 4 --------------mm---

sl b vserver pr ot vi rtual vl an state conns
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VPN_I OS_ESP 50 172.21.51.253/32: 0 ALL OPERATI ONAL 2
VPN_I OS_I KE ubP  172.21.51.253/32: 500 ALL OPERATI ONAL 2

.SLB Jlasil wlogleo show module contentSwitchingModule all conns oVl o ,=,

Cat 6506- 1- Nat i ve# show module contentSwitchingModule all conns

---------------------- CSMin slot 4 --------mmmmmmmo-

prot vlan source destination state

In UDP 51 172. 21. 51. 250: 500 172. 21. 51. 253: 500 ESTAB
Qut UDP 61 172.21.51. 242: 500 172. 21. 51. 250: 500 ESTAB
In 50 51 172.21.51. 251 172.21.51. 253 ESTAB
Qut 50 61 172. 21. 51. 247 172.21.51. 251 ESTAB
In 50 51 172.21. 51. 250 172. 21. 51. 253 ESTAB
Qut 50 61 172.21.51. 242 172. 21. 51. 250 ESTAB
In UDP 51 172.21.51. 251: 500 172. 21. 51. 253: 500 ESTAB
Qut UDP 61 172.21.51. 247: 500 172.21.51. 251: 500 ESTAB

.a2.0M1 SLB oLl 6acl8 show module contentSwitchingModule all sticky ,oVl o =,
Cat 6506- 1- Nat i ve# show module contentSwitchingModule all sticky

---------------------- CSMin slot 4 -------mmmmmmamae oo
client IP: 172.21.51. 250
real server: 172.21.51.242

connections: O
group id: 5
ti meout: 38
sticky type: netnmask 255.255. 255. 255

client IP: 172.21.51. 251

real server: 172.21.51.247
connections: O

group id: 5

ti meout: 40

sticky type: netmask 255.255.255. 255

.a>g0ll _lc show ip route joVI jlusol 09

2621VPN# show ip route

Output suppressed. 10.0.0.0/24 is subnetted, 3 subnets D EX 10.2.2.0 [170/30720] via ---!
10.1.1.6, 00:13:57, FastEthernet0/0 D EX 10.3.3.0 [170/30720] via 10.1.1.5, 00:16: 15,

Fast Et hernet0/0 C 10.1.1.0 is directly connected, FastEthernet0/0 D*EX 0.0.0.0/0 [170/30720]
via 10.1.1.5, 00:37:58, FastEthernet0/0 [170/30720] via 10.1.1.6, 00:37:58, FastEthernet0/0
2621VPN# 7206VXR# show ip route

Output suppressed. 172.21.0.0/28 is subnetted, 1 subnets C 172.21.51.240 is directly ---!
connect ed, FastEthernet0/0 10.0.0.0/24 is subnetted, 3 subnets S 10.2.2.0 [1/0] via 0.0.0.0,
Fast Et hernet 0/0 D EX 10.3.3.0 [170/30720] via 10.1.1.5, 00:16:45, FastEthernet2/0 C 10.1.1.0
is directly connected, FastEthernet2/0 S* 0.0.0.0/0 [1/0] via 172.21.51.241
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