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User LAC RADIUS LNS RADIUS

—Lm_.._
4_LME_E FPE SETUP

LEPF DOHFA CK :
AUTHE CHALLENGE REPONCE -

AVUTHORIE A TION Iﬂﬁﬂ:-ﬂ REFLY

TUNNEL INFORMA TION D (AANLOADED TOLAC

"' + Comirel

- ICRP -h
: ICCN - Sessinn
- ¥ Eonblichmen
- A4
: ; nummmunumimw
AUTHEN TICATION SUCCESS -+

FER- USER INFOENA TION D RANLOADED

| NCP (PCP) Conpletes | :

User Connection Established

L2TP 9 PPP clelexiw| elis] o s sill LAC 0 563l cllasV auuns

,Jan 1 00:04:10.235: %1 NK-3-UPDOMN: Interface Serial0:0

changed state to up

Jan 1 00:04:10.455: Se0:0 PPP: Treating connection as a callin

,Jan 1 00:04:10.455: Se0:0 PPP: Phase is ESTABLI SH NG

[ Passive Open [0 sess, O | oad

Jan 1 00:04:10.455: Se0:0 CHAP: Using alternate hostnane 5300-1

Jan 1 00:04:10.455: Se0:0 LCP: State is Listen

Jan 1 00:04:10.455: Se0:0 LCP: | CONFREQ [Listen] id 118 len 10

(Jan 1 00:04:10.455: Se0:0 LCP: Magi cNunber Ox6EE4E865 (0x05066EE4E865
Jan 1 00:04:10.455: Se0:0 CHAP: Using alternate hostnane 5300-1

Jan 1 00:04:10.455: Se0:0 LCP: O CONFREQ [Listen] id 11 len 28

(Jan 1 00:04:10.455: Se0:0 LCP: Aut hProt o CHAP (0x0305C22305

(Jan 1 00: 04:10.455: Se0:0 LCP: Magi cNunber 0x109D08F2 (0x0506109D08F2
(Jan 1 00: 04:10.455: Se0:0 LCP: MRRU 1524 (0x110405F4

(Jan 1 00:04:10.455: Se0:0 LCP: Endpoi nt Di sc 1 Local (0x130901353330302D31
Jan 1 00:04:10.455: Se0:0 LCP: O CONFACK [Listen] id 118 len 10

(Jan 1 00:04:10.455: Se0:0 LCP: Magi cNunber Ox6EE4E865 (0x05066EE4E865
Jan 1 00:04:10.495: Se0:0 LCP: | CONFREJ [ACKsent] id 11 len 17

(Jan 1 00: 04:10.495: Se0:0 LCP: MRRU 1524 (0x110405F4

(Jan 1 00:04:10.495: Se0:0 LCP: Endpoi nt Di sc 1 Local (0x130901353330302D31
Jan 1 00:04:10.495: Se0:0 LCP: O CONFREQ [ACKsent] id 12 len 15

(Jan 1 00: 04:10.495: Se0:0 LCP: Aut hProt o CHAP (0x0305C22305

(Jan 1 00: 04:10.495: Se0:0 LCP: Magi cNunber 0x109D08F2 (0x0506109D08F2
Jan 1 00:04:10.527: Se0:0 LCP: | CONFACK [ACKsent] id 12 len 15

(Jan 1 00: 04:10.527: Se0:0 LCP: Aut hProt o CHAP (0x0305C22305



(Jan 1 00:04:10.527: Se0:0 LCP: Magi cNunber 0x109D08F2 (0x0506109D08F2

Jan 1 00:04:10.527: Se0:0 LCP: State is Open

,Jan 1 00:04:10.527: Se0: 0 PPP: Phase is AUTHENTI CATI NG

[by this end [0 sess, O |oad

Jan 1 00:04:10.527: Se0:0 CHAP: Using alternate hostnane 5300-1

"Jan 1 00:04:10.527: Se0:0 CHAP: O CHALLENGE id 6 len 27 from "5300-1

"Jan 1 00:04:10.555: Se0:0 CHAP: I RESPONSE id 6 len 27 from "2500-1

[Jan 1 00:04:10.555: Se0:0 PPP: Phase is FORWARDING [0 sess, 0 |oad

Jan 1 00:04:10.555: Se0:0 VPDN: Got DNIS string 614629

-- Jan 1 00:04:10.555: Se0:0 VPDN: Looking for tunnel -- dnis:614629

"*Jan 1 00:04:10.555: Serial 0:0 AAA/ AUTHOR/ VPDN (1692520761): Port="Serial 0: 0
list="default' service=NET

"*Jan 1 00:04:10.555: AAA/ AUTHOR/ VPDN: Serial 0: 0 (1692520761) user="dnis: 614629
Jan 1 00:04:10.555: Serial 0:0 AAA/ AUTHOR/ VPDN (1692520761): send AV servi ce=ppp
Jan 1 00:04:10.555: Serial 0:0 AAA/ AUTHOR/ VPDN (1692520761): send AV protocol =vpdn
"Jan 1 00:04:10.555: Serial 0:0 AAA/ AUTHOR/ VPDN (1692520761): found list "default
(Jan 1 00:04:10.555: Serial 0:0 AAA/ AUTHOR/ VPDN (1692520761): Met hod=NSA _LAB (radi us
,Jan 1 00:04:10.559: RADIUS: Initial Transmt Serial0:0 id 18 10.51.6. 3: 1645
Access- Request, len 112

Jan 1 00:04:10. 559: Attribute 4 6 0A330644

Jan 1 00:04:10. 559: Attribute 5 6 00000000

Jan 1 00:04:10. 559: Attribute 26 17 00000009020B5365
Jan 1 00:04:10.559: Attribute 61 6 00000002

Jan 1 00:04:10.559: Attribute 1 13 646E6973

Jan 1 00:04:10.559: Attribute 30 8 36313436

Jan 1 00:04:10. 559: Attribute 31 12 32303835

Jan 1 00:04:10.559: Attribute 2 18 DOA81832

Jan 1 00:04:10.559: Attribute 6 6 00000005

,Jan 1 00:04:10.559: RADIUS: Received fromid 18 10.51.6. 3: 1645
Access- Accept, |en 156

Jan 1 00:04:10.559: Attribute 6 6 00000005
Jan 1 00:04:10. 559: Attribute 26 29 0000000901177670
Jan 1 00:04:10. 559: Attribute 26 26 0000000901147670
Jan 1 00:04:10. 559: Attribute 26 36 00000009011E7670
Jan 1 00:04:10. 559: Attribute 26 39 0000000901217670

Jan 1 00:04:10.563: RADIUS: saved authorization data

for user 626A0C10 at 62258960

"Jan 1 00:04:10.563: RADIUS: cisco AVPair "vpdn:tunnel-type=12tp

"Jan 1 00:04:10.563: RADIUS: cisco AVPair "vpdn:tunnel-id=hgw

"Jan 1 00:04:10.563: RADIUS: cisco AVPair "vpdn:ip-addresses=10.51.6.82
"Jan 1 00:04:10.563: RADIUS: cisco AVPair "vpdn:1l2tp-tunnel-password=hello
:(Jan 1 00:04:10.563: AAA/ AUTHOR (1692520761

Post aut hori zati on status = PASS_ADD

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processing AV servi ce=ppp

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processi ng AV protocol =vpdn

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processi ng AV tunnel -type=l2tp

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processing AV tunnel -i d=hgw

Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processing AV ip-addresses=10.51. 6. 82
Jan 1 00:04:10.563: AAA/ AUTHOR/ VPDN: Processi ng AV | 2t p-tunnel - passwor d=hel | o
Jan 1 00:04:10.563: Se0:0 VPDN RPMsS/: Got tunnel info for dnis: 614629

Jan 1 00:04:10.563: Se0:0 VPDN RPMS/ : LAC hgw

Jan 1 00:04:10.563: Se0: 0 VPDN RPMS/ : | 2t p- busy- di sconnect yes

Jan 1 00:04:10.563: Se0:0 VPDN RPMS/ : | 2t p- t unnel - passwor d XXXXXX
Jan 1 00: 04:10.563: Se0: 0 VPDN RPMS/ : I P 10.51. 6. 82

,Jan 1 00:04:10.563: Se0:0 VPDN/: curlvl 1 Address 0: 10.51.6.82
priority 1

,Jan 1 00:04:10.563: Se0:0 VPDN : Sel ect non-active address 10.51.6. 82
priority 1

Jan 1 00:04:10.567: Tnl 17688 L2TP: SM State idle
Jan 1 00:04:10.567: Tnl 17688 L2TP: O SCCRQ
Jan 1 00:04:10.567: Tnl 17688 L2TP: O SCCRQ, flg TLS, ver 2
len 128, tnl 0, ¢l1 0, ns 0, nr O
C8 02 00 80 00 00 00 OO OO0 OO0 OO0 OO 80 08 00 00
OA 00 00 80 00 01 02 00 00 00 08 80 01 00 00 00



0OA 00 00 00 04 00 00 00 80 03 00 00 00 03 00
Jan 1 00:04:10.567: Tnl 17688 L2TP: Tunnel state change fromidle
to wait-ctl-reply
Jan 1 00:04:10.567: Tnl 17688 L2TP: SM State wait-ctl-reply
Jan 1 00:04:10.567: Se0:0 VPDN: Find LNS process created
Jan 1 00:04:10.567: Se0:0 VPDN: Forward to address 10.51.6.82
Jan 1 00:04:10.567: Se0:0 VPDN: Pending
Jan 1 00:04:10.567: Se0:0 VPDN: Process created
(Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse AVP 0, len 8, flag 0x8000 (M
Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse SCCRP
(Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse AVP 2, len 8, flag 0x8000 (M
Jan 1 00:04:10.655: Tnl 17688 L2TP: Protocol Ver 256
(Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse AVP 3, len 10, flag 0x8000 (M
Jan 1 00:04:10.655: Tnl 17688 L2TP: Franmi ng Cap 0x3
(Jan 1 00:04:10.655: Tnl 17688 L2TP: Parse AVP 4, len 10, flag 0x8000 (M
Jan 1 00:04:10.655: Tnl 17688 L2TP: Bearer Cap 0x3
Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 6, len 8, flag 0x0
Jan 1 00:04:10.659: Tnl 17688 L2TP: Firmnare Ver 0x1120
(Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 7, len 13, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Hostnane |2t p-gw
Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 8, len 25, flag 0x0
.Jan 1 00:04:10.659: Tnl 17688 L2TP: Vendor Nane Ci sco Systens, Inc
(Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 9, len 8, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Assigned Tunnel |D 55270
(Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 10, len 8, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Rx W ndow Si ze 300
(Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 11, len 22, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Chlng 98B296C28429E7ADC767237A45F31040
(Jan 1 00:04:10.659: Tnl 17688 L2TP: Parse AVP 13, len 22, flag 0x8000 (M
Jan 1 00:04:10.659: Tnl 17688 L2TP: Chlng Resp 7C358F7A7BA21957C07801195DCADFAG
Jan 1 00:04:10.659: Tnl 17688 L2TP: No m ssing AVPs in SCCRP
Jan 1 00:04:10.659: Tnl 17688 L2TP: I SCCRP, flg TLS, ver 2
len 154, tnl 17688, ¢l 0, ns 0, nr 1

C8 02 00 9A 45 18 00 00 00 00 00 01 80 08 00 00

0OA 00 00 80 00 01 02 00 00 00 08 80 02 00 00 OO

0OA 00 00 00 04 00 00 00 80 03 00 00 00 03 00
Jan 1 00:04:10.659: Tnl 17688 L2TP: | SCCRP from | 2t p- gw
yJan 1 00:04:10.659: Tnl 17688 L2TP: Got a challenge from remote peer
12tp-gw
Jan 1 00:04:10.659: Tnl 17688 L2TP: Got a response from remote peer, 1l2tp-gw
Jan 1 00:04:10.659: Tnl 17688 L2TP: Tunnel Authentication success
Jan 1 00:04:10.659: Tnl 17688 L2TP: Tunnel state change fromwait-ctl-reply
to established
Jan 1 00:04:10.663: Tnl 17688 L2TP: O SCCCN to |2tp-gw tnlid 55270
Jan 1 00:04:10.663: Tnl 17688 L2TP: O SCCCN, flg TLS, ver 2, len 42
tnl 55270, ¢l 0, ns 1, nr 1

C8 02 00 2A D7 E6 00 00 00 01 00 01 80 08 00 00

0D 96 39 53 18 41 AC 00 00 00 16 80 03 00 00 00

E3 10 3E 20 8E F7 D9 09 89 22
Jan 1 00:04:10.663: Tnl 17688 L2TP: SM State established
Jan 1 00:04:10.663: Tnl/C 17688/ 7 L2TP: Session FS enabl ed
Jan 1 00:04:10.663: Tnl/C 17688/ 7 L2TP: Session state change fromidle
to wait-for-tunnel
Jan 1 00:04:10.663: Se0:0 Tnl/Cl 17688/7 L2TP: Create session
Jan 1 00:04:10.663: Tnl 17688 L2TP: SM State established
Jan 1 00:04:10.663: Se0:0 Tnl/d 17688/ 7 L2TP: O ICRQ to | 2tp-gw 55270/0
Jan 1 00:04:10.663: Se0:0 Tnl/Cl 17688/7 L2TP: O ICRQ, flg TLS
ver 2, len 91, tnl 55270, ¢l 0, ns 2, nr 1

C8 02 00 5B D7 E6 00 00 00 02 00 01 80 08 00 00

0OA 80 08 00 00 00 OE 00 07 80 OA 00 00 00 00 OO

OF DL 14 C7 C5 80 OA 00 00 00 12 00 00 0O 00
Jan 1 00:04:10.667: Se0:0 Tnl/Cd 17688/ 7 L2TP: Session state change from
wai t-for-tunnel to wait-reply
yJan 1 00:04:10.703: Tnl 17688 L2TP: I ZLB ctrl ack, flg TLS, ver 2



len 12, tnl 17688, ¢l 0, ns 1, nr 2
,Jan 1 00:04:10.795: Se0:0 Tnl/d 17688/7 L2TP: Parse AVP 0, len 8
(flag 0x8000 (M
Jan 1 00:04:10.795: Se0:0 Tnl/Cd 17688/7 L2TP: Parse |CRP
,Jan 1 00:04:10.795: Se0:0 Tnl/Cd 17688/7 L2TP: Parse AVP 14, len 8
(flag 0x8000 (M
Jan 1 00:04:10.795: Se0:0 Tnl/d 17688/ 7 L2TP: Assigned Call 1D 45
Jan 1 00:04:10.795: Se0:0 Tnl/d 17688/ 7 L2TP: No nissing AVPs in | CRP
Jan 1 00:04:10.795: Se0:0 Tnl/Cl 17688/7 L2TP: I ICRP, flg TLS
ver 2, len 28, tnl 17688, ¢l 7, ns 1, nr 3

C8 02 00 1C 45 18 00 07 00 01 00 03 80 08 00 00

0B 80 08 00 00 00 OE 00 2D 00 00 00
Jan 1 00:04:10.795: Se0:0 Tnl/d 17688/ 7 L2TP: O ICCN to | 2t p-gw 55270/ 45
Jan 1 00:04:10.795: Se0:0 Tnl/Cl 17688/7 L2TP: O ICCN, flg TLS, ver 2
len 151, tnl 55270, cl 45, ns 3, nr 2

C8 02 00 97 D7 E6 00 2D 00 03 00 02 80 08 00 00

0C 80 OA 00 00 00 18 00 00 FA 00 00 OA 00 00 OO

FA 00 80 OA 00 00 00 13 00 00 00 26 00 00 0O
Jan 1 00:04:10.795: Se0:0 Tnl/Cd 17688/7 L2TP: Session state change
fromwait-reply to established
yJan 1 00:04:10.899: Tnl 17688 L2TP: I ZLB ctrl ack, flg TLS, ver 2
len 12, tnl 17688, cl 0, ns 2, nr 4
1 00: 04:11.667: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface Serial 0:0
changed state to up

Jan 1 00:04:16.239: 9% SDN-6- CONNECT: Interface Serial0:0 is now connected to

2500-1 2085730592

L2TP 9 PPP cleiw| elis] gk Il LNS 0 6303 lall clasVI auouas

(Jan 1 00:04:10.916: L2X: Parse AVP 0, len 8, flag 0x0x8000 (M
Jan 1 00:04:10.920: L2X: Parse SCCRQ
(Jan 1 00:04:10.920: L2X: Parse AVP 2, len 8, flag 0x0x8000 (M
Jan 1 00:04:10.924: L2X: Protocol Ver 256
(Jan 1 00:04:10.924: L2X: Parse AVP 3, len 10, flag 0x0x8000 (M
Jan 1 00:04:10.928: L2X: Fram ng Cap 0x0x3
(Jan 1 00:04:10.928: L2X: Parse AVP 4, len 10, flag 0x0x8000 (M
Jan 1 00: 04:10.932: L2X: Bearer Cap 0x0x3
Jan 1 00:04:10.932: L2X: Parse AVP 6, len 8, flag 0x0x0
Jan 1 00:04:10.936: L2X: Firnware Ver 0x0x1130
(Jan 1 00:04:10.936: L2X: Parse AVP 7, len 9, flag 0x0x8000 (M
Jan 1 00:04:10.940: L2X: Hostname hgw
Jan 1 00:04:10.940: L2X: Parse AVP 8, len 25, flag 0x0x0
.Jan 1 00:04:10.944: L2X: Vendor Nane Cisco Systens, Inc
(Jan 1 00:04:10.948: L2X: Parse AVP 9, len 8, flag 0x0x8000 (M
Jan 1 00:04:10.952: L2X: Assigned Tunnel 1D 17688
(Jan 1 00:04:10.952: L2X: Parse AVP 10, len 8, flag 0x0x8000 (M
Jan 1 00:04:10.956: L2X: Rx Wndow Size 800
(Jan 1 00:04:10.956: L2X: Parse AVP 11, len 22, flag 0x0x8000 (M
Jan 1 00:04:10.960: L2X: Chlng 545A2343FBE20EAO08BCA7B56E4A7D29E
Jan 1 00:04:10.964: L2X: No mssing AVPs in SCCRQ
,Jan 1 00:04:10.968: L2X: I SCCRQ, flg TLS, ver 2, len 128
tnl 0, ¢l 0, ns 0, nr 0 contiguous pak, size 128

C8 02 00 80 00 00 OO 00 OO OO0 OO OO 80 08 00 0O

OA 00 00 80 00 01 02 00 OO OO0 08 80 01 00 00 OO

OA 00 00 00 04 00 00 00 80 03 00 00 00 03 00
Jan 1 00:04:10.975: L2TP: | SCCRQ from hgw tnl 17688
Jan 1 00:04:10.983: Tnl 55270 L2TP: Got a challenge in SCCRQ hgw
,Jan 1 00:04:10.983: Tnl 55270 L2TP: New tunnel created for renote hgw
address 10.51. 6. 68
Jan 1 00:04:10.987: Tnl 55270 L2TP: O SCCRP to hgw tnlid 17688
,Jan 1 00:04:10.991: Tnl 55270 L2TP: O SCCRP, flg TLS, ver 2
len 154, tnl 17688, ¢l 0, ns 0, nr 1
Jan 1 00:04:10.999: contiguous buffer, size 154



C8 02 00 9A 45 18 00 00 00 00 00 01 80 08 00 0O
0OA 00 00 80 00 01 02 00 00 00 08 80 02 00 00 OO
0OA 00 00 00 04 00 00 00 80 03 00 00 00 03 00
Jan 1 00:04:11.003: Tnl 55270 L2TP: Tunnel state change fromidle
to wait-ctl-reply
(Jan 1 00:04:11.019: Tnl 55270 L2TP: Parse AVP O, len 8, flag 0x0x8000 (M
Jan 1 00:04:11.019: Tnl 55270 L2TP: Parse SCCCN
(Jan 1 00:04:11.023: Tnl 55270 L2TP: Parse AVP 13, len 22, flag 0x0x8000 (M
Jan 1 00:04:11.023: Tnl 55270 L2TP: Chlng Resp 9639531841AC22E3103E208EF7D90989
Jan 1 00:04:11.031: Tnl 55270 L2TP: No m ssing AVPs in SCCCN
Jan 1 00:04:11.031: Tnl 55270 L2TP: I SCCCN, flg TLS, ver 2, len 42
tnl 55270, cl 0, ns 1, nr 1 contiguous pak, size 42
C8 02 00 2A D7 E6 00 00 00 01 00 01 80 08 00 00
0D 96 39 53 18 41 AC 00 00 00 16 80 03 00 00 00
E3 10 3E 20 8E F7 D9 09 89 22
yJan 1 00:04:11.043: Tnl 55270 L2TP: O ZLB ctrl ack, flg TLS, ver 2
len 12, tnl 17688, ¢l 0, ns 1, nr 2
Jan 1 00:04:11.047: contiguous buffer, size 12
C8 02 00 0C 45 18 00 00 00 01 00 02
Jan 1 00:04:11.051: Tnl 55270 L2TP: | SCCCN from hgw tnl 17688
Jan 1 00:04:11.055: Tnl 55270 L2TP: Got a Chal |l enge Response in SCCCN from hgw
Jan 1 00:04:11.055: Tnl 55270 L2TP: Tunnel Authentication success
Jan 1 00:04:11.059: Tnl 55270 L2TP: Tunnel state change fromwait-ctl-reply
to established
Jan 1 00:04:11.063: Tnl 55270 L2TP: SM State established
(Jan 1 00:04:11.067: Tnl 55270 L2TP: Parse AVP O, len 8, flag 0x0x8000 (M
Jan 1 00:04:11.071: Tnl 55270 L2TP: Parse | CRQ
(Jan 1 00:04:11.071: Tnl 55270 L2TP: Parse AVP 14, len 8, flag 0x0x8000 (M
Jan 1 00:04:11.075: Tnl 55270 L2TP: Assigned Call ID 7
(Jan 1 00:04:11.075: Tnl 55270 L2TP: Parse AVP 15, len 10, flag 0x0x8000 (M
Jan 1 00:04:11.079: Tnl 55270 L2TP: Serial Number
(Jan 1 00:04:11.083: Tnl 55270 L2TP: Parse AVP 18, len 10, flag 0x0x8000 (M
Jan 1 00:04:11.083: Tnl 55270 L2TP: Bearer Type 1
(Jan 1 00:04:11.087: Tnl 55270 L2TP: Parse AVP 22, len 16, flag 0x0x8000 (M
Jan 1 00:04:11.087: Tnl 55270 L2TP: Calling Nunber 2085730592
(Jan 1 00:04:11.095: Tnl 55270 L2TP: Parse AVP 21, len 12, flag 0x0x8000 (M
Jan 1 00:04:11.095: Tnl 55270 L2TP: Called Nunber 614629
Jan 1 00:04:11.099: Tnl 55270 L2TP: Parse Cisco AVP 100, |len 15, flag 0x0x0
Jan 1 00:04:11.102: Tnl 55270 L2TP: Cient NAS Port Serial 0:0
Jan 1 00:04:11.106: Tnl 55270 L2TP: No missing AVPs in | CRQ
yJan 1 00:04:11.106: Tnl 55270 L2TP: I ICRQ, flg TLS, ver 2, len 91
tnl 55270, ¢l 0, ns 2, nr 1 contiguous pak, size 91
C8 02 00 5B D7 E6 00 00 00 02 00 01 80 08 00 00
0OA 80 08 00 00 00 OE 00 07 80 OA 00 00 00 00 0O
OF DL 14 C7 C5 80 OA 00 00 00 12 00 00 0O 00
Jan 1 00:04:11.118: Tnl 55270 L2TP: | I CRQ fromhgw tnl 17688
Jan 1 00:04:11.122: Tnl/d 55270/ 45 L2TP: Session FS enabl ed
Jan 1 00:04:11.126: Tnl/d 55270/45 L2TP: Session state change
fromidl e to wait-connect
Jan 1 00:04:11.126: Tnl/d 55270/ 45 L2TP: New session created
Jan 1 00:04:11.130: Tnl/d 55270/45 L2TP: O ICRP to hgw 17688/ 7
Jan 1 00:04:11.134: Tnl/Cl 55270/45 L2TP: O ICRP, flg TLS, ver 2
len 28, tnl 17688, ¢l 7, ns 1, nr 3
Jan 1 00:04:11.138: contiguous buffer, size 28
C8 02 00 1C 45 18 00 07 00 01 00 03 80 08 00 00
0B 80 08 00 00 00 OE 00 2D 00 00 00
,Jan 1 00:04:11.154: Tnl/d 55270/ 45 L2TP: Parse AVP O, len 8
(flag 0x0x8000 (M
Jan 1 00:04:11.158: Tnl/d 55270/ 45 L2TP: Parse | CCN
,Jan 1 00:04:11.162: Tnl/d 55270/ 45 L2TP: Parse AVP 24, len 10
(flag 0x0x8000 (M
Jan 1 00:04:11.162: Tnl/d 55270/ 45 L2TP: Connect Speed 64000
Jan 1 00:04:11.166: Tnl/Cd 55270/45 L2TP: Parse AVP 38, len 10, flag 0x0x0
Jan 1 00:04:11.166: Tnl/d 55270/ 45 L2TP: Rx Speed 64000



,Jan 1 00:04:11.170: Tnl/d 55270/ 45 L2TP: Parse AVP 19, len 10
(flag 0x0x8000 (M
Jan 1 00:04:11.174: Tnl/d 55270/ 45 L2TP: Frami ng Type 2
Jan 1 00:04:11.174: Tnl/Cd 55270/ 45 L2TP: Parse AVP 27, len 17, flag 0x0x0
Jan 1 00:04:11.178: Tnl/d 55270/ 45 L2TP: Last Sent LCPREQ
0305C223050506109D08F2
Jan 1 00:04:11.182: Tnl/d 55270/ 45 L2TP: Parse AVP 28, len 12, flag 0x0x0
Jan 1 00:04:11.186: Tnl/Cd 55270/ 45 L2TP: Last Rx LCPREQ 05066EE4E865
Jan 1 00:04:11.190: Tnl/d 55270/ 45 L2TP: Parse AVP 31, len 22, flag 0x0x0
Jan 1 00:04:11.194: Tnl/d 55270/ 45 L2TP: Proxy Auth Chal
5D0D008CB1677CF8BC354556321A7A74
Jan 1 00:04:11.198: Tnl/d 55270/ 45 L2TP: Parse AVP 32, len 8, flag 0x0x0
Jan 1 00:04:11.202: Tnl/d 55270/ 45 L2TP: Proxy Auth ID 6
Jan 1 00:04:11.206: Tnl/Cd 55270/ 45 L2TP: Parse AVP 30, len 12, flag 0x0x0
Jan 1 00:04:11.206: Tnl/d 55270/ 45 L2TP: Proxy Auth Name 2500-1
,Jan 1 00:04:11.210: Tnl/d 55270/ 45 L2TP: Parse AVP 33, len 22
(flag 0x0x8000 (M
Jan 1 00:04:11.214: Tnl/d 55270/ 45 L2TP: Proxy Auth Resp
CA1CC2E4FA6899E8DF1B695C0A80883E
Jan 1 00:04:11.222: Tnl/d 55270/ 45 L2TP: Parse AVP 29, len 8, flag 0x0x0
Jan 1 00:04:11.222: Tnl/d 55270/ 45 L2TP: Proxy Auth Type 2
Jan 1 00:04:11.225: Tnl/d 55270/ 45 L2TP: No missing AVPs in | CCN
,Jdan 1 00:04:11.229: Tnl/Cl 55270/45 L2TP: I ICCN, flg TLS, ver 2
len 151, tnl 55270, cl 45, ns 3, nr 2 contiguous pak, size 151
C8 02 00 97 D7 E6 00 2D 00 03 00 02 80 08 00 00
0C 80 OA 00 00 00 18 00 00 FA 00 00 OA 00 00 00
FA 00 80 OA 00 00 00 13 00 00 00 26 00 00 0O
Jan 1 00:04:11.241: Tnl/Cl 55270/45 L2TP: O ZLB ctrl ack, flg TLS
ver 2, len 12, tnl 17688, cl 0, ns 2, nr 4
Jan 1 00:04:11.245: contiguous buffer, size 12
C8 02 00 0C 45 18 00 00 00 02 00 04
Jan 1 00:04:11.249: Tnl/d 55270/45 L2TP: | ICCN from hgw tnl 17688, cl 7
Jan 1 00:04:11.253: Tnl/d 55270/ 45 L2TP: Session state change from
wai t -connect to established
Jan 1 00:04:11.257: Vi4 VTEMPLATE: Hardware address 0030. 94f e. 1bbf
Jan 1 00:04:11.257: Vi4 VPDN: Virtual interface created for 2500-1
Jan 1 00:04:11.261: Vi4 PPP: Phase is DOWN, Setup
Jan 1 00:04:11.261: Vi4 VPDN: Clone fromVtenplate 1 filterPPP=0 bl ocking
,Jan 1 00:04:11.265: Vi4 VIEMPLATE: Has a new cl onebl k vtenpl ate
now it has vtenplate
:Jan 1 00:04:11.269: Vi4 VIEMPLATE
kkkhkkhkkkkhkkhkhkhkkxkkkhkhkkk*k CLO\IE VAC:(:ESS4 kkkkhkhkkkkhkkhkkkk*k
Jan 1 00:04:11.273: Vi4 VTEMPLATE: Cone from Virtual - Tenpl atel
interface Virtual - Access4
default ip address
no i p address
encap ppp
i p unnunbered EthernetO
no peer default ip address
ppp aut hentication chap vpdn
ppp aut horization vpdn
peer default ip address pool default

ppp nu
end

,Jan 1 00:04:12.892: %] NK-3-UPDOMN: I nterface Virtual - Access4

changed state to up

Jan 1 00:04:12.908: Vi4 PPP: Using set call direction

Jan 1 00:04:12.908: Vi4 PPP: Treating connection as a callin

Jan 1 00:04:12.912: Vi4 PPP: Phase is ESTABLI SHI NG Passive Open

Jan 1 00:04:12.912: Vi4 LCP: State is Listen

Jan 1 00:04:12.920: Vi4 LCP: I FORCED CONFREQ len 11

(Jan 1 00:04:12.924: Vi4 LCP: Aut hProt o CHAP (0x0305C22305

(Jan 1 00:04:12.924: Vi4 LCP: Magi cNunber 0x109D08F2 (0x0506109D08F2



Jan 1 00:04:12.928: Vi4 VPDN. PPP LCP accepted rcv CONFACK

Jan 1 00:04:12.928: Vi4 VPDN: PPP LCP accepted sent CONFACK

Jan 1 00:04:12.928: Vi4 PPP: Phase is AUTHENTICATING, by this end
"Jan 1 00:04:12.932: Vi4 CHAP: O CHALLENGE id 3 len 27 from "1600-3
"Jan 1 00:04:12.940: Vi4 CHAP: I RESPONSE id 6 len 27 from "2500-1
Jan 1 00:04:12.967: RADIUS: Initial Transmit Virtual -Access4 id 48
Access- Request, len 97 ,10.51.6. 3:1645

Jan 1 00:04:12.971: Attribute 4 6 0A330652
Jan 1 00:04:12.975: Attribute 5 6 00000004
Jan 1 00:04:12.975: Attribute 61 6 00000005
Jan 1 00:04:12.975: Attribute 1 8 32353030
Jan 1 00:04:12.979: Attribute 30 8 36313436
Jan 1 00:04:12.979: Attribute 31 12 32303835
Jan 1 00:04:12.979: Attribute 3 19 06CALCC2
Jan 1 00:04:12.983: Attribute 6 6 00000002
Jan 1 00:04:12.983: Attribute 7 6 00000001

,Jan 1 00:04:12.987: RADIUS: Received fromid 48 10.51.6. 3: 1645
Access- Accept, len 38

Jan 1 00:04:12.991: Attribute 6 6 00000002
Jan 1 00:04:12.991: Attribute 7 6 00000001
Jan 1 00:04:12.991: Attribute 8 6 FFFFFFFF

Jan 1 00:04:12.999: AAA/ AUTHEN (3530581085): status = PASS

Jan 1 00:04:12.999: Vi4 AAA/ AUTHOR/ LCP: Aut horize LCP

"Jan 1 00:04:13.003: Vi4 AAA/ AUTHOR/ LCP (1947215169): Port='Virtual - Access4
list="vpdn' service=NET

"Jan 1 00: 04:13.003: AAA/ AUTHOR/ LCP: Vi4 (1947215169) user='2500-1

Jan 1 00:04:13.007: Vi4 AAA/ AUTHOR/ LCP (1947215169): send AV servi ce=ppp
Jan 1 00:04:13.007: Vi4 AAA/ AUTHOR/ LCP (1947215169): send AV protocol =l cp
"Jan 1 00:04:13.007: Vi4 AAA/ AUTHOR/ LCP (1947215169): found list "vpdn

(Jan 1 00:04:13.011: Vi4 AAA/ AUTHOR/ LCP (1947215169): Met hod=radi us (radi us
:(Jan 1 00:04:13.015: Vi4 AAA/ AUTHOR (1947215169

Post aut horization status = PASS_REPL

Jan 1 00:04:13.015: Vi4 AAA/ AUTHOR/ LCP: Processi ng AV servi ce=ppp

Jan 1 00:04:13.019: Vi4 CHAP: O SUCCESS id 6 len 4

Jan 1 00:04:13.023: Vi4 PPP: Phase is UP

?Jan 1 00:04:13.027: Vi4 AAA/ AUTHOR/ FSM (0): Can we start | PCP

"Jan 1 00:04:13.027: Vi4 AAA/ AUTHOR/ FSM (536495163): Port='Virtual - Access4
list="vpdn' service=NET

‘*Jan 1 00:04:13.031: AAAN AUTHOR/ FSM Vi 4 (536495163) user='2500-1

Jan 1 00:04:13.031: Vi4 AAA/ AUTHOR/ FSM (536495163): send AV servi ce=ppp

Jan 1 00:04:13.035: Vi4 AAA/ AUTHOR/ FSM (536495163): send AV protocol =i p
"Jan 1 00:04:13.035: Vi4 AAA/ AUTHOR/ FSM (536495163): found Iist "vpdn

(Jan 1 00:04:13.039: Vi4 AAA/ AUTHOR/ FSM (536495163): Met hod=radi us (radi us
Jan 1 00:04:13.039: RADIUS: allowing negotiated framed address

:(Jan 1 00:04:13.043: Vi4 AAA AUTHOR (536495163

Post authorization status = PASS_REPL

Jan 1 00:04:13.043: Vi4 AAA/ AUTHOR/ FSM We can start | PCP

Jan 1 00:04:13.047: Vi4 IPCP: O CONFREQ [Closed] id 1 len 10

(Jan 1 00:04:13.051: Vi4 |IPCP: Address 10.51.6.82 (0x03060A330652

Jan 1 00:04:13.102: Vi4 IPCP: | CONFREQ [ REsent] id 187 len 16

(Jan 1 00:04:13.114: Vi4 | PCP: ConpressType VJ 15 slots (0x0206002DOF00
(Jan 1 00:04:13.118: Vi4 |PCP: Address 10.10.53.2 (0x03060A0A3502

,Jan 1 00:04:13.118: Vi4 AAAN AUTHOR/ I PCP: Start. Her address 10.10.53.2

we want 0.0.0.0

"*Jan 1 00:04:13.122: Vi4 AAA/ AUTHOR/ | PCP (2669954081): Port='Virtual - Access4
list="vpdn' service=NET

"*Jan 1 00:04:13.126: AAA AUTHOR/ | PCP: Vi 4 (2669954081) user='2500-1

Jan 1 00:04:13.126: Vi4 AAA/ AUTHOR/ | PCP (2669954081): send AV servi ce=ppp
Jan 1 00:04:13.130: Vi4 AAA/ AUTHOR/ | PCP (2669954081): send AV protocol =ip
Jan 1 00:04:13.130: Vi4 AAA/ AUTHOR/ | PCP (2669954081): send AV addr*10. 10.53. 2
"Jan 1 00:04:13.134: Vi4 AAA/ AUTHOR/ | PCP (2669954081): found list "vpdn
(Jan 1 00:04:13.134: Vi4 AAA/ AUTHOR/ | PCP (2669954081): Met hod=radi us (radius
Jan 1 00:04:13.138: RADIUS: allowing negotiated framed address 10.10.53.2
:(Jan 1 00:04:13.142: Vi4 AAA/ AUTHOR (2669954081



Post authorization status = PASS_REPL

Jan 1 00:04:13.146: Vi4 AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp

Jan 1 00:04:13.146: Vi4 AAA/ AUTHOR/ | PCP: Processing AV addr=10.10.53.2
Jan 1 00:04:13.150: Vi4 AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded

,Jan 1 00:04:13.150: Vi4 AAA AUTHOR/ | PCP: Done. Her address 10.10.53.2
we want 10.10.53.2

Jan 1 00:04:13.154: Vi4 IPCP: O CONFREJ [ REQsent] id 187 len 10

(Jan 1 00:04:13.154: Vi4 | PCP: ConpressType VJ 15 slots (0x0206002DOF00
Jan 1 00:04:13.162: Vi4 IPCP: | CONFACK [REQsent] id 1 len 10

(Jan 1 00:04:13.162: Vi4 |PCP: Address 10.51.6.82 (0x03060A330652
Jan 1 00:04:13.213: Vi4 IPCP: | CONFREQ [ ACKrcvd] id 188 len 10

(Jan 1 00:04:13.217: Vi4 |PCP: Address 10.10.53.2 (0x03060A0A3502
,Jan 1 00:04:13.217: Vi4 AAAN AUTHOR/ | PCP: Start. Her address 10.10.53.2
we want 10.10.53.2

Jan 1 00:04:13.221: Vi4 AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp

Jan 1 00:04:13.221: Vi4 AAA/ AUTHOR/ | PCP: Processing AV addr=10.10.53.2
Jan 1 00:04:13.225: Vi4 AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded

,Jan 1 00:04:13.225: Vi4 AAA AUTHOR/ | PCP: Done. Her address 10.10.53.2
we want 10.10.53.2

Jan 1 00:04:13.229: Vi4 | PCP: O CONFACK [ACKrcvd] id 188 len 10

(Jan 1 00:04:13.233: Vi4 |PCP: Address 10.10.53.2 (0x03060A0A3502
Jan 1 00:04:13.233: Vi4 IPCP: State is Open

Jan 1 00:04:13.261: Vi4 IPCP: Install route to 10.10.53.2

Jan 1 00:04:14.015: 9%. NEPROTO 5- UPDOAN: Li ne protocol on

Interface Virtual - Access4, changed state to up
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Jan 1 00:04:27.375: % SDN-6- DI SCONNECT: Interface Serial 0:0
di sconnected from 2085730592 2500-1, call |lasted 17 seconds
:Jan 1 00:04:27.387: 9%. NK- 3- UPDOAN
Interface Serial 0: 0, changed state to down
[Jan 1 00:04:27.387: Se0:0 PPP. Phase is TERM NATING [0 sess, 0 |oad
Jan 1 00:04:27.387: Se0:0 LCP: State is Closed
[Jan 1 00:04:27.387: Se0:0 PPP: Phase is DOMN [0 sess, 0 |oad
Jan 1 00:04:27.387: Se0:0 VPDN: d eanup
Jan 1 00:04:27.387: Se0:0 VPDN. Reset
Jan 1 00:04:27.387: Se0:0 Tnl/d 17688/ 7 L2TP: O CDN to | 2tp-gw 55270/ 45
,Jan 1 00:04:27.387: Se0:0 Tnl/Cl 17688/7 L2TP: O CDN
flg TLS, ver 2, len 38, tnl 55270, cl 45, ns 4, nr 2
C8 02 00 26 D7 E6 00 2D 00 04 00 02 80 08 00 00
OE 80 08 00 00 00 OE 00 07 80 OA 00 00 00 00 00
00 00 01 00 01 0O
:Jan 1 00:04:27.387: Se0:0 Tnl/Cl 17688/7 L2TP
Destroying session
Jan 1 00:04:27.387: Se0:0 Tnl/C 17688/7 L2TP: Session state change
fromestablished to idle
:Jan 1 00:04:27.387: Se0:0 Tnl/Cd 17688/7 L2TP: VPDN
Rel easing idb for LAC/LNS tunnel 17688/55270 session 7 state idle
Jan 1 00:04:27.387: Tnl 17688 L2TP: Tunnel state change from established
to no-sessions-|eft
,Jan 1 00:04:27.387: Tnl 17688 L2TP: No more sessions in tunnel
shutdown (likely) in 15 seconds



,Jan 1 00:04:27.431: T™nl 17688 L2TP: I ZLB ctrl ack, flg TLS, ver 2
len 12, tnl 17688, ¢l 0, ns 2, nr 5
:Jan 1 00:04:28.387: %. NEPROTO 5- UPDOWN
Li ne protocol on Interface Serial 0:0, changed state to down
(Jan 1 00:04:37.383: Tnl 17688 L2TP: Parse AVP 0, len 8, flag 0x8000 (M
Jan 1 00:04:37.383: Tnl 17688 L2TP: Parse StopCCN
(Jan 1 00:04:37.383: Tnl 17688 L2TP: Parse AVP 9, len 8, flag 0x8000 (M
Jan 1 00:04:37.383: Tnl 17688 L2TP: Assigned Tunnel |D 55270
(Jan 1 00:04:37.383: Tnl 17688 L2TP: Parse AVP 1, len 8, flag 0x8000 (M
:Jan 1 00:04:37.387: L2X: Result code(1): 1
Request to clear control connection
Jan 1 00:04:37.387: Error code(0): No error
Jan 1 00:04:37.387: Tnl 17688 L2TP: No nmissing AVPs in StopCCN
,Jan 1 00:04:37.387: Tnl 17688 L2TP: I StopCCN, flg TLS, ver 2
len 36, tnl 17688, cl 0, ns 2, nr 5
C8 02 00 24 45 18 00 00 00 02 00 05 80 08 00 00
D7 E6 80 08 00 00 09 00 00 00 08 80 04 00 00 00
01 00 01 00
yJan 1 00:04:37.387: Tnl 17688 L2TP: O ZLB ctrl ack, flg TLS, ver 2
len 12, tnl 55270, ¢l 0, ns 5, nr 3
C8 02 00 0C D7 E6 00 00 00 05 00 03
Jan 1 00:04:37.387: Tnl 17688 L2TP: | StopCCN from | 2tp-gw tnl 55270
Jan 1 00:04:37.387: Tnl 17688 L2TP: Shutdown tunnel
Jan 1 00:04:37.387: Tnl 17688 L2TP: Tunnel state change from no-sessions-|left
toidle

L2TP 9 PPP Juasl glad Lglai il LNS 0 6595 1all elasVI auuas

:Jan 1 00:04:27.740: Vi4 Tnl/d 55270/ 45 L2TP
(Parse AVP 0, len 8, flag 0x0x8000 (M
Jan 1 00:04:27.740: Vi4 Tnl/ O 55270/ 45 L2TP: Parse CDN
:Jan 1 00:04:27.744: Vi4 Tnl/d 55270/ 45 L2TP
(Parse AVP 14, len 8, flag 0x0x8000 (M
Jan 1 00:04:27.748: Vi4 Tnl/d 55270/ 45 L2TP: Assigned Call 1D 7
:Jan 1 00:04:27.752: Vi4 Tnl/d 55270/ 45 L2TP
(Parse AVP 1, len 10, flag 0x0x8000 (M
:Jan 1 00:04:27.752: Vi4 Tnl/d 55270/ 45 L2TP
Result code(1): 1: Loss of carrier
Jan 1 00:04:27.756: Error code(0): No error
:Jan 1 00:04:27.756: Vi4 Tnl/d 55270/ 45 L2TP
No m ssing AVPs in CDN
JdJan 1 00:04:27.760: Vi4 Tnl/Cl 55270/45 L2TP: I CDN, flg TLS, ver 2
len 38, tnl 55270, cl 45, ns 4, nr 2 contiguous pak, size 38
C8 02 00 26 D7 E6 00 2D 00 04 00 02 80 08 00 00
OE 80 08 00 00 00 OE 00 07 80 OA 00 00 00 00 OO
00 00 01 00 01 0O
,Jan 1 00:04:27.772: Vi4d Tnl/Cl 55270/45 L2TP: O ZLB ctrl ack, flg TLS
ver 2, len 12, tnl 17688, cl 0, ns 2, nr 5
Jan 1 00:04:27.776: contiguous buffer, size 12
C8 02 00 0C 45 18 00 00 00 02 00 05
Jan 1 00:04:27.780: Vi4 Tnl/d 55270/ 45 L2TP: | CDN from hgw tnl 17688, cl 7
Jan 1 00:04:27.780: Vi4 Tnl/Cl 55270/45 L2TP: Destroying session
:Jan 1 00:04:27.784: Vi4 Tnl/d 55270/ 45 L2TP
Sessi on state change fromestablished to idle
:Jan 1 00:04:27.788: Vi4 Tnl/d 55270/ 45 L2TP
VPDN: Rel easing idb for LAC LNS tunnel 55270/17688 session 45 state idle
Jan 1 00:04:27.792: Vi4 VPDN. Reset
:Jan 1 00:04:27.792: Tnl 55270 L2TP
Tunnel state change from established to no-sessions-|eft
:Jan 1 00:04:27.796: Tnl 55270 L2TP
No more sessions in tunnel, shutdown (likely) in 10 seconds



,Jan 1 00:04:27.800: %. NK-3-UPDOMN: I nterface Virtual - Access4
changed state to down
Jan 1 00:04:27.816: Vi4 IPCP: State is Closed
Jan 1 00:04:27.820: Vi4 PPP: Phase is TERM NATI NG
Jan 1 00:04:27.820: Vi4 LCP: State is Closed
Jan 1 00:04:27.824: Vi4 PPP: Phase is DO
Jan 1 00:04:27.839: Vi4 | PCP. Renobve route to 10.10.53.2
:Jan 1 00:04:29.022: %.1 NEPROTO 5- UPDOWN
Li ne protocol on Interface Virtual - Access4, changed state to down
Jan 1 00:04:37.720: Tnl 55270 L2TP: O StopCCN to hgwtnlid 17688
,Jan 1 00:04:37.724: Tnl 55270 L2TP: O StopCCN, flg TLS, ver 2
len 36, tnl 17688, ¢l 0, ns 2, nr 5
Jan 1 00:04:37.728: contiguous buffer, size 36
C8 02 00 24 45 18 00 00 00 02 00 05 80 08 00 00
D7 E6 80 08 00 00 09 00 00 00 08 80 04 00 00 0O
01 00 01 0O
:Jan 1 00:04:37.736: Tnl 55270 L2TP
Tunnel state change from no-sessions-left to shutting-down
Jan 1 00:04:37.740: Tnl 55270 L2TP: Shutdown tunnel
:Jan 1 00:04:37.744: Tnl 55270 L2TP
Tunnel state change from shutting-down to idle
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