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(1600) 01-gDgu-59Lo

maui - soho- 0l#show running-config
. Buil ding configuration

Current configuration : 1687 bytes

|

version 12.1

no service single-slot-rel oad-enabl e

service tinmestanps debug dateti ne nsec

service tinmestanps |og datetinme nsec

no service password-encryption

|

host nane naui - soho-01

|

logging rate-linmt console 10 except errors

aaa new nodel

aaa authentication login default |ocal

aaa aut hentication |ogin NO AUTHEN none

aaa aut hentication ppp default |ocal

Basic AAA configuration for ppp calls. enable ---!
secret 5 <deleted> ! usernane maui-nas-05 password O

Ci SCO !--- Username for remote router (maui-nas-05) and
shared secret (used for !--- CHAP authentication). !---
Shared secret must be the same on both sides. ip subnet-
zero no ip finger ! isdn switch-type basic-ni !
interface LoopbackO ip address 172.17.1.1 255.255.255.0
!--— The loopback address will be used by OSPF for the
router ID. ! interface EthernetO ip address 172.16.1.1
255.255.255.0 ! interface Serial0 !/--- Primary Interface
backup delay 10 30 !--- Backup link will be activated 10




seconds after primary link goes down. !--- Backup 1link
will be deactivated 30 seconds after primary link is
restored. backup interface Dialerl !--- Interface Dialer
1 will provide backup. Dialer 1 will be placed in
Standby !--- until the primary link goes down. ip
address 192. 168. 10. 2 255. 255. 255. 252 encapsul ation ppp
no fair-queue clockrate 64000 ppp authentication chap
interface BRIO no ip address encapsul ati on ppp dial er
pool -menber 10 !--- Assign BRIO as member of dialer pool
10. !--- Dialer pool 10 is specified in interface Dialer
1. isdn switch-type basic-ni isdn spidl 51255511110101
5551111 isdn spid2 51255511120101 5551112 ppp
aut hentication chap !--- Use PPP CHAP authentication.
ppp multilink ! interface Dialerl !--- Dialer 1 provides
backup for the serial link. !--- This interface will be
in standby until the primary link is down. ip address
172. 20. 10. 2 255. 255.255.0 !--- Address for the dialer
interface. !--- The remote side dialer interface is in
the same subnet. encapsul ation ppp dialer pool 10 /---
Defines Dialer pool 10. !--- BRI 0 is a member of this
pool. dialer renpte-nane naui -nas-05 /--- Specifies
remote router name. !--- This name must match that used
by the remote router to authenticate itself. dialer
idle-timout 900 /--- Idle timeout is set to 900 seconds
(15 minutes). !--- The link will be disconnected if
there is no interesting traffic for 900 secs. !--- Since
OSPF hellos are interesting traffic, this will reset the
idle timeout !--- and cause the link to stay up until
the primary link is restored and the dialer !--- returns
to standby mode. dial er string 5552222 !--- Defines the
destination routers phone number. di al er | oad-threshold
80 outbound !--- This sets the outbound load level for
traffic at which !--- additional connections will be
added to the MP bundle load level. !--- Values range
from 1 (unloaded) to 255 (fully loaded). The threshold
!--- in this case 1is 80/255=32%. dialer-group 1 !/---
Apply interesting traffic definition from dialer-list 1.
ppp aut hentication chap !--- Use PPP CHAP
authentication. ppp multilink ! router ospf 5 /--- ospPF
configuration. You can use any routing protocol here
without any other !--- changes to the configuration.
| og- adj acency-changes network 172.16.1.0 0.0.0. 255 area
0 network 172.17.1.0 0.0.0.255 area 0 network
172.20.10.0 0.0.0.255 area 0 network 192.168.10.0
0.0.0.3 area 0! ip classless no ip http server
dialer-list 1 protocol ip permt !--- All IP traffic is
designated as interesting. !--- This is applied to
Interface Dialer 1 using dialer-group 1. !--- OSPF hello
packets will trigger the dial. ! line con O exec-tineout
0 O login authentication NO AUTHEN transport input none
line vty 0 4! end
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(3640) 05-L-s9lo

maui - nas- 05#show running-config
...Building configuration

:Current configuration

|

version 12.1

service tinmestanps debug dateti ne nsec

service tinmestanps |og datetinme nsec

no service password-encryption

|

host nane maui - nas- 05

|

aaa new node

aaa authentication |login default |oca

aaa aut hentication | ogin NO AUTHEN none

aaa aut hentication ppp default |oca

Basic AAA configuration for ppp calls. enable ---!
secret 5 <deleted> ! usernane naui-soho-01 password O
Ci SCO !--- Username for remote router (maui-soho-01) and
shared secret !---(used for CHAP authentication). !---
Shared secret must be the same on both sides. ip subnet-
zero ! isdn switch-type basic-ni ! interface LoopbackO
i p address 172.22.1.1 255.255.255.0 /--- The loopback
address will be used by OSPF for the router ID. !
interface Ethernet0/0 ip address 172.22.53.105
255.255.255.0 ! interface Ethernet0/1 no i p address
shutdown ! interface BRI 1/0 i p unnunbered Loopback0 /---
Unnumbered to the Loopback 0 address. encapsul ation ppp
di al er pool -nmenber 20 !--- Assign BRIO as member of
dialer pool 20. !--- Dialer pool 20 is specified in

. interface Dialer 1

i sdn switch-type basic-n

i sdn spi dl 51255522220101 5552222

i sdn spi d2 51255522230101 5552223

ppp aut hentication chap
Use ppp chap authentication. ppp multilink ! / <<-- --—- !
Unused interface configurations have been removed. !
interface Serial2/0 !--- Primary interface. ip address
192. 168. 10. 1 255. 255. 255. 252 encapsul ati on ppp no fair-
queue ppp authentication chap ! ! <<--Unused interface
configurations have been removed. ! interface Dialerl /-
-- Dialer 1 provides backup for the serial link. !---
Notice that there is no dialer string on this router.
This prevents the NAS !--- from attempting to dialout
using the backup circuit when the primary is up. ip
address 172.20.10.1 255.255.255.0 !--- Address for the




dialer interface. !--- The remote side dialer interface
is in the same subnet. encapsul ation ppp dial er renote-
name maui - soho-01 /--- Specifies remote router name. !--
- This name must match that used by the remote router to
authenticate itself. dialer pool 20 !--- Defines dialer
pool 20. dialer idle-tineout 900 /--- Idle timeout is
set to 900 seconds (15 minutes). !--- This is equal to
the idle timeout set on maui-soho-01. dial er max-call
4096 dialer-group 1 !--- Apply interesting traffic
definition from dialer-list 1. ppp authentication chap
!--- Use ppp chap authentication. ppp multilink ! router
ospf 5 network 172.20.10.0 0.0.0.255 area 0 network
172.22.1.0 0.0.0.255 area 0 network 172.22.53.0
0.0.0.255 area 0 network 192.168.10.0 0.0.0.3 area O
default-information originate !--- Transmit ospf default
information. !--- This may be required for remote router
to use the BRI DDR link. ! ip classless ip route 0.0.0.0
0.0.0.0 Ethernet0/0 no ip http server ! dialer-list 1
protocol ip permt !--- All IP traffic is designated as
interesting. !--- This is applied to Interface Dialer 1
. using dialer-group 1

|
line con O
| ogi n aut henticati on NO_AUTHEN
transport input none
line 97 102
line aux O
line vty 0 4
|
end
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maui - soho- Ol#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 192.168.10.1 to network 0.0.0.0

is variably subnetted, 2 subnets, 2 masks 192.168. 10.0/ 24

C 192.168.10.0/30 is directly connected, SerialO
C 192.168.10.1/32 is directly connected, SerialO
is subnetted, 1 subnets 172.17.0.0/24
C 172.17.1.0 is directly connected, LoopbackO
is subnetted, 1 subnets 172.16.0.0/24
C 172.16.1.0 is directly connected, EthernetO
is subnetted, 1 subnets 172.20.0.0/24
(0] 172.20.10.0 [110/1849] via 192.168.10.1, 00:00:10, SerialO
is variably subnetted, 2 subnets, 2 masks 172.22.0.0/16
(o) 172.22.53.0/24 [110/74] via 192.168.10.1, 00:00:11, SerialO
(0] 172.22.1.1/32 [110/65] via 192.168.10.1, 00:00:11, SerialO

O*E2 0.0.0.0/0 [110/1] via 192.168.10.1, 00:00:11, SerialO

bl )Vl plasiwly dadl oo lele Bl a5 Ll OSPF oyl (oMl aungs) show ip route 21,31 o=
bl Y gl bl by Cawlodl bl Jip Lees oY1 (0 Jubuwdl) _aw bVl
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maui - soho- Ol#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 172.20.10.1 to network 0.0.0.0

is subnetted, 1 subnets 172.17.0.0/24

C 172.17.1.0 is directly connected, LoopbackO
is subnetted, 1 subnets 172.16.0.0/24
C 172.16.1.0 is directly connected, EthernetO
is variably subnetted, 2 subnets, 2 masks 172.20.0.0/16
C 172.20.10.0/24 is directly connected, Dialerl
c 172.20.10.1/32 is directly connected, Dialerl
is variably subnetted, 2 subnets, 2 masks 172.22.0.0/16
(0] 172.22.53.0/24 [110/1572] via 172.20.10.1, 00:00:01, Dialerl
(0] 172.22.1.1/32 [110/1563] via 172.20.10.1, 00:00:02, Dialerl

O*E2 0.0.0.0/0 [110/1] via 172.20.10.1, 00:00:02, Dialerl
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Mar 1 03:37:31.788: %. NEPROTO 5- UPDOMN: Li ne protocol on Interface SerialO, changed'state*
to down

Mar 1 03:37:42.719: %I NK-3-UPDOMN: Interface Dialerl, changed state to up*

Juaio Hluo adlio chle Loy bVl bli)Vl Jiji go asill 9oz Lo,2) show ip route LoVl pasiwl -
luuss due 8l aSuidl e azgs ill9) el azgall Jlasl dg=los (oI IP Glsice 35, .1 LJUaslly 6 ko

Gy ol o 530 oL,V by @ 131Vl blo )Vl Ll 55 ol e (1 dgalell lasy dnls
ol lisiw] liSay ol Gose pi 131 (JLa¥l ohlis]) ICMP  aouy plaidW sl 59,0l 45,>
U2 2Olg)l e e > o9 dieall dSuidl el dg>g0 49,0 WS> 3929 PAS uun LHA> WSl
ilSisall 038 Jo> BLaW om0 cagaas JasVl lis] I bliwl Wlall e (blisVl gl bls)|
a9Vl )9,0ll a5, pile Lol Lo (eSS diSey

maui - soho- 01( confi g) #ip route 0.0.0.0 0.0.0.0 172.20.10.1 200

®,)lado d,l5] @8lung a=ill azgall Juaio dg>lg) all sglasill wlgic e oMel Lol 8Vl jlwall soixy
wsl) Jiadl Lol i8] 5l a2gs p) 3] Juaiall dg2l9 I o5l a>gi azgall pile)l jluall 13® a4 .200
Juail (3 s Juioll dg=lg I dgzgall o33l Gl o Jsd (o Laas Wl LS55 .(JBT dls] a9 luoy
ol
dadly glen ai p) alSinall O sy 1igd (JLas¥l (8 Juisd aistg oyl )l sy poiy azgall IS 3] -
Lle Jaaxl) le>Voolg elas VI SliaSiwl o liss :Dialup auss Jl g2 ,J1 chle w9 DDR J bli>Vl
6acbuadl (o A0
DDR J, bli>Vl duuidl 655 aitwall 9 le>Noly lolis VI gull dg2ly elas] BliSiwl puwd g1,
Le>Vooly clas VI Blisiwl Jog> clogleall (o ayje e Jeaxl) le>Vuolg awslas] bliSiwlg

duell clasVl auuas gl

bl gouidl bl logisg (awlwdl bls)Yl Jisd (Jsasll oo) L1 elbasY] apsas 21,31 elay

aclbll (ol,eY 63a9i0 d9i | elasVl auas 21,31 jolaw Jas puwss pi tdla>Ne

maui - soho- 01#show debug

maui - soho- 01#debug dialer

Di al on demand events debugging is on
maui - soho- 01#debug isdn 931

| SDN @31 packets debugging is on
maui - soho- 01#debug ppp negotiation
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PPP protocol negotiation debugging is on

maui - soho- 01#debug ppp authentication

PPP aut henti cati on debugging is on

maui - soho- 01#

Mar 1 01:09:24.872: %LINK-3-UPDOWN: Interface Serial0, changed state to down*

Primary link is unplugged. !--- Refer to the section Testing the Backup Link for the ---!
appropriate procedure. *Mar 1 01:09:24.880: SeO | PCP: State is Closed *Mar 1 01:09:24.884: Se0
CDPCP: State is Closed *Mar 1 01:09:24.888: Se0 PPP: Phase is TERM NATING [0 sess, 0 load] *Mar
1 01:09:24.892: Se0 LCP: State is Cosed *Mar 1 01:09:24.892: Se0 PPP: Phase is DOMN [0 sess, O
|l oad] *Mar 1 01:09:24.908: Se0 | PCP: Renpve route to 192.168.10.1 *Mar 1 01:09: 24.916: %OSPF- 5-
ADJCHG Process 5, Nor 172.22.1.1 on SerialO from FULL to DOMN, Nei ghbor Down: Interface down or
,detached *Mar 1 01:09: 25. 864: 9% . NEPROTO 5- UPDOMWN: Line protocol on Interface Serial0

changed state to down

Primary interface line protocol is down. This must happen before the backup !--- interface ---!
is brought out of standby. *Mar 1 01:09:34.824: Dil1l DDR is shutdown, could not clear interface.
[*Mar 1 01:09:34.840: BRO DDR rotor dialout [priority

Note: The backup interface was activated 10 seconds after the primary !--- link went down. ---!
.(This interval was defined with the backup delay comrand !--- in maui-soho-01 (1600

(Mar 1 01:09:34.848: BRO DDR Dialing cause ip (s=172.20.10.2, 4=224.0.0.5*
OSPF hellos cause the router to dial. *Mar 1 01:09:34.852: BRO DDR Attenpting to dial ---!

5552222 !--- Phone number of the remote router that is dialed. *Mar 1 01:09:34.876: |SDN BRO: TX
-> SETUP pd = 8 callref = OxO0A *Mar 1 01:09: 34. 888: Bearer Capability i = 0x8890 *Mar 1
01:09: 34.895: Channel IDi = 0x83 *Mar 1 01:09: 34.903: Keypad Facility i = '5552222' *Mar 1

01:09: 35.169: | SDN BRO: RX <- CALL_PROC pd = 8 callref = Ox8A *Mar 1 01:09:35.177: Channel ID i
= 0x89 *Mar 1 01:09:35.415: ISDN BRO: RX <- CONNECT pd = 8 callref = Ox8A

Call is connected. *Mar 1 01:09: 35.439: %I NK-3-UPDOM: Interface BRI0:1, changed state to ---!
up *Mar 1 01:09: 35.447: 9%l ALER-6-BIND: Interface BRO:1 bound to profile Dil *Mar 1

01: 09: 35.463: BRO:1 PPP: Treating connection as a call out

PPP negotiation begins. *Mar 1 01:09:35.467: BR0:1 PPP: Phase is ESTABLI SH NG, Active Open ---!
[0 sess, O load] *Mar 1 01:09:35.479: BRO:1 LCP: O CONFREQ [Closed] id 14 len 34 *NMar 1

01: 09: 35.483: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 01:09:35.487: BRO:1 LCP:

Magi cNunber 0x10BC0680 (0x050610BC0680) *Mar 1 01:09: 35.491: BRO:1 LCP: MRRU 1524 (0x110405F4)
*Mar 1 01:09:35.495: BR0:1 LCP: EndpointDisc 1 Local (0x130F016D6175692D736F686F2D3031) *Mar 1
01:09:35.511: |1SDN BRO: TX -> CONNECT_ACK pd = 8 callref = OxOA *Mar 1 01:09:35.566: BRO:1 LCP:
| CONFREQ [ REQsent] id 6 Len 33 *Mar 1 01:09:35.570: BRO:1 LCP: AuthProto CHAP (0x0305C22305)
*Mar 1 01:09:35.574: BRO:1 LCP: Magi cNumber 0Ox30D37ABB (0x050630D37ABB) *Mar 1 01:09: 35.578:
BRO: 1 LCP: MRRU 1524 (0x110405F4) *Mar 1 01:09:35.582: BR0:1 LCP: EndpointDisc 1 Local
(O0x130E016D6175692D6E61732D3035) *Mar 1 01:09:35.590: BR0O:1 LCP: O CONFACK [RE@sent] id 6 Len 33
*Mar 1 01:09:35.598: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 01:09: 35.602: BRO:1 LCP:
Magi cNunber 0x30D37ABB (0x050630D37ABB) *Mar 1 01:09: 35.606: BRO:1 LCP: MRRU 1524 (0x110405F4)
*Mar 1 01:09:35.610: BRO:1 LCP: EndpointDisc 1 Local (Ox130E016D6175692D6E61732D3035) *Mar 1
01:09:35.618: BRO:1 LCP: | CONFACK [ACKsent] id 14 Len 34 *Mar 1 01:09:35.622: BRO:1 LCP:
Aut hProt o CHAP (0x0305C22305) *Mar 1 01:09: 35.626: BRO:1 LCP: Magi cNunmber 0x10BC0680
(0x050610BC0680) *Mar 1 01:09:35.630: BRO:1 LCP: MRRU 1524 (0x110405F4) *Mar 1 01: 09: 35. 637:
BRO: 1 LCP: EndpointDisc 1 Local (0x130F016D6175692D736F686F2D3031) *Mar 1 01:09: 35.641: BRO:1
LCP: State is Open *Mar 1 01:09: 35.645: BRO: 1 PPP: Phase is AUTHENTICATING, by both

[sess, 1 |oad 0]

PPP authentication begins. *Mar 1 01:09:35.649: BRO:1 CHAP: O CHALLENGE id 6 Len 33 from ---!
""maui - soho-01

This is the username used for outgoing CHAP challenge. The remote router !--- must have ---!
this username configured along with shared secret. *Mar 1 01:09:35.657: BRO:1 CHAP. I CHALLENGE
"id 6 Len 32 from "maui - nas- 05

This is the username for incoming CHAP challenge. !--- This username must be locally ---!
configured. *Mar 1 01:09:35.760: BRO:1 CHAP: O RESPONSE id 6 Len 33 from "nmaui -soho-01" *Mar 1
01:09: 35.804: BRO:1 CHAP: I SUCCESS id 6 Len 4

"Mar 1 01:09:35.808: BRO:1 CHAP: | RESPONSE id 6 Len 32 from "nmaui - nas- 05*

Mar 1 01:09: 35.820: BRO:1 CHAP: O SUCCESS id 6 Len 4*

CHAP authentication is successful. *Mar 1 01:09:35.828: BRO:1 PPP: Phase is VIRTUALIZED [0 ---!
sess, 1 load] *Mar 1 01:09:35.844: Dil DDR Authenticated host nmaui-nas-05 with no matching
dialer map *Mar 1 01:09:35.848: Dil PPP: Phase is UP [0 sess, 1 load] *Mar 1 01:09:35.856: Di 1
| PCP: O CONFREQ [Closed] id 6 Len 10 *Mar 1 01:09:35.860: Dil | PCP: Address 172.20.10.2
(0x0306AC140A02) *Mar 1 01:09:35.872: Di1l CDPCP: O CONFREQ [Closed] id 6 Len 4 *Mar 1
01:09:35.876: BRO:1 M.P: maui-nas-05, nultilink up, first link *Mar 1 01: 09: 35.884: BRO:1 | PCP:



M.P bundl e interface is built, process packets now *Mar 1 01:09: 35.887: BRO:1 | PCP: Redirect
packet to Dil *Mar 1 01:09:35.891: Dil1 IPCP: | CONFREQ [ REQsent] id 6 Len 10 *Mar 1
01:09:35.895: Dil1 | PCP: Address 172.20.10.1 (0x0306AC140A01) *Mar 1 01:09:35.903: Dil IPCP: O
CONFACK [ REQsent] id 6 Len 10 *Mar 1 01:09:35.907: Dil1 | PCP: Address 172.20.10.1
(O0x0306AC140A01) *Mar 1 01:09:35.911: BRO:1 CDPCP: MP bundle interface is built, process
packets now *Mar 1 01:09:35.915: BR0:1 CDPCP: Redirect packet to Dil *Mar 1 01:09:35.919: D1
CDPCP: | CONFREQ [ REQsent] id 6 Len 4 *Mar 1 01:09:35.927: Di1l CDPCP: O CONFACK [REQsent] id 6
Len 4 *Mar 1 01:09:35.931: Dil IPCP: | CONFACK [ACKsent] id 6 Len 10 *Mar 1 01:09:35.935: D1

| PCP: Address 172.20.10.2 (0x0306AC140A02) *Mar 1 01:09:35.939: Dil IPCP: State is Open

IPCP state is open and route will be installed. *Mar 1 01:09:35.951: Di1l CDPCP: | CONFACK ---!
[ACKsent] id 6 Len 4 *Mar 1 01:09:35.955: Dil1l CDPCP: State is Open *Mar 1 01:09:35.959: Di 1 DDR:
di al er protocol up *Mar 1 01:09:35.971: Dil IPCP: Install route to 172.20.10.1

Route to remote side is installed. *Mar 1 01:09: 36.840: %1 NK-3-UPDOMWN: Interface Dialerl, ---!
changed state to up *Mar 1 01:09:36.844: Di1l LCP: Not allowed on a Dialer Profile *Mar 1

01: 09: 36. 848: 9%.| NEPROTO 5- UPDOMN:  Li ne protocol on Interface BRI 0:1, changed state to up *Mar 1
01: 09: 41. 411: 9% SDN-6- CONNECT: Interface BRIO:1 is now connected to 5552222 maui - nas-05 /---
Connection is up. *Mar 1 01:09:44.931: %OSPF-5- ADJCHG Process 5, Nbr 172.22.1.1 on Dialerl
from LOADING to FULL, Loading Done

.OSPF database exchange is complete ---!

do olbd ol
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