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BRIQ

ROUTER1

30

BRI

ROUTERZ

oliygSill
AWl oSl Aol 13D ooy

1 a>qall -
2 a>gq0ll -

1 a>goll

1
host nane ROUTER1
1
!
user nane ROUTER2 password 0 sane
This is required for PPP Challenge Handshake ---!
Authentication Protocol !--- (CHAP) authentication
during dial backup. ! ! isdn switch-type basic-5ess /---
The ISDN switch type for this circuit. !--- Obtain this
information from the Telco. !--- This ISDN switch type
is specific to the United States, !--- and could change
based on the requirements of the country and Telco. !
interface EthernetO ip address 172.16.55. 33
255. 255. 255. 240 no i p directed-broadcast no ip nroute-
cache bridge-group 1 !/--- Assign this interface to
bridge-group 1. !--- Frames are bridged only among
interfaces in the same group. !--- Note that the BRI
interface and serial interface are also !--- in this
bridge-group 1. ! interface Serial O description Seria
link to ROUTER2 backup interface BRIO !--- This defines
the backup interface. !--- Cisco IOS Software tracks the
Serial0 interface, and !--- uses BRIO if Serial0O fails.
i p address 172.16.54.1 255.255.255.0 no ip directed-
broadcast no ip nroute-cache no fair-queue bridge-group
1 !--- Enable bridging on Serial0 for normal operation.
! interface BRIO description |SDN to ROUTER2 ip address
172.16. 53. 19 255. 255. 255. 240 no i p directed-broadcast
encapsul ati on ppp no ip nroute-cache dialer map bridge
name ROUTER2 broadcast 5552000 !--- The broadcast
keyword is required to initiate the ISDN call. !---
Dialer map bridge to the renote router. The statenent
includes !'--- the nane of the renpte router and the




phone nunber to be dialed. !--- Note that this dialer
map statement includes the keyword bridge, !--- and does
not include the | P address of the peer, as required for
.1--- P routing-based dial er maps

dialer-group 1

Defines the interesting traffic as configured in —---!
the dialer-1list. isdn switch-type basic-5ess !--- Check
with your Telco for the correct values. pPpp

aut hentication chap bridge-group 1 !--- Enable bridging
on BRIO. ! dialer-list 1 protocol bridge permt !/---
Defines the interesting traffic. In this case, all
bridged traffic. bridge 1 protocol ieee !--- Defines the
type of Spanning Tree Protocol (STP) used for the !---
interface in bridge-group 1. Here, the IEEE STP is used.
!--- The IEEE 802.1D STP is the preferred way to run the
I .bridge

2 a>gall

host nane router?2

!

!

usernane ROUTERL password 0 sane

Required for PPP CHAP Authentication during dial ---!
backup. ! isdn switch-type basic-5ess !--- Check with
your Telco at the Router2 side for the correct values. !
interface EthernetO ip address 172.16.55.2

255. 255. 255. 240 bridge-group 1 !--- Enable bridging on
Ethernet0. ! interface SerialO description Serial |ink
to ROUTERL !--- The backup interface bri0 commmand i s not
required on this side, !--- because it is sufficient if

.one side tracks the serial interface

ip address 172.16.54.2 255.255.255.0

no fair-queue

bridge-group 1
Enable bridging on Serial0 for normal operation. ---!
interface BRIO description | SDN to ROUTERL ip address
172.16. 53. 17 255. 255. 255. 240 encapsul ation ppp no ip
nT out e- cache dial er map bri dge name ROUTERL broadcast
5551000 !--- The broadcast keyword is required to

.initiate the | SDN cal

dialer-group 1

Defines the interesting traffic as configured in ---!
the dialer-1ist. isdn switch-type basic-5ess !--- Check
with your Telco at the Router2 side for the correct
values. ppp authentication chap bridge-group 1 /---
Enable bridging on BRIO. ! dialer-list 1 protocol bridge
pernmit !--- Defines the interesting traffic. In this
case, all bridged traffic. bridge 1 protocol ieee !---
Defines the type of STP used for the interface in !---
bridge-group 1. Here the IEEE STP is used. !--- The IEEE
I .802.1D STP is the preferred way to run the bridge

2o JSuin Joy ousSil ol oo a5l Lgolasiuw] diSay wlogles pwsll 13 499,

Dl e el puiiillo (laad Gelxuall eMaell) 21,3Vl o> o 615l dlawlyy o2l Jolol Jasy pcs iy
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ASDN wlg=l9 ¢p0 (L3) 3 asuallg (L2) 2 aadall (L1) 1 asall d> Lo,2s —ISDN dl> Lo,e -
ISDN clgis) a5 8l Ay Juainll > o ,2—show dialer -

sl azgi esle] obly 6acld 9 oYY wld Lo ,2,—show bridge -

BRI 9 dlulwidl wlg=lg)l Jio (dalixall wlg=lgJl dI> o=, —show interface -

.a>gall 99,20l dc ,0inll 6, =il oo o 2,—show running-tree -

Serial0 i sic 1 a>g0ll 19V el

ROUTER1# show isdn status
G obal | SDN Switchtype = basi c-5ess
| SDN BRIO interface
dsl 0, interface | SDN Switchtype = basic-5ess
:Layer 1 Status
DEACTIVATED
i Layer 2 Status
Layer 2 NOT Activated
i Layer 3 Status
(Active Layer 3 Call(s 0
Activated dsl 0 CCBs = 0
The Free Channel Mask: 0x80000003
Nurmber of L2 Discards = 36, L2D Task Discards = 35
Total Allocated ISDN CCBs = 0

ROUTER1# show dialer
BRIO - dialer type = | SDN

Dial String Successes Failures Last DNI'S Last status
successful 00:45:08 977 29 5552000
.incom ng call(s) have been screened 0
.incomng call(s) rejected for callback O

BRIO:1 - dialer type = | SDN
(ldle timer (120 secs), Fast idle tiner (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs

Dialer state is shutdown

BRIO:2 - dialer type = | SDN
(ldle timer (120 secs), Fast idle tiner (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs

Dialer state is shutdown

ROUTER1# show bridge

Total of 300 station bl ocks, 298 free
Codes: P - permanent, S - self

:Bridge Goup 1
Address Action Interface Age RX count TX count

0000.0c76.2882 forward Serial0 O 5 4
Bridging traffic goes through Serial0O. 00dO. 58ad. ael3 forward Ethernet0 0 42 5 ---!

Serial0  Jlass aic 1 a>gall e ,0loVI ,lgb]

ROUTER1# show isdn status
G obal |1 SDN Switchtype = basi c-5ess
| SDN BRIO interface



dsl 0, interface | SDN Switchtype = basic-5ess
:Layer 1 Status

ACTI VE
:Layer 2 Status
TEl = 114, Ces = 1, SAPl = 0, State = MULTIPLE_FRAME ESTABLISHED
ISDN L1 and L2 will be up (when Serial(0 fails) !--- even 1if interesting traffic is not ---!

(present. Layer 3 Status: 1 Active Layer 3 Call(s
Activated dsl 0 CCBs = 1
CCB: cal | i d=8484, sapi =0, ces=1, B-chan=1, calltype=DATA
The Free Channel Mask: 0x80000002
Total Allocated ISDN CCBs = 1

ROUTER1# show dialer
BRIO - dialer type = | SDN

Dial String Successes Failures Last DNI'S Last status
successful 00:00:16 977 30 5552000
.incom ng call(s) have been screened 0
.incomng call(s) rejected for callback O

BRIO:1 - dialer type = | SDN
(ldle timer (120 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is data link layer up
(Dial reason: bridge (0xFFFF
Tinme until disconnect 106 secs
(Cconnected to 5552000 ( ROUTER2

BRIO:2 - dialer type = | SDN
(ldle timer (120 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is idle

ROUTER1# show bridge

Total of 300 station blocks, 298 free
Codes: P - permanent, S - self

:Bridge Goup 1
Address Action Interface Age RX count TX count

0000.0c76.2882 forward BRIO O 5 4
Bridging traffic now goes through BRIO. 00d0. 58ad. ael3 forward Ethernet0 0 5 5 ---!

Le>MNolg eliasVl OLiSiwl

Le>Noolg ueSill ellas] BlisSiwy lgoladiuwl diSay ologlzo punsll 13D 99,

le>Mool ellasYI BLiSiwl 5 lgs

:usllas o8 LS 5,lgall 04D pastiwl

ISDN s pc> -
le>Vooly dduluidl bolazl ellas] Sliiwl -
bl _Jl Gl e HDLC oMuogs -

Le>Nolg a3Vl BliSiwl ol
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Jud>s o e b a9 (Jasd Gelzuuall eMasll) 21,3Vl a> jio 6151 dlawlyy Lol solol Loz, AS> oy
ol ol 23|

a3Vl auai olol 9 dogall wlogleall =1, debug ol jlasl Jid rdas>Ve

Juiall dg>ly wlasl Jo> wlogleo 99, —debug dialer -

pxvumall wl> Jle &axy sl ISDN bl dsleioll elasVl auxas Jilw, o2, —debug isdn event -
ISDN ag>1gJ

a>gall o (ISDN (L3 aSuiv wVlail Jlsly oladSall slac] Jo> ologles ,99,—debug isdn q931 -
Sy (pastimall wilz) izl

(L2) obll bls,)l @b JI Jgogll lel,>l dsleiall clasVl auxai Jilw, Lo ,2—debug isdn q921 -
., dwo )| ISDN dg=l9 0 (D (LAPd sla)l e a>gall 9 woaxi il

Slaleog PPP ks e Loyl asleinll clasVl auxas Jilw, Lo ,2—debug ppp negotiation -
‘ (NCP) aSuil 5 aSll JoS39.

CHAP JsS9i9 0 pj> Jski dalsiall cllasVl gaxai Jilw, Lo ,=,—debug ppp authentication -
(PAP) ,9 0l dolS a85Lan JgS539 149

ISDN clauly Serial0 _olazul aie 1 a>gall e clasVl auuas zl,5]

ROUTER1# show debug
:Dial on denand
Di al on denmand events debugging is on
. PPP
PPP aut henti cation debugging is on
PPP protocol negotiation debugging is on
-1 SDN
| SDN events debugging is on
| SDN @21 packets debugging is on
| SDN @31 packets debugging is on

ROUTERL#

Interface seriall goes down. ROUTERL# 00:56:53: 9%.I NK-3- UPDOM: Interface Serial 0, changed ---!
state to down *Mar 1 00:56:53.103: | SDN BRO EVENT: isdn_sw cstate: State = 0, Od State = 6

00: 56: 53: 9%.I NK-3- UPDOMN: Interface BRI 0:1, changed state to down *Mar 1 00:56:53.107: BRO: 1
LCP: State is Cosed *Mar 1 00:56:53.111: BRO:1 DDR disconnecting call 00:56:53: 9%/ NK-3-
UPDOMN: I nterface BRIO:2, changed state to down *Mar 1 00:56:53.119: BRO:2 LCP: State is O osed
*Mar 1 00:56:53.119: BRO: 2 DDR disconnecting call *Mar 1 00:56:53.127: | SDN BRO EVENT:

i sdn_sw cstate: State = 4, Ad State = 6 *Mar 1 00:56:53. 135: | SDN BRO EVENT: isdn_sw_cstate:
State = 4, Od State = 6 *Mar 1 00:56:53.567: | SDN BRO: RX <- IDCKRQ ri=0 ai =127 *Mar 1

00: 56:53.567: | SDN Recvd L1 prim 3 dsl O state 3 ctrl_state O *Mar 1 00:56:53.571: | SDN BRO: L1
persi stent Deactivated *Mar 1 00:56:53.571: | SDN Recvd L1 prim7 dsl O state 3 ctrl_state O *Mar
1 00:56:53.575: | SDN BRO: Recvd MPH IIC IND from L1 *Mar 1 00:56:53.575: | SDN Recvd L1 prim?7
dsl O state 3 ctrl_state O *Mar 1 00:56:53.579: | SDN BRO: Recvd MPH_IIC_IND from L1 *Mar 1
00:56:53.579: | SDN Recvd L1 prim1 dsl O state 3 ctrl_state O *Mar 1 00:56:53.583: | SDN BRO: L1
is |F_ACTIVE *Mar 1 00:56:53.583: | SDN BRO EVENT: isdn_sw cstate: State = 4, Od State = 6 *Mar
1 00:56:53.587: | SDN BRO: L2-TERM ces/tei=1/0 AWAI T_ESTABLI SH >TERM DOWN *Mar 1 00: 56: 53. 591:

I SDN BRO: Incoming call id = 0x0010, dsl O *Mar 1 00:56:53.595: | SDN BRO: L2-TERM ces/tei=1/0
TERM_DOMN- >AWAI T_ESTABLI SH 00: 56: 53: % .1 NK- 3- UPDOMWN: I nterface BRI O, changed state to up *Mar 1
00: 56: 53.631: | SDN BRO EVENT: isdn_sw cstate: State = 4, Od State = 6 *Mar 1 00: 56: 53. 655: | SDN
BRO: TX -> I DREQ ri =48769 ai =127 00: 56: 54: 9%. NEPROTO- 5- UPDOMN:  Li ne protocol on Interface
Serial 0, changed state to down *Mar 1 00:56:54.387: |SDN BRO: RX <- IDCKRQ ri=0 ai =127 *Mar 1
00: 56: 55. 655: | SDN BRO: TX -> | DREQ ri =42642 ai =127 *Mar 1 00: 56: 55. 699: | SDN BRO: RX <- | DASSN
ri =42642 ai =68 *Mar 1 00:56:55.791: |SDN BRO: TX -> SABMEp c¢/r=0 sapi =0 tei =68 *Mar 1

00: 56: 55.823: | SDN BRO: RX <- UAf c/r=0 sapi =0 tei =68 00:56:55: 9% SDN- 6- LAYER2UP: Layer 2 for
Interface BRO, TElI 68 changed to up *Mar 1 00:56:55.831: | SDN BRO: L2-TERM ces/tei=1/68

AVWAl T_ESTABLI SH- >ESTABLI SHED !--- Interesting traffic has not arrived yet from Hostl, !--- but
ISDN L1 and L2 are up now. ROUTERL# show isdn stat
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G obal |1 SDN Switchtype = basic-5ess
I SDN BRI O interface
dsl 0, interface | SDN Switchtype = basic-5ess
:Layer 1 Status
ACTIVE
:Layer 2 Status
TElI = 68, Ces = 1, SAPI = 0, State = MULTIPLE_FRAME_ ESTABLISHED
| _Queue_Len 0, U _Queue_Len O
:Layer 3 Status
(Active Layer 3 Call(s 0
Active dsl 0 CCBs = 0
The Free Channel Mask: 0x80000003
Nunmber of L2 Discards = 0, L2 Session ID = 34
Total Allocated |ISDN CCBs = 0
ROUTERL1#
Mar 1 00:57:25.839: ISDN BRO: TX -> RRp sapi =0 tei =68 nr=0*
Mar 1 00:57:25.871: 1SDN BRO: RX <- RRf sapi=0 tei =68 nr=0*
ROUTERL1#

Interesting traffic arrives now, !--- which triggers ISDN Dialup (see below). *Mar 1 ---!
(00:57:32.519: BRO DDR Dialing cause bridge (0xFFFF

Mar 1 00:57:32.519: BRO DDR Attenpting to dial 5552000*

Mar 1 00:57:32.523: | SDN BRO: Qutgoing call id = Ox800E, dsl O0O*
Mar 1 00:57:32.527: ISDN BRO: Event: Call to 5552000 at 64 Kb/s*
,Mar 1 00:57:32.527: |1SDN BRO: process_bri_call(): call id Ox800E*
cal | ed_nunber 5552000, speed 64, call type DATA

(Mar 1 00:57:32.531: CCBRI_Go Fr Host |nPkglnfo (Len=22*

Mar 1 00:57:32.535: 1 0180 EO 4 2 88 90 18*

2C 7 35 35 35 32 30 30 30 83 1

Mar 1 00:57:32.543*

Mar 1 00:57:32.547: CC_CHAN Getldl eChanbri: dsl 0O*

Mar 1 00:57:32.547: Found idl e channel B1*

Mar 1 00:57:32.563: I SDN BRO: TX -> I NFCc sapi =0 tei =68 ns=0 nr=0*
i =0x08010E05040288901801832C0735353532303030

Mar 1 00:57: 32. 583: SETUP pd = 8 callref = OxOE*

Mar 1 00:57:32.591: Bearer Capability i = 0x8890*

Mar 1 00:57:32.599: Channel IDi = 0x83*

‘"Mar 1 00:57:32.603: Keypad Facility i = '5552000*

Mar 1 00:57:32.867: | SDN BRO: RX <- |INFCc sapi =0 tei =68 ns=0 nr=1*
i =0x08018E02180189

Mar 1 00:57: 32. 875: CALL_PROC pd = 8 callref = Ox8E*

Mar 1 00:57:32. 883: Channel IDi = 0x89*

Mar 1 00:57:32.899: I1SDN BRO: TX -> RRr sapi =0 tei =68 nr=1*
(Mar 1 00:57:32.907: CCBRI _Go Fr L3 pkt (Len=7*

Mar 1 00:57:32.907: 2 1 E 98 18 1 89*

:Mar 1 00:57:32.911*

Mar 1 00:57:32.915: | SDN BRO: LIF_EVENT: ces/callid 1/ 0x800E*
HOST_PROCEEDI NG

Mar 1 00:57:32.919: | SDN BRO: HOST_PROCEEDI NG

Mar 1 00:57:32.919: | SDN BRO: HOST_MORE_I NFO*

Mar 1 00:57:33.159: I SDN BRO: RX <- |INFOc sapi =0 tei =68 ns=1*
nr=1 i =0x08018E07

Mar 1 00:57: 33. 167: CONNECT pd = 8 callref = Ox8E*

Mar 1 00:57:33.183: ISDN BRO: TX -> RRr sapi =0 tei =68 nr=2*
(Mar 1 00:57:33.191: CCBRI _Go Fr L3 pkt (Len=4*

Mar 1 00:57:33.191: 7 1 E 91*

:Mar 1 00:57:33.195*

Mar 1 00:57:33.199: |ISDN BRO: LIF_EVENT: ces/callid 1/ 0x800E*
HOST_CONNECT

LI NK- 3- UPDOAN: Interface BRIO:1, changed state to up% : 00: 57: 33
:()Mar 1 00:57:33.215: |SDN: get_isdn_service_state*

i db Ox19F4D8 bchan 2 is_isdn 1 Not a Pri

Mar 1 00:57:33.215: BRO:1 PPP: Treating connection as a callout*
,Mar 1 00:57:33.219: BRO:1 PPP: Phase is ESTABLI SH NG



[Active Open [0 sess, 1 |oad
Mar 1 00:57:33.223: BRO:1 LCP: O CONFREQ [C osed] id 27 len 15*

Mar 1 00:57:33.227: BRO:1 LCP: Aut hPr ot o CHAP*
(0x0305C22305)

Mar 1 00:57:33.231: BRO:1 LCP: Magi cNunber 0x6091A5F6*
(0x05066091A5F6)

Mar 1 00:57:33.235: | SDN BRO: Event: Connected to 5552000*
on Bl at 64 Kb/s
Mar 1 00:57:33.247: ISDN BRO: TX -> I NFCc sapi =0 tei =68 ns=1 nr=2*

i =0x08010EOF

Mar 1 00:57: 33. 251: CONNECT_ACK pd = 8 callref = OxO0E*

Mar 1 00:57:33.267: BRO:1 LCP: | CONFREQ [ REQsent] id 4 len 15*

Mar 1 00:57:33.271: BRO:1 LCP: Aut hProt o CHAP*
(0x0305C22305)

Mar 1 00:57:33.275: BRO:1 LCP: Magi cNunber 0x6062D6EA*
(0x05066062D6EA)

Mar 1 00:57:33.279: BRO:1 LCP: O CONFACK [ REQsent] id 4 len 15*

Mar 1 00:57:33.283: BRO:1 LCP: Aut hProt o CHAP*
(0x0305C22305)

Mar 1 00:57:33.287: BRO:1 LCP: Magi cNunber 0x6062D6EA*
(0x05066062D6EA)

Mar 1 00:57:33.291: BRO:1 LCP: | CONFACK [ACKsent] id 27 len 15*

Mar 1 00:57:33.291: BRO:1 LCP: Aut hProt o CHAP*
(0x0305C22305)

Mar 1 00:57:33.295: BRO:1 LCP: Magi cNunber O0x6091A5F6*
(0x05066091A5F6)

Mar 1 00:57:33.299: BRO:1 LCP: State is Open*

,Mar 1 00:57:33.303: BRO:1 PPP: Phase is AUTHENTI CATI NG
[by both [0 sess, 1 |oad

Mar 1 00:57:33.307: BRO:1 CHAP: O CHALLENCE id 14*

"l en 28 from " ROUTERL

Mar 1 00:57:33.319: BRO:1 CHAP: | CHALLENCE id 4*

"l en 28 from " ROUTER2

Mar 1 00:57:33.327: BRO:1 CHAP: O RESPONSE id 4*

"l en 28 from " ROUTERL

Mar 1 00:57:33.335: I1SDN BRO: RX <- RRr sapi =0*

tei =68 nr=2

Mar 1 00:57:33.351: BRO:1 CHAP: I SUCCESS id 4*

len 4

Mar 1 00:57:33.367: BRO:1 CHAP: | RESPONSE id 14*

"l en 28 from " ROUTER2

Mar 1 00:57:33.371: BRO:1 CHAP: O SUCCESS id 14*

len 4

[Mar 1 00:57:33.375: BRO:1 PPP: Phase is UP [0 sess, O |oad*
Mar 1 00:57:33.379: BRO:1 BNCP: O CONFREQ [Cl osed] id 14*

len 4

Mar 1 00:57:33.387: BRO:1 CDPCP: O CONFREQ [C osed] id 14*
len 4

Mar 1 00:57:33.395: BRO:1 BNCP: | CONFREQ [ REQsent] id 4*
len 4

Mar 1 00:57:33.399: BRO:1 BNCP: O CONFACK [ REQsent] id 4*
len 4

Mar 1 00:57:33.403: BRO:1 | PCP: | CONFREQ [ Not negotiated] id 4*
len 10

Mar 1 00:57:33.407: BRO:1 | PCP: Address 172.16.53. 17*
(0x0306AC103511)

Mar 1 00:57:33.415: BRO:1 LCP: O PROTREJ [QOpen] id 28*

Il en 16 protocol |PCP

(0x80210104000A0306AC103511)

Mar 1 00:57:33.419: BRO:1 CDPCP: | CONFREQ [ REQsent] id 4*
len 4

Mar 1 00:57:33.423: BRO:1 CDPCP: O CONFACK [ REQsent] id 4*
len 4

Mar 1 00:57:33.427: BRO:1 BNCP: | CONFACK [ ACKsent] id 14*



len 4

Mar 1 00:57:33.431: BRO:1 BNCP: State is Open*

Mar 1 00:57:33.435: BRO:1 CDPCP: | CONFACK [ ACKsent] id 14*
len 4

Mar 1 00:57:33.439: BRO:1 CDPCP: State is Open*

Mar 1 00:57:33.443: BRO:1 DDR dial er protocol up*

: LI NEPROTO- 5- UPDOWN% : 00: 57: 34

Li ne protocol on Interface BRIO:1, changed state to up

| SDN- 6- CONNECT: Interface BRIO:1 is now connected% :00: 57: 39
to 5552000 ROUTER2

ROUTERL1#

ROUTER1# show isdn status
G obal |1 SDN Switchtype = basic-5ess
I SDN BRI O interface
dsl 0, interface | SDN Switchtype = basic-5ess
:Layer 1 Status
ACTI VE
:Layer 2 Status
TElI = 68, Ces = 1, SAPI = 0, State = MJLTI PLE_FRAME_ESTABLI| SHED
| _Queue_Len 0, U _Queue_Len O
:Layer 3 Status
(Active Layer 3 Call(s 1
CCB: cal | i d=800E, sapi =0, ces=1, B-chan=1, calltype=DATA
Active dsl 0 CCBs =1
The Free Channel Mask: 0x80000002
Nunmber of L2 Discards = 0, L2 Session |ID = 34
Total Allocated ISDN CCBs = 1
Mar 1 00:58:03.343: I1SDN BRO: TX -> RRp sapi =0 tei =68 nr=2*
Mar 1 00:58:03.379: ISDN BRO: RX <- RRf sapi =0 tei =68 nr=2pann*
ROUTER1# show spanning-tree

Bridge group 1 is executing the ieee conpatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0060. 5cf 4. a9a8
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 0060. 5cf 4. a955
Root port is 3 (BRIO), cost of root path is 15625
Topol ogy change flag set, detected flag not set
Number of topol ogy changes 10 | ast change occurred 00: 01: 15 ago
from Serial O
Times: hold 1, topol ogy change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello O, topology change 0, notification 0, aging 15

Port 2 (Ethernet0O) of Bridge group 1 is forwarding
.Port path cost 100, Port priority 128, Port ldentifier 128.2
Desi gnated root has priority 32768, address 0060. 5cf 4. a955
Desi gnated bridge has priority 32768, address 0060. 5cf 4. a9a8
Designated port id is 128.2, designated path cost 15625
Ti mers: nessage age 0, forward delay 0, hold O
Nurmber of transitions to forwarding state: 2
BPDU:. sent 751, received O

Port 3 (BRIO) of Bridge group 1 is forwarding
BRI Interface forwards the bridged traffic now. Port path cost 15625, Port priority 128, ---!
Port ldentifier 128.3. Designated root has priority 32768, address 0060. 5cf 4. a955 Desi gnat ed
bridge has priority 32768, address 0060. 5cf4. a955 Designated port id is 128.3, designated path
cost O Tiners: message age 2, forward delay O, hold O Nunber of transitions to forwarding state:
3 BPDU:. sent 1014, received 608 Port 6 (Serial0) of Bridge group 1 is down

.Port path cost 647, Port priority 128, Port ldentifier 128.6

Desi gnated root has priority 32768, address 0060. 5cf 4. a955

Desi gnated bridge has priority 32768, address 0060. 5cf 4. a%9a8

Designated port id is 128.6, designated path cost 15625

Ti mers: nessage age 0, forward delay 0, hold O



Nurmber of transitions to forwarding state: 1
BPDU:. sent 15, received 27

ROUTERL#
Mar 1 00:58:33.387: |ISDN BRO: TX -> RRp sapi =0 tei =68 nr=2*
Mar 1 00:58:33.423: |SDN BRO: RX <- RRf sapi=0 tei=68 nr=2*

aoJlSaJl ISDN bliwlg 5,31 6,0 Serial0 é>9¢ aic 1a>g0ll e debug output

LI NK- 3- UPDOMNN: Interface Serial0, changed state to up% : 00: 58: 37

Mar 1 00:58:37.671: BRO:1 DDR disconnecting call*

Mar 1 00:58:37.675: BRO:2 DDR disconnecting call*

Mar 1 00:58:37.675: | SDN BRO: Event: Hangup call to call id Ox800E*

,Mar 1 00:58:37.679: | SDN BRO: process_disconnect(): call id Ox800E*
call type is DATA, b_idb Ox19F4D8, ces 1, cause Normal call

(cl earing(0x10

| SDN- 6- DI SCONNECT: I nterface BRI 0:1 disconnected fron? :00: 58: 37

ROUTER2, call | asted 64 seconds 5552000

Mar 1 00:58:37.691: |SDN: get_isdn_service_state(): idb Ox19F4D8*
bchan 2 is _isdn 1 Not a Pri

(Mar 1 00:58:37.695: CCBRI _Go Fr Host InPkglnfo (Len=13*

Mar 1 00:58:37.699: 50180 E3 81908 2 80 90*

:Mar 1 00:58:37.703*

Mar 1 00:58:37.719: ISDN BRO: TX -> INFCc sapi =0 tei =68 ns=2 nr=2*

i =0x08010E4508028090

Mar 1 00:58:37.727: DI SCONNECT pd = 8 callref = OxOE*

Mar 1 00:58:37.735: Cause i = 0x8090 - Normal call clearing*

:Mar 1 00:58:37.743: |SDN BRO EVENT: isdn_sw cs!!Hirrrrrrrrrriiititate

State = 6, Od State = 4
LI NK- 3- UPDOMN: I nterface BRIO:1, changed state to down% : 00: 58: 37
Mar 1 00:58:37.751: BRO:1 BNCP: State is C osed*
Mar 1 00:58:37.755: BRO:1 CDPCP: State is O osed*
[Mar 1 00:58:37.755: BRO:1 PPP: Phase is TERM NATING [0 sess, 1 |oad*
Mar 1 00:58:37.759: BRO:1 LCP: State is C osed*
[Mar 1 00:58:37.763: BRO:1 PPP: Phase is DOMWN [0 sess, 1 |oad*
Mar 1 00:58:37.763: BRO:1 DDR disconnecting call*
Mar 1 00:58:37.775: I SDN Recvd L1 prim3 dsl O state 1 ctrl_state 0O*
Mar 1 00:58:37.779: |SDN BRO: Physical |ayer is |F_DOAN
Mar 1 00:58:37.783: |SDN BRO: Shutting down ME*
, | SDN- 6- LAYER2DOMWN: Layer 2 for Interface BRI 0% : 00: 58: 37
TEl 68 changed to down
Mar 1 00:58:37.791: | SDN BRO: L2- TERM ces/tei=1/68*
ESTABLI SHED- >TERM DOMN
Mar 1 00:58:37.795: |SDN BRO: LIF _EVENT: ces/callid 1/ 0x800E*
HOST_DI SCONNECT _ACK
Mar 1 00:58:37.803: |SDN: get_isdn_service_state(): idb Ox19F4D8*
bchan 2 is_isdn 1 Not a Pri
Mar 1 00:58:37.807: | SDN BRO: HOST_DI SCONNECT_ACK: call type is DATA*
LI NK- 3- UPDOMN: I nterface BRIO:1, changed state to down% : 00: 58: 37
Mar 1 00:58:37.815: BRO:1 LCP: State is Cl osed*
Mar 1 00:58:37.815: BRO:1 DDR disconnecting call*
Mar 1 00:58:37.819: |SDN BRO: Shutting down | SDN Layer 3*
, | SDN- 6- LAYER2DOMWN: Layer 2 for Interface BR0% :00: 58: 37
TEl 68 changed to down
LI NK-5- CHANGED: | nterface BRI O, changed state to standby node% : 00: 58: 37
,Mar 1 00:58:37.847: | SDN BRO EVENT: isdn_sw cstate: State = 6*
ad State = 4
LI NK- 3- UPDOMN: | nterface BRIO: 2, changed state to down% : 00: 58: 37
Mar 1 00:58:37.855: BR0:2 LCP: State is Cl osed*
Mar 1 00:58:37.855: BRO:2 DDR disconnecting call*
Mar 1 00:58:37.895: ISDN BRO: Incoming call id = 0x0011, dsl O*
Mar 1 00:58:37.895: | SDN BRO: L2- TERM ces/tei=1/0*
TERM DOMN- >AWAI T_ESTABLI SH



Mar 1 00:58:37.935: | SDN BRO: Activating*

, LI NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Serial 0% : 00: 58: 38
changed state to up

, LI NEPROTO 5- UPDOMN: Line protocol on Interface BRI 0: 1% : 00: 58: 38
changed state to down

Mar 1 00:58:39.939: | SDN BRO: Could not bring up interface*

Mar 1 00:58:39.943: | SDN BRO: Shutting down | SDN Layer 3*

Mar 1 00:58:39.963: | SDN BRO: Activating*

Mar 1 00:58:41.943: |SDN BRO: Could not bring up interface*

Mar 1 00:58:41.947: |SDN BRO: Shutting down | SDN Layer 3*

Mar 1 00:58:41.947: |SDN BRO: Activating*

ROUTERL#

ROUTER1# show isdn status

G obal |1 SDN Switchtype = basi c-5ess

| SDN BRI O interface

dsl 0, interface | SDN Switchtype = basic-5ess

:Layer 1 Status

DEACTIVATED

:Layer 2 Status

Layer 2 NOT Activated
ISDN L1 and L2 are back to the deactivated state. Layer 3 Status: 0 Active Layer 3 Call(s) ---!
Active dsl 0 CCBs = 0 The Free Channel Mask: 0x80000003 Nunber of L2 Discards = 0, L2 Session |ID
= 39 Total Allocated | SDN CCBs = 0 ROUTER1# *Mar 1 00:58:49.951: |SDN BRO: Could not bring up
interface *Mar 1 00:58:49.951: |SDN BRO: Shutting down | SDN Layer 3 ROUTER1# ROUTER1# show
spanning-tree

Bridge group 1 is executing the ieee conpatible Spanning Tree protoco
Bridge Identifier has priority 32768, address 0060. 5cf 4. a9a8
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 0060. 5cf 4. a955
Root port is 6 (Serial0), cost of root path is 647
Topol ogy change flag not set, detected flag not set
Number of topol ogy changes 13 | ast change occurred 00: 28: 23 ago
from Serial O
Times: hold 1, topol ogy change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topol ogy change 0, notification 0, aging 300

Port 2 (Ethernet0) of Bridge group 1 is forwarding
.Port path cost 100, Port priority 128, Port ldentifier 128.2
Desi gnated root has priority 32768, address 0060. 5cf 4. a955
Desi gnated bridge has priority 32768, address 0060. 5cf 4. a9a8
Designated port id is 128.2, designated path cost 647
Ti mers: nessage age 0, forward delay 0, hold O
Nurmber of transitions to forwarding state: 2
BPDU: sent 1633, received O

Port 3 (BRIO) of Bridge group 1 is down

BRIO is in the down state when Serial 0 is up. Port path cost 15625, Port priority 128, ---!
Port ldentifier 128.3. Designated root has priority 32768, address 0060. 5cf 4. a955 Desi gnat ed
bridge has priority 32768, address 0060. 5cf4. a%9a8 Designated port id is 128.3, designated path
cost 647 Timers: message age 0, forward delay 0, hold O Number of transitions to forwarding
state: 3 BPDU:. sent 1014, received 622 Port 6 (Serial0) of Bridge group 1 is forwarding
Serial0 forwards the bridged traffic now. Port path cost 647, Port priority 128, Port ---!
Identifier 128.6. Designated root has priority 32768, address 0060. 5cf4.a955 Desi ghated bridge
has priority 32768, address 0060. 5cf 4. a955 Designated port id is 128.6, designated path cost O
Ti mers: nessage age 1, forward delay 0, hold O Nunber of transitions to forwarding state: 2
BPDU: sent 18, received 896 ROUTERL#
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