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EO
172.22.96.1 124
172.22.80.4 /24
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(Cisco 2503) 55 o)l gdgall :R3

version 12.2

service timestanps debug dateti ne nsec

service tinmestanps |og datetinme nsec

servi ce password-encryption

|
hostname R3

!

aaa new- nodel

aaa authentication |login default |ocal

aaa aut hentication ppp default |ocal

|
<usernane admin privilege 15 password 7 <del et ed
<username R1l password 7 <del et ed
<username R2 password 7 <del et ed

For Challenge Handshake Authentication Protocol ---!
(CHAP), passwords must !--- be the same on both routers.
ip subnet-zero ! isdn switch-type basic-5ess ! interface
Et hernetO i p address 172.22.80.4 255.255.255.0 !
interface BRIO
no i p address

encapsulation ppp

dialer pool-member 1
Places the interface into dialer pool # from which ---!
Dialer interfaces !--- may draw channels as needed. !---




Links the physical interface with the logical dialer
interfaces. isdn switch-type basic-5ess ppp
aut hentication chap ppp nmultilink /--- Configure
authentication and multilink on both physical and dialer
interfaces. ! interface Dialer0

ip address 172.22.85.1 255.255.255.0

encapsulation ppp

dialer pool 1
Defines the pool of physical resources from which ---!
the Dialer interface !--- may draw B channels as needed.
dialer remote-name R1
Should match the authenticated username of the peer ---!

dialer string 6661000 class mapclassl
Dialer(0 is linked to map-class mapclassl ---!

dialer load-threshold 128 outbound

dialer-group 5

DDR configuration command. !--- This command is ---!
.linked to the dialer-list 5 command

ppp authentication chap
ppp nultilink
1
interface Dialerl
ip address 172.22.86.1 255.255.255.0
encapsulation ppp
dialer pool 1
dialer remote-name R2
dialer string 6662000
dialer-group 5
ppp authentication chap
1
router eigrp 69
redistribute static
The redistribute static conmand advertises static ---!
.routes !--- to a dynami c routing protoco

passive-interface Dialer0
passive-interface Dialerl
The passive-interface command deactivates dynamic ---!

routing updates !--- on the dialer interfaces. Prevents
the Enhanced Interior Gateway !--- Routing Protoco

(EI GRP) process from continuously bringing up the | SDN
.link

network 172.22.0.0
aut o- sunmary
no ei grp | og-nei ghbor-changes
1
ip classless
ip route 172.22.95.0 255.255.255.0 Dialerl
ip route 172.22.96.0 255.255.255.0 Dialer0
Router uses dialerl when reaching network ---!
172.22.95.0. !--- Router uses dialer(0 when reaching
network 172.22.96.0. ! map-class dialer mapclassl
dialer idle-timeout 180
dialer fast-idle 5
dialer-list 5 protocol ip permit
Defines DDR interesting traffic for dialer-group 5. ---!
Access-1ist may be used. ! line con O line aux O |line
vty 0 4! end

(Cisco 2503) 22| g9gall :R1




version 12.2

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
servi ce password-encryption

1
hostname R1

!

aaa new node

aaa authentication |login default |oca
aaa aut hentication ppp default |oca

1

<username admn privilege 15 password 7 <del et ed
username R3 password 7

For CHAP, passwords must be the same on both ---!
routers. ip subnet-zero ! isdn switch-type basic-5ess

interface EthernetO ip address 172.22.96.1 255.255.255.0

| interface BRIO

no i p address

encapsulation ppp

dialer pool-member 10

i sdn switch-type basic-5ess

ppp mul tilink

1

interface Dialerl

ip address 172.22.85.2 255.255.255.0

encapsulation ppp

dialer pool 10

dialer remote-name R3

dialer string 6663000

dialer load-threshold 128 outbound

dialer-group 5

ppp authentication chap

ppp mul tilink

1

ip classless

ip route 172.22.0.0 255.255.0.0 172.22.80.0

ip route 172.22.80.0 255.255.255.0 Dialerl

1

dialer-list 5 protocol ip permit

1

line con O

line aux O

line vty 0 4

!

end

(Cisco 2520) a2y e Jaiin plha; :R2

version 12.2

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
servi ce password-encryption

1

hostname R2

!

aaa new node

aaa authentication |login default |oca




aaa aut hentication ppp default |oca

!

<usernanme admn privilege 15 password 7 <del et ed
username R3 password 7

For CHAP, passwords must be the same on both ---!
routers. ip subnet-zero ! isdn switch-type basic-5ess

interface EthernetO ip address 172.22.95.1 255.255.255.0

| interface BRIO

ip address 172.22.86.2 255.255.255.0

encapsulation ppp

dialer map ip 172.22.86.1 name R3 6663000

dialer-group 1

isdn switch-type basic-5ess

ppp authentication chap

1

ip classless

iproute 0.0.0.0 0.0.0.0 172.22.86.1

1

dialer-list 1 protocol ip permt

1

line con O

stopbits 1

line aux O

line vty 0 4

1

end
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do3> e clizl o3>) olbl)Vl sazio PPP pasiws 01 Juaiall dg2lg ol 5%, - o lbls,Vl sasie PPP -
dg=l9 (99 63,10l olallSoll dlall dg=loll le ;oY 1id ging pi .(dg2ell Luais dbaiall olezloll o
6ball laSall Juisll
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onz - [aadVl a2l b)Y aadV1 ] [ oVl axdl bls)V oVl a2 [age)ol] Juaiall goss giac @8 -
I 1 o) Juaiall gazs S5 dnlall dgzloll d,gl9l sax, - priority priority. Juaisll ozl dnlo dgxlg
sa2) iVl axdl saxy, - min-link minimum. | aic Yol o lgloVl el o Lill olezlell yaxs s (255
. bbli>| il gl paiow (255 JI 1 0) 138 Juaiall gaxi) 6j9520 dg>l9 e ISDN B olgid
13D Juaioll gazil 69320 dg=l9 Lle ISDN B wlgid sas) a8Vl axll 3oz - a8Vl axJl b,y .08
(255 _J1 1 o)

ol plaziw| ai, - {list access-list-number| jad, | Juaioll list-_fuaiall J55979 7 puwl J55959 s 2lousl -
ag>lgll yol, LoVl 13® Loy, ey .DDR Jlasl e lglis o plaid W 680 59,0 454> aazid plel (e8]
JsSsi9 I Jswosll Jad) - by JolS JsSsin s I Jsosll g - plawdl dialer-group number
oS JgSg59 il ¢po LiST a9 sax0 oy sl Lgolaiuw| piww (il Jguogll 4aild saxy - daslall. JolS

- " . - ..!I
2o JSuiy Jasy oueSil ol o 3Tl Lgolaziuw] diSoy ologles puudll 13D 499,

Jlx oo ol aui,lle (ladd ¢elxuuall eMawll) 21,3V a2 o 31l dlawley o2l solsl Loz, pcs ai
ol ol 21,21

[DDR J lgsSs o il wlezlsll dolell saskiall olosles o, - [number aglo)l g94] show dialer -
Mlgiﬁb‘o)@bJ9S953ﬂJa>'JI¢U5.\s.,‘ ol . dlw,Jl o JSuin Jaiall jogb dl> 9
2oVl 13D Gojey lall ol (il doj=l dgzolly suaall uolie Jlaw o= Y (NCP) JsSsi9 S5

JLasVl dlgo clgisl 19 <99)l9 w950l (1955 Las| show

ol o 3835 wl> 30l S ISDN Joxo go pao JSuiny Juai a>gall ol 0 25T - show isdn status -

ol o loJSall sae Liayl LoVl 132 U2y glai MULTI _FRAVE _ESTABLI SHED=2 ol 1

Le>MNolg eliasVl OLiSwl

Le>Wools (oSl elasi GliaSiwy lgolaimwl liSay ologles pumill 13D s,

le>Moolg eliasVI SliSuwl ool

Dl e el puii illo (laad Gelxuall eMawll) 21,3Vl o> o 615l dlawley o2l Jolol Jasy pcs iy
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a3Vl aeas yolol 8 dagall wlogleall [le eMbYI >, a3Vl aunas jolol jlas] )b dlas> Vo

(3 aauall) ISDN aSuiv Jlasl jassg elesiwd slael Lo, - debug isdn q931 -
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ISDN Jg>09 a>gall ¢ D sLiall _le (2 aadall) oblll bl daab Jilw, o=, - debug isdn q921 -
LleV 2 aalallg 1 asdall o=, Y show isdn status oVl oS 13] 138 clasVl quuas pasiwl
Lle daliwall o)l Jg> DDR ellas ] auas logles o2, - [p32l | elas] clasV amuas b -
‘ -Juiall dg>lo
PPP wlgSe _le Joglaill el PPP Uslig 9,0 4S,> Jo> wlegleos o ,=, - debug ppp negotiation -
J> iy V9l x2WI PPP Loglss pgs, .NCP 9 ad3Laallg (LCP) bls ¥l 8 aSxidll oS50 <3 (9 Loy
NCP _lc Joglaill, Ly3lg adsLaally oo, o5 LCP
o3l Dbl cllae s (9 Loy PPP a95kan JgSei9,» Jilw, Lo, - debug ppp authentication -
(PAP) ,9,0ll dals a95La0 JsSsi9 0 Jsbi wllacy (CHAP) saxill d8slan JoSgi9 4
Jlail Jo> Loglaill s isall lazdl olsba>ly JgSoigll elas Lo, - PPP ellasi aunas 9 las -
.y inig PPP
ISy 3 siiamall _J] @21 Lg>Mooly @lawogill 03 cllas] BliSiwl Js> wlosleall o 350 e Joaxll
Le>Molg lpilazs | BLliSiwlg , fuiall olowsgs

diell clasV acuas zI,5|

:ISDN DDR Jlas| sy (R3 (172.22.85.1 JlasVl 3| go (R1 (172.22.85.2

Rl#debug dialer events
Dial on demand events debugging is on
Rl#ping 172.22.85.1

. Type escape sequence to abort

:Sending 5, 100-byte |ICWP Echos to 172.22.85.1, timeout is 2 seconds

[Mar 1 02:27:06.067: BRO DDR: rotor dialout [priority*

(Mar 1 02:27:06.071: BRO DDR: Dialing cause ip (s=172.22.85.2, d=172.22.85.1*

Mar 1 02:27:06.075: BRO DDR: Attempting to dial 6663000*

Mar 1 02:27:06.407: %LINK-3-UPDOWN: Interface BRIO:1l, changed state to up*

R1 initiates the DDR process and uses 1ts first BRI B channel. *Mar 1 02:27:06.411: BRO:1: ---!
interface nust be fifo queue, force fifo *Mar 1 02:27:06.419: %DIALER-6-BIND: Interface BRO:1
bound to profile Dil

Mar 1 02:27:06.619: Di1l DDR Authenticated host R3 with no matching dial er nap*

111! Mar 1 02:27:06.691: Dil DDR: dialer protocol up*
Success rate is 80 percent (4/5), round-trip mn/avg/ nax = 36/ 36/36 ns
R1#

,Mar 1 02:27:07.611: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface BRIO: 1*

changed state to up

Mar 1 02:27:12.427: %ISDN-6-CONNECT: Interface BRIO:1 is now connected to*

R3 6663000

Call timeouts, R1 (172.22.85.2) pings R3 (172.22.85.1) !--- and triggers an ISDN DDR ---!
connection. R3#debug ppp negotiation

PPP protocol negotiation debugging is on

R3#debug ppp authentication

PPP authentication debugging is on

R3#

Mar 1 02:36:13.015: %. NK-3-UPDOMWN: I nterface BRI 0:1, changed state to up*

R3 receives an ISDN call from R1 *Mar 1 02:36:13.019: BR0:1 PPP: Treating connection as a ---!
callin *Mar 1 02:36:13.019: BRO:1 PPP: Phase is ESTABLI SH NG Passive Open [0 sess, 1 |oad] *Mar
1 02:36:13.019: BRO:1 LCP: State is Listen

Incoming configuration request *Mar 1 02:36:13.447: BRO:1 LCP: I CONFREQ [Listen] id 62 len ---!

30

(Mar 1 02:36:13.447: BRO:1 LCP: AuthProto CHAP (0x0305C22305*

(Mar 1 02:3:13.447: BRO:1 LCP: Magi cNunber 0x60C29964 (0x050660C29964*
( Mar 1 02:3:13.447: BRO:1 LCP: MRRU 1524 (0x110405F4*

Mar 1 02:3:13.447: BRO:1 LCP: EndpointDisc 1 R1*
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0x130B0156656E75732D484B)
Outgoing configuration request *Mar 1 02:36 13.451:BR0:1 LCP: O CONFREQ [Listen] id 2 len ---!

32

( Mar 1 02:3:13.451: BRO: 1 LCP: Aut hProto CHAP (0x0305C22305*

( Mar 1 02:3:13.451: BRO: 1 LCP: Magi cNunmber 0x0070D085 (0x05060070D085*

( Mar 1 02:3:13.451: BRO:1 LCP: MRRU 1524 (0x110405F4*

Mar 1 02:3:13.451: BRO:1 LCP: EndpointDisc 1 R3*

(0x130D014A7570697465722D484B)

Outgoing configuration acknowledgment *Mar 1 02:3:13.451: BRO:1 LCP: O CONFACK ---!

[Listen] id 62 len 30

( Mar 1 02:3:13.451: BRO: 1 LCP: Aut hProto CHAP (0x0305C22305*

( Mar 1 02:3:13.451: BRO: 1 LCP: Magi cNunmber 0x60C29964 (0x050660C29964*

( Mar 1 02:3:13.451: BRO:1 LCP: MRRU 1524 (0x110405F4*

Mar 1 02:3:13.451: BRO:1 LCP: EndpointDisc 1 R1*

(0x130B0156656E75732D484B)

Incoming configuration acknowledgment *Mar 1 02:36:13.511: BRO:1 LCP: I CONFACK ---!

[ACKsent] id 2 len 32

( Mar 1 02:36:13.511: BRO:1 LCP: Aut hProto CHAP (0x0305C22305*

( Mar 1 02:36:13.511: BRO:1 LCP: Magi cNunmber 0x0070D085 (0x05060070D085*

( Mar 1 02:36:13.511: BRO:1 LCP: MRRU 1524 (0x110405F4*

Mar 1 02:36:13.511: BRO:1 LCP: EndpointDisc 1 R3*
(0x130D014A7570697465722D484B)

Link Control Protocol is open *Mar 1 02:3:13.511: BRO:1 LCP: State is Open ---!

[BRO:1 PPP: Phase is AUTHENTICATING, by both [0 sess, 1 load :01:49:36

" Mar 1 02:3:13.511: BRO:1 CHAP: O CHALLENGE id 2 Ilen 31 from "R3*

" Mar 1 02:3:13.515: BRO: 1 CHAP: | CHALLENGE id 22 len 29 from"RLl*

Mar 1 02:3:13.515: BRO:1 CHAP: Waiting for peer to authenticate first*

" Mar 1 02:3:13.571: BRO: 1 CHAP: | RESPONSE id 2 len 29 from"RLl*

Mar 1 02:3:13.575: BRO:1 CHAP: O SUCCESS id 2 len 4*

Mar 1 02:36:13.575:BRO: 1 CHAP: Processing saved Chal |l enge, id 22*
Mar 1 02:36:13.575: %Dl ALER-6-BIND: Interface BRO:1 bound to profile Di 0*
"Mar 1 02:36:13.575:BR0: 1 CHAP: O RESPONSE id 22 len 31 from"R3*

Mar 1 02:36: 13.575: BRO: 1 CHAP: | SUCCESS id 22 len 4*
PPP CHAP Authentication succeeded *Mar 1 02:36:13.607:BR0O:1 PPP: Phase is VIRTUALIZED [0 ---!
sess, 0 load] *Mar 1 02:36:13.611:Di0 PPP: Phase is UP [0 sess, 0 |load] !--- PPP NCP begins *Mar

1 02:36:13.611:Di0 | PCP: O CONFREQ [Closed] id 2 len 10 *Mar 1 02:36:13.611:Di 0 | PCP: Address
172.22.85.1 (0x0306AC165501) *Mar 1 02:36:13.611:Di0 CDPCP: O CONFREQ [Closed] id 2 len 4 *Mar 1
02:36:13.626: Di0 M.P: Added first link BRO:1 to bundle RL *Mar 1 02:36:13.626: Di 0 PPP:
Treating connection as a callout *Mar 1 02:36:13.626: BRO:1 | PCP: MP bundle interface is built,
process packets now *Mar 1 02:36:13.626: BR0:1 | PCP: Redirect packet to DiO *Mar 1 02: 36: 13. 627:
DiO I PCP: | CONFREQ [ REQsent] id 2 len 10 *Mar 1 02:36:13.627: DO | PCP: Address 172.22.85.2
(0x0306AC165502) *Mar 1 02:36:13.631: DO | PCP: O CONFACK [ REQsent] id 2 len 10 *Mar 1

02: 36:13.631: Di0 | PCP: Address 172.22.85.2 (0x0306AC165502) *Mar 1 02:36:13.634: BRO:1 CDPCP:
M.P bundl e interface is built, process packets now *Mar 1 02:36: 13. 634: BRO: 1 CDPCP: Redirect
packet to Di0O *Mar 1 02:36:13.635: Di0 CDPCP: | CONFREQ [ REQsent] id 2 len 4 *NMar 1

02: 36: 13.635: Di 0 CDPCP: O CONFACK [REQsent] id 2 len 4 *Mar 1 02:36:13.639: D0 | PCP: | CONFACK
[ACKsent] id 2 len 10 *Mar 1 02:36:13.639: DO | PCP: Address 172.22.85.1 (0x0306AC165501) *Mar 1
02:36:13.639: DIO IPCP: State is Open *Mar 1 02:36:13.639: Di0 CDPCP: | CONFACK [ACKsent] id 2

len 4 *Mar 1 02:36:13.639: DiO CDPCP: State is Open *Mar 1 02: 36: 13.643: Di0 IPCP: Install
route to 172.22.85.2

, Mar 1 02:36: 14. 607: %1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface BRI O: 1*

changed state to up

Mar 1 02:36:19.019: %ISDN-6-CONNECT: Interface BRIO:1 is now connected to*

R1 6661000

raladis Jls Y dal Kol Loy

R3#show dialer

BRIO - dialer type = | SDN

Dial String Successes Fai l ures Last DNI' S Last status
.incom ng call(s) have been screened 0
.incomng call(s) rejected for callback O



BRIO:1 - dialer type = | SDN

(ldle timer (120 secs), Fast idle timer (20 secs

(Wait for carrier (30 secs), Re-enable (15 secs

Dialer state is data link layer up

Interface bound to profile DO

Current call connected 00:00: 47

(Connected to 6661000 (R1
Call is connected to interface BRI 1/0: first B channel BRI0:2 - dialer type = ISDN ldle ---!
timer (120 secs), Fast idle timer (20 secs) Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle DiO - dialer type = DI ALER PROFI LE Load threshold for dialing additional
calls is 128 Idle tinmer (120 secs), Fast idle tiner (20 secs) Wait for carrier (30 secs), Re-
enable (15 secs) Dialer state is data link |layer up Nunmber of active calls =1 (Rl) /---
Interface Dialer(O is active and connected to R1. Dial String Successes Failures Last DN S Last
status 6661000 O O never - Default Dil - dialer type = DIALER PROFILE Idle tinmer (120 secs),
Fast idle timer (20 secs) Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is idle
Nurmber of active calls = 0 Dial String Successes Failures Last DNI'S Last status 6662000 0 O
never - Default
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