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Client PCs

iiual] 13D 8 dxigall oliall (oS wlogles el pasi «pwdll 13D _$

-l: II' : -.-I I

ol Lozl pu )l 9 piogall @aidl slac] xiiwall 13D o,

200.1.0.1

192.168.16.1

Central Site
Access Server

<l oSl

i 133 s 130 Jowiay

Jew IP a>g0

Easyl| P#show running-config
...Building configuration

:Current configuration

1

version 12.0

service tinmestanps debug uptine

service tinestanps | og uptinme

no service password-encryption

1

host name Easyl P

1

usernane | SP-AS password O ipnegotiate

Username for remote router (ISP-AS) and shared --- !
secret. ! --- Shared secret(used for CHAP) must be the
same on both sides. ip subnet-zero no ip donain-1 ookup
no ip dhcp conflict logging ! --- Disable the recording
of DHCP address conflicts on the DHCP server. ip dhcp
excl uded-address 10.0.0.1 ! --- Specifies a IP address
that the DHCP server should not assign to clients. ip
dhcp pool soho ! --- Configure the DHCP address pool
name and enter DHCP pool configuration mode. network
10.0.0.0 255.0.0.0 ! --- Specifies the subnet network
number and mask of the DHCP address pool. default-router
10.0.0.1 ! --- Specifies the IP address of the default
router for a DHCP clients. |lease infinite ! ---
Specifies the duration of the lease. ! isdn switch-type
basi c-5ess isdn voice-call-failure 0! interface

Et hernet0/0 ip address 10.0.0.1 255.0.0.0 ! --- 1P
address for the Ethernet interface. no ip directed-
broadcast ip nat inside ! --- Defines the interface as




internal for network address translation. ! ! Unused
ethernet interfaces omitted for brevity ! interface

BRI 1/0 ip address negotiated ! --- Enables PPP/IPCP
negotiation for this interface. no ip directed-broadcast
ip nat outside ! --- Defines the interface as external
for network address translation. encapsul ation ppp
dialer idle-timeout 60 ! --- Idle timeout (in seconds)for
this BRI interface. dialer string 97771200 ! ---
Specifies the telephone number required to reach the
central access server. dialer-group 1 ! --- Apply
interesting traffic defined in dialer-1ist 1. isdn
switch-type basic-5ess ppp authentication chap ! /--
Unused BRI interfaces omitted for brevity. ! ip nat

i nside source list 100 interface BRI 1/0 overload ! ---
Establishes dynamic source translation (with PAT) for

addresses which are ! --- identified by the access list
100. ip classless ip route 0.0.0.0 0.0.0.0 BRI1/0
permanent ! --- Default route is via BRI1/0. no ip http
server ! access-list 100 permit ip 10.0.0.0

0. 255. 255. 255 any ! --- Defines an access list
permitting those addresses that are to be translated.
dialer-list 1 protocol ip permt ! --- Interesting
traffic is defined by dialer-1listl. ! --- This is
applied to BRI1/0 using dialer-group 1. line con O

transport input none line aux O Iine vty 0 4 login ! end

2o JSuin Jogy ousSill ol oo 35Tl Lgolasiuw] diSay wlogleo pwsll 13 499,
woloVl )bl
ol ol 23] s Gose Al s iy 23l a2 io sl dlawlss ossll selol Jasy pcs e

dgxloll e aiugSs o SAIIP wlgicy dg=lgll > o 42, - show ip interface ip -

Ao dg>lg) dgx>lgll A> Jg> Sgimall dlle wlogleo 499, - show interfaces -

ANAT) aSuidl Glgie do> i wlila>| Lo ,=, - show ip nat statistics -

ol NAT cla> 5 Los= - da> 5 show ip nat -

Jiiwol| @21 .2 9 ISDN 1 dalo ueiv o0 §éxil ISDN dalo JS dl> Lo ,=, - show isdn status -
Jo> wlogleall (o a0 e Jouaxl) le>Muolg BRI elias] 8LiSiwY show isdn status oVl plasiwl,
Le>Nolg eliasVl Glisiwl

Juaiall wlogles o, - show dialer -

AP I )

235 alell lall Jlasl e L5 Jeudl IP asg0 o3y U assis iy sl _JUI Show el 21,31 ela,

olsie Jo> Loglail piw SJ9 IP wlsic L puds Juid] 29 BRIT/0 dgly ol 38,00l @39all I Jsosll
APCP plaziwl IP

Easyl P#show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ol
Ethernet0/0 10.0.0.1 YES manual up up
Et hernet 0/ 1 unassi gned YES nanual administratively down dow

Et her net 0/ 2 unassi gned YES nanual administratively down dow
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Et hernet 0/ 3 unassi gned YES manual admi nistratively down dow

BRI1/0 unassigned YES IPCP up up
Interface is Up, but no IP Address 1is assigned since it is not connected BRI1/0:1 -- !
unassi gned YES unset down dow

BRI1/0:2 unassi gned YES unset down dow

Both B-channels are down BRI 1/1 unassigned YES manual adninistratively down dow BRI 1/1:1 -- !
unassi gned YES unset administratively down dow BRI 1/1:2 unassi gned YES unset adm nistratively
down dow Easyl P#show interfaces bril/0
(BRI1/0 is up, line protocol is up (spoofing

Hardware is BRI with integrated NT1
Internet address will be negotiated using IPCP

, MTU 1500 bytes, BW#64 Kbit, DLY 20000 usec

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, |oopback not set

#Easyl P

2315 2o JLai¥l Jlail Jgudl IP azg0 1y ol a2y lgde Joaxdl aiy (il @dWl Gosell ol ol 50 gl
29s0ll JI Jowogll o313 0 200.1.0.3 lgy Lol IP lgic cali BRIT/0 ag=ly ol s55,0)l 2990l I Jguogll
PPP/IPCP ¢ s;5,0ll

Easyl| P#show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pror ocol
Ethernet0/0 10.0.0.1 YES manual up up
Et hernet 0/ 1 unassi gned YES manual admi nistratively down dow
Et her net 0/ 2 unassi gned YES manual admi nistratively down dow
Et hernet 0/ 3 unassi gned YES manual admi nistratively down dow
BRI1/0 200.1.0.3 YES IPCP up up

Int BRI1/0 has a registers IP address assigned after connection is up BRI1/0:1 -- !
unassigned YES unset up up
BRI 1/ 0: 2 unassi gned YES unset down dow

lst B-channel (BRI1/0:1) is UP BRI 1/1 unassigned YES manual administratively down dow -- !
BRI 1/ 1: 1 unassi gned YES unset adm nistratively down dow BRI 1/1:2 unassi gned YES unset
admi ni stratively down dow Easyl P#show interfaces bril/0
(BRI1/0 is up, line protocol is up (spoofing

Hardware is BRI with integrated NT1
Internet address is 200.1.0.3/32

, MTU 1500 bytes, BW®64 Kbit, DLY 20000 usec

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, |oopback not set

#Easyl P

2990l JI Jeos)l p3lzy JuasVl e 6,50 ads il ol aSuill olwas colS 13] oo gasall I gl

e Lawgall JlasVl Lis] 8Dl pladiwl s gadss Says WY ol zao JSuin Jass NAT 65509 V ol 555 0l
JLaVl i3] Hauae aaxi9 S5S sell Site Access sy doldl wijil dg>ly Jlasl ;L] pi (EasylP a>g0
gabiay lan I Jle o5 09 w0 o caloe lall ol oy 13® [EasyIP azgal (Lol>) LAN dSui wlsiss
S 5550l @990)1 2o il

Easyl P#ping

:[Protocol [ip

Target IP address: 192.168.16.1

Ethernet interface IP address of the Central Site Access Server. Repeat count [5]: 10 -- !
: [ Dat agram si ze [ 100

:[Timeout in seconds [2

Extended commands [n]: y



Source address or interface: 10.0.0.1

Ethernet interface IP address (private) of the Easy IP router. Type of service [0]: Set DF-- !
bit in IP header? [no]: Validate reply data? [no]: Data pattern [OxABCD]: Loose, Strict, Record
Ti nestanp, Verbose[none]: Sweep range of sizes [n]: Type escape sequence to abort. Sending 10,

:100-byte ICMP Echos to 192.168.16.1, timeout is 2 seconds
rrrrrrrnnn

..........

Success rate is 100 percent (10/10), round-trip min/avg/ max = 32/34/36 ns

oo U9 A JSuin Josi NAT 65u0 ol iy oo @slall (8 100 989 zlaill Ja=o oMel zL,3 Y ziog,

Jl do> L luadi dogleo S cul> gidoin > . $35,0)l @99all JI Jguogll o3l JLasVl e o951 SOHO
2l ol yoye JUI o da> 5 nat

Easyl P#show ip nat statistics
(Total active translations: 10 (0 static, 10 dynamic; 10 extended
:Outside interfaces
BRI1/0, BRI1/0:1, BRI1/0:2
:Inside interfaces
Ethernet0/0
Hts: 169 M sses: 185
Expired transl ations: 175
: Dynanmi ¢ mappi ngs
Inside Source --
access-list 100 interface BRI1/0 refcount 10

Easyl| P#show ip nat translations

Pro Inside global Inside local Outside local Outside global
icmp 200.1.0.3:32 10.0.0.1:32 192.168.16.1:32 192.168.16.1:32
icmp 200.1.0.3:33 10.0.0.1:33 192. 168. 16. 1: 33 192. 168. 16. 1: 33
icmp 200.1.0.3:34 10.0.0.1: 34 192. 168.16. 1: 34 192. 168. 16. 1: 34
icmp 200.1.0.3:35 10.0.0.1:35 192. 168. 16. 1: 35 192. 168. 16. 1: 35
icmp 200.1.0.3:36 10.0.0.1: 36 192. 168. 16. 1: 36 192. 168. 16. 1: 36
icmp 200.1.0.3:37 10.0.0. 1: 37 192. 168. 16. 1: 37 192. 168. 16. 1: 37
icmp 200.1.0.3:38 10.0.0. 1: 38 192. 168. 16. 1: 38 192. 168. 16. 1: 38
icmp 200.1.0.3:39 10.0.0.1:39 192. 168. 16. 1: 39 192. 168. 16. 1: 39
icmp 200.1.0.3:40 10.0.0.1: 40 192. 168. 16. 1: 40 192. 168. 16. 1: 40
icmp 200.1.0.3:41 10.0.0.1:41 192.168. 16.1: 41 192.168. 16. 1: 41

#Easyl P
w9 2090 98 WS 2 9 1 aadall ol 0 385 .ISDN dab JS > _JUI show isdn status ol g3 Jo,=
JUoJl

Easyl| P#show isdn status
G obal |1 SDN Switchtype = basic-5ess
| SDN BRI 1/0 interface
dsl 8, interface | SDN Switchtype = basic-5ess
:Layer 1 Status
ACTIVE
:Layer 2 Status
TEI = 64, Ces = 1, SAPI = 0, State = MULTIPLE_FRAME ESTABLISHED
:Layer 3 Status
(Active Layer 3 Call(s 1
Activated dsl 8 CCBs = 1
CCB: cal | i d=8098, sapi =0, ces=1, B-chan=1, calltype=DATA
The Free Channel Mask: 0x80000002

oo Mo e Jsazll le>Mols BRI elias] LSy show isdn status oYl plasiwl xiswall g1,
Le>Nols ellasYl Glisiwl Jo> logleall

Jiadl Juww o) als Il aSuial) Lol P Glgic dauwlsy llall ey ai 6l W1 Go,9)l Jaio 21,31 el
.(10.0.0.1
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Easyl P#show dialer
BRI1/0 - dialer type = | SDN

Dial String Successes Fai |l ures Last DNIS Last status

successf ul Def aul t 00: 02: 02 0 23 97771200
.incom ng call(s) have been screened 0O

.incomng call(s) rejected for callback 0O

BRI1/0:1 - dialer type = |1 SDN

(Idle timer (120 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is data link |layer up

(Dial reason: ip (s=10.0.0.1, d=192.168.16.1
Time until disconnect 36 secs

Current call connected 00:02:03

(Connected to 97771200 (ISP-AS

BRI1/0:2 - dialer type = |1 SDN

(Idle timer (120 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is idle

Le>Molg ez BLiSiwl

debug ,olsi

2lasY] jum olol 9 dagall Slogleall e eMLYI >, ellasVl s olyl laol Jib ralasNo

.

ologles 499, - PPP. debug ip nat JgSgi9,0 o9las ddac Jg> wlogles 194, -debug ppp negotiation
(IP (NAT &S olgie da> i 6ju0 dlawlgy lia> i aii il IP 03> Jo> logleo 489, -debug ip nat
.0.921 Jilw,) obll bls)] aslo clasl zexasi 489, debug isdn q921-

Q.931 Jilw,) aSuidl asudo ellasl zazuas 48, - debug isdn q931

.6,5Lall aoJlS.ll DDR wlogles 9, - Debug Dialer -

.

.

duell clasVl auuas gl

PPP/IPCP JsSg59,: yooles dydac ellasVl apas Lol JWI PPP Loglis 2,31 Lo e

Easyl| P#debug ppp negotiation
PPP protocol negotiation debugging is on

2d07h: BR1/0:1 IPCP: O CONFREQ [Closed] id 223 len 10
(2d07h: BR1/0:1 1IPCP: Address 0.0.0.0 (0x030600000000
2d07h: BR1/0:1 CDPCP: O CONFREQ [Closed] id 63 len 4
2d07h: BR1/0:1 IPCP: I CONFREQ [ REQsent] id 47 len 10

(2d07h: BR1/0:1 IPCP: Address 200.1.0.1 (0x0306C8010001
2d07h: BR1/0:1 | PCP: O CONFACK [REQsent] id 47 len 10
(2d07h: BR1/0:1 | PCP: Address 200.1.0.1 (0x0306C8010001

2d07h: BR1/0:1 CDPCP: | CONFREQ [ REGsent] id 41 Len 4
2d07h: BR1/0:1 CDPCP: O CONFACK [ REGsent] id 41 Len 4
2d07h: BR1/0:1 IPCP: | CONFNAK [ ACKsent] id 223 Len 10
(2d07h: BR1/0:1 IPCP: Address 200.1.0.3 (0x0306C8010003
2d07h: BR1/0:1 | PCP: O CONFREQ [ ACKsent] id 224 Len 10
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(2d07h: BR1/0:1 | PCP: Address 200.1.0.3 (0x0306C8010003

2d07h: BR1/0:1 CDPCP: | CONFACK [ACKsent] id 63 Len 4

2d07h: BR1/0:1 CDPCP: State is Open

2d07h: BR1/0:1 I PCP: | CONFACK [ACKsent] id 224 Len 10

(2d07h: BR1/0:1 IPCP: Address 200.1.0.3 (0x0306C8010003

2d07h: BR1/0:1 IPCP: State is Open

2d07h: BR1/0 IPCP: Install negotiated IP interface address 200.1.0.3

The FEasyIP router will install the negotiated WAN IP address. 2d07h: BR1/0 | PCP: Install -- !
route to 200.1.0.1

A route to the Central Site Access Server 1is installed. 2d07h: 9%. NEPROTO 5- UPDOMN. Line -- !
protocol on Interface BRI 1/0:1, changed state Up 2d07h: % SDN-6- CONNECT: Interface BRI1/0:1 is
now connected to 97771200 ISP-AS

#Easyl P

IP aSuis wlgic da> i 6 a0 dlawlgs gin> 5 cai il IP o> Jo> wlegleall debug ip nat g3 o=
((NAT

Easyl P#debug ip nat detailed
| P NAT detail ed debugging is on

[ 2d00Oh: NAT: o: icmp (10.0.0.1, 2015) -> (192.168.16.1, 2015) [909

[ 2d00Oh: NAT: i: iemp (10.0.0.1, 2015) -> (192.168.16.1, 2015) [909
2d00h: NAT: ipnat_allocate port: wanted 2015 got 2015

[ 2d0O0Oh: NAT*: o: icmp (192.168.16.1, 2015) -> (200.1.0.3, 2015) [ 909
[ 2d00Oh: NAT: o: icmp (10.0.0.1, 2016) -> (192.168.16.1, 2016) [910

[ 2d00Oh: NAT: i: iemp (10.0.0.1, 2016) -> (192.168.16.1, 2016) [910
2d00h: NAT: ipnat_allocate_ port: wanted 2016 got 2016

[ 2d0O0Oh: NAT*: o: icnp (192.168.16.1, 2016) -> (200.1.0.3, 2016) [910
[ 2dOOh: NAT: o: icnp (10.0.0.1, 2017) -> (192.168.16.1, 2017) [911

[ 2d0Oh: NAT: i: icnp (10.0.0.1, 2017) -> (192.168.16.1, 2017) [911
2d00h: NAT: ipnat_allocate_port: wanted 2017 got 2017

[ 2d0O0Oh: NAT*: o: icnp (192.168.16.1, 2017) -> (200.1.0.3, 2017) [911
[ 2dOOh: NAT: o: icnp (10.0.0.1, 2018) -> (192.168.16.1, 2018) [912

[ 2dOOh: NAT: i: icnp (10.0.0.1, 2018) -> (192.168.16.1, 2018) [912

Easyl P#undebug all
Al'l possi bl e debuggi ng has been turned off

do olbd ol

Le>Molg BRI cllas| OLiSiwY show isdn status oVl plasiw] -

Le>Mool9 bVl NAT cllos] SliSiwlg (NAT) aSuidl 19l dnz 5 i o gl -
(NAT) aSaidl 9l da> 5 o> dxiuwo -

Jawoolly o)l dusi a0 -
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