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.ausdl Cisco olxuali obMawl JI g2l cohiimell oMasl Jg> logleall oo 350 e Jgaxl

wlelazdl 0dg (oSl 13D ,J.aSi Aiiwol| 13D 9 dxiogall oluall (1655 Clogleo Cll ,oi\ﬁf oas)] 13D 9
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Juisd aie eleaiw] eleiwl eleaiw! elesiwl eleiwl eleiw] Jiziul backup interface LoVl paziwl .2
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W1 aSidl slac] xitwall 13D pastiuy

Serial Line

_~" BRI

sphinx

oSl
] o liyeSal diwall 13D pasia

(Cisco ;"0 2500 az>qoall) , juddl -
(Cisco 2520 a>g0) sphinx -
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(Cisco (0 2500 axgall) i

ramses#show running-config
...Building configuration

:Current configuration

|

version 12.0

service timestanps debug dateti ne nsec

service tinmestanps | og datetime nsec

|

host nane ranses

|

<user nanme sphinx password <password

password is case sensitive and should be the same --!

on both sides ! isdn switch-type basic-net3 ! !
interface Loopbackl ip address 1.1.1.1 255.255. 255, 255

interface EthernetO ip address 10.48.74.45 255.255.254.0

! interface Serial 0 backup delay 10 30 backup interface

Dialerl ip address 3.3.3.1 255.255.255.0 no ip directed-

br oadcast cl ockrate 125000 ! interface BRIO no ip

address no ip directed-broadcast encapsul ati on ppp

di al er pool -nmenber 2 isdn switch-type basic-net3 no cdp

enabl e ppp authentication chap callin ! interface

Di al erl i p unnunbered Loopbackl no ip directed-broadcast

encapsul ati on ppp di al er renote-nane sphinx dialer poo

2 dialer string 5551000 dialer-group 1 ppp

aut hentication chap callin ! ip classless ip route

2.2.2.1 255.255.255.255 Dialerl ip route 2.2.2.1

255. 255. 255. 255 Serial0 no ip http server ! dialer-Iist

1 protocol ip pernmit ! line con O exec-timeout 0 O

transport input none line aux O line vty 0 4 exec-

timeout 0 O password <password> login ! ntp server

10. 200. 20. 134 end

(Cisco 2520 a>g0) sphinx

sphi nx#show running-config

...Building configuration
:Current configuration

|
version 12.0
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec

|
host nane sphi nx

|

!
<username ranses password <password

password 1is case sensitive and should be the same --!
on both sides ! isdn switch-type basic-net3 interface
Loopbackl i p address 2.2.2.1 255.255.255.255 | interface
Serial0 ip address 3.3.3.2 255.255.255.0 ! interface
BRIO no ip address no ip directed-broadcast
encapsul ati on ppp dial er pool -nmenber 2 isdn swtch-type
basi c-net3 no cdp enabl e ppp authentication chap callin
! interface Dialerl ip unnunbered Loopbackl no ip
di rect ed- br oadcast encapsul ati on ppp dial er renote-nane
ramses di al er pool 2 dialer-group 1 ppp authentication
chap ! ip classless ip route 1.1.1.1 255. 255. 255, 255
SerialO ip route 1.1.1.1 255.255.255.255 Dialerl 2
dialer-list 1 protocol ip pernmit ! [ine con O exec-




timeout O O transport input none line aux O line vty 0 4
I end

auall

2o JSuin Jogy ousSil ol oo 35Tl Lgolasiuw] diSay wlogleo pwsll 13 499,

Dl o se el puiiillo (laad elxuall eMawll) 21,3V o> o 613l dlawlyy o2l Jolol Loy acs aiy
ol ol 21,31

.dis=0 ISDN dg>l9 9l ISDN wlg>ly gua> dl> Lo,2,Sshow isdn status -

bl dg>l9 Jo> wlogles o ,2,$¢Tshow interface serial -

Juaiall dg=19 Jo> Clogles o2, dg2 1ol Juais ,lgb] 25 B -

Juioll ag=ly e doliwmall o33l Jo> DDR wlogleo (0,25 SellasVl auas 255 o -

Jo=09 a>gall o (3 daall) ISDN aSui Jlail Laasg eleawwdl slacl (o ,2,5¢Cdebug isdn q931 -

ISDN

oligSe Jg> Loglail elsl PPP Jslig 19,0 &,> Jg> clogles Lo ,2,SSSdebug ppp negotiation -

poiuw 22Ul PPP oglas ol .NCP 9 dds3Laolly (LCP) bli,Vl (5 aSxil JsSi9 s 9 Loy PPP
NCP _le _oglaill I3l «ad3ka0ll i LCP &> aisy Yol

o3l bl cllae s 9 Loy PPP a9sbae JgSei9 0 Jilw) o= $SSdebug ppp authentication -

392> clasy 3] (PAP) )9 ,0dl dolS a95Las JgSgi9 » Jols wllacy (CHAP) Saxill a9>Lao JgSgi9
.Eg;kgo‘JSLiq CHAP 9,0 dalS9 P ARiuuro F“”lﬁﬁﬁﬁb'C)D d}i>i§‘hlﬂ¢§

Le>Moly cllas VI BLiSiwl

Le>Nolg Sl ellas] Blisiwy lgoladiuwl diSay ologles puusll 13D 89,

Le>Mol9 clasVI Blisiwl clglas

le>Nolg ey ueSill dydoe clas] BlisiwY oloeil 0id gyl

o0 8835 (o2 %)l (8 ISDN Jgo 20 meuo JSuin azgall Jlasl yloia) show isdn status oVl pasiwl

s 1 agdall dl>
MULTI_FRAME_ESTABLISHED = 2 aalb dl>

ol

Jlio I o daisl oladSall sac Loyl LoVl 13D o=,

ranses#show isdn status

d obal |1 SDN Switchtype = basic-net3

| SDN BRI O interface

dsl O, interface | SDN Swi tchtype = basic-net3
:Layer 1 Status

ACTI VE

:Layer 2 Status

TEl = 97, Ces =1, SAPI = 0, State = MILTI PLE_FRAME_ESTABLI SHED
:Layer 3 Status

(Active Layer 3 Call(s O

Activated dsl 0 CCBs = 0
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The Free Channel Mask: 0x80000003
Total Allocated ISDN CCBs = 0

ranses#show interface serial 0

Serial0 is up, line protocol is up

Hardware i s HD64570

Internet address is 3.3.3.1/24

Backup interface Dialerl, failure delay 10 sec, secondary disable
delay 30 sec

ranses#show interface dialer 1
Dialerl is standby node, line protocol is dowmn ! --- In standby mode. Hardware i s Unknown

.show ip route ,oVl 21,31 (9 clogleall 038 5 Y wild wlhwiwdl gog (9 blisYl il dagl9 ol Lo,

63519 pazius VY losicg (AD) dyls] ddlue plaziwl sie ol>,%all U6 6,0l §9,all I i Lges

d )bl a9Llus plljﬁmulfhxc pH

Ll o>l S iw AD plasiw] pac sic

sphi nx#show interface dialer 1
(Dialerl is up (spoofing), line protocol is up (spoofing
Har dware i s Unknown

:show ip route oYl ;o _JWI 21,3V s i a>g0ll Jouog dais e laall bile] pasius oS5 ol 13]

sphi nx(confi g)#ip route 1.1.1.1 255.255.255.255 dialerl
No AD used here. sphinx#show ip route 1.1.1.1 --- !
Routing entry for 1.1.1.1/32

(Known via "static", distance 1, metric 0 (connected
:Routing Descriptor Blocks

directly connected, via Dialerl *

Route netric is 0, traffic share count is 1

directly connected, via SerialO

Route netric is 0, traffic share count is 1

:oliladl asl agigy &l (8 (L L) dilao ping LoVl 8 oo Lo, Lill ol sall 9ay

sphi nx#ping 1.1.1.1
. Type escape sequence to abort
:Sending 5, 100-byte ICWP Echos to 1.1.1.1, tineout is 2 seconds

a )bl aélumo=p|lﬁdhu| pHe.

Ul oozl s (Ne] plaziw] aie

sphi nx(confi g)#ip route 1.1.1.1 255.255.255.255 dialerl 2
The AD used here is two. Sphi nx#show ip route 1.1.1.1 --- !

Routing entry for 1.1.1.1/32

(Known via "static", distance 1, metric O (connected

:Routing Descriptor Blocks

directly connected, via Serial0 *

Route netric is 0, traffic share count is 1

sphi nx#ping 1.1.1.1



. Type escape sequence to abort
:Sending 5, 100-byte |ICMP Echos to 1.1.1.1, tineout is 2 seconds

douill aglo ol9l 01885 Ui aumuo JSuiny Jamy ail (o axidly (BRIO 9 1 Juaiall o) DDR Jlail (68 o
d8>5Laolly PPP 9 ISDN g Juaioll cay,2s o oo oo saxill A iy 1309 . olis Yl guill ,3bs Lol
>Vl il 19S5 S puo S

dauill ellas] BliSiwl wlglas I padill diSay ez JSuin Jas; DDR Jlail ol go Baxill 5 ,%a,
1oLl dxingall &l le>Noly loli> Y

backup interface oVl plaziwl azgall e shutdown LoVl pasiw ¥ rdla>Ve. wlwdl bls)Vl Jjsl .1
S| loginis AiSay ._olizY gl bls,l Cisco 10S Ly ol 8 iy ¥ 1389 .aiyeSs a3 sill
Sauill dg219 ol ) G SVl azgall Lo duluVl dg2loll Jiris Slas] sl oo Lboli>Yl
Cisco a>gall) wla,uill e ddolasVl agloll jol 1655 oy avais SVl gyl 9 rdla>No.oli>V
logiis JI (Cisco 2520 a>gall) sphinx J auwlwVl dg=loll Lle Jac Blay| ol ais $38s U3 (2500
9l (oM Juogs elell b oo CawlwVl JlasVl glod Lleé diSay, tdasNe.bli>Vl dudl bl
LblioYl gl dg>ly S 2 o @8lSs asy o plasiwl,

Seb . sl 28 (1 agzlg)l o) (bl VI duuill dg2ly ol JI s oS5 82>9 dluy &5 of vy .2
noSill 13® 5 "backup delay oVl dawlg, 63axall cagioj)l 658l >N clgil a2y badd dlw )l 0id
S5l 880 o 3829 0aD pSill 629 Al gl o I3].olss 10 Lbli> Y dudl lagis b oes,
olis Y duwill

Mar 1 03:54:00.451: %1 NEPROTO 5- UPDOMN: Li ne protocol on Interface*
Serial 0, changed state to down
Mar 1 03:54:11.467: %1 NK-3-UPDOMN: Interface Dialerl, changed state to up*

Dbuo @80 e oy Ll bVl Ui go asill Jsax Lo,=) show ip route oVl pasiwl .3
A Alaall b ik Juio

B89 ol by @) 13] 2l azgall dwoll gl Yl dgxlos oI IP Glsic Jlasl k] oYl piy 4
Jlall 9 1alas o, (JLas¥l oLl ]) ICMP 9,0 &S ,2 pouw ploidW 6 iall 590l 45,5 iy, ol oo
e 31 08y 113D 65y ol oSay) azgall juan o, L9 Hlmall ol a8, oMl plasiw] aiy canass il

ip route 1.1.1.1 255.255.255.255 Dialerl 2

ol loy . Jla¥l ol)lis] was 288 pi (uwlwVl bl Jeis dl> L9 il o8 W (8 il :da>No
BRI dg=l9 Jiis pas) Llas ozl Jlu,| Jusioll
Le>Mol9 el Bliiwl ol9

Le>Nolg oSl elias] BLiSiwy puwmdll 13D (9 dxogall olgVl pasiwl

Jxs o0 ol au 19 (lasd (elzumell eVasll) 21,3V o> i 813l dlawley Lol Jolsl oz, PS> piy
ol ol 21.5]

a3Vl anas yolol 9 dagall wlogleall @21, a3Vl auas jolol jlas] )6 dlas>Vo

plaidW 6,50 49,0 &5,> clivy 2.2.2.1 JlasVl ,lis| Job>

ramses#ping 2.2.2.1
Mar 1 04:53:26.574: %1 NK-3-UPDOMN: | nterface Serial O, changed state*
to down
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Mar 1 04:53:27.574: %1 NEPROTO 5- UPDOMN: Li ne protocol on Interface*
Serial 0, changed state to down

Mar 1 04:53:38.590: % . NK-3-UPDOMWN: Interface Dialerl, changed state*
to up

.Mar 1 04:53:38.606: Dil LCP: Not allowed on a Dialer Profile*

[Mar 1 04:53:40.058: BRIO DDR rotor dialout [priority*

(Mar 1 04:53:40.062: BRIO DDR Dialing cause ip (s=1.1.1.1, d=2.2.2.1*
Mar 1 04:53:40.066: BRIO DDR Attenpting to dial 5551000*

Mar 1 04:53:40.078: | SDN BRO: TX -> SETUP pd = 8 callref = Ox0A*

Mar 1 04:53:40.078: Bearer Capability i = 0x8890*

Mar 1 04:53:40.082: Channel IDi = 0x83*

"Mar 1 04:53:40.086: Called Party Number i = 0x80, '5551000*

Mar 1 04:53:40.342: |SDN BRO: RX <- CALL_PROC pd = 8 callref = Ox8A*
Mar 1 04:53:40.346: Channel ID i = 0x89*

Mar 1 04:53:40.834: | SDN BRO: RX <- CONNECT pd = 8 callref = Ox8A*

= Mar 1 04:53:40.846: |SDN BRO: TX -> CONNECT_ACK pd = 8 callref*

0x0A

Mar 1 04:53:40.854: % NK-3-UPDOMN: I nterface BRI 0O:1, changed state to*
up

Mar 1 04:53:40.870: BRIO:1: interface nust be fifo queue, force fifo*
Mar 1 04:53:40.874: 9%l ALER-6-BIND: Interface BRIO:1 bound to profile*
Dialerl

Mar 1 04:53:40.882: % SDN-6- CONNECT: Interface BRIO:1 is now connect ed*
to 5551000

Mar 1 04:53:40.890: BR0:1 PPP: Treating connection as a callout*

Mar 1 04:53:40.890: BRO:1 PPP: Phase is ESTABLI SHI NG Active Open*

Mar 1 04:53:40.894: BRO:1 PPP: No renmpte authentication for call-out*
Mar 1 04:53:40.898: BRO:1 LCP: O CONFREQ [C osed] id 18 |len 10*

Mar 1 04:53:40.902: BRO:1 LCP: Magi cNumber OxE1BD38B8*

(0x0506E1BD38B3)

Mar 1 04:53:40.930: BRO:1 LCP: | CONFREQ [ REQsent] id 22 |en 15*

(Mar 1 04:53:40.934: BRO:1 LCP: AuthProto CHAP (0x0305C22305*

Mar 1 04:53:40.938: BR0:1 LCP: Magi cNumber OxEEBCFA2D*

(0Ox0506 EEBCFA2D)

Mar 1 04:53:40.942: BRO:1 LCP: O CONFACK [ REQsent] id 22 |en 15*

(Mar 1 04:53:40.946: BRO:1 LCP: AuthProto CHAP (0x0305C22305*

Mar 1 04:53:40.950: BRO:1 LCP: Magi cNumber OxEEBCFA2D*

(0Ox0506 EEBCFA2D)

Mar 1 04:53:40.954: BRO:1 LCP: | CONFACK [ACKsent] id 18 len 10*

Mar 1 04:53:40.954: BRO:1 LCP: Magi cNumber OxE1BD38B8*

(0x0506E1BD38B3)

Mar 1 04:53:40.958: BRO:1 LCP: State is Open*

Mar 1 04:53:40.962: BRO:1 PPP: Phase is AUTHENTI CATI NG by the peer*
"Mar 1 04:53:40.982: BRO:1 CHAP: | CHALLENGE id 9 len 27 from "sphinx*
“Mar 1 04:53:40.986: BRO:1 CHAP: O RESPONSE id 9 len 27 from "ranses*
Mar 1 04:53:41.046: BRO:1 CHAP: | SUCCESS id 9 len 4*

Mar 1 04:53:41.050: BRO:1 PPP: Phase is UP*

Mar 1 04:53:41.054: BRO:1 | PCP: O CONFREQ [ Not negotiated] id 9 I en 10*
(Mar 1 04:53:41.058: BRO:1 | PCP: Address 1.1.1.1 (0x030601010101*

Mar 1 04:53:41.062: BRO:1 CDPCP: O CONFREQ [Not negotiated] id 9 len 4*

Mar 1 04:53:41.066: BRO:1 IPCP: | CONFREQ [ REQsent] id 6 |en 10*
(Mar 1 04:53:41.070: BRO:1 | PCP: Address 2.2.2.1 (0x030602020201*
Mar 1 04:53:41.074: BRO:1 | PCP: O CONFACK [ REQsent] id 6 |len 10*
(Mar 1 04:53:41.078: BRO:1 | PCP: Address 2.2.2.1 (0x030602020201*
Mar 1 04:53:41.082: BRO:1 CDPCP: | CONFREQ [ REQsent] id 9 len 4*
Mar 1 04:53:41.086: BRO:1 CDPCP: O CONFACK [ REQsent] id 9 len 4*
Mar 1 04:53:41.110: BRO:1 IPCP: | CONFACK [ACKsent] id 9 len 10*
(Mar 1 04:53:41.110: BRO:1 | PCP: Address 1.1.1.1 (0x030601010101*

Mar 1 04:53:41.114: BRO:1 IPCP: State is Open*

Mar 1 04:53:41.122: BR0:1 CDPCP: | CONFACK [ ACKsent] id 9 len 4*

Mar 1 04:53:41.126: BR0:1 CDPCP: State is Open*

Mar 1 04:53:41.126: BRI0:1 DDR dial er protocol up*

Mar 1 04:53:41.134: Dil1l IPCP: Install route to 2.2.2. 1%

Mar 1 04:53:42.086: %1 NEPROTO 5- UPDOMN: Li ne protocol on Interface*



BRI 0: 1, changed state to up
Mar 1 04:53:46.886: 9% SDN-6- CONNECT: Interface BRIO:1 is now connect ed*
to 5551000 5551000

ranses#show dialer
BRIO - dialer type = | SDN

Dial String Successes Failures Last DNIS Last status
.incom ng call(s) have been screened 0
.incomng call(s) rejected for callback O

BRIO:1 - dialer type = | SDN

(ldle timer (120 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is data link layer up

(Dial reason: ip (s=1.1.1.1, d=2.2.2.1

we see dial reason, this is the calling router --- !
Interface bound to profile Dialerl

Time until disconnect 105 secs

Current call connected 00:00: 16

(Connected to 5551000 (5551000

BRIO:2 - dialer type = | SDN

(ldle timer (120 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is idle

Dialerl - dialer type = D ALER PROFI LE

(ldle timer (120 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is data link layer up

Nunber of active calls =1

Nunmber of active circuit switched calls =0

Dial String Successes Failures Last DNIS Last status
successful 00:00:19 0 5 5551000
Def aul t

Dialer2 - dialer type = NONE

(ldle timer (120 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Nunber of active calls =0

Dial String Successes Failures Last DNIS Last status

ranses#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BG

D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - I1S-1Slevel-1, L2 - 1S IS level-2, ia- ISIS
inter area

candi date default, U - per-user static route, o - ODR - *

P - periodic downl oaded static route

Gateway of |ast resort is not set

is subnetted, 1 subnets 1.0.0.0/32
C1.1.1.1 is directly connected, Loopbackl
is subnetted, 1 subnets 2.0.0.0/32
C2.2.2.1is directly connected, D alerl
is subnetted, 1 subnets 10.0.0.0/23



C 10.48.74.0 is directly connected, EthernetO

sphi nx(confi g) #interface serial 0

sphi nx(confi g-if)#shutdown

#(sphi nx(config-if

Mar 3 20:07:40.603: %1 NK-5- CHANGED: |Interface Serial O, changed state*
to administratively down

Mar 3 20:07:41.603: %1 NEPROTO 5- UPDOWN: Li ne protocol on Interface*
Serial 0, changed state to down

Mar 3 20:07:54.331: |ISDN BRO: RX <- SETUP pd = 8 callref = 0x14*

Mar 3 20:07:54.335: Bearer Capability i = 0x8890*
Mar 3 20:07:54.339: Channel IDi = 0x89*
"Mar 3 20:07:54.343: Called Party Number i = OxCl, '5551000*

Mar 3 20:07:54.355: | SDN BRO: Event: Received a DATA call front
unknown> on Bl at 64 Kb/s>

Mar 3 20:07:54.355: BRIO:1: interface nust be fifo queue, force fifo*
Mar 3 20:07:54.363: %I ALER-6-BIND: Interface BRIO:1 bound to profile*
Dialerl

Mar 3 20: 07:54.383: % NK-3-UPDOMN: I nterface BRI O:1, changed state to*
up

Mar 3 20: 07:54.403: % SDN-6- CONNECT: Interface BRIO:1 is now connect ed*
<t o <unknown phone nunber

Mar 3 20:07:54.411: BRO:1 PPP: Treating connection as a callin*

Mar 3 20:07:54.415: BRO:1 PPP: Phase is ESTABLI SH NG Passive Qpen*
Mar 3 20:07:54.415: BR0:1 LCP: State is Listen*

Mar 3 20:07:54.471: % SDN- 6- LAYER2UP: Layer 2 for Interface BRO, TEl*
changed to up 99

Mar 3 20:07:54.479: ISDN BRO: TX -> CALL_PROC pd = 8 callref = 0x94*
Mar 3 20:07:54.687: | SDN BRO: TX -> CONNECT pd = 8 cal lref = 0x94*

= Mar 3 20:07:54.851: | SDN BRO: RX <- CONNECT_ACK pd = 8 callref*

0x14

Mar 3 20:07:54.939: BRO:1 LCP: | CONFREQ [Listen] id 18 |len 10*

Mar 3 20:07:54.939: BRO:1 LCP: Magi cNumber OxE1BD38B8*
(0x0506E1BD38B3)

Mar 3 20:07:54.943: BRO:1 LCP: O CONFREQ [Listen] id 22 | en 15*

(Mar 3 20:07:54.947: BRO:1 LCP: AuthProto CHAP (0x0305C22305*

Mar 3 20:07:54.951: BRO:1 LCP: Magi cNumber OxEEBCFA2D*

(0Ox0506 EEBCFA2D)

Mar 3 20:07:54.955: BRO:1 LCP: O CONFACK [Listen] id 18 |len 10*

Mar 3 20:07:54.959: BRO:1 LCP: Magi cNumber OxE1BD38B8*
(0x0506E1BD38B3)

Mar 3 20:07:54.987: BRO:1 LCP: | CONFACK [ACKsent] id 22 |en 15*

(Mar 3 20:07:54.987: BRO:1 LCP: AuthProto CHAP (0x0305C22305*

Mar 3 20:07:54.991: BRO:1 LCP: Magi cNumber OxEEBCFA2D*

(0Ox0506 EEBCFA2D)

Mar 3 20:07:54.995: BRO:1 LCP: State is Open*

Mar 3 20:07:54.995: BRO:1 PPP: Phase is AUTHENTI CATING by this end*
"Mar 3 20:07:54.999: BRO:1 CHAP: O CHALLENGE id 9 len 27 from "sphinx*
“Mar 3 20:07:55.027: BRO:1 CHAP: | RESPONSE id 9 len 27 from "ranses*
Mar 3 20:07:55.035: BRO:1 CHAP: O SUCCESS id 9 len 4*

Mar 3 20:07:55.039: BRO:1 PPP: Phase is UP*

Mar 3 20:07:55.043: BRO:1 | PCP: O CONFREQ [ Not negotiated] id 6 | en 10*

(Mar 3 20:07:55.047: BRO:1 | PCP: Address 2.2.2.1 (0x030602020201*
Mar 3 20:07:55.051: BRO:1 CDPCP: O CONFREQ [Not negotiated] id 9 len 4*

Mar 3 20:07:55.115: BRO:1 IPCP: | CONFREQ [ REQsent] id 9 len 10*
(Mar 3 20:07:55.119: BRO:1 | PCP: Address 1.1.1.1 (0x030601010101*
Mar 3 20:07:55.123: BRO:1 | PCP: O CONFACK [ REQsent] id 9 len 10*
(Mar 3 20:07:55.127: BRO:1 | PCP: Address 1.1.1.1 (0x030601010101*
Mar 3 20:07:55.131: BRO:1 CDPCP: | CONFREQ [ REQsent] id 9 len 4*
Mar 3 20:07:55.135: BRO:1 CDPCP: O CONFACK [ REQsent] id 9 len 4*
Mar 3 20:07:55.139: BRO:1 I PCP: | CONFACK [ACKsent] id 6 |en 10*
(Mar 3 20:07:55.143: BRO:1 | PCP: Address 2.2.2.1 (0x030602020201*



Mar 3 20:07:55.147: BRO:1 IPCP: State is Open*

Mar 3 20:07:55.151: BRO:1 CDPCP: | CONFACK [ ACKsent] id 9 len 4*

Mar 3 20:07:55.155: BRO:1 CDPCP: State is Open*

Mar 3 20:07:55.159: BRIO0:1 DDR dial er protocol up*

Mar 3 20:07:55.167: Dil IPCP: Install route to 1.1.1.1*%

Mar 3 20:07:56.039: %1 NEPROTO 5- UPDOWN: Li ne protocol on Interface*
BRI 0: 1, changed state to up

Mar 3 20:08: 00.411: % SDN-6- CONNECT: Interface BRIO:1 is now connect ed*
to <unknown phone nunber> ranses

sphi nx#show dialer
BRIO - dialer type = | SDN

Dial String Successes Failures Last DNIS Last status
.incom ng call(s) have been screened 0O
.incomng call(s) rejected for callback O

BRIO:1 - dialer type = | SDN

(ldle timer (120 secs), Fast idle timer (20 secs

(Wait for carrier (30 secs), Re-enable (15 secs

Dialer state is data link layer up

Interface bound to profile Dialerl

Tinme until disconnect 95 secs

(Connected to <unknown phone nunber> (ranses

We see ramses. BRI0:2 - dialer type = ISDN Idle timer (120 secs), Fast idle timer (20 --- !
secs) Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is idle Dialerl - dialer type
= DI ALER PRCFILE Idle timer (120 secs), Fast idle tinmer (20 secs) Wait for carrier (30 secs),
Re-enabl e (15 secs) Dialer state is data link layer up Nunber of active calls = 1 Nunber of
active circuit switched calls = 0 Dial String Successes Failures Last DNI S Last status
sphi nx#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BG

D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - I1S-1Slevel-1, L2 - I1S-ISlevel-2, ia- ISIS
inter area

candi date default, U - per-user static route, o - ODR - *

P - periodic downl oaded static route

Gateway of l|ast resort is not set

is subnetted, 1 subnets 1.0.0.0/32
C1.1.1.1 is directly connected, Dialerl
is subnetted, 1 subnets 2.0.0.0/32
C2.2.2.1is directly connected, Loopbackl
#sphi nx

dlo ol oo

Jowogll diss pe> ol -
Cisco Systems - _iall acill -
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