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oo Wese 3o Iluwagsle

Jogupse luvedsle psié oot Ideips suod IUpcld IUss sop luvedsleo o) 03l 1dEuwe
wowg 98 0)9) wi909ded Huwlisd IJoede S lJloe,ue (ICMP) oo pebs IUged IJpedsd
172.16.10.2 (¢Jb ASRIK) |Jss Idposd Idwgss 172.16.20.2 Bs loglo 1Usgsd eJs 9lzoé
GigabitEthernet0/0/1 ¢ Js ASR1K.

Spdud woug IJgip eJs ASRIK pg olosy IUgbyosu:

1. 8p vopdso wuorse Jigbls I, bs JJoble Iiguluvs Jozass IUzie 19 2,98 19,
lJos wisy wowgol gJs ASR1K.

2. 9p wopdsu wowg gied IJuble Il uus wluuepsle sl cowe voue wowe Idpush
lg Lo BSW | wesgle IUpsjle (FIA).

ddsd Idose Iduwse

VOspel sds >dsd wilss guyses bl oo gds s)lsé wpzwsslo o3l 1dpuwous oldded: 9¢,8>
929> Buwe JIJGle ulo)ys uwyses eds 9lzos ub) IUlsle). 030 pzys lpeds $Jsds Jusupse
luwegsle 116, Lze 1Js IJIduwle IJizae IJos culdus Iduoslés uldedosd. solds oo
lowedsle IJodsso ldpoluwe Jeobdolod.



Codosu Uigb Idouble Il us:

<#root>
debug platformcondition ipv4 10.0.0.1/32 both

--> matches in and out packets with source
or destination as 10.0.0.1/32

debug platformcondition i pv4d access-1ist 198 egress

--> (Ensure access-1ist 198 is
defined prior to configuring this command) - matches egress packets corresponding
to access-1list 198

debug platformcondition interface gig 0/0/0 ingress

--> matches all ingress packets
on interface gig 0/0/0

debug platformcondition npls 10 1 ingress

--> matches MPLS packets with top ingress
Tabel 10

debug pl atform condition ingress

--> matches all ingress packets on all interfaces
(use cautiously)

w8 odasu Uinb puuos ged: 1Ll Uiyl puLos 1Jgpd Lluwegsle ey CLI o3l

<{froot>

debug platformcondition start
codsu woug 1Jgjes:

<#root>
debug pl at form packet-trace packet 1024

-> basic path-trace, and automatically stops
tracing packets after 1024 packets. You can use "circular" option if needed



debug pl atform packet-trace packet 1024 fia-trace -
> enables detailed fia trace, stops

tracing packets after 1024 packets

debug pl atform packet-trace drop [code <dropcode>]

-> if you want to trace/capture only
packets that are dropped. Refer to Drop Trace section for more details.

edlzbé: B |Losl)le Cisco I0S-XE 3.x IJuwlu@s: sdsu 1Jie, debug platform packet-
trace enable plbJoul ls ol Juse o556 wowg Idzie. Je s8> 03l pbJyul Vs luoshle
Cisco I0S-XE 16.x.

I¢d 031 1dley Jpuwe Iptio Idpdde JJowwe slehs wesso vove IJge:

<#froot>



clear platform packet-trace statistics

--> clear the packet trace buffer

ey Jouwe I pu Linglb 1Juble IJlgslus 9odsse wedew IJzips 09:

<#root>
clear platformcondition all

--> clears both platformconditions and the packet trace configuration

1ol 1Jisl 0,

2288 o0 wd9su Ui IJuble 1Jlgulgus 9oowg 1zies wes cbusd IJsle) Iduslods
Juoelo euesdd eds el wrolz ldso.

<#root>
show pl atform condi ti ons

--> shows the platform conditions configured

show pl at f orm packet-trace configuration

--> shows the packet-trace configurations

show debuggi ng

--> this can show both platform conditions and platform packet-trace configured

oul Uiro_) io g§oaéé 18] |J,ob poogg/pJoéb:

<#root>
show pl atf orm packet-trace statistics

--> statistics of packets traced

show pl at form packet-trace sumary

--> summary of all the packets traced, with input and
output interfaces, processing result and reason.
show pl at f orm packet-trace packet 12

-> Display path trace of FIA trace details for the 12th packet in the trace buffer



oedsu wuoese IJigble i bs JJoble 1ol ws

CEwed psid ove 1Jeses s IJouss Iluwluuss JJousrse IJuinbs Joesss IUee IJos
wSwp wowgol w9, ldouss IJlwluuss Jdouoese Iduibs lpdluss ouowvss 2yJds
e, luwoobl [Js:

e lJos9esdsd

« ewslu IP s8ule

* Blispo IJogdpe Vs 19 o9d (ACL)
. 1Jslz06

* loglo pJs 1)) (e58d 19 piie)

o8 odd 1duingb lso 9pos soe wbusd IJeuizle eds 1z)es.

Jerds 1Up,9) 1dos sop luveeslpol Bs 03l IJpold: $p wopdso wuoese lgble IJouble
IJluwluws 1duinlbs Bs loglo 1Usgad Jzie ICMP o0 172.16.10.2 [Js 172.16.20.2. Cpgus g
2 wJdo ldpygs 1dos wus> wougol. ould gsble pog9gsd spdod luwaslpol Jogsss gyds
lJp,9, 0d0.

<ffroot>
ASR1000#

debug platformcondition

?
egress Egress only debug

feature For a specific feature

ingress Ingress only debug

interface Set interface for conditional debug
ipvéd Debug IPv4 conditions

ipv6 Debug IPv6 conditions

start Start conditional debug

stop Stop conditional debug

Vs o3l IJpelde swp luwwgsle Blises 1U9uo9d Jogsss Iduislo Jel 09 p9oe oul:

<ttroot>

ASR1000#

show access-|ist 150

Extended IP access Tist 150
10 permit icmp host 172.16.10.2 host 172.16.20.2
ASR1000#

debug platformcondition interface gig 0/0/1 ipv4
access-1list 150 ingress



>¢do inorder to Lole sLowb Uinbs: 03l o)

<#froot>
ASR1000#

debug platformcondition start

odlzbé: ¢ Jo inorder to 9 98w 9 Igzs0 1J islbs wuoese wonsé lusluwss. IJ debug
P26 Uiyl ©98 le).

Jeruo e9lpd wuodss wuoese IJigble 1Je i 9bs IJos op odsswol bed o3l 1Ule):

<#froot>

ASR1000#



show pl atform condi ti ons

Conditional Debug Global State:

Start

Conditions Direction
______________________________________________________________________ |_________
GigabitEthernet0/0/1 & IPV4 ACL [150] ingress
Feature Condition Format Value

_______________________ |_______________________ | e
ASR1000#

sulpouol op wbusd ol lJodssy pos IJlu:

<#root>
access-1list 150 permit icmp host 172.16.10.2 host 172.16.20.2

debug platformcondition interface gig 0/0/1 ipv4 access-list 150 ingress
debug platformcondition start

wpdsu wowg IJgses



pdlebs: suo o3l IJuwe Esble IJzies Slduuwe wldoduosd: sswp 5o IJesble
IJiz s Jledl B 1 puueos.

Swpep ol 1Jee6 eds IJ po Idslzole 1Uplss slpubdsé. pod sleole Tunnel Iy Virtual-
Access.

Bspl sds LosIEs slzes uwlo, 1igle, (CLI) Jowwg 1z5p8:

<#root>
ASR1000#
debug pl at form packet-trace

?
copy Copy packet data
drop Trace drops only
inject Trace injects only
packet Packet count
punt Trace punts only



<{froot>

debug pl atform packet-trace packet <pkt-size/pkt-num [fia-trace | summary-only]
[circular] [data-size <data-size>]

oul lsold JJIJele 1wl awss Josl 1l

* pkt-num - s3> , 90 1Jeied [Jg> IJiéuos Jesxs Idgje Idos sop ldzullb gdsol Vs 98w
slg>.

* pdeuo VY - sea 0l o0 Swp lJoglb vslule IJedgue Wb, IUIWe,)los 09 IJo@lb
JJ pu ldoslule [Jeseis soslole puwl) 1Jpes)é.

« FIA-trace - 5955 03l wuidd Joshs coue FIA Oldluolds [s pedsele wslole 1Upuul.

* e eslule - sose I 3JY opass zee Ietiu Idedde Joslule IJeuuly po 2048 |Js
16384 Llso. IJlgsls Ul el os 09 2048 Ulse.

<ttroot>

debug pl atform packet-trace copy packet {in | out | both} [L2 | L3 | L4]
[ size <num byt es>]

oul lhuold JJIJele 11wl uwss Josl 1l
« infout - sg25 03l |oglo w8 1506 1J3s Lusop wuwgo - p3gd 99 p¢)z.

e L2/L3/L4 - sose JI 3JY wpass 1psde 1Uss owsl puo uuwgs 1Ueje6. IJbw@s 2 (L2) o9
IJedly Il e,)los.

c 1Jzze - sose JI 3JY weass e IUIBuos Jess Ideplusle IJos sop wugol.
IJIe,)luos 09 64 & pluss.

eds wwosd IJeold. 03l 09 1Jio, Uroufu"f?)ro Jupdsu voug 1Ugjpdé Je)rds 1de)9) lJos swpe
weasdol ulywodsle vuss ouogse lJigble v, lbs:

<tfroot>

ASR1000#

debug pl at form packet-trace packet 16

s¢doinorder to lze e I b soous ouvdsd: 0dl o)



<ffroot>
ASR1000#

show pl at f orm packet-trace configuration

debug platform packet-trace packet 16 data-size 2048

sedod lsuol Isgld 1Jle, show debugging Jg, Lo JJ po wdssule wuopse igble IJuble
Il wlows Iduinbs soooe [Ueses:

<tfroot>
ASR1000#

show debuggi ng

| OSXE Conditi onal Debug Configs:

Condi tional Debug d obal State: Start

Condi ti ons

Di rection
GgabitEtherneto/o/1 &iPva ACL [150] oaress
ibéXE Packet Tracing Configs:
Feature Condition For mat Val ue
_______________________ |_______________________|________________________________
Feature Type Subnode Level

| OSXE Packet Traci ng Confi gs:

debug pl atform packet-trace packet 16 data-size 2048



edlebs: Isgd I, clear platform condition all Jowe 2pse Uingl wuozse lgble IJuble
IJluwluws sodssule soslule wooe 1dz)es.

ool op luwedsle wslole IUodssy oo zos IUlu Jopdso woog 1Ug)es:

<#froot>

debug pl at form packet-trace packet 16

o> vk IJesz ee puvble 1dejed

oS Iduusb Iesuiele IJuinbss 9pos sop cbosdel eds 2ies. eds uwwesd Idpeld.
debug platform condition interface g0/0/0 egress sgus lu 1Ueips Swp wersdol Joblud guspl
wuod 1Js FIAIJIE Iz eJs 1dslzes g0/0/0. J3JY Is peldzd 25p6 wests pu lJpsgd lJs o sop
W9 sw 0o lJu¥bo.



pdlzbé: o906 Cisco L isd Llgwedsle iyab 1Usged Joowe IUzse JJzuesd eJs
id&_) lJoslole 1deedud 1Jopldl 931 peus. Spdo luwesle guysb 1Ug )9z JIo Jo gds
3lsé wld9sys.

S volisg wooug 1Jgjed



pdlgbs: sVu,) o 03l IUSuwe wpdsu wove IUpuwl).

Swp w98S) &Jles puweysle peso pu ldVzuo w9luvbo wowg 1Jgjpes:

* peluwes
* pdeue YJ gipd
* wslule pguly IJ 25pd

£ Luwld gpuw 2ip bbdole ICMP oy 172.16.10.2 |Js 172.16.20.2 spdy [uwegsle 030 1Jisle,
Jerue volisg woue 1dejpé:

<#root>
ASRL1000#

show pl at form packet-trace statistics



Packets Traced: 5

I ngress
I nj ect
For war d
Punt

Dr op
Consunme

O O O ur o

ASR1000#

show pl at f orm packet-trace sumary

Pkt

I nput Qut put State Reason
0

G 0/0/1 G0/0/0 FWD

1 G 0/0/1 G0/0/0 FWD
2 G 0/0/1 G0/0/0 FWD
3 G 0/0/1 G0/0/0 FWD
4 G 0/0/1 G0/0/0 FWD
ASR1000#

show pl at f orm packet-trace packet O

Packet: 0
CBUG ID: 4
Summary
I nput . G gabitEthernet0/0/1
Qut put . G gabitEthernet0/0/0
State : FWD
Ti mest anmp
Start : 1819281992118 ns (05/17/2014 06: 42: 01. 207240 UTQ)
St op : 1819282095121 ns (05/17/2014 06:42:01. 207343 UTQ)
Path Trace
Feature: |PV4
Sour ce : 172.16.10.2
Destination : 172.16.20.2
Pr ot ocol o1 (1CQwP)

ASR1000#



pdlebs: $938, 1Jlp, 1ol poldl s9502 dsdiss Eruo wove Ieses JIJ 2ips. B
o3l ldpelde swp g500 1gjed IUlsds IJos wp wowgol.

p0 030 lJperzle: spdud 1o eus o gpuw 2ip Swp wowgol 9lve spdud g0 slzos IUDglJ.
9lzod IUpdrelo ldeldé sooog [dpusl).

IzlJs ||pdlzlos
G595 Opw 229J6/8lspes luobl) 1Uzjeé Jdouwdse: Jlglhs wogsool [Js 1Jglbys IJoldséd
g Slzod oz
Lo, [P wPae 125ed pu peldz lelbs Ideszse (FP) Ids eeldz Idesese (RP) (euwess
T deede).
wSbo Iyob eds I FP. §p woubésd cove FIA Y Iuwogspe exble 1lgwsll
Sy [lJgpspssdly luucsp wuozse lthle IUoslole JJgws) eds piss pu ldodluosd
Jluwolo IUluw b,
pilsb|[5P loweodid IUgsps loule gpdsé 1Jzp6: pod loule bdo ool louold ICMP g
T e doubos,).




o9l esble IJbgld 9ldbeld Ws 1E)lz leuolissle wowe 1Ugjped pe 1Uzie IJos wigd vy
9lz06 ghzwso 9ldzip IJos sop s9swol Yz 9us pu puwwss IJoede: gds [Joslds.

Vsl wyse

oepd I FIA §lispé psdlo 1S 2low Iduwes 1o sep woldss vundd ouvduuds wslusbs
Iyl pgldz ped (PPE) O IJdpss w333 pelde (QFP) gusel sol sdso buwde el pogd Iy
ptoe wuwows lJpsslo lds vslule IJodsso IJos sop wbousdol gds IJzols. soldolds:
suwles voug FIA gds Wop b @ 1Uz506 pu ¢l Idoble loule pgldzs 1z 06.

luo SuwéEs bude o3l wuidsd pebsle inorder to pdue Hub woog pg FIA:
<#root>

ASR1000#

debug pl at form packet-trace packet 16 fia-trace

S volisg wooug IJgjed



pdlebs: s S0 03l IUSume cpdso wuve FIA. ksl gus Iuolds I9le, cove 1zses
lJeldss Iy weasdoli sop puvz cluosd cove Izies Idetiv poSel J5Jd seo
edsd Luwld veup 96 1dpss s 1S zos spdud cougol.

éro “huwld COAUN TiP ICMP U 172.16.10.2 |Js 172.16.20.2 o> !)EJJ |.Jiro_) lJ>s SUp !uuoé_)|roo
Jopdsu wowg FIACJpl 09 p9 0z B IdSuwe IJuwlod.

<#froot>
ASR1000#

show pl at f orm packet-trace sumary

Pkt Input Output State Reason
0 Gi0/0/1 Gi0/0/0 FWD
1 Gi0/0/1 Gi0/0/0 FWD
2 Gi0/0/1 Gi0/0/0 FWD
3 Gi0/0/1 Gi0/0/0 FWD
4 Gi0/0/1 Gi0/0/0 FWD



ASR1000#

show pl at form packet-trace packet 0

Packet: 0O CBUG ID: 9
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State : FwD
Timestamp
Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTC)
Path Trace
Feature: IPV4
Source : 172.16.10.2
Destination : 172.16.20.2
Protocol : 1 (ICMP)
Feature: FIA_TRACE
Entry : 0x8059dbe8 - DEBUG_COND_INPUT_PKT

Timestamp : 3685243309297

Feature: FIA_TRACE
Entry : 0x82011a00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Timestamp : 3685243311450

Feature: FIA_TRACE
Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Timestamp : 3685243312427

Feature: FIA_TRACE
Entry : 0x82004b68 - IPV4_OUTPUT_LOOKUP_PROCESS
Timestamp : 3685243313230

Feature: FIA_TRACE
Entry : 0x8034f210 - IPV4_INPUT_IPOPTIONS_PROCESS
Timestamp : 3685243315033

Feature: FIA_TRACE
Entry : 0x82013200 - IPV4_OUTPUT_GOTO_OUTPUT_FEATURE
Timestamp : 3685243315787

Feature: FIA_TRACE
Entry : 0x80321450 - IPV4_VFR_REFRAG
Timestamp : 3685243316980

Feature: FIA_TRACE
Entry : 0x82014700 - IPV6_INPUT_L2_REWRITE
Timestamp : 3685243317713

Feature: FIA_TRACE
Entry : 0x82000080 - IPV4_OUTPUT_FRAG
Timestamp : 3685243319223

Feature: FIA_TRACE
Entry : 0x8200e500 - IPV4_OUTPUT_DROP_POLICY
Timestamp : 3685243319950

Feature: FIA_TRACE
Entry : 0x8059aff4 - PACTRAC_OUTPUT_STATS
Timestamp : 3685243323603

Feature: FIA_TRACE
Entry : 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT
Timestamp : 3685243326183

ASR1000#

w2l pu FIATJe 9o 0 wslzos



guel 0d@se vopdsu cusese Jigbls Iduibs JJoble Iiguluvs: wop luolds cuozse
IJigble 1, bs |Js FIA Jpsjé. luvoobl lds orose ldpssle Jeeldes eds 1Uslzos. sdjpe
wessu ldeuve Iduinbs 99381 J3dd: gds wwosd Idpold: ol 131 Jlo seo luveesle guslo ol
Swd Is ol we> NAT Bis 1deruie Iuinlos.

swas 03l ool Idesose po lduwes B IJ FIA J IJoble IUulues Uinl ousese 1o sdso
pJduo Vs IJpsgd logle:

<tfroot>
ASR1000#

show pl atform hardware qgfp active interface if-name G gabitEthernet 0/0/1

Ceneral interface information
Interface Name: G gabitEthernet0/0/1
Interface state: VALID
Platforminterface handle: 10

QFP interface handle: 8

Rx uidb: 1021

Tx uidb: 131064

Channel : 16

Interface Rel ationships

BGPPA/ QPPB i nterface configuration information
I ngress: BGPPA/ @PPB not configured. flags: 0000
Egress : BGPPA not configured. flags: 0000

i pv4_i nput enabl ed.

i pv4_out put enabl ed.

| ayer2_i nput enabl ed.
| ayer 2_out put enabl ed.
ess_ac_i nput enabl ed.

Features Bound to Interface:

2 GC FIA state

48 PUNT | NJECT DB

39 SPA/ Marnot server

40 et her net

11FM

31 icnp_svr

33 ipfrag_svr

34 ipreass_svr

36 ipvfr_svr

37 ipvevfr_svr

12 CPP | PSEC

Protocol O - ipv4_input

FI A handl e - CP:0x108d99cc DP: 0x8070f 400
| PV4_| NPUT_DST_LOOKUP_I SSUE (M
| PV4_I NPUT_ARL_SANITY (M

CBUG_| NPUT_FI A

DEBUG_COND_| NPUT_PKT



| PVA_I NPUT_DST_LOOKUP_CONSUME (M

I PV4_| NPUT_FOR_US_MARTI AN (M

| PV4_I NPUT_| PSEC CLASSI FY

| PV4A_I NPUT_I PSEC_COPROC_PROCCESS

| PV4_I NPUT_| PSEC_RERUN_JUWP

| PV4A_I NPUT_LOOKUP_PRCCESS (M

| PVA_I NPUT_I POPTI ONS_PRCCESS (M

| PV4_I NPUT_GOTO_QOUTPUT_FEATURE (M
Protocol 1 - ipv4_output

FI' A handl e - CP: 0x108d9a34 DP: 0x8070eb00
| PV4_QUTPUT_VFR
MC_QUTPUT_CGEN_RECYCLE (D)

| PV4_VFR_REFRAG (M

| PVA_QUTPUT_I PSEC_CLASSI FY

| PV4A_QUTPUT_I PSEC_COPROC_PRCCESS

| PV4A_QUTPUT_I PSEC_RERUN_JUMP

| PV4_QUTPUT_L2_REWRI TE (M

| PVA_QUTPUT_FRAG (M

| Pv4A_QUTPUT_DROP_PCLICY (M
PACTRAC_OUTPUT_STATS
MARMOT _SPA D TRANSM T_PKT

DEF_| F_DROP_FIA (M

Protocol 8 - layer2_input

FI' A handl e - CP: 0x108d9bd4 DP: 0x8070c700
LAYER2_INPUT_SIA (M

CBUG_| NPUT_FI A

DEBUG_COND_| NPUT_PKT

LAYER2_| NPUT_LOOKUP_PRCCESS (M
LAYER2_| NPUT_GOTO_QOUTPUT_FEATURE (M
Protocol 9 - layer2_output

FI' A handl e - CP: 0x108d9658 DP: 0x80714080
LAYER2_QUTPUT_SERVI CEW RE (M
LAYER2_QUTPUT_DROP_PCLICY (M
PACTRAC_QUTPUT_STATS
MARMOT _SPA D TRANSM T_PKT

DEF_| F_DROP_FIA (M

Protocol 14 - ess_ac_i nput

FI' A handl e - CP: 0x108d9ba0 DP: 0x8070cb80
PPPCE_CET_SESSI ON

ESS_ENTER_SW TCHI NG
PPPCE_HANDLE_UNCLASSI FI ED_SESSI ON
DEF_| F_DROP_FIA (M

Q' pEth Physical Information
DPS Addr: 0x11215eb8

Submap Tabl e Addr: 0x00000000
VLAN Et hertype: 0x8100

QCS Mode: Per Link

ASR1000#



pdlzbbé: sosld§ JJ oo CBUG_INPUT_FIA g debug_cond_INPUT_PKT ¢ psjle
wuogse IJitble ldpgisb ldos e odsuel gds 1deszo.

sedud uuwg Jeie sodrséol vsuel sop cowgol Jpl s9uoz 03l IUSuwe. $9uoT 03l Idpeld
JSsWBss uuwe 23 18Los SuJg 2048 Llse pu lJeie B loglo 1Usged (172.16.10.2 |Js
172.16.20.2).

Bspl sds IUle, 1Jloolds 1JpbJow:

<#froot>
ASR1000#

debug pl at form packet-trace copy packet input size 2048



pdlebé: susloe zee IUeied IJos sop uuwgol wsu 16 92048 Ulsw.

s¢dw 03l i, inorder to oW, s 1J suuwg yub:

<#froot>

ASR1000#

show pl at form packet-trace packet 0

Packet: 0O CBUG ID: 14

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwWD

Timestamp
Start : 1819281992118 ns (05/17/2014 06:40:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:40:01.207343 UTO)

Path Trace

Feature: IPV4



Source 1 172.16.10.2
Destination : 172.16.20.2

Protocol : 1 (ICMP)
Feature: FIA_TRACE
Entry : 0x8059dbe8 - DEBUG_COND_INPUT_PKT

Timestamp : 4458180580929
<some content excluded>

Feature: FIA_TRACE
Entry : 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT
Timestamp : 4458180593896

Packet Copy In

a4934c8e 33020023 33231379 08004500 00640160 0000ff01 5fl6acl0 020laclO
01010800 1fd40024 00000000 000184d0 d980abcd abcdabcd abcdabcd abcdabcd
abcdabcd abcdabcd abcdabcd abcdabcd abcdabced abcdabcd abcdabcd abcdabced
abcdabcd abcdabcd abcdabcd abcdabced abcd

ASR1000#

oou IJlgwdlb

S99, wowg IUluwdlb Bs w,yulez Cisco I0S-XE IJ]osl) 3.11 sldluosble IJizse. lue spdy
oo IJzies Wb JJzie IJpuudlbs. Bsel sds veue IJpssle IJolje:

* 909 Suwee JY wuvdd oshs vozass Idlizevlb Lldzie JJ9gs [uwllb peas.

o SpJu luwopsleo L9 Ligb £p9056 19 Linab 9lzos o lzd IJoblb Izsle drop.

- seus Idedlb 28 Uluwdlb lvo sop wede IUluwdlb wduuo BEb. sdsuw g0y 1J2ips.
9p& 3JY. Bluo Jl sjld suwpee JI wldeblb wslole Idedéue: suvwdle Idoslolo.
312508 Jdeuwless Bes ceumso Idby9d Iy oo, pdlose Jebss wuozse IJigble
lJoldsé.

oul Loslgs Idle) IJos Swp luveesleel Jopdso cedy IJzie pu wse drop:

<tfroot>

debug pl at form packet-trace drop [code <code- nunp]

J9> IJluw il 09 GO ywo gy IUluw@lb: Jol wp lJloJIg guo Vs 13z IJiroJ show platform
hardware qfp active statistics drop detail:

<{froot>
ASR1000#

show pl atform hardware gfp active statistics drop detai



Global Drop Stats Packets Octets

60

IpTtl1Exceeded 3 126
8

Ipv4Aci 32 3432

pold eds uvsubsy vooe Uluwdlb

obosy Blises Idopde Vs 1J9uo9d (ACL) 030 gds 9lzos Gig 0/0/0 J ASRIK JlwJle 2,96
lJe,9) pw 172.16.10.2 |Js 172.16.20.2:

access-1list 199 deny ip host 172.16.10.2 host 172.16.20.2
access-1list 199 permit ip any any
interface Gig 0/0/0

ip access-group 199 out

PE 929> Slises [Jopde B 1d9uo9d (ACL): Ides w@9e wluwdlb 2ds o9, Ideslule pu
Ieuos9 IJpeds [ds IJpuosd IUoesy spdud wbosd odasu wowe IUluwdlb osl:

<tfroot>

debug platformcondition interface G g 0/0/1 ingress

debug platformcondition start

debug pl at form packet-trace packet 1024 fia-trace

debug pl at form packet-trace drop

bowld gpuw 23 bdole ICMP oo 172.16.10.2 |Js 172.16.20.2. sdodb woug IJloudlb oo
Izse Idos swe luwdlbol woluubs $lisps lJopdp S 1dsesd (ACL). Jel o9 p9or:

<ffroot>

ASR1000#



show pl at f orm packet-trace statistics

Packets Summa
Matched 5
Traced 5

ry

Packets Received

Ingress 5
Inject O

Packets Processed

Forward O
Punt 0

Drop 5

Count Code Cause

5 8

Consume O

ASR1000#

show pl at f orm packet-trace sumary

| pv4Ac

Pkt Input Output State Reason

0 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4Ac)
1 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4Ac)
2 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4Ac)
3 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4Acl)
4 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4Acl)
ASR1K#
debug pl atform condition stop

ASR1K#
show pl at f orm packet-trace packet 0

Packet: 0 CBUG ID: 140

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0
State : DROP 8 (1 pv4Acl)

Timestamp

Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry

: 0x806c7eac - DEBUG_COND_INPUT_PKT



Lapsed time: 1031 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 657 ns

Feature: FIA_TRACE

Entry : 0x806a2698 - IPV4_INPUT_ACL

Lapsed time: 2773 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 1013 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 2951 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4_INPUT_IPOPTIONS_PROCESS
Lapsed time: 373 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 2097 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4_MC_OUTPUT_VFR_REFRAG
Lapsed time: 373 ns

Feature: FIA_TRACE

Entry : 0x806db148 - OUTPUT_DROP

Lapsed time: 1297 ns

Feature: FIA_TRACE

Entry : 0x806a0c98 - IPV4_OUTPUT_ACL

Lapsed time: 78382 ns

ASR1000#

euvble ldzu SUoiC‘us_) lJew)

Loy IJ inject and punt ol coug Gues Jlu B cisco I0S-XE o, pzss lbJls 3.12 98l
wesinorderto covee vlue Gub o sdsu luwedeo eds IJ FP L sdso cooe lds Ioede
puw9S) 920 Leb 1u v tdue IUs IUFP oy Idoede puwess) solb.



pdles: spdu lu sepd Idowoe 1Jglbd w90 1Juinsb 1gesess I Lingl 1Jslzos.
oplel pod coog IlVJle. gds |s eld: see ogrs Iduinsb Jepd cove IJedu.

oul puld gJs punt ginject packet trace g o> lool IJloold po ASRIK [Js e9zo eelo:

<#root>

ASR1000#

debug platformcondition ipv4 172.16.10.2/32 both



ASR1000#

debug platformcondition start

ASR1000#

debug pl at form packet-trace punt

ASR1000#

debug pl at form packet-trace inject

ASR1000#

debug pl at form packet-trace packet 16

ASR1000#

ASR1000#ping 172.16.10.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 14/14/15 ms
ASR1000#

Ul spdod Idezdd eo lJouclsg punt nject trace ro:



<#root>

ASR1000#

show pl at f orm packet-trace sumary

Pkt I nput Qut put State Reason

0 I NJ. 2 G0/0/1 FWD

1 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
2 I NJ. 2 G0/0/1 FWD

3 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
4 I NJ. 2 G0/0/1 FWD

5 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
6 I NJ. 2 G0/0/1 FWD

7 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
8 INJ. 2 G0/0/1 FWD

9 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
ASR1000#

show pl at form packet-trace packet 0

Packet: O CBUG I D: 120
Summary
| nput D INJ. 2
Cut put : G gabitEthernet0/0/1
State . FWD
Ti mest anmp
Start : 115612780360228 ns (05/29/2014 15:02:55.467987 UTC)
St op : 115612780380931 ns (05/29/2014 15:02:55. 468008 UTC)
Path Trace
Feature: |PV4
Sour ce » 172.16.10. 1

Destination : 172.16.10.2
Pr ot ocol 1 (1 aw)



ASR1000#
ASR1000#

show pl at f orm packet-trace packet 1

Packet: 1 CBUG ID: 121

Sunmmary

I nput : G gabitEthernet0/0/1

Cut put : internal 0/0/rp:0
State : PUNT 11 (For-us data)

Ti mest anmp

Start : 115612781060418 ns (05/29/2014 15:02: 55. 468687 UTC)
St op : 115612781120041 ns (05/29/2014 15:02:55. 468747 UTC)
Path Trace

Feature: |PV4

Sour ce : 172.16.10.2

Destination : 172.16.10.1

Pr ot ocol o1 (1 CQwP)

ST S 10z e wlowegdla 10OSd 9 LFTS Punt/Injject Trace s UDF Matching (g2 < 17.3.1)

S LPumSU 38 Coue IJeies 198, Jogds) pedsele coue lupldss JJzie Ides e logbldel s wazsool [Js 10STs
e pdsle BINOSIJig s B IUluosl, 17.3.1 oo Cisco IOSXE.

Qg Josdh |0S

p€ 03l IJopumsor $op ©IwsE wowE 1Ueies IJs 10S 5pdo b 98, pedsple 29d ks eedsle luwdlb e 516 10S. sl
Sop lJloJIg guol gbs B 13,1z guva iptraffic. JI s9z> wdssu luolBds plbodye Jopdsy covg luwdlb 10Sd. ool peld gds
2pd UDPIJos wp luwdlbol oo $ud 1080 wuwww bl Idpzese IUlRoubs Es) woese:



<#root>

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#debug platform condition start

Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#
Router#show plat pack pa 0
Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTO)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 172.18.124.38
Protocol : 17 (ubP)
SrcPort 1 2640
DstPort : 500

I0Sd Path Flow: Packet: 0 CBUG ID: 674
Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 172.18.124.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport Tayer

Source : 10.118.74.53
Destination : 172.18.124.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping

Source : 10.118.74.53(2640)
Destination : 172.18.124.38(500)



g auuly of 0z 10OS

Op weuwsu wout Idzies Jlbol) pedyele cove ldpunh 9peldes IJwngesdsd ese o 1dzips sop lugbliel oo 10S9swpe
Luwldol Vs logle IUpgsz wes Idubeds. I s9es odssy luolds plbdse JIJodlb pedsple wove puvl) pére 10Sd. ool pold pu
etz ey wowe J SSH b oz Idpumele w@rso:

<#root>

Router#show platform packet-trace packet 2
Packet: 2 CBUG ID: 2

1 OSsd Path Fl ow

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK : 2346709419
SEQ : 3052140910
Source 1 172.18.124.38(22)

Destination : 172.18.124.55(52774)
Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start 1 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop 1 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace



Feature: IPV4(Input)

Input : internal0/0/rp:0
Output : <unknown>
Source 1 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (TCP)

SrcPort 1 22

DstPort : 52774

Feature: IPSec

Result : IPSEC_RESULT_DENY
Action : SEND_CLEAR

SA Handle : O
Peer Addr : 172.18.124.55
Local Addr: 172.18.124.38

cage ¢ LFTS

LFTS (208 u¥d lgl>é w9zso Linux) os TJsé vdd Jlghs wozso IUzie IUos sop luwdlyel pu 2elsé puvess Ideede (CPP) |Js
cbosdle s &s) 1080, 1010 couvso cowg 2ie LFTS pedsple wove Jped oo IUgie B [olz cove IJpush. JI e
2les lds cdssu lualids Jdeuwesd eds pedsple cede LFTS. Bspl sds peld eds [plz cove LETS JJzies IJos o
loedlyol |Us olbws g NetConf:

<#root>

Router#show plat packet-trace pac 0

Packet: 0 CBUG ID: 461
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start 1 647999618975 ns (06/30/2020 02:18:06.752776 UTC)
Stop 1 647999649168 ns (06/30/2020 02:18:06.752806 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 172.18.124.38
Protocol 1 6 (TCP)
SrcPort : 65365
DstPort : 830

LFTS Path Fl ow. Packet: O CBUG I D. 461



Feature: LFTS

Pkt Direction: 1IN
Punt Cause : 11
subCause : 0

phlc 3 Cah ccigp 10z Ja lonadldl 1 £lad 1deiuacisd 1dag s a0 Baid 1dauecit s (1dcBla 1diosiss ASR1000 k)

s Cisco I0S-XE IJluosl) 17.3.1. cwp Lsdol 12186 1Js6 238538 Jplbolu$6 1Jzip IJs glisdle poogle ASRL1000 JJeblu$é eds
28d gubsliss Bis 2508 luwoobl 1Js IJwoss IJiuwluwss Jdeuiz 1persd pu Sod IJpuwese (UDF). 903l suwee wpblods
IJzie 1deyus luwoobl |Js 1dzéad Idos Jsuve gl pu vussd Ujuu IJdsluwsd Jdpuwess 2/IL3/LA. s9 o ldpeld IJolds
085S UDFIJss sblud 2 wlse JJueb 1dpe)d o0 God Idpuwegse 0x4D21J3s swdl po Llzé @310l 26 Llse o sluw
IJon9esdsd IUehes Jdpuwess 3.

udf grekey header outer 13 26 2
ip access-Tist extended match-grekey
10 permit ip any any udf grekey 0x4D2 OxFFFF

debug plat condition ipv4 access-Tist match-grekey both
debug plat condition start
debug plat packet-trace pack 100

S0 03l IJBuwe weuo IUlpeds pse odou psid wout 1Jeies pdsss Jig)lus luveduld IJigble ol odlzol.

piid i \g 8 - NAT

pg o3l ldpold: swp odosu wiged suslu lJuveds (NAT) Jpos, 1Jslzes eds 9lzeé WAN J ASRIK (Gigo/0/0) JduvodJsé
Jb)es6 ldpedss (172.16.10.0/24).

oul IJuble |Jiuu|uu.§ Jinb 9ldeies vove wuvdsd i sY9u luwegpde inorder to wovge IUz)ds p)9) pu 172.16.10.2 [Js
172.16.20.2. Is suowz wozew (NAT) eds 1J gigd/o/0 §lo:

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start
debug platform packet-trace packet 1024 fia-trace



ews buwld gpuw 2ip ICMP o 172.16.10.2 [Js 172.16.20.2 Ul wogsle odssy 9lgos NAT: oo os wolsg oowg 1Je)ed:

<#root>

ASR1000#

show pl at f orm packet-trace sumary

Pkt Input Output State Reason
0 Gi0/0/1 Gi0/0/0 FWD
1 Gi0/0/1 Gi0/0/0 FWD
2 Gi0/0/1 Gi0/0/0 FWD
3 Gi0/0/1 Gi0/0/0 FWD
4 Gi0/0/1 Gi0/0/0 FWD
ASR1000#

show pl atform packet-trace statistics

Packets Summary

Matched 5
Traced 5
Packets Received
Ingress 5
Inject O
Packets Processed
Forward 5

Punt 0

Drop 0
Consume 0
ASR1000#

show pl at form packet-trace packet 0



Packet: 0 CBUG ID: 146

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwWD

Timestamp

Start : 3010217805313 ns (05/17/2014 07:01:52.227836 UTO)
Stop : 3010217892847 ns (05/17/2014 07:01:52.227923 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 1031 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 462 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 355 ns

Feature: FIA_TRACE

Entry : 0x803c6af4 - IPV4A_INPUT_VFR

Lapsed time: 266 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 942 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4_INPUT_IPOPTIONS_PROCESS
Lapsed time: 88 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 568 ns

Feature: FIA_TRACE

Entry : 0x803c6900 - IPV4_OUTPUT_VFR

Lapsed time: 266 ns

Feat ure: NAT

Direction : INto QUT

Action . Transl ate Source
O d Address : 172.16.10.2 00028
New Address : 192.168.10.1 00002

Feature: FIA_TRACE

Entry : 0x8031c248 - IPV4_NAT_OUTPUT_FIA

Lapsed time: 55697 ns

Feature: FIA_TRACE

Entry : 0x801424f8 - IPVA_OUTPUT_THREAT_DEFENSE
Lapsed time: 693 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4_MC_OUTPUT_VFR_REFRAG
Lapsed time: 88 ns

Feature: FIA_TRACE



Entry : 0x82014900
Lapsed time: 444 ns
Feature: FIA_TRACE
Entry : 0x82000080
Lapsed time: 88 ns
Feature: FIA_TRACE
Entry : 0x8200e600
Lapsed time: 1457 ns
Feature: FIA_TRACE

IPV6_INPUT_L2_REWRITE

IPV4_OUTPUT_FRAG

IPV4_OUTPUT_DROP_POLICY

Entry : 0x82017980 - MARMOT_SPA_D_TRANSMIT_PKT
Lapsed time: 7431 ns
ASR1000#

acild e 1z Je - VPN

luwedsle o3l Idpeld: sop luvogsle 089 VPN oo 0998 1JS 09388 wsu ASRIK 90920 Cisco 10S Jzelsé 2,96 1Jpy9) IJes
oIS wsw 172.16.10.0/24 9 172.16.20.0/24 (IJvedle 1US, 856 1Upedss 9ldwessd).

ool IJuble Iluwluus Linb 9ldzipé cove ouvdsd b sdsu luvegpde inorder to woves IJ VPN 2,36 059, 1o sosdd pu
172.16.10.2 |Js 172.16.20.2 g Js IJ gig 0/0/1 $1, 00

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start
debug platform packet-trace packet 1024 fia-trace

ews buwld gpuw 2jp ICMP o 172.16.10.2 |Js 172.16.20.2: 9ldos sop ouvds ol woluwbs o § VPN wso ASRIK 909z0 Cisco
10S s 03l IJpeld: Wod0 05 pgrzle wowe 1Uzjps:



adicls: oo, Tel) 1Jz5p6 peldz 1Goolo lelo QFP (SA) Vs IJeowe 1J3s sop luwwesleo Jouiulds) 1Jeipé: 909 ol sJsu
p 9ol g0 lgwed ol Igble VPN IPsec 9l odlzol JJezdd pu luvedsle SA Iduozse JJouvds).

<#root>

ASR1000#

show pl at f orm packet-trace sumary



kt Input

Gi0/0/1
Gi0/0/1
Gi0/0/1
Gi0/0/1

Gi0/0/1

A WDNRERE O T

ASR1000#

show pl at f orm packet-tra

Packet: 0 CBU
Summary

Input : GigabitEthe
Output : GigabitEthe
State FWD
Timestamp

Start : 4636921551459
Stop : 4636921668739
Path Trace

Feature: IPV4

Source : 172.16.10.
Destination : 172.16.20.
Protocol 1 (ICMP)
Feature: FIA_TRACE
Entry : 0x806c7eac
Lapsed time: 622 ns
Feature: FIA_TRACE
Entry : 0x82011c00
Lapsed time: 462 ns
Feature: FIA_TRACE
Entry : 0x82000170
Lapsed time: 320 ns
Feature: FIA_TRACE
Entry : 0x82004500
Lapsed time: 1102 ns
Feature: FIA_TRACE
Entry : 0x8041771c
Lapsed time: 88 ns
Feature: FIA_TRACE
Entry : 0x82013400
Lapsed time: 586 ns
Feature: FIA_TRACE
Entry : 0x803c6900
Lapsed time: 266 ns
Feature: FIA_TRACE
Entry : 0x80757914
Lapsed time: 195 ns
Feature: FIA_TRACE
Entry : 0x803c60b8

Lapsed time: 88 ns

Output State Reason
Gi0/0/0 FwD
Gi0/0/0 FwD
Gi0/0/0 FwD
Gi0/0/0 FwD
Gi0/0/0 FwD

ce packet O

G ID: 211
rnet0/0/1
rnet0/0/0

ns (05/17/2014 07:28:59.211375 UTC)
ns (05/17/2014 07:28:59.211493 UTC)

DEBUG_COND_INPUT_PKT

IPV4_INPUT_DST_LOOKUP_CONSUME

IPV4_INPUT_FOR_US_MARTIAN

IPV4_OUTPUT_LOOKUP_PROCESS

IPV4_INPUT_IPOPTIONS_PROCESS

MPLS_INPUT_GOTO_OUTPUT_FEATURE

IPV4_OUTPUT_VFR

MC_OUTPUT_GEN_RECYCLE

IPV4_MC_OUTPUT_VFR_REFRAG



Feature: | PSec

Resul t : | PSEC_RESULT_SA
Action : ENCRYPT

SA Handle : 6

Peer Addr : 192.168.20.1
Local Addr: 192.168.10.1

Feature: FIA_TRACE

Entry : 0x8043caec - IPV4_OUTPUT_IPSEC_CLASSIFY
Lapsed time: 9528 ns

Feature: FIA_TRACE

Entry : 0x8043915c - IPV4_OUTPUT_IPSEC_DOUBLE_ACL
Lapsed time: 355 ns

Feature: FIA_TRACE

Entry : 0x8043b45c - IPV4_IPSEC_FEATURE_RETURN
Lapsed time: 657 ns

Feature: FIA_TRACE

Entry : 0x8043ae28 - IPV4_OUTPUT_IPSEC_RERUN_JUMP
Lapsed time: 888 ns

Feature: FIA_TRACE

Entry : 0x80436f10 - IPV4_OUTPUT_IPSEC_POST_PROCESS
Lapsed time: 2186 ns

Feature: FIA_TRACE

Entry : 0x8043b45c - IPV4_IPSEC_FEATURE_RETURN
Lapsed time: 675 ns

Feature: FIA_TRACE

Entry : 0x82014900 - IPV6_INPUT_L2_REWRITE
Lapsed time: 1902 ns

Feature: FIA_TRACE

Entry : 0x82000080 - IPV4_OUTPUT_FRAG

Lapsed time: 71 ns

Feature: FIA_TRACE

Entry : 0x8200e600 - IPV4_OUTPUT_DROP_POLICY
Lapsed time: 1582 ns

Feature: FIA_TRACE

Entry : 0x82017980 - MARMOT_SPA_D_TRANSMIT_PKT
Lapsed time: 3964 ns

ASR1000#

Qi&é) Uid\f—

cuweodd IUpglio 1desdes Jooog 1deie 319,56 QFPDRAM. Uil luewe IJs pdsl 1U31856 1Uss sebdwo lJedsss 9950,
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