odosu luvble SIP IJlewé Ws Contact Center
Enterprise

lJpzossle

| Jp, 9506
IJpobJole Il wsé

lJodoule | OEdp0

lJodosy

0 J9.50 o ble oF 1sld Lole, 216 lo ol SIP .J CUBE o CVP
lo, old 2ol "o le IJlsose," o CUCM

| wod, wldd 1JIzble ol oIzl

lJp 9500

S9uoz 03l ldpwows Jsdso oi,o.,,sc, w99 IJpdldple 1dyiled Jo)y9wsded wie gduwo gpd
(SIP) ws Contact Center Enterprise (CCE).

IJecbdule IUIgulusé

9thz ublyg louble Idgvobsle gluwas,lol pu 03l ldpuwows: J3JY seu lugsle uolsle pas,)
lJlouoldle 1Jpegess (CUCM) oo Cisco 9¢lpe lJpdldple IUgl e o Customer Voice Portal (CVP)
sldpuwoerue IJuoses [Ublo,s (CVB) pu Cisco 9ewuo 1Je295 IJp9zsé (CUBE) ey Cisco
9luwes)ldol LJ..s= lJpdoule IJpguso. bl oo oguegse guoble p9des slosl Wl wold
IJuvoble szu lu swp wsu pdyule pgoduds.

IJpobdolo
w9os Cisco vig oJ9u s pgy9s wldpesluose IJoldse:

. CCE
. CVP

- pdev
. CUCM
. CVB



Jpdoule IJpuuwog>pd

ouwow Idegdsele 1d9lrs Vs ol ldpuwows [Js IUluesl) 12.6 o Package Contact Center
Enterprise (PCCE) 9 CVP g CVB g CVB. sJJuol cubud lsuol eds IJluosble [Juulods.

U logvle Up&.ngolu |.J_9|J>6 IS o3l IJpwews pu UiaoJéS 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu E_rOLSE_ |.J|E_OJO |.JrD.JUua)fOO k9.5 o5l |Jpwuu) uudngU PP\J“.SE. (IdujlkJDgS) !)l \Jluu

lJodosu

s&ue Ietbb 1Jelds 1dedsole 1dpuilds B buwld luvhle SIP B oo Idedldple
Idoiled Jpads Idlogeld. gosel cuod pdldps Lo9ess s Idoble: clos sdl po gJIJ wolus
1U529J 19 IUpdg e J5Jd $p wouvgsd edssole SIP 1JTews eds CUBE. wes 3Jd. e
wodssy CVP g CVB g CUCM.

Inbound Voice - Secure SIP SRiP_ =

Router

CUBE or

'@55 GW

UpOpB 1. I.Jodg.;u UTpQ .J.J'od&-.,;
B 030 1Jpopé: §p wodosy CUBE Juolpsy Huwlisd wy9e93d9J SIP.
lJodssule lJelbdyys:

. o 9o TrustPoint el o Jodsd puveese SIP (UA)
s ogdsd IBlo ldbde Jigueisle lelu bogs IJudd (TLS)
IJgbsle:

1. Bog eduwo gpd Secure Shell (SSH) |Js IUpdgw.
2. 8p wogugsd 030 lJslp, Jzed pdsw SIP suop iohs Idpsze IJpuoa$ (CA) Il 08
vldpdgo. suuus ldpdgo logold SIP TLS pu/lds CUCM (198.18.133.3) 9 CVP



(198.18.133.13).

conf t sip-ua transport tcp tls v1.2 crypto signaling remote-addr 198.18.133.3 255.255.255.255 trustpoint ms-ca-name crypto
signaling remote-addr 198.18.133.13 255.255.255.255 trustpoint ms-ca-name exit

3. 8p wvovEsd oo |.Ji_9|rOJ Joedso TLS eds uwbs) IUbJdo IJuols) |Us CVP. B o3l
lJpold: sop luwegsle edlps ubs,) IUbde 6000 Jogzse IJpdldele |Js CVP.
Conf t dial-peer voice 6000 voip session target ipv4:198.18.133.13:5061 session transport tcp tls exit

IJpops 2. IJedsse IJlew J CVP

WO 030 [Jpopd: §p wodssy gbe pdldple CVP Joi;@g Huwlisd w)y9e9dsed SIP (SIP TLS).
IJgbsle:
1. ouwesd 1Us>g9d |JSUCCE Web Administration.

2. lyowd lJs call Settings > Route Settings > SIP Server Group.

Media Routing Domain Call Type Dialed Number Expanded Call Variables

lovoobl lds Idoedssole 1Jglued i Drsd pgesele 9lbp SIP wp odysuol J CUCM 9 CVB 9
CUBE. luw ceolz lu sewe slew SIP psule |Us 5061 JJJ puop. Bs 03l IJpeldc swp
!uuu"aé)h,o I,cba_ro_9e_|c; é_9|)ro SIP lJolJsé:

. cucml.dcloud.cisco.com J CUCM
« whbl.dcloud.cisco.com J CVB
- cubel.dcloud.cisco.com J CUBE

3.1y, cucmi.deloud.cisco.com 9o &p I9S Members £Jlod IJowysey Jos wboy oWl osd
oJISU pge9ed ¢9ldp SIP. pzp9e6 SecurePort lJs 5061 9l 8, 898 Save .



S
Route \;-ettlﬂgs Media Routing Domain  Call Type Dialed Number Expanded Call Variables Routing Pattern

Edit cuecm1.dcloud.cisco.com

| Members |

List of Group Members °
Hostname/IP Priority Weight Port SecurePort Site
198.18.133.3 10 10 5060 5061 Main

4. 18, wbl.dcloud.cisco.com 90 e 9S Members £Jlpo ©wu9sSe. wEsSy SecurePort
|Js 5061 910, 8 999 Save.

O ra
P\OUte ”—jetm HQS Media Routing Domain  Call Type Dialed Number Expanded Call Variables | Sip Server Groups

Edit wwb1.dcloud.cisco.com

| Members |

List of Group Members o
Hostname/IP Priority Weight Port SecurePort Site
vvb1.dcloud.cisco.c... 10 10 5060 5061 Main

U'oo'na 3. I.Joelg..so Uipo CvB
B 030 1popé §p wodosy CVB Jolesy yuwlisd w9999 SIP (SIP TLS).
lJgbsle:

1. ouwesd 1Usg9d |Js Cisco VB Administration ow9g6.

2. lyowd |Js System > System Parameters.

almlin  Cisco Virtualized Voice Browser Administration
CISCO  Fyr Cisco Unified Communications Solutions

System  Applications  Subsystems  Tools  Help
System Parameters

Logout

Cisco Virtualized Voice Browser Administration

System version: 12.5.1.10000-24

3. WS Security Parameters p 9log: [gwsl) Enable py |aJ TLS(SIP) . Uw9S Supported TLS(SIP) version J



TLSv1.2.

Security Parameters

Parameter Name Parameter Value Suggested Value

TLS(SIF) O Disabld ® Enable Disable

Supported TLS(SIP) Versions TLSV12

» Cipher Configuration TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
SRTP  [Crypio Suite : AES_CM_128 HMAG_SHA1_32] ® Disable O Enable Allow RTP (Mixed mode}) Disable

4. b3l s Spas. lud) Ok gus Idpbldus Llglhs wuugsd perd CVB.

alimli,  Cisco Virtualized Voi

vvb1.dcloud.cisco.com says
CISCO  ryr Cisco Unified Communications So

Please restart Cisco VVE Engine for the updates to take effect.
System  Applications  Subsystems  Tools He

System Parameters Configuration “

LB Update @ Clear

5. vobdy odo lJogss)le lebé wuugsd peyd Cisco VVB. Jlglss wubvgsd pzyd VB oo 8d
|Js Cisco VB Serviceability &p 109 Go.

WEELENGE Cisco VVE Administration
Cisco VVEB Administration
Cisco Unified Serviceability
Cisco VVB Serviceability

Cisco Unified OF% Administration

6. lowwd IJs Tools > Control Center — Network Services.
Toaols Halp

Control Canter - Metwork Services

Fararmance Configuration and Logging

7. ¢ol) Engine 91u9) 999 Restart.



Control Center - Network Services

> stat (@ Stop [}E Restart | (@ Refresh

— Select Server

Server * | vwhbi

System Services
Service Name

) Ferfmon Counter Service
) ¥ (Cluster View Daemon

N er Manager
@) *Engine ‘I

rNanager Manager

kSubsystemn Manager

IJpops 4. IJodssy 1Ny J CUCM

Joleso uwlisd SIP gJs CUCM. $p Llz)le Idodssuole IJoldss:
- 0Ess0 9U2E lelo CUCM gdis 1Js g 1Jpedlo
- odosu pdBle og,sW ely b louold SIP J CUBE 9 CVP
C@lo pdBle g ysd ely gb louold SIP wusudle SIP 1Jpdluds
- leoold zols "ldsIJls IJlsusy" o CUCM

oE S0 9,2 lelu CUCM gJss Idsuog IUptodbo

S>gp CUCM 9 0¢s i,ol.;J:
- Jaooe g Ileo (Isgoe Il el o)
- 1Jsuoe 1dpeodb (Idssog 1Jlew)

lJgbsle:

1. Jogsso 9uoe IJlelo gds IJsuoe 1Upgodb. e wouwesd IJ>¢sd |Js Cisco Unified CM
Administration 1J9lz06.



VEWLEWGGE Cisco Unified CM Administration "

U=ername

FPaz=word

[ Login et

2. o8> ogwesd IUsgsd vuele |ds CUCM: luw9d |Js  System > Enterprise Parameters.



il  Cisco Unified C

cisco For Cisco Unified Com

Call Routing  Media Resour

SEerver

Cizco Unified CM

Cizco Unified CH Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group

Region Information k
Device Pool

Device Mobility 4
DHCP 2
LDAP »

SAML Single Sign-0On

Cross-Origin Resource Sharing

(CORS)
Location Info L
KMLPP 3

Physical Location

SRST

| I Enterprize Parameters I

Enterprize Phone Configuration

3. wew Security Parameters |Jp 9log. w99 ppl 131 Cluster Security Mode wp wgsSWUO £JS 0.

Security Parameters

ICIuster Security Mode * 0
Cluster SIPOAUth Mode Disabled

4. B 2ls wessu "9upe el wble 1Upzeses” es ue 0. Bosl sgus wessw 9UAE Iplo
uble Ipzeses eds 9uoe €5 lpo. wrole lds wpdsu IUsuog IJpeedlo po CLI.

5. 180z 2Juwé SSH |Js CUCM.

6. we> wuwesd IUsgad wuele s CUCM g, SSH. Bp wouigsd o3l 1Jie): utils ctl set-cluster

mixed-mode



7.1J09g v 9lody B98 beld eus bdwol. s@9e 03l 1Jle) wogsso 9uoe lelo wble IUpzeses
IJs IJdsoe 1dpgodb.

8. Juvesd IJugss)loc §p wlegbs IJovgsd Cisco CallManager 9 Cisco CTIManager 1Jg>pelw.
9. Jlghé wyvgsd lUg>plo 8p wldouwwd souwesd 1U>¢9d |Js Cisco Unified Serviceability.

Lsername

Password

| Login

10. o&> ouwesd 1Usged vuoelz: luw®d |[Js Tools > Control Center — Feature Services.



alinl,  Cisco Unified Serviceability
CI5€O  Epr Cisco Unified Communications Solutions

Llarm * Trace - =znmp * CallHome *  Help -

SEFYICE
Activation

Cisco Un T eability
Feature Services
System versior Control Canter - B

Metwork
¥Mware Install Services {R) Xeon{R) CPU E5

serviceabilty
Reports Archive

Auddit Log

User admin last logg Configuration Monday, January 20, 20

Copyright © 1999 - Locations ¥ ne.

all rights reserved. Dialed Mumber

This product contain Bl =5 and Is subject to Unite

compliance with U5 CDR Analysis 5. By using this product »
and Reporting )

& surnrnary of U5, | ryptographic products m
COR Management

Frr infarmatinn ahn ——rrm—mmrer——eminicatinns Mananer nleas

1. 1ge,) 1Jghbe Sp lud) W98 Go.

Select Server

Server* [cucm1.deloud. cisco.com--CUCM YoiceVideo *-*]| Go | |

12. wew g>ple CM. i'ao_) Cisco CallManager &p 10§y Restart ) if_J..s lJuowgo.

| CM Services |

| Service Name
'@  Cisco CallManager |
Cisco Unified Mohile WVoice Access Service
Cisco IP Woice Media Streaming &pp
Cisco CTIManager
Cisco Extension Maohbility

Ol

SN Ne NS

13. oldss 1U,uwlds 1dpuwods sldud) oK. lueb) pos sop lehs oubésd IJgspé vutle.



Festarting Service. t may take a while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

14. oe> lghs [dogvgsd IJulzeé J Cisco CallManager. i'ac;) Cisco CTIManager &p 09, Restart j
lelxs [Jogvgsd Cisco CTIManager 1Jgspo.

|CM Services

Service Name

Cisco CallManager

Cisco Unified Mobile Voice Access Service
Cisco IP Woice Media Streaming App
Cisco CTIManager
Cisco Extension Maobility

8] [0} S NS IS

15. oid§> lbHuwldé 1Jpowe8é 9ldugy oK. luob,) gus sup lebs ouvgsd 1Ugpd wugle.

Festarting Service. |k may take & while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

16. > lghs cubgsd IJgrele vutle: 0288 pu CESSL ILRE lplo wble IUpzeses eds
IJs o IJpgedb. luedd 1Us 1bhé CUCM Jel 09 p9 0z B 1Jgbss 5. &p 02l pu
Cluster Security Mode. 91JIo Szow wesswol eJs 1.

Security Parameters

I Cluster Security Mode ¥ 1
Cluster SIPOAUth Made * Disabled

od9su pdudle og s i‘o|o ¢b louold SIP J CUBE 9 CVP
lJgbglw:
1. ouwesd 1Usged |Js cucM administration 1 J9lz06.

2. o8> ogwesd IUsged IJulze IJs CUCM: luw@d |Js System > Security > SIP Trunk Security
profile. Jlogile pJd wg)8 lelo JJzol; J CUBE.



Call Routing *  Media Rezources +»  Advanced Festures = Device -

SErver

Zizco Unified Ch

Cizco Unified CM Group
Prezence Redundancy Groups
Phone MTP Reference
DatelTime Group

BLF Prezence Group
Fegion Information
Device Poal

Device Mokility

DHCP

LDAP

&ML Single Sign-2On

Cross-0rigin Resource Sharing
[CORE)

Location Info

MLPP

Phyzical Location

SRST

Erterprize Parameters
Erterprize Phone Configuration

Service Parameters

iing: The system has not co
on within 88 days to avoid |

device is configured. This is

15 Paging is not configured,

wdministration
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tel(R) Xeon{R) CPU E5-2660 v4 |

on Wednesday, December 25, 2019 3:
=, Inc,

ures and is subject to United States an
aws, By using this product you agree t
o cryptographic products may be founc

nmunications Manager please visit our |

I Security I

Application Server
Licenszing

Geolocation Configuration

I SIP Trunk Security Profile I

Cerificate

Phone Security Profile

CUME Server Securty Profile

™

3. b leds Idsuwh lo@) AddNew Jl olds pJud og s zaso.



Svztem +  CallRouting *  Media Resourcez +  Advanced Festures

Find and List SIP Trunk Security Profiles

|:|']= Al Mewy Select Al Clear Al @ Delete Selected

4. 1JeJ9sy SIP Trunk Security Profile Jol 09 0902 s 030 IJo9,6¢ &p lud) Save O |.Ju;9J
Suvb Uuo-.éaé lJs save 09.

System »  Call Routing «  Media Resources »  Advanced Feastures »  Device = Application = User Management = Bulk £

SIP Trunk Security Profile Configuration Related Links:
LH Save x Delete Copy % Reset £ Apply Conficg |:|I} Acde] My
-Status

@ add successful

@ Reset of the trunl is required to have changes take effect,

-SIP Trunk Security Profile Information

Marme ¥ SecureSIPTLSforCube
Description

Device Security Mode |Enu:r1,r|:uteu:| V|
Incorning Transport Type™® |TLS V|
Cutgoing Transport Type TLS il

() Enable Digest Authentication
Monce Validity Tire {rnins)* 00

Secure Certificate Subject or Subject Alternate Mame |S1p-cr

L
| Incorning Port® 5061

[_JEnable application level authorization

] Accept presence subscription
(] accept out-of-dialog refer®*
(] Accept unsolicited notification
] Accept replaces header
[ Transmit security status

L allow charging header
SIP V150 Outbound SDP Offer Filtering * |Llse Default Filter i




5. olds PU UESSY Secure Certificate Subject or Subject Alternate Name  |Js 1Jluwp lJulisg (CN) Jwolss

CUBE Jpl szw v woblug.

6. 1u@) 998 Copy j)9wESS) Name |Js SecureSipTLSforCVP 9 Secure Certificate Subject |J.s CN

IJgloo wuiolss ghe IUleuold o CVP Jal szu lo wblud. lod) Save ).

G Save x Delete Copy % Reset z Apply Config EB_‘.I A Mesy

@ Reset of the trunk is required to have changes take effect,

SIP Trunk Security Profile Information

MName* |SecureSIPTLSfDerp
Description |
Device Security Mode |En|:r1_.rpted Vl
Incoming Transport Type™® |TLS v|
Qutgoing Transport Type [TLS w |
[|Enable Digest Authentication
Monce Validity Tirme (rnins)® 600
Secure Certificate Subject or Subject Alternate Mame m
-
Incoming Port® SO61
[_JEnable application level authorization
[ Accept presence subscription
] Accept out-of-dialog refer**
] &coept unsolicited notification
] &cocept replaces header
[ Transmit security status
[l allow charging header
SIP 150 Quthound SOP Offer Filtering® se Default Filter i

I8)l0 pdVle og s lplo b louold SIP L vwdle SIP 1JpdluJs
lJglbsle:

1. Os uo;éaé b6 CUCM: Iy 8d |Js Device > Trunk.




Device - Application - Uzar Managame

CTl Route Paint
Galekesper
Gl vy

PhiGre

I Trink

Remote Destirstion

Devios Setting=s L]

2. 1Joze go gb louold Idpdgw. B o3l 1dpeld: Iuup gl louold IUpdgw 08 veube . 1o,
Find.

Trunks (f -50f5)

Find Trunks where | Device Name v | begins with  JvCube | | Find || Clear Filter |@|E]
Select itemn or enter search text ¥ |
D Name ~ Description Calling Search Space Device Pool Route Pattern Partition
0 & vCUBE dCloud CS8 dCloud OF  doudcherry.sip twilio.com dcloud PT
0o & wCUBE dCloud css dCloud DP 7300 PSTH Incorming_Kumbers
0o& +CUBE dCloud css dCloud DP 6016 PSTH_Incoming_Numbers
(]} & YCUBE dCloud CSS dCloud DP 2019 PSTH Incorming_Nurmbers
O s vCUBE dCloud CSS dCloud DP 4441 36K Robot Agent Rernote Destinations

3. ludy W98 VCUBE Juuwz Lowdzs wdysy b louold VCUBE.

4. vpys) Jlgwdd IJs SIP Information (9w e« 9O ESS) Destination Port |Js 5061.
5. OESS SIP Trunk Security Profile L.Ls SecureSIPTLSForCube.
rSIP Information
Destination
[l pestination Address is an SRV
Destination Address Destination Address IPvE Destination Port
1* [198.18.133.226 || 5061
MTF Freferred Originating Codec™® Fliulaw v
BLF Presence Group* | Standard Presence group |
ISIP Trunk Security Profile® [ SecuresSIPTLSforCube | v
Rerouting Calling Search Space |< Mone = "l

6. lu g, Save &p Rest py i@_J save gobus@ lJogss)lo.

Trunk Configuration

LH Save x Delete % Rezet |:|']= iucled Mewy

Status

® Update successful




The configuration changes will not take sffect on the trunk urtil s resst iz performed. Uses the Resst button or Job Scheduler 1o sxeculs the reset.

7. 1o08d |Js Device > Trunk: 9ldoege gu b louold CVP. Os o3l IJpeld: | e tb louold CVP
09 cvp-SIP-Trunk . 9, Find.

Trunks (I -fofl)

Find Trunks where | Device Name ~ | begins with | cvp || Find || Clear Filter | qp || ==
| Select itern or enter search text ¥ |
(] MName Dezcription Calling Search Space Device Pool
-SIP-Trun -SIP-Trun ou ou
- CWP-SIP-Trunk CWP-SIP-Trunk dCloud C55 dcloud DP

8. lu @, cvpP-sIP-Trunk JWOwe LoWBes wdssu b louold CVP.
9. vpysy Jlgwdd |Js SIP Information p §log: 9SS, Destination Port lJs 5061 .
10. ©&sS) SIP Trunk Security Profile lJs SecureSIPTLSForCvp.

r SIP Information

Destination
[ pestination address is an SRV
Destination Address Destination Address IPv6 Destnation Port

1* [198.18.133.13 || 5061

MTF Freferred Originating Codec® Fliulaw i
BLF Presence Group® Standard Presence group V|
ISIP Trunk Security Profile* SecureSIPTLSforCyp hd |

11.1u9,) Save &p Rest py |ZJ save gubus g lJugss)lo.

Trunk Configuration

B Save x Delete % Reset |:|']= acled Mew

Status

@ Update successful

The configuration changes will not take effect on the trunk urtil a reset is performed. Uze the Reset button or Job Scheduler to execute the reset.

louold zols "ldsddle IJipose” o CUCM

Jopdsu psile Iielo Jdzols sew wowse Jiolss 3o lopss pedss (LSC) suessy pdud



S8 lply J3JI IJzolj. s2wss LSC eds Ipdolz Idele Judlbos Iduolss: sldss e wadseo
po Swd Idpvscle IJelue Jslbsws 9disd 1desze [dpuosd (CAPF). 909 Es) poww gds IJeglows
vuvdd lvu,luos.

lJgbglw:

1. ouwesd 1U>¢9d |Js Cisco Unified Serviceability Interface.
2. luyewd lJs Tools > Service Activation.

alial,  Cisco Unified Serviceability

cisco For Cisco Unified Communications Solutions

Alarm * Trace * | Tools * | Snmp ~ CalHome + Help -

Cervice
Activation

i Control Center -
Feature Services

3.1¢e, ¢bp CUCM slu 8, Go.

Select Server

Server”| cucm1.dcloud.cisco.com--CUCM Voice/Video ~|| Go

4. Wz o Cisco Certificate Authority Proxy Function 91¢ 9 <899 Save Jou sl 1Jg>es.
low, ok JJwldss.

Security Services

| Service Name Activation Status
Cisco Certificate Authonty Proxy Function Deactivated
[] Cisco Certificate Enrollment Service Deactivated

5. olds eu wuuusl 1Ugxp6 &p luw9d |Js Cisco Unified CM Administration.

Cisco Unified Serviceability

Cisco Unified Reporting

Cizco Unified CM &dministration

Disaster Recovery System

- Cizen Lnified Serviceahility !‘

6. ved> ouwesd IUsgad vugle IJs IbL)s CUCM: luw@d [Js  System > Security > Phone Security
profile Jlouile pJw® og)s lele JJzols 1J9dsJ.




aliml,  Cisco Unified CM Administration

CISco

For Cisco Unified Communications Solutions

Svztemn wf| Call Routing * Media Rezources +  Advanced Festures +  Dewi

Server

Cizco Unified CM

Cizco Unified Ch Group
Prezence Redundancy Groups
Phone MTP Reference
DatesTime Group

BLF Prezence Group
Fedgion Information
Device Poal

Device Maobility

CHCP

LDAP

SAML Single Sign-On

Cross-0rigin Resource Sharing
[CORE)

Location Infa

MLPP

Phyzical Location

SRST

Erterprize Parameters
Erterprize Phone Configuration

Service Parameters

Security

Application Server
Licensing

Geolocation Configuration

7. 1o, eds wauosdle IJoip§Q lJpoedBdo wusg zoly IJ9dsd. Vs 03l ldpeld swp
luvegsle ) ulgp: J3l 1w, Cisco Unified Client Services Framework - Standard SIP Non-Secure

Widministration

device is configured. Th

15 Paging is not configur
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=, Inc,

cures and is subject to United Stat
aws, By using this product you ac
o cryptographic products may be
nrnunications Manager please visi

our Technical Support web site,

Cetificate

I Phone Zecurity Profile I

SIP Trunk Security Profile
CUMA Server Security Profile

Tl

Profile . 1§, Copy B Jowg pdd IJog s o3l



Phone Security Profile (I -1o0f1) Rows per Pagel 50 'I

Find Phone Security Profile where I Marme ;I contains ;lclientl Find I Clear Filter I 'ﬁ'}’l ='|

I- Name “ Ceszcription Copy

Cisco Unified Client Services Framework - Standard SIP Non-Secure Profile  Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile | [

8. lgho o wpss pJd IJog)sd |Js Cisco Unified Client Services Framework - Secure Profile: (§0 €SS
IJegledle Jol 09 0902 WO 030 IU 09,6 &p lu®) 993§ save Vs lgds suwl) IJuoW9es.

Svstem *  CallRouting *  Media Resources = Advanced Festurez = Device = Application = User

Phone Security Profile Configuration

G SEVE x Delete Copy % Feszet £ Apply Config I{IJ] Aodd Mewy

—Status

® 8dd successful

—Phone Security Profile Information

Product Type: Zisco Unified Client Services Frameworlk

Device Protocol; SIF

Narne* |Ci5n::n:| Unified Client Services Framework - Secure Profile
Description |Ci5n::n:| Unified Client Services Framework - Secure Profile
Device Security Mode | Encrypted ;l
Transport Type™® |-|-|_5 |

M TETP Encrypted Config

r Enable Oauth Authentication

—Phone Security Profile CAPF Information

Authentication Mode™® |En,r Mull String -]
Key Order® [rsa only B
RSA Key Size (Bits) ¥ [z048 -
EC Key Size (Bits) |{ MNane = -]

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

—Parameters used in Phone

SIP Phone Port™® [5op1

Sawve | Delete | Zapy | Feset | apply CnnfigJ add Mew |

9. &> Idlugvle IJulze Jpdd wg)swd zolj IJolew: luedd |Js Device > Phone.



Device « | Application v User Manageme

CT Route Point
Gatekeeper

Gateway

Phone -

Trunk
Remote Destination L

Device Sellings k

10. lu @, Find Juw)d gpse [Joslawd 1Jee9d 6. lu@) W98 olew IJgdsd.

1. Swp Yoz LoWVLs wIdysy olwwd IJ9dsd. wz e Certification Authority Proxy Function (CAPF)
Information Y _wp. Joiuwsw LSC: 9p ww eSSy Certificate Operation
lJs Install/Upgrade 9 Operation Completes by |JS |-.S obhsg Vs IJpuvodod.

— Certification Authority Proxy Function {(CAPF) Information

Certificate Operation® Install/Upgrade ""’l
Authentication Mode * By Mull String “ |

Authentication String

Key Order® [RZA Only v

RSA Key Size (Bits) ™ | 2043 v |

EC Key Size [(Bits] At
| Operation Completes By |zoz1  |jo4  [[16 ||12 | (vvvriMm:DDiHH)

Certificats Cperation Status: None
Mote: Security Profile Contains Addition CAPF Settings,

12. L Protocol Specific Information (9w p. &ESS, Device Security Profile lJs Cisco Unified Client

Services Framework — Secure Profile.

-|Prutucu| Specific Information i

Packet Capture Mode® | None |
Packet Capture Duration ||:|

BLF Presence Group® |Star||:|ar|:| Presence group v|
SIF Dial Rules |-=: Mone = vl

MTP Preferred Originating Codec™ 71i1iulaw

Device Security Profile® | Cisco Unified Client Services Framework - Secure Hv|
Ferouting Calling >earch >pace Cisco Unified Client Services Framework - Secure Profile

13. 168,y save Vs leds suwh IduoWdes. olds oo b IJogsslo wozle 91uE) 998 Reset.



System + CallRouting  Media Resources = Advanced Features = Device v A

x Delete [3 Copy %' Reset | 47 Apply Config '::} Add New

Status

@ Update successful

14. o Boe UlWd36 pULLES: lud) Reset Joldss IUlgle.

Device Reset

r Reset Information

15. 0> wuwesd zoli 1Jsdsd )6 1858 wlpweesle CUCM. $p woesse lJuodes Il ss
90299 pu wowse LSC wugle. Wz o Certification Authority Proxy Function (CAPF)
Information (9w e Certificate Operation Sgw o&§§go| IJs No Pending Operation,9 Certificate Operation
Status O UESSUO &J..s Upgrade Success .

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation™® ! Mo Pending Operation "
¥

Authentication Mode By Null String

Authentication String
Generate String
Key Order* RSA Only
RSA Key Size (Bits)* 2048
EC Key Size (Bitz)
Operation Completes By 2021 |04 |16 |[12 | (YYYY:MM:DD:HH)

I Certificate Operation Status: Upgrade Success
Mote: Security Profile Contains Addition CAPF Settings.

-~

16. lzJo steps. 7-13 Joleso Izoj6 1Jg pdle IJig s 1dos s luweésleol Jolesy SIP
luwegsle CUCM.



IJo2dd pu IJuors

JJdozdd pu woed huwld luvble SIP p9pu wuvdd Lozse: Bp woudss IJgble IJoldss:

1. Wog gduwo SSH |Js VCUBE: $p wouvgsd Uip_) show sip-ua connections tcp tls detail ‘goid§>
€30 929> louold TLS pov o gldsl pg CVP (198.18.133.13).

pdlzbd: Vs o030 Iz bo: swp wpdsy gduws TLS uuilos 9lzrs Wb pg CUCM. Jgshlw
SIP g¢Js CUCM (198.18.133.3). Ws zldo 30 wpdsu gsble SIP. Jl s9g> louold SIP TLS.

2. yuzd 1J5¢9J |Js CVP losi Wireshark.
3. lple pdldps lpoul, Jyde erds Idlooold.

4. 1lyo@d IJs gduws CVP: gJs Wireshark: 9o wouvgsd glpd IJouodso 03l JJwz 8l pu
Luwld lusble SIP Gluwegsle CUBE:
ip.addr == 198.18.133.226 && tIs && tcp.port==5061



m

@

RE Res=Tas[Eaaan

[ [ip-addr == 158.18.133.226 &4 tis &3 tep.port==5061]

MNa. Tirme
2409 63.
2411 63.
2414 63.
2415 B63.
2416 B3.
2419 63.
2421 63.
2588 63.
2565 63.

188370
183691
188871
282828
283863
287388
255349
495588
585808

Source

198.
198.
198.
193.
198.
198.
198.
198.
198.

18.
18.
18.
18.
18.
18.
18.
18.
18.

133
133
132
133
133
133
133
133
133

.226
«13
.226
=13
-13
-226
.13
e
.226

Destination

198.
198.
198.
198.
198.
198.
198.
198.
198.

18.
18.
18.
18.
18.
18.
13.
18.
18.

133.
133.
133.
133.
133.
133.
133.
133.
133.

i3
226
13
226
226
13
226
226
13

Protocal  Length Info
173 Client Helleo

1153 Server Hello, Certificate, Server Helle Done

396 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
6@ Change Cipher Spec

123 Encrypted Handshake Message

614 Application Data

635 Application Data

1867 Application Data

587 Application Data

TLSv1.
TLSvL.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.

2
2
2
2
2.
2
2
2
2

IJozdd: o we louble louold SIP go, TLSS I3l Jloe Wlelus wuge: Slo IIlz 5>
cleso luvble SIP wwso CVP 9 CUBE.

5. 29 pu louold SIP TLS Ly CVP 9 CVB. s o w gduwo Wireshark: §po wogvgsd gled

lJouods6 o3l

ip.addr == 198.18.133.143 && tls && tcp.port==5061

File  Edit

H & @

View Go

Capture

Analyze

Statistics

RE Re>ZF L [EQaaE

Telephony  Wireless

Tools

Help

[ [ip.addr == 198.18.133.143 && tis && tcp.port=="5061]

Mo,

2490
2494
2496
2498
2581
2583
2585
2586
2566

Time
63.
. 368224
. 365714
. 485567
434455
442731
.A446286
.472883
.512889

358533

Source

198.
198.
198.
198.
198.
198.
198.
198.
198.

18.
18.
18.
18.
18.
18.
18.
18.
18.

133.
133.
133.
133.
133.
133.
133.
133.
133.

13
143
13
13
143
13
143
143
13

Destination

198.
198.
198.
198.
198.
198.
198.
198.
198.

18.
18.
18.
18.
18.
18.
18.
18.
18.

133.
133.
133.
133.
133.
133.
133.
133.
133.

143
13
143
143
13
143
13
13
143

Protocol
TLSw1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSw1.
TLSw1.
TLSv1.

Length

171
1285
321
129
129
631
539
1aa3
715

Info

Client Hello

Server Hello, Certificate, Server Hello Done
Client Key Exchange

Change Cipher Spec, Encrypted Handshake Message
Change Cipher Spec, Encrypted Handshake Message
Application Data

Application Data

Application Data

Application Data

IJozdd: od we louble louold SIP go, TLSS I3l Jloe Wlelus wuge: Slo 111z 5
cleso luvble SIP oo CVP 9 CVB.

6. sedud lsuol 1Jozdd po louald SIP TLS o CVP py CUBE. lowdd IJs eduws SSH 1Jgl 06

« VCUBE. 9 i d o3l ey JUozdd pu luvble SIP IUleus:

show sip-ua connections tcp tls detail



IJozdd: od we louble logold SIP go) TLS pe CVPS I3l dlve IJleleé wuge: Slo Ul
S99 wlpsu luvble SIP wsu CVP 9 CUBE.

7. 89S o030 IUJebs: sop ldlouold wuvdd vyl 9oumee IJpsuvsds s IJluebl, (MoH)
byl Jgsp w99 9dsd JJ)s eds 1Updldps.

8. lzeJ 1Jsdsd pe9d,l Jdys gJs 1dpdles.

: : @, Not Ready
Cleco Cisco Finesse A

B Agent Ready

]:‘ @® Break

Agent Mame State




9. sup e lJepsd 9sup woeso lJpdldps [Jso. [0 @) Answer 55 gds |JpIdldps.

Incoming Call from 3227046971

Michael Littlefoot

Customer Name

Customer Email michael.littlefoot@decloud.cisco.com
Customer Address -
0o:03 Gall Reason

Mortgage Informat... - Adwvisor Services

Advisor Services

Answer

10. soued Ul uold wldedsd.

1. ddeedyd pu lubble SIP osu CVP 9 CUCM: luedd IJs eduws CVP. 9 vgd 03l IJpyuiz WOs
Wireshark:
ip.addr == 198.18.133.3 && tls && tcp.port==5061

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEZe BPRE QRes=FTIS[EFaaan

[ [ip.addr == 198.18.133.3 &8& ts && tcp.port==5061

Mo, Time Source Destination Protocol  Length Info

| 22087 657.375539 198.18.133.13 1198.18.133.3 j TLSv1.2 172 Client Hello

| 22889 B57.376159 198.18.133.3 198.18.133.13 TLSv1.2 1514 Server Hello
2209@ 657.376159 198.18.133.3 198.18.133.13 TLSw1.2 1242 Certificate, Certificate Request, Server Hello Done
22893 657.3808313 198.18.133.13 198.18.133.3 TLSv1.2 1330 Certificate, Client Key Exchange
22895 657.392428 198.18.133.13 198.18.133.3 TLSv1.2 323 Certificate Verify
22098 657.431871 198.18.133.13 198.18.133.3 TLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
22100 657.432498 198.18.133.3 198.18.133.13 TLSvi.2 129 Change Cipher Spec, Encrypted Handshake Message
22182 657.448345 198.18.133.13 198.18.133.3 TLSv1.2 583 Application Data
22184 B57.441387@ 198.18.133.3 198.18.133.13 TLSv1.2 sa7 ﬁpplication Data
22187 657.5@9253 198.18.133.3 198.18.133.13 TLSv1.2 1195 Application Data

ozdd: od gese logoldle SIP pg CUCM (198.18.133.3) g TLST Bl Jlve Idlglwé wug e
Ilu Idptele wads Iy lyvhle SIP wsu CVP 9 CUCM pgpeu6.

lweduld IJizble 9] oJlzol

Il Jp soe logble TLS. BG&p wouigsd o3e IUisle, gds CUBE Jopdse wusest igble TLS
Jlpweduild IJigble ol oJlzol:

« Debug ssl openssl errors
« Debug ssl openssl msg
« Debug ssl openssl states
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Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
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