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- 1Bz 2duws Secure Shell (SSH) JJs peldz 15L6 1UJ926 1Uyissuwss (MMP)

- Jlupld6 uwle puwctse 8JS puwcds puwdsd: Bp woubésd IJie) SUoe [Jpuucdse
<username> <role>

IUz 1096 2. $p Llouble IJuvobsle.

- oued |Jip , pki csr <file name> CN:<common name> subjectAltName:<subject alternative
names>
s lwegse Idpedyple 908381 Jpobdolod
luwp IJpdo pws)old
ws o tptac9.com
subjectAIName cmsadhoc.tptac9.com.10,106,81,32

cJl ooz IJosd Jlousle IJuuolss. IJuiolss 3l Tz, IJwsd £, 038906 p0 Huwd
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Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the cerfificate and encoding method.

CA certificate:

Current [tptac-WIN-TIBUAFTSEEV-CA-1] -

Encoding method:
CDER
‘* Base 64

Install CA certificate
Download CA certificate

- luols Giolss "zuw) IJpdldes" 9 uolso 1Jz 06 (9uvslbs 923,69) lJs péjo CallManager-
trust

Upload Certificate/Certificate chain
Gé" Upload E Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose® CallManager-trust v
Description{friendly name)
Upload File | Choose File | CA-cert.cer

| Upload | | Close |

E;éi Upload @ Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain

Certificate Purpose® | CallManager-trust v

Description(friendly name) | ‘

Upload File Choose File |certall.cer

| Upload | | Close |

Bl Jlse drsd gvoble pudLods Jdlouold go) Idzuw)y 9 WebAdmin. s,zs IJolds P wgpsd:



- uwoble WebAdmin g Call Bridge 9 Root Jlwwsgle 2o & 96 pas) IJleold eJs CUCM
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OJsuw plodycl wzpsd uolyse Call Bridge |Js pgiw CallManager-trust. 9JJo sdjpe
wzesd gvols 1Jgy) IJos 998w eds uvol>é WebAdmin [Js pgjo CallManager-trust.

1Jg096 2. o dosu pdd wgrs gb leyold SIP Tey.

- Vo 9lzos 95 CUCM
loedd IJs Idoble > 1Jisls > pJud og) s lely g louolJ SIP
- 2 [uoles 2o
- e wbelJ IUSse wluwetsle Idpedyple IUuors2d
Jlowe bed lgwel eds uwosd IJpeld CMS-Trunk-32
9uog lelo IJeols  wrosd pub )
woe IJudd 1Jsly> wzdss TLS
u9e IJodd IJuol) wess> TLS

luve lJps o9e 1¢d CN 1Jgluo wentsue "zuw Idlouald" ipuple 108,856 1dos cress eds
lJ w83 1Jsl)> bed IJpuwds Jodds bdole TLS. IJIWe,los 09 5061
s edb
—SIP Trunk Security Profile Information
Name* CMS-Trunk-32
Description 10.106.81.32
Device Security Mode Encrypted &
Incoming Transport Type* LS .
Outgoing Transport Type TLS .
Enable Digest Authentication
Nonce Validity Time (mins)* 600
X.509 Subject Name cmsadhoc.tptacd.com, tptacd.com,10.106.81.32
Incoming Port™* 5061
lJglogs 3. luuile gb loold SIP
- luoyd Ids IJgoly >eb IJIcolJ
- 2 luolss 2o
- opas b logold SIP Juse gb IJloold
- o Idelds
el IBse 1081eds Jdebosd
luwe IJgol) bed lgwe Juvobs SIP. gds pwosd Idpeld CMS-Abhishek-32
L N bed gusly IP 1Jgluo « CMS |y loold Bridge FQDN: gds pvesd IJpol
guslo lszos 10.106.81.32

o b3 1Jpods 13 Suwep Beso CMS 1Uis louold TLS: £dis uuosd 1Jp
EI\SO P-.Su|= 5061
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D
Destination Address is an SRV
Destination Address Destination Address TPv6 Destination Port Status Status Reason Duration
1* |10.106.81.32 5061 up Time Up: 0 day 0 hour
minutes
MTP Preferred Originating Codec* 711ulaw
BLF Presence Group® Standard Presence group
SIP Trunk Security Profile® CMS-Trunk-32
Rerouting Calling Search Space < None >
Out-0f-Dialog Refer Calling Search Space < nNene >
SUBSCRIBE Calling Search Space < None >
SIP profile® Standard SIP Profile For TelePresence Conferencing ¥ | View Details
DTMF Signaling Method* No Preference v

IJgboss 4. logile zuu, IUpde el

loedd [ds pabs Idygwlisb > zuw)y Idpdoe)l

- 2 luolwes pas>

- ¢>> Cisco TelePresence Conductor oo 1J$liseé IJpuuusJs Conference Bridge
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I 1 pedsale Ipoloue
luue 2uw IJpdce,
lJ9ows
b louold SIP
oelyj 9god b loolJ SIP
Jeysly HTTP

luwe IJposd/gcsly IP
Username

o8 1Up.5)
olds> JJed 1Jp)9)
luwogdle HTTPS
o093 HTTP

6

Is¢d luwel Josl 1Jzoljc eds uvosd IJpel) CMS-Adhoc-32
ed 9008l Jzuw Ipdepile o3l ds wusd IJpeeld 10.106.81.32
2 e loold SIP 1Uss wpe lugilge Ws IJgbys 3. CMS-Abhishek-32

2 o3l ldpywe Vs 2lds bdo luwpe pgodwd

bed luwe IJpuosd 9 gl IP 1gluo o CMS. gds uwosd el
10.106.81.32

bed Ideuwesre IUss wp lugblie B CMS Clposhile slzod wyprs
lJobosylod gds gwosd IJpeld admin

beld Idps 1dpi9, IUEluos pumwetse 9lzes wipes IJobosyle
bed Ides 1dp,gs p6 1

235 ldpyug: 03l pbodye Jlousld CMS

I>ed pud> CMS WebAdmin. gJs guosd Ipold 443

Conference Bridge Configuration Relat
G Save x Delete Copy ﬁ Reset z Apply Config ED] Add New

r Status

@ Status: Ready

r Conference Bridge Information

IPv4 Address: 10.106.81.32

Conference Bridge : CMS-Adhoc-32 (10.106.81.32)
Registration: Registered with Cisco Unified Communications Manager CUCM115

r Device Information

E Device is trusted

Conference Bridge Type* Cisco TelePresence Conductor

Conference Bridge Name* Ik;MS_Adhoc-32

Description 10.106.81.32
Conference Bridge Prefix

SIP Trunk* CMS-Abhishek-32 v

Allow Conference Bridge Control of the Call Security Icon




~HTTP Interface Info

¥ Override SIP Trunk Destination as HTTP Address
Hostname/IP Address

1 |10.106.81.32 +
Username* admin
PEIE.SWO['CI* [ R R Y R )

COHﬁI'rﬂ PEIESWOT'CI* [ Y R R R R R R ]

¥ Use HTTPS
HTTP Port* 443

c o elb

pdlelbs: spo LUPPSU luwp LJp,_p@.S (FQDN oy CMS) olly 29d ewslu IP s ol
WebAdmin. I9 O IJlgwpe IUblisg I_9 IS eldd IUluwpe IJwssd JJpsuose JJuwele
dleoald 1l
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IBSEW& xnalata Copy %Mdmaw

—Media Resource Group Status
Media Resource Group: CMS MRG (used by 45 devices)

—Media Resource Group Information

Name*  cMs MRG

Description

—Devices for this Group

Available Media Resources** [ANN 2
CFB_2
IVR 2
MOH_2
MTP_2

M
Selected Media Resources® |cmslabl.acanotaclab.com (CFB)

| Use Multi-cast for MOH Audio (If at least one multi-cast MOH resource is available)

Save = Delete | Copy @ Add New

IJzlo96 6. | olb6 pzesele eslys [ wlislo (MRGS) |Us @slise pzp9eé o9 Ids wlisl (MRGLS)

cloodd 1Js p9bs Idsuslishb > $lised pzesesd el [Jouwlisb g

cloud) Y9G luols 28> Jluuile 8lised pze9ed o9l 9uwlisl 25836 9lsgld luwe: I9 25> MRGL
£929> 9l edso Jupyse.

+ 08 pze9ed 19 198, pu presele pob IUswlisb IJos we logbldel pu prwg presele p9lsd
lJouwlisb 1Jpules |Us pesgle el Idguwliskb 1Jpe>>6
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Media Resource Group List Configuration

QSM xum Eow E}Mﬂm

—Media Resource Group List Status
Media Resource Group List: CMS MRGL (used by 45 devices)

~Media Resource Group List Information
Name* cMs MRGL

—-Media Resource Groups for this List

Available Media Resource Groups [CMS Cluster 1 MRGL
CMS Cluster 2 MRGL
CMS Cluster 3 MRGL
CMS Cluster MRG
|softwareBridge

A

Selected Media Resource Groups CMS MRG

b 4

Save Delete Copy Add New

IJgLo96 7: 1uod MRGL |Js weeg lzosé I9 zols

v Jobosd: el o wgee 1Jizo8 spdo wdssue sobusde eds vdlb IJuolss: Iy spdy
wEuosue zoby 9lzs (bdbs wolss) |Us MRGL pgsu. Bl wp wbusd MRGL gJs JJ pu e
IJIz056 908k IJuolsd: By [esble udbs IJuelss ywedyy Jol IJI9J9s6.
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Device Pool Configuration
@ Status: Ready

— Device Pool Information

Device Pool: New

~Device Pool Settings

Device Pool Name* CMS-Adhoc-DevicePool

Cisco Unified Communications Manager Gmup* Default

ak

Calling Search Space for Auto-registration < None > :
Adjunct CS5 < None > =
Reverted Call Focus Priority Default :
Intercompany Media Services Enrolled Group < None > =

~Roaming Sensitive Settings

Date/Time Group* CMLocal *
Region* Default :
Media Resource Group List | CMS MRGL 32

Uz lo96 8: Jlolss oz pg 2056 1Us w@bs lUoolss 9l olds MRGL [Js odlbs [Joolss

loodd s IJzoli>lJoglewd
1ol s w9223 ol Jogss) lesble weee IJizos6 eJs ]
- obosd wgee Idlzojo 1Uss wp logblge 9 MRGL W IJgbsle [Jgl)se lgdlo
ceWb IJodssy sobusdo 9lghs wessuo
w99 b [Juolss Llgls lJwpeoess sldouwzsd

[ save xnm [ coer %m & ety Config ({3 Add New
Modify Button Items Product Type:  Cisco Spark Roem Kit
; o Device Protocol: SIP
1 emaLing [1] - 6000 (no partition)
wemeeee=e- Unassigned Associated ltems ---—----- | [ RE8H-time Device Status
2 wmline [2] - Add & new DN Registration: Registered with Cisco Unified Communications Manager 10.104.215.207
B IPv4 Address:  10.104.130.54
Active Load ID:  ce-9.3.1-61bfa3834f2-2018-05-04

Inactive Load ID: None
Download Status: None

r Device Information

E Device is Active
B pevice is trusted

MAC Address® 08%6AD2Z0I0B2

Drescription SPARE KT

Device Pool® CMS-Adhoc-DevicePool # | Wiew Datails
Common Device Configuration < None = = | Migw Details
Phone Button Template™ Standard Cisco Spark Room Kit

Comman Phone Profile * Standard Common Phone Profile | Vigw Detalls
Calling Search Space < None > b

AAR Calling Search Space < Mone = %

Media Resource Group List CMS MRGL H
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- wez>s> CucmmResourceGrouplList

Multipoint Mode CUCMMediaResourceGrouplist %
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Status w Configuration w

Active Calls

Fitter

-
Conference: 001036010001 (3 active calls)

SIP  6000@acanotaclab.com [less|

call duration
incoming media
outgoing media
additional protocols
remote address
SIP call ID

abhi [less]
call duration
incoming media
outgoing media
additional protocols
remote address
SIP call ID

SIP

Logs w

Set Show only calls with alarms = Set

(incoming, unencrypted)

22 seconds

AAC (64.0 Kb/s), H.264, 1920 x 1080 29.9fps, 1.96 Mb/s
OPUS, H.264, 1920 x 1080 29.9fps, 929 Kb/s
unencrypted Active Control

6000@acanotaclab.com
4bB851100-be01ff13-Befd1-cfd76802@10.104.215.207

(incoming, unencrypted)

22 seconds

AAC (64.0 Kb/s), H.264, 1920 x 1080 29.9fps, 1.94 Mb/s
AAC, H.264, 1920 x 1080 30.3fps, 1.33 Mb/s
unencrypted Active Control

2333@acanotaclab.com
4b851100-be011f13-8efd3-cfd7680a@10.104.215.207
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