od9sy CSR J CMS Llgwegsle OpenSSL
Jdouvss)
lJpzosslo

| Jp, 9506

IJpclodole 1l wlwsé
lJedoule | P00
lJodasy

lJo2.9.9 ol o

lJp 9500

S92 03l ldpuwo s Jsdss lugble iobsle Jgbe IUlzwplele (CMS) oy Cisco Lluwegsle
bo@s plgs IUoysosd IUlews 1Jpde9z6 (OpenSSL).

opu ldpuwlops Lyluwloé Moises Martinez: pousw TAC oy Cisco.

IJpcbdoule IJlgulgusé

9008 Cisco Llu ooy Jrsd pe,uds ldpsluose IJoldss:
- Vuog SSL.
- odysu CMS.

lJedgule lJpuwedpd

Iovowe 1Jpeedses B 03l 98586 gJs 03l wypzsé:

- OpenSSL Light 1.1

U logule IJrog_Jgplu |J9I_).>o O o3l Idpwews pu Ulao_,o 1J 92956 WOS wSiso pgpdso ¢luos.
u.)lu ZPSE IJlaoJo U,ouuu@po O o3l |Jr0u.uuu.) codIsu PPUMIT (IGUJluos) Bl Iloe
Jedod 96 lJogvgsd: Selds pU Yopd JJulusJ lJpzopd Jls ||o_)

IJodsso
1Jg1096 1. 055 OpenSSL Light 1. 1.
lJglo9gs 2. wewse OpenSSL Ws IJJpwsye,.

lJglb9s 3. luwyd lJs IJpeds 1U3s wp wowse SSL woe. 156 ol sup wouswo gds C:\Program
Files\OpenSSL-Win64\bin.



< Local Disk (C:) » Program Files » OpenS5L-Wingd » bin » w | T 2 Search bin

Mame B Date modified Type Size
PEM 121672021 4:59 PM File folder

. D CA.pl 3/25/2021 10:34 PM PL File B KE
* D capi.dll 3/25/2021 10:34 PM Application exten... 63 KB
4] dasync.dll 3/25/2021 10:34 PM Application exten... 44 KB
+* D liberypto-1_1-x64.dl| 3/25/2021 10:34 PM Application exten.., 3,331 KB
D libssl-1_1-x64.dll 3/25/2021 10:34 PM Application exten... 667 KB
exp [55] openssl.exe 3/25/2021 10:34 PM Application 331 KB
exp D ossltest.dll 3/25/2021 10:34 PM Application exten... 43 KB
e D padlock.dll 3/25/2021 10:34 PM Application exten... 39 KB
D progs.pl 3/25/2021 10:34 PM PL File & KB
D tsget.pl 3/25/2021 10:34 PM PL File T KB

I._J'a]ogé 4. 19wz Notepad _9i>'aJ lJpedyple IUJps Jbde w9dse lduuvol>s (CSR) Jel 09 p9Loz
Vs ldpold ldolds:

[req] distinguished_nane = req_distingui shed_nanme req_extensions = v3_req pronpt = no
[reqg_distinguished_nane] C = US ST = California L = San Jose O = TAC QU = IT CN =

cms. tac. ci sco.com [v3_req] extendedKeyUsage = serverAuth, clientAuth subjectAltName = @lt_namnes
[alt_nanes] DNS.1 = webbridge3.tac.cisco.comDNS. 2 = webadnin.tac.cisco.comDNS.3 =

Xmpp. tac. ci sco. com

|Jab_96 5. r°| lo )'CJQ L_pr_J_groé @d_go J CSR: o3l P ioé.')(; L.JIDI io tac.conf L9§ |Jrou.u|_)
lJolds: C:\Program Files\OpenSSL-Win64\bin.

cal Disk (C:) * Program Files = OpenS55L-Wingd » bin w | 2 Search bin

Marme B Date modified Type Size
PEM 12/16/2027 459 PM File folder

D Chupl 3/25/2021 10:34 PM PL File 2 KB
D capi.dll 3/25/2021 10:34 PM Application exten... 62 KB
D dasync.dll 3/25/2027 1:34 PM Application exten... 44 KB
D liberypto-1_1-x64.dll 3/25/2027 1:34 PM Application exten.., 3,331 KB
D libesl-1_1-x64.dll 3/25/2021 10:34 PM Application exten.., 667 KB
[5Z] openssl.exe 3/25/2027 1:34 PM Application 531 KB
D ossltest.dll 3/25/2027 10:34 PM Application exten.., 43 KB
D padlock.dll 3/25/2021 10:34 PM Application exten... 39 KB
D progs.pl 3/25/2027 10:34 PM PL File B KB
D tsget.pl 3/25/2021 10:34 PM PL File TKB
D tac.conf 12/16/2021 5:07 PM COMF File 1KB

IJgbo9s 6. Ibez wovlee Iie) eds IUdpusoe Iduvguos 9235 oubgsdo Jpuuisd.



| Command Prompt

App Run as administrator

Apps Open file location

B Wint4 OpenSsL Con Pin to Start

Prompt )
Pin to taskbar

u
e L R

IJg1o96 7. 1oedd IJs Ipusly 1J3s sop Bso wiiso Idpdw e pozo IUIsley o bed 1l
openssl.exe 9z>> |>¢ld.

C:\Program Files\OpenSSL-Win64\bin>openssl.exeg

IJg1096 8. §p wousésd IJie, IJolls: req -new -newkey rsa:4096 - 1Jg 3> -keyout cms.key -out
cms.csr -config tac.conf.

ram Files\OpenSSL-Win64\bin»openssl.

» req -new -newkey rsa:4896 -nodes - ut cms.key -out cms.csr -config tac.confg

lJo2dd pu lduogs

ISl dp swp 02 ks lgble sop loile pdds0 228380 Bs 0B 1pzd>:

- cms.key
- cms.csr



L Y

Local Disk (C:) » Program Files » OpenS5L-Wing4 > bin v | D & Search bin

Marme " Date modified Type Size
PEM 12/16/2021 4:59 PM File folder

D CA.pl 3/25/2021 1034 PM PL File KB
capi.dll 3/25/20271 10:34 PM Application exten... &2 KB
dasync.dll 3/25/2021 1034 PM Application exten... 44 KB
libcrypto-1_1-x64.dll 3/25/2021 1034 PM Application exten... 3,331KB
libssl-1_1-x64.dll 3/25/2021 134 PM Application exten... 667 KB
[8Z] openssl.exe 3/25/20271 10:34 PM Application 531 KB
ossltest.dll 3/25/2021 1034 PM Application exten... 43 KB
padlock.dll 3/25/2021 10:34 PM Application exten... 39 KB
D progs.pl 3/25/2021 1034 PM PL File B KB
D tac.conf 12/16/2021 507 PM COMF File 1KB
D tsget.pl 3/25/2021 1034 PM PL File T KB
D CFMS.C5r 12/16/2021 5:25 PM C5R File 2 KB
D crms. key 12/16/2021 5:25 PM KEY File 4 KE

Sedu w9dse o3l Idpdd 1Jess> CMS.CST o Sod oz U2 (CA).



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



