odysu poplu Idogly Prime (PCA) -
oubgswele Idesoelo

IJpzossle

o, 8308

el dole 1wl _w.sé
lpo b ol

Ledagle | 23300

o Il .56

lowod il 1 izble ol o lzol

lJp 9500

$9uoe 03l IJpwe s Jsdsé odosu gpdss IJuui) sleshol Jogivgsuale IJpdople Ss bl
"woplo IJeglye J Prime (PCA)" Josl3wé louolssle pdeele IJuogallddsrsy wudd
lovoolds.

IJecbdole IJlgul jusé
lJeobdolo

w9028 Cisco Ll odsy Jssd pe,Ws ldesl ose 1Joldsé:

ouvesd 289d puw9sd Call Manager -«
ouwesd sg9d PCA -
thp pol8wd uble TelePresence (TMS) Jssd ¢



wslule lewpels Core/Expressway. |51 Jly 3JY ppdul

lJpdoule lJpumwegsped
ouwows Idpgdyple 1Uglyo WO o3l ldpwews |Js PCA IJluoshle 11.x- 12.x.

P quulc I.JroE_J_Slolu |J_9IJ>o WO o3l IJpwews pu IJIaoJo 1J 09296 WS w56 pgpdso gluoo.
u.)lu TPSE I.Jlao_,o |J,ouuUa.>,oo -._95 03l |JrDL}UUU) uudg._su rorou.ugt (In_9u_)|uo._s) 131 Jluu

ped9ple luwlyuss
$>¢p Cisco Prime Collaboration 11.x Igsle 1J,9.56 IJelJss:

Lodlosd 1988 Jlods - sop 3¢ 0 Iouuld 1dpdldele Uluveisle ellzble JTAPY HTTP -
9pedsple IJp)ldws Os ldsde IUSeds pod louolissle IUepdepile 9pedsele Idpdcple.

lpJluso 4986 023936 - Seae IJJuvd IJoddliss su ldpdldele oluwedsle pdizble o
JTAPI/ HTTP. 9JJu Jl swp 38p pedyple IUplBwo Os 1d9de IJbeds pod lzuolissle
lJpow el 9ped9ple IJpseple. 9suvl) IJs udlb IJuelse sle 1J)966 1Jpe936 wypj
Ouo9 ¢l Vs pebb IJedee.

s>&p Cisco Prime Collaboration 12.x Igslg 1,986 lJolJss:

Lol 1956 Jleds - sep sep el Idedldple Clowegsle pdlzlble JTAPI HTTP
9pedsple IJpsles Vs Idsde Idoeds pod lzuolissle Ideseple 9pedsple 1dedeesle.

JI w9z lpIdluss 4966 - IJo il IJpdldele oluwogsle pdlizble JTAPI HTTP 9p0ed9ele
Iesldw8 B IUsde IJBeds €8y 28906 Swp 102 Ll IUuolss 030 B o 8es
B0 1Jpdce) pe lsdous sy vubbs LIJJlpd.

o238 udlb 1Juolss IJpesus gJs lpIluss 1986 pes9s6 19 Jleds JIJ OVA

SIEpP L,_;b@;é lJezldle IJlwe,)lyoss Idpdeyes IJuoesso (OVA) ol suod lJs 500 o @§bo »
wolsé

wIEp 0 9uss OVA IJpusuwbs ol suod |Js 1000 o 9bs yolss »

wgp w9usé OVAIJILs,6 pl suod IJs 1800 u9bé yolss

WEp w9UuSs OVA IJJus)6 2ol pl sued IJs 2000 o 9los wolss e

w92 Slisps wldlizess 1Jesesps JUJ PCA Bsel soedsd wldpdcele sedusle 1ged 1ese906
Jpl 09 p9 0T O L2968 [Jz29d oul.



Session Scenarios

The various session scenarios that are monitored in Cisco Prime Collaboration are as follows:

Table 1 Session Scenarios

Session Classification

Cisco Unified CM intracluster
and intercluster sessions

Cisco Unified CM intracluster
and intercluster sessions

Cisco VCS intracluster and
intercluster sessions

Cisco VCS intracluster and
intercluster sessions (with
MCU)

Cisco VCS intracluster and
intercluster sessions (without
MCU)

Sessions between
Cisco Unified CM and
Cisco VCS clusters *

Cisco Unified CM (8.6(1),
8.6(2), and 9.0) intracluster
sessions?®

Cisco Unified CM (8.6(1),
8.6(2), and 9.0) intracluster
sessions

Sessions outside the
enterprise firewall -
Cisco VCS Expressway

Session Type

Ad hoc,Scheduled

Ad hoc,ScheduledStatic

Ad hoc,Scheduled

Ad hoc,ScheduledPermanent

(displayed as static)

Ad hoc,Scheduled

Ad hoc

Ad hoc

Ad hoc,Scheduled

Note  gcheduler must be

CTS-Manager 1.7,
1.8,0r1.9.

Ad hocPermanent (displayed
as static)

Session Structure

Point-to-point

Multipoint

Point-to-point

Multipoint

Multisite

Point-to-pointMultipoint

Point-to-point

Multipoint

Point-to-point,Multipoint, Multisite

Session Topology Elements

Cisco TelePresence System 500,
1000, 3000, TX9000 Series.

Cisco TelePresence System 500,
1000, 3000, TX9000 Series, and
CTMS.

Cisco C series, EX Series, Cisco
MX series, Cisco MXP Series,
Cisco IP Video Phone E20, Cisco
Cius, and Cisco Jabber.

If a call is identified as a traversal
call, Cisco VCS Control or Cisco
VCS Expressway is displayed in the
session topology.

Cisco C series, EX Series, Cisco
MCU, Cisco MSE', or Cisco
TelePresence Server.

If a call is identified as a traversal
call, Cisco VCS Control or Cisco
VCS Expressway is displayed in the
session topology.

Cisco C series, EX Series, Cisco
MX, Cisco MXP Series, Cisco IP
Video Phone E20.

If a call is identified as a traversal
call, Cisco VCS Control or Cisco
VCS Expressway is displayed in the
session topology.

Cisco C series, EX Series, Cisco
MX series, Cisco MXP Series,
Cisco IP Video Phone E20

Cisco TelePresence System
500, 1000, 3000, and TX9000
Series

Cisco TelePresence Server

IX 5000 series TelePresence
endpoints

Cisco C series, EX Series, Cisco
MX series

Cisco TelePresence System
500, 1000, 3000, and TX9000
Series

IX 5000 series TelePresence
endpoints

Cisco C series, EX Series, Cisco
MX series, Cisco IP Video
Phone E20

Cisco TelePresence System
500, 1000, 3000, and TX9000
Series

CTMS 1.8 or Cisco
TelePresence Server

Cisco C series, EX Series, Cisco
MX series, Cisco MXP Series,
Cisco IP Video Phone E20

Cisco MCU or Cisco
TelePresence Server

Cisco VCS Control and Cisco
VCS Expressway



Endpoints in a call (with an
MCU in the call) work as a
conferencing bridge in Cisco
Unified CM.

Sessions between MRA
endpoints-

Cisco Jabber or Cisco
TelePresence MX Series or
Cisco TelePresence System
EX Series or Cisco
TelePresence SX Series

Ad hoc

Ad hoc, Scheduled

1 The codian software must be running on Cisco MSE.

2 This scenario is supported on CTS 1.7.4, and TC 4.1 to 7.0.
3 The troubleshooting workflow is supported on TC 4.2, 5.0, and above.

Point-to-point

When a call is put in a conference mode or when merged with
another call, it becomes Multipoint. The session does not show

the MCU. When the first participant leaves the call, the session
shows it is connected to the MCU, while the second and third
participants continue in the same call as a point-to-point call.
Note This scenario is applicable when in-built video bridge

capability is not present in the endpoint.

Point-to-point, Multipoint, Multisite

Note  Gisco Prime Collaboration does not monitor a Multisite
session where an MRA endpoint acts as a conference

bridge.

% Note

« Cisco Cius and Cisco Jabber devices support only ad hoc sessions.

Multipoint conferencing devices
and video endpoints.

For a list of devices supported by
Cisco Prime Collaboration 11.0,
see Supported Devices for Prime
Collaboration Assurance.

Cisco Jabber, Cisco TelePresence
MX Series, Cisco TelePresence
System EX Series, and Cisco
TelePresence SX Series.
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Cucm ANY 10.201.196.222|...

W

.\:J. CUE ANY 10.201.196.209
(::. CUSF SIPPROXY 10.201.160.42
O Default ANY

.’:‘. JoeCUBE ROUTERWVOICEGATEWAY 10.201.196.210

s
',

* Indicates required fis
Profile Name CUCM

Device Type ANY (Optional)

w

‘IP Version vd v

*Apply this credential to the given ~
IP address 10.201.196.222]10.201.196.221 ®

A

v General SNMP Options

SNMP Timeout 10 w |seconds
SNMP Retries ) -
SNMP Version 2C v
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LB Save x Delete Copy E:} Add Hew

rStatus

@ Status: Ready

— Application User Information

User ID* [ITaPTIUsEr | Edit Credential |
Password E..IIII.....IIII......IIII....IIIII....II
Confirm Password ;'I'IIIII'I-'I'I'I-'IIIII'I'I-'I'I'IIIIII'I-'I'I-'I-'II'I'II'I-'I-'I-I-II

Digest Credentials
Confirm Digest Credentials
BLF Presence Group™ [ Standard Presence group v]
| Accept Presence Subscription
Accept Out-of-dialog REFER
| Accept Unsolicited Motification

| Accept Replaces Header

r Device Information

Available Devices |Auto-registration Template a
|BAT205D23177001

|Sample Device Template with TAG usage examples - : -t
ITCTTEST | Find more Route Points |

[TCTTESTZ =
W
Controlled Devices EEF'{!ICIIZIEQABE? 700 .
| SEPDOS06004ECE3
|SEPDOS0600CF7ER
fSEPDGSEEBD-?ICFAB
|SEPOOSFEE93E4AD o

| Device Association |
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User Device Association
@ Select Al @ Clear Al @ Select All In Search % Clear All In Search % Save Selected/Changes @ Remove All Associated

User Device Association (1 - 14 of 14)

Find User Device Association where | Name ¥ | begins with ¥ | . Find " .Clear Fiiter. | o [ = '
¥ Show the devices already associated with user

Device Name

m SEPOOOS2A3ETZ00 1000
Tagn
SEPODS06004ECE3 1011
E#an
" ] SEPO0S0600CFTER 1030
CEn
SEPO0S62B04CFAS 1003
HE61
SEPOOSF3593E4AD 1010
SHE0
v D SEP7426ACEF09CT 1005
Dxg0
7l (| SEP7426ACF35AET 1006
D70
v Q SEPDOC789141410 1007
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Groups [ITAPIUSEr

| Add to Access Control Group |

| Remove from Access Control Group |

" | View Details
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Standard CTI Enabled
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Discover Devices X

e :
l.tof,%? Manage Credentials ‘ =i H Device Discovery

@ Ensure creating Cluster information using "Manage TMS Cluster” Ul before discovering TMS cluster.

* Indicates required field
Job Name Discovery 2017-Oct-26 12:58:16 EDT

Check Device Accessibility

Discover | Communications Manager (UCM) Cluster and connected devices A 4
“IP Add
%55 | 10.201.196.222/10.201.196.221 _
@
&
Associate to Domain Internal » | (Optional)

If you have SIP trunks configured between the desired "Communications Manager” cluster and other
"Commurications Manager” clusters, please exclude all the Destination [Ps of those SIP trunks in the
Discavery Filter while tnggering Logical Discovery.

» Auto-Configuration

Add the Prime Collaboration server as a COR Destination in the Unified CM servers (&)
Add the Prime Collaboration server as a Syslog Destination in the Unified CM servers  (3)
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» Advanced Filters -
Back Run Now
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Edit SEP00562B04CFAS8 and 7 more

() Full Visibility () Limited Visibility () Off

Full Visibility: Dizsplays Conference Statistics in the Conference Diagnostics page
Limited Visibility: Does not display Conference Statistics in the Conference Diagnostics page
Off Visibility: Does not display the endpoint in the Conference Diagnostics page




The following table lists the default and maximum visibility details for the endpoints:

Endpoint Type

Default Visibility

. CTS 500, 1000, and 3000 Series Full

+« Cisco Codec

« Cisco TelePresence SX20

« Cisco TelePresence MXP Series

« Cisco IP Video Phone E20

« Cisco Jabber Video for TelePresence (Movi) Limited
« Polycom

Cisco Cius Off
Cisco IP Phones (89xx, 99xx] Off
Cisco Desktop Collaboration Experience DXE650 and DX630 Off

. Cisco SX80 and Cisco SX10 Full

« « Cisco MX200 G2, Cisco MX300 G2, Cisco MX700, and Cisco MX800

Cisco DX70 and DXB0 Off
MRA Endpoints: Limited

+« Cisco Jabber
« Cisco TelePresence MX Series
+ Cisco TelePresence System EX Series

s Cisco TelePresence System SX Series

Maximum Visibility

Full

Limited

Full
Full
Full

Full

Full

Limited
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A / Diagnose | Conference Diagnostics

B Group | Al ¥ | @Time Range | 10/52017-10/6/2017 v Apply Conferences in Progress 1 Conferences in Progress with Alarms 0
0 ¢« ¥ ¢ 0 o Q@ 1+ % 3 A o IR o & o |— 3 [P o [H o SEP7426ACF35AE7 - SEPT426ACEF09C7
Video Collaboration Conterences Selected 1/ Total 1 (5 L%
& Import Conferences Troubleshoot Show | Conferences in Progress * | =
g
. r Time 0.
¢ .- ¢ o ™ & Conference Subject Scheduler  Start Time A et
Ol - g (4 SEP7426ACF35 - 2017-0ct-06 1251 COT
=
Endpoint Statistics: SEP7426ACEF09C7 Last updated: 2017-Oct-06 12:55:46 COT
~  Conference Statistics
w»System Information
Video Audio
Physical Location
DX80 203 ms | Avg Period Latency 1ms |
Ims I Avg Period Jitter 0 ms |

10.201.196.207
SEPTA26ACEFDICT

PHONE
sipdx80.10-2-4-7dev
2017-0Oct-06 11:25:36 COT
Serial Number FOCL825N7S)

640 * 360 DSCP In NONE(0)
NONE(0)
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Change Utilization Settings for Endpoint Model:
DX70
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Waork Days per Week 5 v
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Discover Devices X
';‘%} Manage Credentials - H Device Discovery
(@) VC3-C-E VCS/EXPRESSWAY 10.201.202.56]1... T

* Indicates required field
“Profile Name VCS-C-E
Device TY pe VCS/EXPRESSWAY — {Optiﬂnﬂ“

" :
IP Version vd v

“Apply this credential to the gi
P e P addrose | | 10.201.20256]10.201.202.57

@

» General SNMP Options

SNMP Timeout 10 w | seconds
SNMP Retries 2 -
“SNMP Version 2c v

v SNMP V2

“SNMP Read Community String

*Re-enter SNMP Read Community
String
SNMP Write Community String

Re-enter SNMP Write Community

-
Rtrinn
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Discover Devices b4

e ; ; ; .
l.\\.; .5 Manage Credentials ‘ e H Device Discovery

@ Ensure creating Cluster information using "Manage TMS Cluster” Ul before discovering TMS cluster.

* Indicates required fizld
Job Name Discovery 2017-0ct-27 11:24:46 COT

Check Device Accessibility

Discover | Video Communications Server (VCS)/ Expressway Cluster and connected devices v
*IP Add
55 | 10.201 202.56/10 201 202 57 ,
6
)
Associate to Domain Extarnal o | (Optional)

If you have SIP trunks configured between the desired "Communications Manager” cluster and other
"Communications Manager” clusters, please exclude all the Destination [Ps of those SIP trunks in the
Discovery Filter while inggering Lagical Discovery.

» Filters
» Advanced Filters

v Schedule
Start Time Date:
(vyywiihdidd hh:mm AMPM)

Recurrence {®) None () Hourly () Daily () Weekly () Monthly i

Back m Run Now

IJglogé 4. olds po 1o VCS 9 TMS s 2lJs psl)é.

% pdlebo: 31 Jp sJy VCS |_9 TMS W z2lds psly6 BOluo Vs pebp UG wwew HTTP ig
SNMP: 51 Jlpe ould glzo 1Js e8> pu ldpuwless: lee gldo TAC JJzuesd eds
VCS/TMS W glds psl)6.
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« C | A Notsecure | bips//10.201.203.103 /getumi?location+/Status/feedback

BE Apps Work s Cisco's Google [ httpsi/fswdsciscocor [ Mailer [ Tac-wiki-BE4k [ TAC WIKI-Prime & Make

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

¥<Status xmlns="http://www.tandberg.no/XML/CUIL/1.8" product="TANDBERG VC5" version="XB.9">
¥ <SystemUnit item="1">
<Product item="1">TAMDBERG VCS</Product:
<Uptime item="1"3>935228</Uptime>
<SystemTime item="1"3»2017-10-27 16:50:85<{/SystemTime>
<TimeZone item="1">US/Central</TimeZons>
<LocalTime item="1">2817-18-27 11:50:85</LocalTime>
¥ <Software item="1">
<Verzion item="1">XB.9</Version>
<Build item="1"roak v8.9.8 rc_ 2</Build>
<Mame item="1"3>s542788</Name>
<Releazebate item="1":>2016-11-24</ReleaseDate>
<{ReleasekKey item="1">58268340958101150</Releasckey>
¥ <Configuration item="1">
<MonTraversalCalls item="1">75@</MonTraversalCalls:
<TraversalCalls item="1">188</TraversalCalls>
<Registrations item="1">8</Registrations:
<TPRoom item="1"3>58</TPRoom:
<UserDevice item="1"3>58</UserDevice>
<Expressway item—”l"vFalcec’:eres;.sI>
<Encryption item="1":True</Encryption:
<Interworking item="1">True</Interworking>
<FindMe item="1":>True</FindMe>
<DeviceProvisioning item="1">True</DeviceProvisioning:
<DualMetworkInterfaces item="1">False</DualNetworkInterfaces>
<AdvancedAccountSecurity item="1"»True<{/AdvancedAccountSecur
<StarterPack item="1">False</StarterPack>
<Enhanced0C5Collaboration item="1"*False</Enhanced0C5Collaboration:
<ExpresswaySeries item="1">True</ExpresswaySeries>

ity
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The following table lists the default and maximum visibility details for the endpoints:

Endpoint Type

Default Visibility | Maximum Visibility

« CTS 500, 1000, and 3000 Series Full Full
+« Cisco Codec
« Cisco TelePresence SX20
+« Cisco TelePresence MXP Series
« Cisco IP Video Phone E20
« Cisco Jabber Video for TelePresence (Movi) Limited Limited
« Polycom
Cisco Cius Off Full
Cisco IP Phones (89xx, 99xx) Off Full
Cisco Desktop Collaboration Experience DXE50 and DX630 Off Full
. Cisco SX80 and Cisco SX10 Full Full
¢ + Cisco MX200 G2, Cisco MX300 G2, Cisco MX700, and Cisco MX300
Cisco DX70 and DX80 Off Full
MRA Endpoints: Limited Limited
« Cisco Jabber
« Cisco TelePresence MX Series
+ Cisco TelePresence System EX Series
» Cisco TelePresence Systemn SX Series
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# / Diagnose | Conference Diagnostics
B Group | Al w | (DTime Range  10M2017-10/8/2047 v Apply Conferences in Progress 1 Conferences in Progress with Alarms 0
L v o ° o Q@ 1+ % 3 A o IR o & o |— 3 [P o [H o SEP7426ACF35AET - SEPT426ACEF09C7
Video Collaboration Conterences Selected 1/ Total 1 (5 L%~
& Import Conferences  Troubleshoot Show | Conferences in Progress * | =
g
' s pnferance Subjec edule 9 0.
o . L] LI P Conference Subject Scheduler  Start Time A T
(®) - g {4 SEP7426ACF35 - 2017-0ct-06 1251 COT
-
S

Endpoint Statistics: SEP7426ACEF09C7 Last updated: 2017-Oct-06 12:55:46 COT

) = Conference Statistics
w»System Information

Video

D X80 203 ms | 1ms |
0.201.196.207 Ims I . 0 ms |
: SEPFAZGACEFOOCT 640 * 360 NONE(0)
NONE(0)

pe PHONE
on sipdxB0.10-2-4-7dev
ed 2017-Oct-06 11:25:36 CDT
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Change Utilization Settings for Endpoint Model:
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