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lJodosuy

IJgbb9s 1. B VLAN Lusluws 1o souopew JJ VLANS

%ﬁ pdlebs: suvpd 3JY Juodle VLAN IUglLos wloolzol sldos ouwes PROD g s dle
VLAN Vs ldpub§s 1dpeuises IUuwdiz Idos ouwps DMZ gldes see 1o od9o 092926 W8
lJosis6.

loowd lJs Iduvsluvle > logule guslwé > VEAN.

Select Policy Type

Filters

PLATFORM TYPE : )
Ethemet Network Control ) Port

All
Ethernet Netwark Group SNMP

UCS Server 3
Flow Control [ Switch Control

UCS Domain S " % o,
Link Aggregation ) Syslog
Link Control System QoS

HyperFlex Cluster ) Multicast VLAN

Kubermnetes Cluster Network Connectivity () VSAN

NTP

Sp SNovoble luve 5108, B9 IJelJs.



Step 1
General

Add a name, description and tag for the policy.

Organization *

default

Name *

IMM-Domain-vlans|

Set Tags

Description

byb s suosS VLANS.

116 g0 pl suosd Iue I VLAN 9 o3 VLAN J PROD/DMZ Luwdsé Suopu o soud oddliss
Suwet 8Js suedlu gs) pedl _9@,_,2)%;;'9 wwsluwé multicast. o3l suopu [o 031 VLANS s v bsg
Juo p0JIs 950w IJs Elue psule |9 psule Bulo Vsl wes.

Add VLANs

Add VILANS to the policy

VLANs should have one Multicast policy associated to it

Configuration

Name / Prefix * VLAN IDs *
PROD @ 101999

@ Auto Allow On Uplinks @

Multicast *

Selected Policy  IMM-Multicast




Add VLANs

Add VLANS to the policy

should have one Multicast policy associated to it

Configuration

Mame / Prefix *

DMZ
] Auto Allow On Uplinks ©

Multicast *
(€] Selected Policy IMM-Multicast

bobéo ol lo suwes suose b suosd IJ VLANS |Js |J VLAN Lusluwé 9b gl 86 sgJ.s.
IJglo96 2. Jujile wog preses vbwdle lse,ue
Sup luwegsle 03l lJuoz Juguosue pzesed pu uvwdle VLAN Jdyodle 1Jpes»6.

loodd s Iduwslusle > logile gusluws > pepses svodle lse,uo.

Ipzeses 1Jisds po Lvwdle VLAN Jods 1dlowle.

Select Policy Type

Filters Q, Search

PLATFORM TYPE : .
) Ethernet Network Control . ) Port

) Al )
)] Ethernet Network Group () SNMP

() UCS Server ) )
() Flow Control (_) Switch Control

UCS Domain —~ : P
) Link Aggregation (_) Syslog

3 h i ~ )
) besiizEEl ) Link Control () System QoS
) HyperFlex Cluster () Multicast () VLAN

) Kubemetes Cluster () Metwork Connectivity () VSAN

) NTP

Sp wlogble luve slody B9 IJelJs.




Step 1
General

Add a name, description and tag for the policy.

Organization *

default

Prod-vlans

Set Tags

Description

Step 2
Policy Details

Add policy details

VLAN Settings

Allowed VLANSs Native VLAN
101-999 @ 1

1-4093

lJpepeoed lJolusé os JooJé DMZ.




Step 1
General

Add a name, description and tag for the policy.

Organization *

default

DMZ-vlans

Set Tags

Description

Step 2
Policy Details

Add policy details

VLAN Settings

Allowed VLANS Native VLAN
20-30

lJglo9s 3. lugule vog pzpgd Uvudd lsu,uw 238> Jublyle slzod IUguwJé
(NICs) IUblo,s6 (Igeshs)

Togow, 030 IJgb9s [poshss ubl Jiu wog peesed iwdle Ilse,ue IJos Bpo wluublsol
WO 1Jgbes 2. Jpl spIdu lghs [guegslpol Joguosuool Jublyle slzos IgvwJo (NICS) eds
ron u&)gS&_9 Copo0.

~ odlzbs: I3l wp lglss [uwegsle IJuusluwlo: Buusep lsuoal Iduwele wzpse uvwdle VLAN




~ lpuwese wol eds IUsuods eds wbol$6 9lzos Iy ds (NIC). lu sdsu Idpd o io
Suvpe S pzeoes Wyes6 VLANS Les 3JY lue weole lu sgdd uvsluwé pudod
9suwee VLANS o0 od eds IJ VNIC.

loowd IJs |Juu¢§|u.u|o > |uuu|s: uu..§|u.u6 > pep9Eo ubvdlo !;50_)00.

Sp wlugble luve lud) 998 IJolds.

General

Add a name, description and tag for the policy.

Organization *

default

MGMT-VNIC-167

Set Tags

Description

Step 2
Policy Details

Add policy details

VLAN Settings

Allowed VLANS

167

£JBe 18, lenuse Giwds pzeses JIs, DMZ VLAN.




Step 1
General

7 \ oY Add a name, description and tag for the policy.
s s

Organization *

default

Name *

DMZ-VNIC-20

Set Tags

Description

Step 2
Policy Details

Add policy details

VLAN Settings

Allowed VLANs Mative VLAN
20 © 1

IUgogé 4. |loile wog lJpwdds Iy wessdo

e wluuble oz puds 9 wessd IJuog IUpszss wIJded: &p $p wotssuo lJs pzeses
wrodle llse,ue slds 1dsuodle [dpolyuos.

loedd lJs gdlpd lJowsse uvslusle > lugile gusluwe>wzass puds>logile luwpe > Idelds.

loodse Idesule Ig port-channel 9o §lb 86 s v,




Bp woESSU p2eses ubvdle Idlse,ue Idos op lugilyel B IJgloys 2.

Configure Port

Configuration

Selected Port Port15

Role

[AGEGEE ]

Admin Speed
Auto

Ethernet Network Group @
Selected Policy DMZ-vlans <& | X

Flow Control

Link Control

Iy oS IJgpdss Jdsuods 1Uigs.




. * .
WL OO T

Configure Port

Configuration

Selected Port Port 16

Role

[AGEGEAY]A

Admin Speed

Auto

Ethernet Network Group ©@
Selected Policy Prod-vlans <@ | X

Flow Control

Link Control

1J21696 5. ©g550 wsluws VLAN 950z 1Upuds [Us o o )sd 1 ezl

loedd Ids wygosdle >0y o83l peld UCS 9235 pdud wg)sd Idezld IJpuluve.

lbodd IJs uwe wdssu ldpulds.




g, VLAN & VSAN Configuration

g

[TRT——

VLAN Configuratos

G wOESSU uwsluws e Idos wp logilyel Vs IJglbgs 4. |Js pulds Fabric Interconnect
A9 Blucldd lds Suve Idpdgue.

= Progress
Stepd

Ports Configuration
) General g : for th

| UCS Damain Assignment

VLAN & VSAN Configuration © Configure pors by creating or selecting a palicy.

Fabric Interconnect A

UCS Damain Configuration
Peris Configuration ® | _&' | F340-24-21-IMM-1-Ports (]

Summary
Parts
AN A YA AV AVET AR WAV YAV WA WAV WA AV G WA WY a

- hn ﬂrlhlhﬂrnrim mmmmmm :r-rmnrn-n‘tﬁtﬁiﬁi m m m

[y

= Progress
Sup 6

Summary
(1) General -

) UCS Domain Assignment
VLAN & VSAN Configuration

General

Ports Configuration Hame FaA0-24-21-IMM-1

L default
(5) UCE Domain Canfiguration

Fabric intercannect Madel Sarial Requires Rebaot
VES-Flo454 FOOZZ10230 Mo
UCS-Fl6454 FOO22110232 Mo
VLAN & VSAN Configuration
Fabric Interconnect A

VLAN Configuration IMM-Domain-vians ()

Fabric Interconnect B

VLAN Configuration IMM-Damain-vians ()




U296 6. wgssu woe peesed lJlse,ue Juoe louald yuvwds LAN
Spdud luwegsle vog louold LAN 1Jeszss wldded Is lugile wog gaso.

loedd Ids IJupwslusle > logile gusluws > oo logald b ds LAN.

Select Policy Type

Filters

PLATFORM TYPE )
) Adapter Configuration LAN Connectivity

O Al
) BIOS () LDAP

UCS Server = —
) Boot Order (_ ) Local User

) UCS Domain ; i F
) Certificate Management ) Network Connectivity

() UCS Chassis . —~
LEI(EEES] ) Device Connector (_) NTP
) HyperFlex Cluster —~ —~ ;

LRI, ) Ethernet Adapter ) Persistent Memory
) Kubernetes Cluster () Ethernet Network ) Power

) Ethernet Network Control [ ) SAN Connectivity

) Ethernet Network Group () sbcard

bbed Iuwel slod, B9 IJelds.



Step 1
General

Add a name, description and tag for the policy.

Organization *

default

IMM-LCH{

Target Platform ®

) UCS Server (Standalone) (®) UCS Server (FI-Attached)

Set Tags

Description

$p wodaso wblBle slzes IJuiwJs (NICS) Lluwegsle Ileshle 1Jplbdsws 36p wouppso
pee9Ed Uvods IUlsesue IJos wp logildel Os 1Jgbgs 3. 19 spdod lehs luvagsle Idpzeses
lJos wp logblgel Ws 1Jgbgo 2.



) General
s

Frogress

@  Enable Azure Stack Host QoS ©

1aN

¥NIC Configuration

Step 2
Policy Details

Add po atails

Slot I
& vnicO MLOM

MLOM

VA3

(§] Selected Pool IMM-MAC-POOL @& | X

Placement

Slot 1D *
MLOM

Switeh ID PCI Link PCl Drder Failover

Disabled

Disabled

PCI Link
0

Switch ID *
A

PCI Order
0

Consistent Device Naming (CDN)

Source

vNIC Name

Failover

[ ] Enabled ©®

Ethernet Network Group Policy *
(] Selected Policy MGMT-VNIC-167 & | X

Ethernet Network Control Policy *

Selected Policy IMM-Netcontrol <& | X

Ethernet QoS *




MAC Address Pool *

[E] Selected Pool IMM-MAC-POOL <= | X
Placement

Slot ID *

MLOM

Switch ID *

A

PCI QOrder

. ..:

Consistent Device Naming (CDN)

So

vNIC Name v ©

Failover

. Enabled ©®

Ethernet Network Group Pelicy *

(€] Selected Policy DMZ-VNIC-20 &

Ethernet Network Control Policy *

(€] Selected Policy IMM-Netcontrol

Ip wotssu wog louald yvwds LAN Jedwd g s 1Jgses 9lduuiy.

lJozow pu lduoes
luwegse o3l 9w e Joid§> epd lJodosy vuvdd Lozse.

e 10 Sop v P CEuosLe IUpeld spdud IJoedd pu cesso uvedle VLAN |Js
lJsuodle 1Jpolgwed

IJodsso IUISeluas (Iduwele IJoddlss Os zese Idsuadle):

<#root>
LAB-IMM-B(nx-o0s)#

show run interface ethernet 1/15

!Command: show running-config interface Ethernetl/15

IRunning configuration last done at: Wed Mar 9 20:20:55 2022
!Time: Thu Mar 10 14:28:00 2022

version 9.3(5)I42(1g) Bios:version 05.42

interface Ethernetl/15



description UpTink
pinning border
switchport mode trunk
switchport trunk allowed

vlian 1,101-999

no shutdown

LAB-IMM-B(nx-o0s)#

show run interface ethernet 1/16

!Command: show running-config interface Ethernetl/16
'Running configuration Tast done at: Wed Mar 9 20:20:55 2022
!Time: Thu Mar 10 14:28:06 2022
version 9.3(5)I42(1g) Bios:version 05.42
interface Ethernetl/16
description Uplink
pinning border
switchport mode trunk
switchport trunk allowed

vlian 1,101-999

no shutdown

08> SESSu Uudle VLAN 1Jgluo6 wldpzsd (DMZ) JJeoss 1/15 s o dle VLAN 103l 06
lloelz JJpeds 1/16:

<#froot>
LAB-IMM-B(nx-o0s)#

show run interface ethernet 1/15

!Command: show running-config interface Ethernetl/15
IRunning configuration last done at: Thu Mar 10 18:13:38 2022
!Time: Thu Mar 10 18:21:54 2022
version 9.3(5)I42(1g) Bios:version 05.42
interface Ethernetl/15
description Uplink
pinning border
switchport mode trunk
switchport trunk alTlowed

vlan 1, 20-30

no shutdown

LAB-IMM-B(nx-o0s)#

show run interface ethernet 1/16



!Command: show running-config interface Ethernetl/16
'Running configuration last done at: Thu Mar 10 18:13:38 2022
'Time: Thu Mar 10 18:21:57 2022
version 9.3(5)I42(1g) Bios:version 05.42
interface Ethernetl/16
description Uplink
pinning border
switchport mode trunk
switchport trunk allowed

vlian 1,101-999

no shutdown
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