odysu loyold Google IJywelows IUbIgJs
Joudd wlyvogsle Cisco SD-WAN Lo 9,6

lJpzossle

| Je, 9500

o Jople I wl_w.sé

lJp v Jo

IJzJ

50,0 gloo lJo
ol osd |

|Jglogs 1. vz oS,

lJ2b9é 2. [owle gul,6 Cisco Cloud ol _wwgsle Cloud OnRamp J,_w.s, & 0J Multicloud
|J21096 3. (8,5 9236 wedp GCP. I old loold usus JJuiydle

lJ21o96 4. | wosle o old Cloud OnRamp lJusus s Cisco vManage Jloile 1o, ol DC
121096 5. &J9su 0920 DC Jlo wle 181§ o) 1Jloe o 99l2ole, vudle, GCP

Uez808 o0 luozs
oJ9se >0 SD-WAN 595 DC I i
lJp 9500

S9uo o3l IJpuwews d@;_é..,s& luwegsle loold Google I wzlos [Josus Joudd eds IduveJdé
IUsluwes (SD-WAN) o, w)pzsl.

peJ9plo lul st

Suwodp gpdle IJpdwuwlo IUsso Josop lzeld god eds Iuble Iluwlgws IJuwzlos J Google
(GCP) leuold I wzlus Idosos Jeyds Ideslole by legold 1dysed. 996 1Jgde wdywor By
lJlouold IJgle VIJIQQJQE'; dulisg 23l lsuol Ws pydj Idwslule 9suvegs e Jluwlyw Jlouold
o dé SD-WAN Cp9l 8¢ 12)s. s9uoz 03l Idpsld Js9 spdu luwedsle IUlouold IJosus
wuwtles GCP Jlwl v J Cisco SD-WAN.

luo puileo 2ol J3JY 1Uss suod uduw Ided J AWS.

copsd IUpsié IJluwlguss Jigvegsle ool IJosus wuveles GCP Jgyusds I@s Wb
Judd Uvwds SD-WAN , Cisco W 1J@s,6 gds luwegsle gusluvle SD-WAN o) zpse
gpdsle IJo@d wel Vs 3JY IJleuold IJesus wuveles GCP. spdy Jdgpdle logile gusluwle
SD-WAN Idpweusé Ids IJoboséle suggse IJobosdle 1Jzssss so) ldlouold Idosos
g uweles GCP glehs IJwgzse gws Iluw,ow Idgle Os 2lds 2398 luweldle Jlosl§ss

puw s [Jgspé.

IJpuind Jé

Jl 298, poless IUyolb IJuwzlows GCP lpdlosle SD-WAN 1JiooJ.sé. IJlowisJs 1Joe952.86 o0
E.PJ'C SD-WAN g_;ldro_éuuuw|o 0S.


https://cloud.google.com/network-connectivity/docs/interconnect/concepts/overview
https://cloud.google.com/network-connectivity/docs/interconnect/concepts/overview
https://cloud.google.com/network-connectivity/docs/interconnect/concepts/overview
https://cloud.google.com/network-connectivity/docs/interconnect

- "od spduus luvodsle IUlouold IJosos wuwelud GCP Jigwlw J Cisco SD-WAN'S
- "IV spJdous Ilouold Idosus vsu uvwdle GCP Idywzloss 9 Cisco SD-WAN'S
- "D spdous ludile ed 0 Slew s8lud JJobys,"

IJzJ

ub)é glpd gds IJoopse

copid b IJouspse Uluwluuss Bs lopold oy Iduslole gu) slzes Luwds GCP
lJuweloss wpyzole Cisco SD-Routers IJes wp logilgel wyluulbs Cloud OnRamp JJlesls
poess Iduwelos Jel 09 p9 o s 1Ju09)s.

Host GCP Region
VPC

|

»q, GCR

S D

SD-WAN TVPC

Data Center
GCP Cloud
Interconnect AN 1 uﬂne\ .

sp-\W

Public Internet

0 SD-WAN branches
owpdd Wlss o3l Idzd Wspl sJs:

- odyliss oldlpd: spdu luweesle Cisco Cloud OnRamp J Multicloud Automation Joui,
SD-WAN Transport VPC Ll ueisle pozole SD-WAN. spdy [Je il Iz056 VPCs
lJeuosW96 Jzie pu Cloud OnRamp gugbslbol gds yvwdle SD-WAN L §)6 9lz6.

- leuold SD-WAN IJdled go) louold Lvodle GCP U wzloss: leuald svodle GCP
lduweles 09 pzs> 0dd 18) SD-WAN. spdy luweisle zese psile yuwds SD-WAN oo
IJuvslowle IJ8lses eds IJobosdle sldogvds) 9ol 1ds 3JY wuvdd boses eds v98
SD-WAN g0, IJleuold IJosos Juveles GCP.

Suzs pdlebs I Slodss wyywe o3l 1ded vy pe i.)lchSOOOV eds wygweded GCP. s,z
lJ,z9e |Js SalesConnect JJzo9d gds ol osd z9d ble C8000v gds w)y9w9dsd GCP.

odlyosd IJed

IJo@bs Il uss Jbop o3l 1Uzd os 1Usly SD-WAN. s zs pdlebé Iy p9zole GCP SD-WAN
wwoeess eds Jou glue 2 Jiouald Jloe,oe ldluelss |ds Ileuold po edid 1Jle ol


https://salesconnect.cisco.com/#/content-detail/c0e75d92-6c00-44c2-8868-3496318b9885

|Ju;$u;$s WSO udﬁsu |ut.9k9 SD-WAN E_u_) |J|uu_)uu ulwuablp &ulﬁsu IP |JEI|DO

NIl 98 1 louils 1ol SD-WAN (Ulgucgsle obuw 1sl208) £ 39k, Ilouald Iwsos
Clowoislp £0lsso IP 1UElL06 [Us DC/es b 9031 Se0s lo 0920 005 IJoslole (JJse biz-
internet) Lw.sduwmw louold waeszole GCP SD-WAN (IJse IJgl,02) gy IWlocmos wluucssle
gulssu IP 1Jgled 9p0 eId Jove IJElue oy IP IUElLo.

pedople £lpé 29d 1l SD-WAN:

Cubs) 23l p9de IJudd (TLOCS) IJs slzele wdd WAN (VPN 0) Ides wouad po gldol
e9zole SD-WAN Lld iwds 1ol uss. sop og s JJ 9226 TLOC wuvdd &) pu eI
rer9es pu guslu IP JJuble 1Jgluo wpszo SD-WAN. 990 slzod Lo WAN. 9o opsu
IJodd (GRE lg IPsec). swp luwegsle wi9e9dsd 1516 1Jogubss (OMP) oy Cisco Jogsise
S9lsse ldopde B 1J9osd (TLOC) (Idpe 98 lsuol Cluwe puwhle TLOC). gobsisle o iss
SD-WAN (IJpg 986 Is_ol wluwe puvble OMP). 9pedsple 1258 wsu pozole SD-WAN. oy gJIJ
suwble TLOC. g, pozole SD-WAN Jisdisé 19 ,09d 1Us weool Idugus slogile lowls
VPN Jo,9w9d9d IPsec pg g ool IUogo.

> weduw pozole SD-WAN o/ls 9zsle IJezde (VManage Ig vSmart g vBond) ¢ Jud Izojé oz 06
cudlu I do (NAT) Iz IJubeds. guspl suolb @ p9zo SD-WAN |Js 9236 wedp Vs vBond.
Olo 9226 IJepdpe Vs vBond uwowede JJl po gl IP IUEluobde 1Jpeods IUgle sleshle
eu9lu IPL G IJpud3 1Jgled Jpggo SD-WAN loule Idoobd. wgpd spole 1dezde S vBond
Jbgle puwless Jlzosl 2duws Idged Jesbe NAT (STUN): ool suwez Jeszole SD-WAN
ldoguld gulysy IP _9/|_9 IJL9I,o puld3 9lz06 u9J WAN Idpgs06 _9/I_9 lJpw,zp0.

eJs pogole SD-WAN: sep ol Jd gpdss udd WAN w9z guldsu IP Igle slJgluo. seow)
ewslo IP 1Jgluo guslo NAT IJwlod. 03l gugly IP 1Uss wp wesswo Jslzos WAN Jegzo SD-
WAN. eds I)€p pu Ivo Sewwy 03l 09 gusly IP 1Jglue |JI I eusly IP 03l spdy o sJ9u ol
el pu puwles guslo IP ISl ds JJogeso IUgle I3 el po puwlzs guslu IP g6, 18I J6
JJogzso £s) IJglps 1Jgluos o IETF RFC 1918. sgow) guslu IP Idgle guslu ol wg> NAT.
sswpe Yo vl 3JY ugluubo ¢bpe vBond guspel souod p9go SD-WAN posissl wglse vBond
ISP d edsoe. Jpl Spdy o sJ9u g_uglu IP 1Jgle il po puwlzs guslo IP 18I0 JJwszso
vuvdd gl Iy el po puwlzs guslu IP 6, 18l dd JJwsgse wuvdd gle IJElLos o IETF RFC
1918. Vs £sle NAT: sJd9y JJ pu gulasy IP 1Jglps 9lJglos Jolzos udd SD-WAN os
uk_QL)uo|

IJdJ>5o g_Js .JJ p9zo SD- WAN. Sew IU sdgu JJJ UL9J [X93) uuu!JO WAN 5J5 e9zo SD-WAN
p2>> J90 9,83 Jpl sop lywesle IJIdsle Jog s udd uvwds WAN IJeod ) sds lue glo 9
tloo. veow) IJIJsle, Metro-ethernet 9 MPLS g Private 9 Private2 g Private3 g Private4 g Privated
9 Private6 1Jglo ¢luos. o ouwogse Bs uivwdle ¢luos 9 1olJdy pse I sozs NAT. IIJsly os
3G:. biz-internet. 15,8« w9058 peuewe 1. custom2. custom3. lo)los: Sous: Ia._,o)‘ Ite.
luu)uu E_lro: |a|.oJ _9&9,_)0..5 OELL) |.J_9|u E_'roo .9|'JEJUD fDuol |u uuuua)ro k9.5 IJuJJUL.JIU |.JE_|roo |_9
B IJleldy IJos Jol gulssy IP 1glod Jolzole 1Judd WAN. |ol ppds! s g boysd NAT.

SOyuo IJJou luwedsle golssy IP 1UElLoo 9 lJeglpd ews IUloold v, puwesslo IJozde
3|Ju§|u|u ewdpl szlad pogole SD-WAN IJloLold wog ool Idoguo: oluwesle glgole u.jJ
WAN Uglu elued: ywselad JJ elue IJlouald cewslo IP IJglue Jdeszoe Idwgss. 151 iy I@
IJdesu I JUI lJby 080 Suvwgse idslol glpo Wuwselod JJ zlow Idleuold wewsly IP 1Jgle
JJeszo IJwgss. sldlgweeole po 3dd 09 guspl wdsy perle 1dpsde 1Ugluos wrolisy os

o wol. gudpl wdoy peyVdle 1Upsde 9lzro. 9JIJu IJidslo glpdc wsop luwedsle gulssy IP
lJglod JJluuoU 99> Seaw dJY lega_olu SD-WAN lJws weld IJlouold w9236 wede
vManage Ig vSmart £92936 >IgJ o IJesde. Jlzlb i e9zole SD-WAN JI o §9p: uu.u-JJ
lWeloos: wlogile lolg VPN J IPsec wso weueol Idoeo euspl w9y Jol b g Ble



IJes €.

Ospl sds IRz pu poze oY) IJoslule lJss seyuo ig&é@g e IJluw,ue (color biz-
internet) 90,V YSU gwy louold UbwJle GCP (color private1) |Js p9zole SD-WAN. Lze |Js
wdosy pozo DCIJled B 1Jpy 98 Jdeuosd eds e pu IJodluosd.

MP-| C- US- Rl#sh sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLI C DST PUBLI C DETECT TX

SYSTEM | P SITE | D STATE COLOR COLOR SOURCE | P | P PORT ENCAP MULTI PLI ER | NTERVAL( msec UPTI ME
TRANSI Tl ONS

35.35.35.2 35 up biz-internet private2 162.43.150.15 35.212.162. 72 12347 ipsec 7 1000 10
4:02:55:32 0

35.35.35.1 35 up biz-internet private2 162.43.150.15 35.212.232.51 12347 ipsec 7 1000 10
4:02:55:32 0

35.35.35.1 35 up privatel private2 192.168.9.9 10.35.0.2 12347 ipsec 7 1000 10 0:00:00:16 O
35.35.35.2 35 up privatel private2 192.168.9.9 10.35.0.3 12347 ipsec 7 1000 10 0: 00: 00:16 O

I\/P- | G US- R1#
w9uoe 030 1Juo9,0 ol osd Idpglbb Lluuedsle geulssy IP 9ldgly SD-WAN. IJos sop
lowesleol JJezdd po 1ed.
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Color: private?

Loopback1: P SD-WAN TVPGC
192.168.9.9 16 i Site ID 35
Data Center Router '

MP-IC-US-R1 ¢ 514

Color: biz=internet

" Color: private2

Public Internet
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-I]- Hybrid Connectivity < Add VLAN attachment

!l! VPN Choose an interconnect type that fits your networking needs:

#} Interconnect Interconnect type

(O Dedicated Interconnect connection Connect your on-premises network to your Google
#;¢  Cloud Routers ) ,
Cloud VPC network by connecting a new fiber to your equipment. Learn more

ig) Network Connectivity Center
On-premise network VPC network

Partner Interconnect connection Connect your on-premises network to your Google
Cloud VPC network through a connection from a supported service provider. Learn more or

check supported service providers

On-premise network Service provider VPC network

H-——0a

CONTINUE CANCEL

lzle weass IJgsh 1J3s Jds wlJgd 09, é3p6.

Jougwosd lUlsolze swp luvegsle gsh logble gvodé VLAN 9led6 >90 uwe IJdlzoslbss.


/content/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud.html#Cisco_Concept.dita_45dbbaa3-e1fe-4134-b0a0-636d4e1b3691

2 lowe Iduvods Iduogse: 9ldds wp lugslye puvedl wluvlbs Cloud OnRamp Juws) gpd
Multicloud. () VLAN L9LJ'”|°‘ |uu o.SL)UuJDgSE Cdﬁu eSS GCR PLJ”C'Z ua)gS) 3&6uu ILJ'”P J IJ
VLAN. Ls VOspl wgd pwsbo) Vs Iduweles eds Ramp louold vsus Guve.

9eedw 050 1JLo9,6 JJ IJodlb IJos 33,0

-I:I- Hybrid Connectivity € Add Partner VLAN attachment
HERY & cCheck your connection — @) Add VLAN attachments — €) Connect to your VPC networks

@}  Interconnect
A VLAN attachment allows you to access your VPC network by adding a VLAN to your

#,+  Cloud Routers existing service provider connection. Learn more

o Network Connectivity Center Redundancy
Creating a redundant pair of VLANS is recommended to increase availability. If you don't need
redundancy or an SLA, you can create a single VLAN attachment (and make it redundant later).
Learn more about redundancy

(O Create a redundant pair of VLAN attachments (recommended)
(O Add aredundant VLAN to an existing VLAN
@ Create a single VLAN (no redundancy)

-~ Network *

wan-mc-demo-npitaev -
~ Region *

us-west1 (Oregon) >+ @

Region is permanent

VLAN

~ Cloud Router * N
gep-ger-ic-rl - @

VLAN attachment name * -
testvlan-name o
Lowercase letters, numbers, hyphens allowed

- Description
VLAN for Megaport

[ Maximum transmission unit (MTU) *

1440 b I
<l

R |._Jiuu|uu‘ we? IYueld I.J'ab_96 3. spdud vouwlbé IJoylb wdysy BGP glg)le IUlouold
luweobl s el luvegseo 0909, Interconnect. W oo IJeldé: swp luwegsle Megaport JJizo ol
9p€ 3JY ..srodud !uuut)'ro |.5 U9E pU Iu_9le Jloold Idosus 1Uds spduo I SYIU Euy
Megaport I9 Equinix g MSP.

IJ¢b9s 4. |guesle loyold Cloud OnRamp IJwsus s Cisco vManage Jluuble leyold DC

pid 3906 AWS, ILwegse uvsy £pd louold Cisco Cloud OnRamp IJusus pg MegPort Jloile
09zo pudj Iduslule gluuegsleo J GCP Cloud Interconnect. | gle pdlglosd Iuo Sup luwwddle
Megaport ool Wb Jig)luo 1Jlgouly I3l o Jssd oldded lesh o5 wslole: Bl glzs
Jigwegsle Megaport.

s Cisco vManage: 23> p9zo SD-WAN 2z, 9lz>. 98 wLhl¥ $lde CoR MegPort IJIwe,)l os:
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wee? o sJ9u p9zo Cisco SD-WAN s MegPort o ubl. luuegspe yus) £pJ CoR Interconnect
Jlouble logold Jel 09 p9 oz S 1Juo9,6.

= Cisco vMana 1 - Caonfiguration © Cloud onRamp for Multicloud
[ - 0 0 [ T
Connection Name : MP-GCP-SJ-Peering
DESTIHATION PRIMARY
Destination Type: s Pearing Location: Sam kons
Choud Service Provider:  Googho Cloud Gonnection Name :  ME0CR. 5. Peerieg
Google Aecownt: GOP gty Bandwidth( hibps)

Bedundancy ;

Gaoghe Cloud Inberconnect Attschmant: us-west]-gep-ger

DETANLS

Settiega: Autn-generased

Segmant: |

IJ¢b9s 5. ©desw poze DC Jlouwle lodls gy Idlocow 99lzole s dle GCP

¢ pozo IJpuds Iyissums SD-WAN B 9,0¢ slz0é ub; IUisle, sludd IJedssy pu 2low
lJg>eé |Js VPNO. Jly w)9093d9d GCP suwegspe sulssy IP 169.254.x.y. spdud luuble 9lzod
Jluweszlel eds poge DC gluwegpldol Jlouold SD-WAN go,) IULovlble Idgwzloss J GCP.

995l sds IJi@'Ic o ldueds pu wdosy pogoe IJosh Ipuvee.

interface Loopbackl

no shut down

i p address 192.168.9.9 255. 255. 255. 255

1

!

interface Tunnel 2

i p unnunber ed Loopbackl

tunnel source Loopbackl

tunnel node sdwan

1

!

interface G gabitEthernetl.215
encapsul ati on dot 1Q 215

i p address 169. 254. 145. 226 255. 255. 255. 248
ip nu 1440

1

1

router bgp 64513

bgp | og- nei ghbor - changes

nei ghbor 169. 254. 145. 225 renote-as 16550
nei ghbor 169. 254. 145. 225 descri pti on MP- GCP- SJ- Peeri ng
nei ghbor 169. 254. 145. 225 ebgp-mul ti hop 4
1

address-fanmily ipv4

network 192.168.9.9 nmask 255. 255. 255. 255



nei ghbor 169. 254. 145. 225 activate

nei ghbor 169. 254. 145. 225 send- communi ty both
exit-address-fanmily

1

!

sdwan

interface Loopbackl

tunnel -interface

encapsul ation ipsec preference 100 weight 1
color privatel

max- control -connections 0

al | ow service al
1

Iszle Iz9e IJs wdoso poze DC IUled B ISuwe ity po IJpumwovs.

lJo2dd pu lJuoes

21Js IUleuold guy Lweles GCP:

Goog!e Cloud Platform = npitaev-20-4-eft-gop-project = @ Search products and resources
-I]- Hybrid Connectivity Interconnect C REFRESH
HEEL
VLAN ATTACHMENTS PHYSICAL CONNECTIONS
4} Interconnect WLAN attachments ase connections between your local routers and Googhe Cloud routers

fid yisiir Didficated oF PAIer IMerconnect conmeetions
*  Clowd Routers

ADD VLAN ATTACHMENT
Network Gonnectivity Center

= Filter

O Namw P Region Status Type Bandwishh Clousd Rowtor

O g 1 (] Partner 50 Mbv's gop-gerecrl
megaport- Up

vlan

louold BGP Lo w920 oud; Ioslole 9 WAN GCR

MP-1 C- US-R1#sh ip ro bgp

10.0.0.0/27 is subnetted, 1 subnets
B 10.35.0.0 [20/100] via 169.254.145. 225, 01:25:26
MP- | C- US- R1#

VLANID [+

SHOW INFO PANEL

L] m

e louold Idywelue:

oJ9su p9zo SD-WAN Jpuds DC 1 issuvs

MP- | G- US- R1#sh sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLI C DST PUBLI C DETECT TX
SYSTEM | P SI TE | D STATE COLOR COLOR SOURCE | P | P PORT ENCAP MULTI PLI ER | NTERVAL(nmsec UPTI ME

TRANSI Tl ONS

Do Actions

Fartrier
Megaport (4

10.12.1.11 12 up biz-internet public-internet 162.43
4:02:55:32 0

35.35.35.2 35 up biz-internet private2 162.43.150. 15
4:02:55:32 0

35.35.35.1 35 up biz-internet private2 162.43.150. 15
4:02:55:32 0

61.61.61.61 61 down biz-internet biz-internet 162.43
61.61.61.61 61 down biz-internet privatel 162.43. 150
35.35.35.1 35 up privatel private2 192.168.9.9 10.35
35.35.35.2 35 up privatel private2 192.168.9.9 10.35

.150. 15 13.55. 49. 253 12426
35.212.162. 72 12347 i psec
35.212.232.51 12347 ipsec

.150. 15 162.43.145.3 12427

.15 198.18.0.5 12367 ipsec

.0.2 12347 ipsec 7 1000 10
.0.3 12347 ipsec 7 1000 10

i psec 7 1000 10

7 1000 10

7 1000 10

i psec 7 1000 NA O
7 1000 NA O

0:00:00:16 O
0:00:00:16 O



10.12.1.11 12 down privatel public-internet 192.168.9.9 13.55.49.253 12426 ipsec 7 1000 NA O
61.61.61. 61 61 down privatel biz-internet 192.168.9.9 162.43.145.3 12427 ipsec 7 1000 NA O
61.61.61.61 61 down privatel privatel 192.168.9.9 198.18.0.5 12367 ipsec 7 1000 NA O

MP-1 C- US-Rl#sh ip ro bgp

Codes: L - local, C - connected, S - static, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, m- OW

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT D A

i - 1S1S su- IS IS sunmary, L1 - IS-ISlevel-1, L2 - 1S IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration summary

0 - ODR P - periodic dowl oaded static route, | - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides fromPfR

& replicated |l ocal route overrides by connected
Gateway of last resort is 162.43.150.14 to network 0.0.0.0

10.0.0.0/27 is subnetted, 1 subnets
B 10.35.0.0 [20/100] via 169.254.145. 225, 00:03:17
MP- | C- US- R1#

MP- | C- US- R1#sh sdwa

MP- | C- US- R1#sh sdwan runn

MP- | C- US- R1#sh sdwan runni ng-config
system

| ocation "55 South Market Street, San Jose, CA -95113, USA"
gps-location latitude 37.33413

gps-1 ocation | ongitude -121.8916
systemip 34.34.34.1

overlay-id 1

site-id 34

port-offset 1

control - sessi on- pps 300

admi n-tech-on-failure
sp-organi zati on- name MC- Denp- npi t aev
organi zat i on- name MC- Denp- npi t aev
port-hop

track-transport
track-def aul t - gat enay
consol e- baud-rate 19200

no on-denmand enabl e

on-demand idle-timeout 10

vbond 54. 188.241. 123 port 12346

1

service tcp-keepalives-in

service tcp-keepalives-out

no service tcp-small-servers

no service udp-small-servers

host nane MP-1C US-R1

usernane admin privilege 15 secret 9
$9$3V6L3VEL2VUI 2k$ysPnXOdg8RLj 9KgMinf HdSHkdaMri Hz GaUpcqH6pf To
vrf definition 10

rd 1:10

address-fanmily ipv4

route-target export 64513:10
route-target inmport 64513:10
exit-address-fanily

1

address-fanmily ipv6
exit-address-fanily

1

1



ip arp proxy disable

no ip finger

no ip rcnd rcp-enable

no ip rcnd rsh-enable

no i p dhcp use cl ass

ip bootp server

no i p source-route

no ip http server

no ip http secure-server

ip nat settings central-policy

cdp run

interface G gabitEthernetl

no shut down

arp tineout 1200

ip address dhcp client-id G gabitEthernetl
no ip redirects

ip dhcp client default-router distance 1

ip nu 1500

| oad-interval 30
nmtu 1500
negoti ati on auto
exit

interface G gabitEthernetl.215

no shut down

encapsul ati on dot 1Q 215

i p address 169. 254. 145. 226 255. 255. 255. 248
no ip redirects

ip nu 1440

exit

interface Loopbackl

no shut down

i p address 192.168.9.9 255. 255. 255. 255
exit

interface Tunnel 1

no shut down

i p unnunbered G gabitEthernetl

no ip redirects

i pv6 unnunbered G gabitEthernetl

no ipve redirects

tunnel source G gabitEthernetl

tunnel node sdwan

exit

interface Tunnel 2

no shut down

i p unnunber ed Loopbackl

no ip redirects

i pv6 unnunbered Loopbackl

no ipve redirects

tunnel source Loopbackl

tunnel node sdwan

exit

clock timezone UTC 0 O

| oggi ng persistent size 104857600 fil esize 10485760
no | oggi ng nonitor

| oggi ng buffered 512000

| oggi ng consol e

aaa authentication login default |oca
aaa aut horization exec default |oca
aaa server radius dynami c-aut hor

1

router bgp 64513

bgp | og- nei ghbor - changes

nei ghbor 169. 254. 145. 225 renot e-as 16550
nei ghbor 169. 254. 145. 225 descri pti on MP- GCP- SJ- Peeri ng



nei ghbor 169. 254. 145. 225 ebgp-mul ti hop 4
address-fanily ipv4 unicast

nei ghbor 169. 254. 145. 225 activate
nei ghbor 169. 254. 145. 225 send-conmunity both
network 192.168.9.9 nask 255. 255. 255. 255
exit-address-fanmly

1

timers bgp 60 180

1

snnp-server ifindex persist

line aux O

stopbits 1

1

line con O

speed 19200

stopbits 1

1

line vty 0 4

transport input ssh

1

line vty 5 80

transport input ssh

1

I'1dp run

nat 64 translation timeout tcp 3600
nat 64 translation timeout udp 300
sdwan

interface G gabitEthernetl

tunnel -interface

encapsul ation i psec weight 1

no border

col or biz-internet

no | ast-resort-circuit

no | ow bandwi dt h-1i nk

no vbond- as-stun-server
vimanage- connecti on-preference 5
port-hop

carrier default
nat-refresh-interval 5

hel | o-interval 1000

hel | o-tol erance 12

al | ow service al

no al |l ow servi ce bgp

al | ow servi ce dhcp

al | ow servi ce dns

al | owservice icnp

al | ow servi ce sshd

no al |l ow servi ce netconf

no allow service ntp

no al |l ow servi ce ospf

no all ow service stun

al | ow service https

no all ow service snnp

no all ow service bfd

exit

exit

interface Loopbackl

tunnel -interface

encapsul ation i psec preference 100 weight 1
color privatel

max- control -connections 0

al | ow service al

no al |l ow service bgp

al | ow servi ce dhcp



al | owservi ce dns

al | ow service icnp

no al |l ow service sshd

no al | ow servi ce netconf

no allow service ntp

no all ow servi ce ospf

no al |l ow service stun

al | ow service https

no all ow service snnp

no all owservice bfd

exit

exit

appqoe

no tcpopt enabl e

no dreopt enabl e

1

onp

no shut down

send-path-l1imt 4

ecnp-limt 4

graceful -restart

no as-dot-notation

tinmers

hol dti ne 60
advertisenment-interval 1
graceful -restart-timer 43200
eor-tiner 300

exit

address-fanmily ipv4
advertise bgp

advertise connected
advertise static

1

address-fanmily ipv6
advertise bgp

advertise connected
advertise static

1

1

1

licensing config enable fal se
I'i censing config privacy hostnane fal se
licensing config privacy version fal se
licensing config utility utility-enable false
bfd color Ite

hel |l o-i nterval 1000

no pntu-di scovery

multiplier 1

1

bfd default-dscp 48

bfd app-route multiplier 2
bfd app-route poll-interval 123400
security

i psec

rekey 86400

repl ay-w ndow 512

1

1

ssl proxy

no enabl e

rsa- key- nodul us 2048
certificate-lifetime 730
eckey-type P256

ca-tp-1abel PROXY-SI GNI NG CA



settings expired-certificate drop

settings untrusted-certificate drop
settings unknown-status drop

settings certificate-revocation-check none
settings unsupported-protocol -versions drop
settings unsupported-cipher-suites drop
settings failure-node close

settings mnimmtls-ver TLSvl

dual - side optim zati on enabl e
!

MP- | C- US- R1#
MP- | C- US- R1#
MP- | C- US- R1#

MP- | C- US- R1#sh run
Bui | di ng configuration...

Current configuration : 4628 bytes

!

I Last configuration change at 19:42:11 UTC Tue Jan 25 2022 by admin
!

version 17.6

service tcp-keepalives-in

service tcp-keepalives-out

service timestanps debug datetine nsec
service tinmestanps | og datetine nsec
servi ce password-encryption

I Call-horme is enabled by Smart-Licensing.
service call-home

platformqfp utilization nmonitor |oad 80
no pl atform punt - keepal i ve di sabl e-kernel -core
pl atform consol e virtua

!

host nane MP-1C US-R1

|

boot - st art - mar ker

boot - end- mar ker

!

!

vrf definition 10

rd 1:10

!

address-fanmily ipv4

route-target export 64513:10
route-target inmport 64513:10
exit-address-fanmly

!

address-fanmily ipv6

exit-address-fanmly

!

vrf definition 65528

!

address-fanmily ipv4

exit-address-fanmly

|

| oggi ng buffered 512000

| oggi ng persistent size 104857600 fil esize 10485760
no | oggi ng nonitor

!

aaa new node

!

!

aaa authentication login default |oca
aaa aut horization exec default |oca



aaa server radius dynami c-author
!

aaa session-id comon

fhrp version vrrp v3

ip arp proxy disable

1

ip bootp server

no i p dhcp use cl ass

!

!

!

no | ogi n on-success | og
i pv6 uni cast-routing

ubscri ber tenpl ating

S
|
|
|
|
|
|
|

mul tilink bundl e-nane authenticated
!
!
!
!
!
!
|
!
1

crypto pki trustpoint TP-self-signed-1238782368
enrol | nent sel fsigned

subj ect - name cn=I1 OS- Sel f - Si gned- Certificate-1238782368
revocati on- check none

rsakeypair TP-sel f-signed-1238782368

1

crypto pki trustpoint SLA-Trust Point

enrol | nent pkcsi12

revocation-check crl

1

1

crypto pki certificate chain TP-sel f-signed-1238782368
crypto pki certificate chain SLA-Trust Point

1

1



!

license udi pid C8000V sn 9SRWHHHG6I

Iicense boot |evel network-prem er+dna-prem er
di agnostic bootup | evel m ninal

nmenmory free | ow wat ermark processor 202832

!

|

spanni ng-tree extend systemid

|

usernane admin privilege 15 secret 9
$9$3V6L3VEL2VUI 2k$ysPnXOdg8RLj 9KgMinf HdSHkdaMri Hz GaUpcqH6pf To
!

r edundancy
!

no crypto ikev2 diagnose error
!

|

I'1dp run

cdp run

interface Loopbackl

i p address 192.168.9.9 255. 255. 255. 255
1

interface Loopback65528

vrf forwarding 65528

i p address 192.168.1.1 255. 255. 255. 255
1

interface Tunnel 1

i p unnunbered G gabitEthernetl

no ip redirects

i pv6 unnunbered G gabitEthernetl

no ipve redirects

tunnel source G gabitEthernetl

tunnel node sdwan

1

interface Tunnel 2

i p unnunber ed Loopbackl



no ip redirects

i pv6 unnunbered Loopbackl
no ipve redirects

tunnel source Loopbackl
tunnel node sdwan

1

interface G gabitEthernet
ip dhcp client default-ro
ip address dhcp client-id
no ip redirects

| oad-interval 30

negoti ati on auto

arp tineout 1200

1

interface G gabitEthernet
encapsul ati on dot 1Q 215
ip address 169. 254. 145. 22
no ip redirects

ip nu 1440

arp tineout 1200

1

router onp

1

router bgp 64513

bgp | og- nei ghbor - changes
nei ghbor 169. 254. 145. 225
nei ghbor 169. 254. 145. 225
nei ghbor 169. 254. 145. 225
1

address-fanmily ipv4
network 192.168.9.9 nask
nei ghbor 169. 254. 145. 225
nei ghbor 169. 254. 145. 225
exit-address-fanmly

1

ip forward-protocol nd

no ip http server

no ip http secure-server

1

ip nat settings central-p
ip nat route vrf 65528 0.
no i p nat service H225

no ip nat service ras

no ip nat service rtsp ud
no ip nat service rtsp tc
no i p nat service netbios
no i p nat service netbios
no i p nat service netbios
no i p nat service netbios
no i p nat service |dap

no i p nat service sunrpc
no i p nat service sunrpc
no i p nat service msrpc t
no ip nat service tftp

no ip nat service rcrd

no i p nat service pptp

no ip ftp passive

ip scp server enable
1

1
uter distance 1
G gabit Et hernet 1

1.215

6 255. 255. 255. 248

renot e-as 16550
description MP-GCP-SJ-Peering
ebgp-nul ti hop 4

255. 255, 255. 255
activate
send- communi ty both

olicy
0.0.0 0.0.0.0 gl obal

p

p
-ns tcp

-ns udp
-ssn
-dgm

udp
tcp
cp



1
1

control - pl ane

1

1

ngcp behavi or rsip-range tgcp-only

ngcp behavi or conedi a-rol e none

ngcp behavi or comnedi a- check- nedi a-src di sabl e
ngcp behavi or conedi a- sdp-force disable

1

ngcp profile default
|

1
line con O

stopbits 1

speed 19200

line aux O

line vty 0 4

transport input ssh

line vty 5 80

transport input ssh

1

nat 64 translation timeout udp 300
nat 64 translation timeout tcp 3600

cal | - home
! If contact ennil address in call-home is configured as sch-smart-1|icensi ng@i sco.com
! the email address configured in Cisco Smart License Portal will be used as contact enail

address to send SCH notifications.

contact-enmuni |l -addr sch-smart-1icensing@i sco.com
profile "G scoTAC 1"

active

destination transport-method http

net conf - yang
net conf -yang feature candi dat e-datastore

end
MP-| C- US- R1#
MP-| C- US- R1#

MP- | C- US- Rl#sh ver

Cisco | 0OS XE Software, Version 17.06.01a

Cisco 10S Software [Bengal uru], Virtual XE Software (X86_64_LI NUX | OSD- UNI VERSALK9- M, Version
17. 6. la, RELEASE SOFTWARE (fc2)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2021 by G sco Systens, Inc.

Conpil ed Sat 21- Aug-21 03:20 by ntpre

Cisco 10S-XE software, Copyright (c) 2005-2021 by cisco Systems, |nc.
Al rights reserved. Certain conmponents of Cisco | OS-XE software are
licensed under the GNU CGeneral Public License ("GPL") Version 2.0. The
sof tware code |icensed under GPL Version 2.0 is free software that cones
with ABSOLUTELY NO WARRANTY. You can redistribute and/or nodify such
GPL code under the terns of GPL Version 2.0. For nore details, see the
docunent ati on or "License Notice" file acconpanying the |10S- XE sof tware,



or the applicable URL provided on the flyer acconpanying the | 0S-XE
sof t war e.

ROM | OS- XE ROVMON

MP-1C-US-RL uptinme is 4 days, 3 hours, 2 minutes

Uptime for this control processor is 4 days, 3 hours, 3 minutes
System returned to ROM by rel oad

Systemimage file is "bootfl ash: packages. conf"

Last reload reason: factory-reset

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of Cisco cryptographic products does not inply
third-party authority to inport, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
conpliance with U S. and |l ocal country laws. By using this product you
agree to conply with applicable laws and regul ations. |f you are unable
to conply with U S. and local laws, return this product imediately.

A sunmary of U.S. laws governing C sco cryptographic products nmay be found at:
http://ww. ci sco. coml wd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending email to
export @i sco. com

Technol ogy Package License |nformation:
Control | er - managed

The current throughput l[evel is 250000 kbps
Smart Licensing Status: Registration Not Applicabl e/ Not Applicable

ci sco C8000V (VXE) processor (revision VXE) with 2028465K/ 3075K bytes of menory.
Processor board | D 9SRWHHHG6I |

Rout er operating node: Controller-Mnaged

1 Ggabit Ethernet interface

32768K bytes of non-volatile configuration nmenory.

3965112K bytes of physical nenory.

11526144K bytes of virtual hard di sk at bootflash:.

Configuration register is 0x2102

MP- | C- US- R1#
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