9dss Sluwegdiue pdd RCA oo o9 ©ush
IJuivods 1) 6086

lJpzogslo
| ") o
lo il w56

luible 2)0d RCA (o5 (uble pz09¢6 N-Node

loweglz p)cd RCA Jpus9c, Windows
lowozlz oJud RCA g, 2l wo Mac |9 Linux
lxdg 0,Jud RCA |Jis 2l wo Mac g Linux
ozesd oJd RCA | s TAC SR

29¢ »Jud RCA | Jis TAC SR

|Jp 95006

SuPS 03l 908 §8 Js8 1o S ssuweiz IJes) wwew wedsd (RCA) eu)s pu IJ cisco DNA
£

ped9ple luwlyuss

e SuwEs sodds CLI puwds [Js cisco DNA o,9;. in order to juzJo 1J>g9d |Js cisco DNA
s pe I CLI luw suwes sobo gu) slpo Blouw bo@s (SSH) |Js 1UL6 guglo po J cisco

DNA 0,3 pg maglev J IJ username g Jss psole 2222.

lees pu I 8BS buds Lupd Io JIu Iuode B 2.3.2.x10 Jl suvee lue 1o s)due Jos) le) 1Js o loe ogbde. lzJe in order
tolgzio IJ8uins pBs> pddel s 2.3.2.x 19 2.3.3.X: 031 95,88 B 2.3.4.0 908 spl wg> Jl spdu websd shel 1Jpdsy.

louble pJd RCA B ublp pgp9ed 39 £926 91226

IJg 96 1. ywed 1U5g9d 1Js 9lz0s uwlo, 1JIsle, (CLIY Jouds wonssd Iduiwds 1,8 es6 pu Cisto gds 1Jpowds 2222, [pwegse luup
IJeuwegsemaglev. ol Je $Io luue [Jpuucgse 33 wp wessdo Bs 9 IJlesl 1lsds. wp Gp wouvésd realdip,.

<#root>
[Tue Sep 11 15:08:48 UTC] maglev@10.1.1.1 (maglev-master-1) ~ $

sudo


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-2/admin_guide/b_cisco_dna_center_admin_guide_2_3_2/b_cisco_dna_center_admin_guide_2_2_3_chapter_010.html#Cisco_Task_in_List_GUI.dita_54088469-d201-4ba4-8976-f1facaa0a139

rca

[sudo] password for maglev: Verifying

<type your adm n password>

User 'admin' logged into 'kong-frontend.maglev-system.svc.cluster.local' successfully
Created RCA package: /data/rcal/ maglev-x.x.X.Xx-rca-2018-09-11_15-32-40_UTC. tar. gz

[Tue Sep 11 15:43:14 UTC] maglev@10.1.1.1 (maglev-master-1) ~

Bs luosble o5 wusé Iduvwds 1,8ps6 (DNA) IJizse po Cisco (2.3.4.x sldluosble IJizae). Jssd 1J 85,6 gds IJble $rca
copy.

$rca--help

Help:
rca - root cause analysis collection utilities

Usage: rca[COMMAND] [ARGS]...
Commands:
clear - clear RCA files
copy - copy rcafilesto specified location
exec - collect RCA
view - restricted filesystem view

~ Tt soe logble pdd RCA 9ugisuo B fdatalica soword lugble IJpd g6 29ldis 20 58888. sew 1o szess luvp
IJedd gds o3l IJowws §: maglev-<inter-cluster link | P address>-rca<date and time>.tar.gz.

logule ron RCA d& Q]b|p PTPIEO N-Node

p e ewdpl s3I0 D5 Lble pze9es 9IS 39 £96 N Sp woisE IJEdple. gud wosse IJgple: Jl souopy RCA
PU €936 WV s6 [dwedle pu lUgplo IJos wepd eds €9 i@s. eds uvosd Idpold Bl dlo Jssd 1Ugsps Aldos
wged eds IJed26-19z00de eds RCA o0 1Je926-20 Jl sop wuppsu duvedlo pu lJéres A J3JI: s9uos wldoblb
pJS RCA IJEluo wrpse IJed> souopsue Bs uble IJpzeses gus bbdow RCA TAC Jpdws.

£wopl Y90 s wblp pzesgs pdou pu 3 £85 9089 woubisd Iiercagds ls zobi sbde pod e woss IUuveds
lJB9psé pu Cisco |uwwesle suglu IPJuble 1Upzeses. sus IJpbldos. i.saJ ewslu IPosu ldpgessle JJg@8ss ldos w)s
luwe sl RCA puol.

WO o3l ldpeld: w9z gulasu IP wsu IUpgpsgle B wblg 10.1.1.0/29.

<ttroot>

[Wed May 30 18:24:26 UTC] maglev@10.1.1.2 (maglev-master-10) ~ $



rca

Verifying ssh/sudo access ============

Cluster: 10.1.1.3

[administration] username for 'https://10.1.1.3:443': admin [administration] password for 'admin':

<type your adm n password>

User 'admin' logged into '10.1.1.3' successfully

o8> cubgsd rea lie) soe ciisu golsso IPIeuie,ds wso Idezesele IJos $po wogsssol pddal
/home/maglev/.magleveonf. B 1Jp,6 IJoldss 1Jos ©d89p Bsol wogvésd IJiprca suvoese prds wussd Iduvuds 1,888 po

Cisco O w 1Jg 956 JJeue9d eds pedypele RCA.

<#root>
[Wed May 30 18:23:37 UTC] maglev@10.1.1.2 (maglev-master-10) ~ $

rca

[sudo] password for maglev: Verifying
type the adm n password
>

User '"admin' logged into '10.1.1.3" successfully <-- it automatically logged into the cluster previousl)

RCA package created on Wed May 30 18:2

Bl doo velesd IUs oubgsd IJilercag_Js €936 pgodds Bsgw edsd 238 IUuwsld 1U3s op odysuo Bs pdj wusd
b ds 1y3ess pu Ciscor &p slode pud sl euslo IP236> v Iezesele 9spdod wpas guslo IPJJeds Iigs.

<#root>
[Wed May 30 18:24:10 UTC] maglev@10.1.1.2 (maglev-master-10) ~ $
sudo magl ev context del ete maglev-1

Removed command 1line context 'maglev-1' [Wed May 30 18:24:18 UTC] maglev@10.1.1.2 (maglev-master-10) ~

nore / hone/ magl ev/ . magl evconf

i i ; Modified by Maglev: Wed, 30 M

Verifying ssh/sudo access ============
10.1.1.2 <-- now it asks for the new cluster |P address
[administration] username for 'https://10.1.1.2:443': admin [administration] password for 'admin': <

type your adnin password

> User 'admin' logged into '10.1.1.2" successfully



luvodlz pJd RCA gds Jpusye, Windows

IJg 96 1. wujsd WinSCP s ¢ psJ SCPIJpdod Jssd.

IJg1096 2. wed 1U589J IJs o5 wuss Iduvwds 1,888 (DNA) oo Cisto luwegsle wslule lgwels 9lzes el 1Jisle, (CLI).
9lgw, SCP Ywy9099sd Idpdud 9lge, 1 8p IJpuds 2222,

. WinSCP Login 7] x
Session Session
. Stored sessions
File ocal:
Enm'rnnmerrt i
- Directories SCF v
SSH
Preferences Host name: Port number: _
mxc-dnacd cisco.com 2222 —
ser name: Password:
maglev Iy
Private key file:

Select color

[ ] Advanced options

About ... Languages Login Save. |* Close

IJgbgs 3. luwdd |Js /datalrcald peds.


https://winscp.net/eng/download.php

~ Local Mark Files Commands Session Options Remote Help

B D e WP BRI T

maglev@mxc-dnacd.cisco.com | + |
@M ie->- AEAR|E

- || My documents

j My Music

B My Pictures
B My Videos

.H web_sites

[] ps_store
1800s.pcapng

1800s_with_dhcpoptd...

%De‘[auﬂ.rdp
{l desktop.ini

Size Type

Parent directory

File folder
File folder
File folder
File folder

6,148B DS_STORE File
45288  Wireshark capt...
9,620B Wireshark capt...
0B Remote Deskt...
4028 Configuration ...

Changed

8/24/2018 1:1318 ..
6/12/2013 2:23:24 ..
6/12/2013 2:23:24...
6/12/2013 2:23:24...
8/24/2018 1:24:39 ...
8/24/2018 1:13:20 ...
7/30/2018 3:29:54 ...
7/30/2018 6:01:58...
5/20/2017 9:15:58...
8/22/2018 8:56:24 ...

@@ e AEAD | %R

Name B

8.

| data

D maglev-10.1.1.4-rca-2...

I imaglev-10.1.1.4-rca-2...;

281 MiB
335MiB

Changed

8/31/2018 3:38:06 ...
8/31/2018 3:48:46 ...
8/31/2018 3:48:14 ...
9/11/2018 4:43:14 ...

Rights

TWXT-XI-X
TWXT-Xr-X
Wer-=r-=
W-r-=r--

<|

[»

<]

0Bof 20.698Bin 0of 9

335 MiB of 617 MiB in 1 of 3

. 4# F2Rename | F4Edit 23 F5 Copy i3 F6 Move (2 F7 Create Directory »< F8Delete 5 FO Properties W1 F10 Quit

IJglo9s 4. luwg pdd RCA |Us IUdposso) IUpeds.




. % rca - maglev@mxc-dnac4.cisco.com - WinSCP =1l 1S}

Local Mark Files Commands Session Options Remote Help

& - DB WS EH HE Y RB O et - i@ -
[ maglev @&mxc-dnac4.cisco.com =

I'| My documents -@EAie-2- @EAEIER| 5% | rca ~-@EAie-a>-GEAEFME|E

C:\Users\Administrator \Documents [datafrca

Name Bxt Size Type Changed At| | Name Bxt Size Changed Rights Owner

t. Parent directory  8/24/2018 1:1318... r . 8/31/2018 3:38:06 ...  rwir-xr-x root

¥ My Music File folder 6/12/2013 2:23:24 ... Eh_ | data 8/31/2018 3:48:46...  rwoor-xr-x root

= My Pictures Copy _013 34814, rwer--r-- root

B My Videos 018 4:43:14...  rwe-r--r-- root

1. web_sites Copy file maglev-10.1.1.4+ca-2018-09-11_15-32-40_UTC tar.gz"to local dinectory:

[).Ds_Store (RE% | WC:\Users\Administrator\Documents\". v] | Bows.. |

[ 1800s.pcapng 45280  Transfer settings

[ 1800s_with_dhcpoptd... 9,620  Defaul transfer settings

hD(—fauit.rdp (

¥4 | desktop. 403

@] desktop.ini [ New and updated file{s) only ] Do not show this dialog bax again

[_] Transfer on background (add to transfer queue) Transfer each file individually
Transfer seftings... [+ | copy || Cancel || Hew

<| m > <] m HE
0Bof 20696 BinDof 9 335 MiBof 617 MiBin 10of 3

# F2Rename | F4Edit &3 FS Copy i3 F6 Move [ F7 Create Directory < F8Delete EF FO Properties 1 F10 Quit

8 SCP Bi 00039

lowoile pJud RCA gJs gluve Macls Linux

% adlghs: B o3l Ipelde sep cpdsd guslo IPJesds wousd Iduveds 1J,38686 o Cisco lJs mxe-dnacd.cisco.com.
lowowsde 03l pLosd luwve peld edod LIJJled (FQDN) I gugly pu Cisco DNA p,d; bsls.

IJgb96 1. 1Bz eduwd bydss: &p lugiw o3l stepsiy suuwe I RCA oo s sgso maglev-10.1.1.4-rca-2018-09-11_15-32-
40_UTCtar.gz s¢ju £Js IJ ciscodna pyd; obousd b /datalrcaldsdsd 1Us 1zlds gpd d3dsd gds 2luved.

<#root>

ALECARRA-M-P1Z8:~ aecarra$

scp -P 2222 nmagl ev@mxc-dnac4. ci sco.com/data/rcal/ magl ev-10. 1. 1. 4-rca-2018-09-11_15-32-40_UTC. tar.gz ./
Welcome to the Maglev Appliance maglev@mxc-dnac4.cisco.com's password: <

type your nmagl ev password>

maglev-10.1.1.4-rca-2018-09-11_15-32-40_UTC.tar.gz 100% 335MB 3.3MB/s 01:41 ALECARRA-M-P178:~ alecarra

Ix8g pJd RCA |Jss zluwe Macls Linux



pU 9lzos b, IJigllpJ (CLI) IJgl o6 weols puds vusé Idubveds 1U,8ps6 pu Cisco. iuuo't)p 030 lJ_oslgs:

$ scp /datalrca/<RCA file name> <Mac/Linux username>@<Mac/Linux | P address>:<path to save the file>

oul peld po Iip) suwcepd S IJpeed:

<#root>

$

scp /datal/rcal/ magl ev-10.1. 1. 4-rca-2018-09-11_15-32-40_UTC. tar. gz al ecarra@0. 24. 133. 238:/ User s/ al ecarr a/
The authenticity of host '10.24.133.238 (10.24.133.238)' can't be established. ECDSA key fingerprint i
yes

Warning: Permanently added '10.24.133.238' (ECDSA) to the Tist of known hosts. Password:

<type your Linux or Mac user password>

maglev-10.1.1.4-rca-2018-09-11_15-32-40_UTC.tar.gz 100% 335MB 3.7MB/s 01:32

ozesd pdd RCA |Js TAC SR

Spdoud [uwegsle b8 wzes O 1 JzlJs Jogpsd pdd RCA |Us bdo 306 TAC (SR) 1Jesz9s eds IUdpwssw) IUElue od gu)
POz, 233 )8p 1JzlJs gus IUbdw.

>8¢ pJud RCA |Js TAC SR

ould gsblu Jogesd pdod (pod RCA) pulyiné pu zoli o5 wuss IJuiveds I)3esé pu Cisco |Js TAC SR). Bs JJI IUgsbso:
Seod luve IJpuwedse 18e SR9IIRs 1ps9) 05 L) pess JIJ SR Iuwe Idpuwesp/ddes 1dpi9) £92936 Slisel S pdlzlbs S

@156 SR 95pdy Isuol luue el po SCM. Jdeuo9d eds piss pu Ideluosd 29d Ioes IUpesi: bze 1ds wzesd pldle
Lg ps) | Jj lg26 e 8056 ) Cisco.

vpsde Jdeiele pu SR:

Subject: 688046089: CXD Upload Credentials

Y ou can now upload files to the case using FTP/FTPS/SCP/SFTP/HTTPS protocols and the following details:
Hostname: cxd.cisco.com

Username: 688046089

vaord gx*********** FJ7

IJgsh 1. 8p worpsd Idedd go,y HTTPS (Iuug b ssuveise IJpuds 443)


https://id.cisco.com/oauth2/default/v1/authorize?response_type=code&scope=openid%20profile%20address%20offline_access%20cci_coimemberOf%20email&client_id=cae-okta-web-gslb-01&state=iKXG18e-d7mwnm6BLkD7cz_61To&redirect_uri=https%3A%2F%2Fmycase.cloudapps.cisco.com%2Fcb%2Fsso&nonce=4VEI8UIOAwMtTAgc1eUzCj6VBNZl1U2hEHG6iuvX1iM
https://www.cisco.com/c/en/us/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
https://www.cisco.com/c/en/us/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
https://www.cisco.com/c/en/us/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken

g9 1. Izow, ol Bl Ulo ssd louold po zols prds wuss Idubeds 1,8 es6 pu Cisco lJs oxd.cisco.com gy [Jpods 443.

Bspl sds lers byg lple ool

<{froot>
$

nc -zv cxd. ci sco.com 443

Connection to cxd.cisco.com 443 port [tcp/https] succeeded!
$

~ il B 2lJs Buvd IUIouly Jl spdod luvoisle 030 1db,s86 Jozpsd IUpdd.

IUgbo9s 2. 131 vz Idlgeoh Bép wozpsd Ipdd gy HTTPS Clyuaisle o3l 1Jie):

<#root>

$curl -T“

<filename w th path>
7 o-u

<SR nunber >

https://cxd.cisco.com/home/

Bl oo orge Bs 956 brsds &uo [OX oBuosdl JJozesd B¥pe luolds -vIdgsl. eds uvesd [dpald: 'curl -vT ...

eds wvosd IUpold:

<ffroot>
$

curl -T "./test.txt" -u 688046089 https://cxd.cisco.com hone/

Enter host password for user '688046089':

<Type your CXD Upl oad password, unique to a Service Request, here>

[Tue Dec 10 13:35:47 UTC] maglev@10.1.1.1(maglev-master-1) ~
$

bo§sé pzlby,é

)



wpl ie, shell lJpBds> Spue luwegsle CURL. Bluul ulbd uuwgs rca sldes cuwedss oo SCP Jopdsy IJudd IUles Jdpdule
|J.s cxd.cisco.com.

$ rca copy --files maglev-10.1.1.233-rca-2024-03-06_14-07-36_UTC.tar.gz 6969X X X XX @cxd.cisco.com:/
FIPS mode initialized

Warning: Permanently added the ECDSA host key for IP address '10.209.135.105' to the list of known hosts.
6969X X XX X6@cxd.cisco.com's password:

maglev-10.1.1.233-rca-2024-03-06_14-07-36_UTC.tar.gz

IJgsh 2. ozesd IJpdd go) SCP (suwegspe IJpods 22)

U096 1. Izcu ol Bl o Jssd louald po 2ol oy wusé Idubwds 1,8es6 eo Cisco |Js exd.cisco.com g, IJpods 22. sl
sJs 22 b,y lple Iz el

<{froot>
$

nc -zv cxd.cisco.com 22

Connection to cxd.cisco.com 22 port [tcp/ssh] succeeded!

$

~ gk s 216 Buivd IIzaoh. Jl spdod [aweesle 030 1,866 Jozpsd IJpdud.

1Jg096 2. I3l uze IJIzoul BEp wozesd IJpd® gu) SCP Llguagsle o3l 1Uie):
<#root>
$scp

<l ocal filenane with path>

<SR nunber >

@cxd.cisco.com:

eds wwosd IJpold:

<tfroot>

$



scp ./test.txt 688046089@xd. ci sco.com

The authenticity of host 'cxd.cisco.com (X.X.X.X)' can't be established.
RSA key fingerprint is SHA256:3c8Vi3Ms2AITZTNzkBccR1pvE5ie9oMs64UhOuhRado.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added 'cxd.cisco.com,X.X.X.X"' (RSA) to the 1ist of known hosts.
688046089@cxd.cisco.com's password:

<Type your CXD Upl oad password, unique to a service request, here>

test. txt

[Tue Dec 10 13:44:27 UTC] maglev@l0.1.1.1 (maglev-master-1) ~
$



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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